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ABSTRACT

This senior project presents a data cryptography system based on
chaotic systems (Lorenz and jerk). The system implementation consists of Field
Programmable Analog Array (FPAA) and a microcontroller for transmit and receiver
sides. MATLAB/Simulink provides simulation results in various parameters. The
experimental setup is exhibited by applying the data of digital pictures, which are
encrypted by the selected chaos model and transmitted by using a serial port. The
receiver can be correctly decrypted if and only if the chosen chaos model and
parameters are perfectly matched with the transmitter. The experimental results
of BER were measured around 42.39x10°® for Lorenz system and 38.29x10° for jerk

system with a time of approximately 24 minutes to recover all 10,002,432 bits.
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2.1 RANNITVBINTINWUATYYIUDAIU

2.1.1 ssuudady, ssuulidudadu wazszuveaiu
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2.2.1 Lorenz System
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2.2.2 Jerk model
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X = —kii— X+ G(x) (2.3)
%30

X =y,

y =z, (2.4)

z = —kz—y+G(x).
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T T T T T T T T T
(b)
I w
0
I
Bl I
24 M
B 1 1 1 1 1 1 1 1 1
50 100 150 200 2§0 300 350 400 450 500
Time
2 T T T T T T T T T
©
1 |
N ‘ I
-1
5 1 1 1 1 1 1 1 1 1
0 50 100 150 200 250 300 350 400 450 500
Time

JUN 2.8 sUnuudnyaynnd jerk system Ladng; (a) x Wiguiuiian (b) y Weuiuan (o) z

WiguiuLan



2.3 %8nn15 Chaotic masking communication ¥843sUuUaau [1]

#&NN15 Chaotic masking communication 11337 lfaruagzaanegauinly
mMaszgndlifunsdeansieszuveanuiesniduitnmathsfaineigadviunis
doansuwuuszuukowasn tneniadsdyyiaaginisidygiaeaiuansundfudygia
Joyaudwihnsaslulugesdayan Fanaiidivluresdyanabitonn dyanadu Gecret

o o A

Signal) @ susnuileandyyruaufidieanliual nadasdesdifiulsaanuy (State

)

Variable) 99332 Ut0A UM AdsA Ty 1aumIva A uluae n1sdsdyaiaiiaiuglufu
Fyerauauil azviliseuunisdeansiinnis Synchronization [8,9] fuveinIAdILazA1ASU
Tnedawdsaniusidiluiazgnsvuveaiunieniasuliunasesdyyineaiundanyus

wiloududuniadslunnlsznisuandyaineaiui Adad un1an1ASUNIaU0eNIIN

'
o v a

doyqyraudunidnun Feganunsadaudygyinteyaanainddls lnsamnsouansladgui 2.9

A

Information signal Secret signal
i ) e + )
& — Retrived signal
) m(t)
c(t '
c'()
x; xr (
Chaotic signal
Y B A==\
Synchronizing
for decryption
Zy Zr
Chaotic Chaotic
Transmitter System Receiver System

JUN 2.9 sUnuumsdeansineafenannis Chaotic masking communication

2.4 5199 FPAA daelusunsa AnadigmDesigner2

2.4.1 Anadigm SingleApex Development Board

duuwamesuioenuuuanlildauldiislunisuszgndld nienaasunis
PONUUUIATUBUIADNUUTUVDY FPAA LY U FUTU AN231E04 dpASP laudl 32bit PIC32
microcontroller melud waziduunanvefuiannsaimuluiduszuuiled (Embedded

System) leeensdiusz@nsan [10]



gﬂ‘ﬁ 2.10 Anadigm SingleApex Development Board

2.4.2 AN231E04 dpASP [11]

WumiigUszananadyyruweuiaenmunzdmsunisusvanindygyin, n1s
nsesdyan (Filtering), N5 NvLIAVRIF Y4 (Gain), n1suiledyaiuligndes
(Rectification), n1suIndgyey1ad (Summing), N15aUd ysy 194 (Subtracting) 5 oN13AM
Fauaas (Multiplying) 1udy wenaninuieussananadssossuilsddud liifud adu
(Nonlinear function) lunsnoUaUBIvBAIYITET kazn1sdaaTIzisUaay

AN231E04 azUsenauluaasiuning 2x2 wuulfuves Configurable Analogs
Blocks (CABs) Fagnadeusuduiiduundsins uazegszminsesdusznouianansalusunsy
1§ Auwaddunn wazlednauuULeuzanntesdUsznauLUULOATN (Active elements)
LAZAIES NTYYIUUIRN Immuqmm‘;ﬁ%”mﬁzgig']mmﬁmﬁiﬂ%@uﬁuﬁ’ummma’ﬁ”]Lﬁm
Fuaaunininsfinieuen warUsznaudae look-up table wun 8x256 Tafivilianuise
duamzigudynin uasiteidulidubadutumls

o

Y o
&b 88 ¢

10 Cell 7

saho
=l
25601
3
e g% 105N
e ]acLk
—{]scLk

Clock P
- 1.( =

Bi-Directional Switch Fabric
Connects any CAB I any Input / Outpit Gell

Analog [ Logic

01234

J

k] cso

] csan
s

] cFeFLGy 1.2
=] acTivate 1.2
k-] ERRp 1.3
k] resem
tH{]so

] memcLk
] Lece

CAB1 o CAB2

Shadow RAM
Configuration RAM

Configuration RAM
Shadow RAM

Configuration Interface

Bi-Directional Switch Fabric
Gannects any CARB to any Input / Output Call
k]

]

Shadow RAM

Configuration RAM

Configuration RAM
‘Shadow RAM

CAB3 T CAB4
e E;
o C5 S
o1P o
o B —
| Power & Gnd ‘(/'::E\:a.gevg:lrax:: ——)( Look-Up Table

1 Open Drain Output
2 Programmable Intemal PullUp
3 10KA External Pull-Up Required




10

lun1stuiinAdeyanimueasiulusunstazgniufinuumiisalnudn Static
ram H8wmesiwuuy SPI dusunssnlnandeyauuvaynsurululasinswaes vie
DSP Fsagilianansninuna11e999saluunadn (Dynamic) Inedldsuniunuilendunis

NUYDINITUULNIATIOURIFUN 2.12

Host AN13x/AN23x
Processor L RESETb o
MOSI sl ACTIVATE —
—so ERRb
— MEMCLK
SCLK SCLK
— CFGFLGb
SELb cs2b
f csib LCChi—
e mHz ML ———acLk

MODE
AL
SUN 2.12 msideusianudiu Host Processor Y84 AN231E04 dwiun1svitanuwuunain

(Dynamic Operation)

'
a

TuA15Y9URUUALT (Static operation) AN231E04 JevFdINIuLn SO Ll

a

UoyaNMvuAIIN SPI PROM uagyinn1sdadayanaukuuaunsudvzgneIuniel Sl gy
2

13

SPI AN1T3x/AN23x

PROM L RESETh =
MISO si ACTIVATE |—
MOsI S0 ERRb
SCLK MEMCLK
l—e SCLK
Ssh CFGFLGb
cs2b
csib LCCb|—
<i6MHz ML LI ———ACLk -

This example assumes internal pull-ups
are enable for ACTIVATE & CFGFLG.

<

'
a

JUT 2.13 m3i¥eusaiudiu Host Processor 489 AN231E04 dmsunisvinauiuumsi

(Static Operation)

dm35U Configurable Analogs Blocks (CABs) agtdudiud g lunisussuiana
Fya UL UULDUTaDNUUANURENTINUBIINRS switched capacitor Felunnsuseanadya e

9¥IuUY Differential MavuaiaiiuALL s msavesdyyin wazlumng CAB zUsulume



o

soUuaudasiiy, 29asiudSauiisunsaiy, dufuussaiilusunsuls wazunasindndeyeyio
wiRnlnedyyiuiwaddune wazodnaiidoudaiunisidaunisusnagedluliuy

Differential tiaidu smoothing filter [12]

2.4.3 AnadigmDesigner2 [13]

Jumendiniildlunsesnuuy uazUszendlinaasueunaon lnganansaimue
Amsdinesatsgasiule Taglunisasnsnsasazldnisain Configurable Analog Modules
(CAMs) 1m1989azanansaasiesuiueenuduiasuetnaenlduininenuamnsdnesi
Iimunly uenanilugendusddlanaiulunssiae mansnadeumalauuweiands
Paeliazanlumsussidunansesildesnuuulilaolallifosdnwionyaufifins

Tudrunsyien AnadigmDesigner2 \u EDA flaunsawmuiniseanuuunishy
FPAA flanunsarnunaivetisasiiosnuuuniu Microprocessor lalag AnadigmDesigner?2
avthin1sesnuuuULni GUI wlatduniwn C wile T Microprocessor anunsausu nie

AuAuileitunIsineuesssuLioanuuulaviuil Tnendslinnuwiue

2 Untitled - AnadigmDesigner2 =l O WX

File Edit Simulate Configure Seffings Dynamic Config. Target View Tools Help

DeH &8 3 A s | DN

Addr2: 255 AN231E04 LOAD ORDER: 1 o

17

18

g‘d‘ﬁ 2.14 wian9va9lUsnTy AnadigmDesigner2



12

2.5 2439 Differential to Single-ended Output

2435 Differential to Single-ended Output #in1slapalueny es 1 61 laevi

msteudunaifianduuindif Rs uazdunaifidnduaudi Ry

9

+1.5v ref

FPAA Differential
Signal

Out-

Out+ Output
Single-ended

signal

'
=

UM 2.15 1397 Differential voltage to single mode

Tnedanasadnailaaviaiaunis

R
R 1+Fz R
2.\ 7 p(—4J T {—Zj (2.5)
R3 1+& Rl
R3
Inewionmuali R = Ry = Rruag R; = R; = R, laaunns
R,
o /
Vo =(7, —Vn)R— (2.6)
g
A s L N, v 75~ AN
AITURENNTAMNUASAT VN8 VBIdY e NAle Tnedufiy n

g

2.6 F9VTVYIUHYYIULUUTINT Y Y6

v

wasveedyauLuuTmdyaadulasidesUwondlunisiudunanaug 2

7] q

Bunavuluasniu InswssiuerrinnaguiiunasinvesswivBunnauiudasvens [14]

- Vout

JUN 2.16 1935988d a1 0 ULy I8l (Summing Amplifier)
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NFUN 8 ANTAMUSITUDIINA Vour LARINANNTT

V. =- _fVl+_fV2 +—fV3 (2.7
R R

TneLlamualii R, R» wae Rz = Rin azloaunns

R,
U A 28)

2.7 2995038 UNBULLSIAY

19955 suiiunseiy 1Wunasnvhnmsiseufeudygudesdyyialaeld

<

k% a

ouuout] ez doslidunmd mUAUTTLUEE Vrer WazBunndmiudagadifeanisiin
Wisuidley Vi fuusadudneds mndeunssiudunmdnfiviuan aziienineasiieuiiou
wuvlsinduia (Non-inverting Comparator Circuit) uagf1tauuseiudunnid1nuiay az
139n11193 50038 UBURUUNAULNE (Inverting Comparator Circuit) [15] TngusanuLe1sine

Vour 2gninfinegliiiiuussiunleuliiuoatueud (+Vee wag —Veo)

U
Ve

Vil oLl B

Vout

Vi 1>
Ve
‘gﬂﬁ 2.17 29swipuiisunuulindula (Non-inverting Comparator Circuit)
NNFUTA 2,17 910 Vin > Vet WU Vour = +Veo W8 Vin < Vet 9818 Vour = Ve

+ VC(,'

Vs o—1F
Vout

Vin 0>
'Vcc

'
a

JUN 2.18 19asilSeuiiteuiuunduia (Inverting Comparator Circuit)

Qqﬂgﬂﬁ 2.18 1A I/in > VRef"ﬂngg]J Vout = 'Vcc LY Vvin < VRef qlgléj V()ut = +Vcc
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2.8 1995N599AUDA N IUUUULWETN
\unsasivihmhilunisdanseaien ”zyzymﬁﬁmmﬁqqﬁlﬁéfaamsaaﬂ ng

AUNTOANUATIVDIANUDTIAN (Cutoff frequency) N1HB9N1SIINIUAITAIUIIINALATS

1

= (2.9)
27RC

1.

Wefwual £ Araevesmnudaianusaniula
R Aomanusnununlgluieas

C Aofrmnuguasiiiulszaiildluaes

R

JUT 2.19 2sasnsesanuiiarusuunadnlaglddmumunasiuiulseq

2.9 A7 Python

111 Python WWuntwfithanwefnvesniwfuniey (ABC, Modula-3, C, C++,

Y

aa

Algol-68, SmallTalk and Unix shell and other scripting languages) LLazL‘ﬁlmﬂméjﬂwms f

WU AANE Lagduesued Interface TAlsulUsusnulaaznInTu [16]

2.9.1 Python Imaging Library (PIL)

PIL £831191n#191 (Python Imaging Library) vi3eluiiasdulmiaziienin pillow
\Jums open-source Fudulausn3ves n1w Python Tiiiunssessudmiunisidanisinnis
wagnstuinlndsuamvatesUwuy wieuldearudiniu Windows, Mac OS X wag Linux
[17] Auannsaves PIL Usmaulﬂé’ha%umaummg’mﬁm%’um%ﬂ%mwimww LU NSN59
A Msiuaslduvey viensufuuInNaLta Awains wiedidusu Tasgunuulndd

so95ulen PPM, PNG, JPEG, GIF, TIFF way BMP

2.9.2 NumPy
NumPy (Numeric Python) 1 ulugad uaiuves Python Adl#srduiigafiu
ANAAERTUATNITAILINANSY ulildau Taenluasiieidunisdanisteyayn (Aray)

wAMakazinIng [18] AaaudRndnves NumPy Ao yadaya (Array) Bepdneriu list
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v v ‘lcj v a a [

wianndnluyateyadendudeyardafviiulaeiiluasidudiac 1y float n3e int 39

Y Y

¥ A &

NumPy asnsasifunisiugateuaiidudiaslaog1edivszd@nsnm

9 Y



Ui 3

a 3

N159NWUULALN1TINNIUTeY sy inus

v

3.1 n1seanUUsTULlRgsIN

v
=

Tunsdavisaarfinusiaud gdavilaeeniuunisussendldssuvenudmsu
madhatasutoyadie FPAA Sdluuniiasiiausnseaniuulnen msmvesnmsyineudagy
7l 3.1 Tnglunsldssuueaiu (Chaotic system) snUszgndldnadrsvadudeyatuasshng
as19dygrueaiu (Chaotic signal) mﬂqﬂﬂiiﬁ Field Programmable Analog Array (FPAA)
F3nenuuun8lUswnsy AnadigmDesisner2 wazldnssuaunas Chaotic masking

communication @nuni1siisia wazaensiateyalunisdeans

Secret signal 5(7)

/\/ Input signal + [m(ryte(n)] Output signal /\/
m(r) z m'(f)
+
W}Chmﬁc signal c(7) ‘:3’\‘ J ! | Chaotic signal e(7)

Chaotic

! [
! I
! I
| I
| }
I

I
! I
: I

I
! [
I
| model }
! I
! I
! I
! [
! I
! I
! [
! I
! I
! I
I

I
! I

! [
‘ [
! I
! I
‘ [
‘ !
I I
! I
i |
} model }

I
I I
! \
! I
! I
! I
! [
! I
I I
! |
! I
|

+ +
FPAA FPAA
,,,,,,,,,,,,,,,,,,,,,, i
Transmitter System Receiver System

U7 3.1 vdenlaazunsudwiunisdn-nensalaeld FPAA

3.1.1 N1999NLLUUNT Differential voltage to single mode

{1 9991nd5yay 104 output port ¥es FPAA 9zgnvinlsiegluguluy Differential
LLaSﬁ]3Qﬂ8ﬂi3§ﬂ“ﬂ@ﬁﬁ)€yiy1m§ulﬂgﬂ +1.5 V fadumnarlddaygaaes Output fignifes
AU feIn159z 04199935 Differential voltage to single mode Tnals Input ¥9929954

w#9e3u Output 990 FPAA fsgufl 3.2
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+1.5v ref

FPAA Differential
Signal

10kQ 10kQ

Out-

LF347

O +Vee

Outt+ Output
Single-ended

signal

’E‘Uﬁ 3.2 1999 Differential voltage to single mode fioonuuy

3.1.2 N1982NLLUU Lorenz system Uu FPAA

dmSunstd FPAA u1Useyndlun1sasne Lorenz system wu1nueddayay1aiasil
PUIAENNTIIHANITTIa0828 MATLAB 1iiaannnusssulnindl FPAA (AN231E04) agvi1a1u
Tua9 +1.5 V Lag Parameters 989 CAMs %"ﬁuaqﬁ%mmﬁiﬁ' FPAA 19 efulu Lorenz
system 398n15USUA Parameters Way Option A199799 CAMs TnalAgsiuNan1sIIaosae
TUsunsy MATLAB Ia@15u19aLanin15eaniuy Lorenz system Ul AnadigmDesigner2
A8nN1510 CAMS ﬁdﬁy Integrator, Multiplier (M, M,), SUmDIff (SMy, SM,, SM,) Tagansa15a
uama ewagud 3.3

LOAD ORDER: 2

g"dﬁ?‘i 3.3 N1990NLUY Lorenz system Ul FPAA saelusinsy AnadigmDesigner2

3.1.3 n139dnLUU Jerk system Ui FPAA

MuouReIiu Lorenz system Tu Jerk system 39in15U5UAN Parameters tag
Option #1397899 CAMs  TAlnaLAseiuNani1591a99a8lusknss MATLAB 1aganunsauans
NN9NLUU Jerk system Uu AnadigmDesigner2 ¢nan15ta CAMs ol Integrator, SumbDiff

(SM4), and GainLimiter (GL) Inganunsouanslifazud 3.4
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(Addrl: 1 Addr2: 255 AN231E04 LOAD ORDER: 1

E‘U‘ﬁl 3.4 N1990NLUY jerk system Ul FPAA amglusunsy AnadigmDesigner2

3.1.4 N1599ALUUNTZUIUNIS Chaotic masking ¥89 Lorenz system 2g
SIMULINK

Tun1se@nNUUUSEUU Chaotic masking 983 Lorenz system rRNULUUTTUULAY
WulUsLATH SIMULINK Taavinnnsasie Lorenz system n1mgs (Transmitter) wagn1asu
(Receiver) lnglunindsagldmnusseuu x lUu1usasaeredypalidnsassiudygyiu
(Summing) Lﬁ'aﬁﬁzyiymamu (Chaotic signal) Iumimﬂ’aeﬁaaﬂa (Information Signal) way
s eudiuusszu y Wsimesuieduduaalunisoensiadyyia waziinisi
Fouaauiid1397a (Secret signal) TUr1ur9saUd el (Subtractor) Aaesaudsszu x 71

nAsu iendanadeyanduan (Retrieved Signal) Inganinsauanslasssud 3.5

Information Signal m(f)
NN Secret signal s(7)
Retrieved signal m (1),
4|[>—;| o
Gain Summing] -
Subt 3
Fom————mm
|
|
|
|
1 L ]
| s 5
1 Integrator] :
| Integrator] N
i Subtractor
i 1
I - g : %
1 s - 7
[} Integrator2 for decryption \ X
! 1
i 2 1 >
i 2
! . ——
| ) -
! 1
| B | -
: Subtractor2 : Subtractor2
! 1
. ,
| : )
| 1 1
| s 1 1 o>
: Integrator3 I’ R : s T
1 umming 4 Integrator3 Summne?
! 1
! 1
! 1
e ————— |
Transmitter Reciever

E‘Uﬁ 3.5 N19@0813 Chaotic masking communication A28 Lorenz system



Information Signal m(7)
rl_l_l_l ‘—l Secret signal s(7)
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3.1.5 M1392NLLUUNIZUIUNIT Chaotic masking communication U84 jerk
system #1728 SIMULINK

lun1580nWUUSEUU Chaotic masking communication 484 jerk system 3
ponLUUTEUUIaeN ILlUTLATY SIMULINK Tagvinn1sasis jerk system n1@as (Transmitter)

wazn1Asu (Receiver) Ingluniadsazldmuysszuu z lUiwsasvenedygaludnsassm

v v

dayayrad (Summing) i olddayeyrauaaiu (Chaotic signal) lun1sundsdaya (Information

(% o

Signal) wagyinsifeuiuusszuu z ludwnesuiieifunisnensiadygia wavyiinisi

g

9

GO

1 (%

(Secret signal) W1u2995AUA YY1 (Subtractor) AA8AILUTIZUY 2 9

Gl
nAsu Wieiagdyaateyanduun (Retrieved Signal) Taganunsauanslansgun 3.6

Retrieved signal m'(7)

|

|

|}

1 ) y

\ 1z 1 R 1 Zd 1 vl | =
£ B - - 1 i

: 7 S 5 > s 2 ignum function

! Infegratorl Infegrator2 Infegrator3 Infegmtor] Integrator2 Integrator3

]

|

|

1

H k, k,

[}

| i

1 3

1 =

i A

|

i +

| Subtractor. Subtrctor3

Transmitter Reciever
Synchronization for decryption

E‘Uﬁ 3.6 N13@8@13 Chaotic masking communication f8 jerk system

3.1.6 N1599NWUU Synchronization Y84 Lorenz system A1A&Y LAZAIASTU
Uu FPAA

Tun15 Synchronization W99 Lorenz system Uu FPAA 3271019851958 UU
Lorenz system U FPAA fafiuandlulusieanumnuuntineunth Insazadamiioutuia
APds wazn1asu dslunindearinsdeusanUsszuu (state variable) v lUgan1asuiiie

Dudaaldunisldoensia Ineanunsauansuulusiunsy AnadigmDesigner2 loinaguil 3.7
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JAddrl: 2 Addr2: 255 ¥ 2 255 AN231E04 LOAD ORDER: 2 |

U1 3.7 Lorenz system #1@anuuuuu FPAA ; n) 7Ads ¥) n1A5Y

3.1.7 n1399nLLUU Synchronization ¥84 Jerk system Ui FPAA

Tun1s Synchronization 984 Jerk system Ul FPAA 981015831958 UU Jerk
system U FPAA saitnandlulusieeuanuduntinounii Tnsavadramilousuieninds
wazn1adu @ aluniadeasyiinisd eusauUsseuu (state variable) x WWin1asuLii ey

dyaalunisldoensia Inganunsowansuulisunsy AnadigmDesigner2 lenagui 3.8

E‘U'ﬁ 3.8 Jerk system ﬁaaﬂLLUUU‘u FPAA ; n) A1AdS ¥) ANASU

3.1.8 Weulusunsunrsudasgunmiludoya Text wovgu 16

TuuSgerinusiazldnsdstonasunmlun1smaaaunszuIuNTaa13TI1UDS

Y Y

sEUu d@msunisuUasteyasuniniielyisduuuvetavgiu 16 welvaiuisadasnu
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Lulasaeulnsaaesldiuagldlausniaes a1wn Python Tneazld Python Imaging Library
(PIL) Tums@alsldgunm uazldlausd NumPy lumsulasguamdudeya Aray Tusuias
§7U 16 Faagyiuinu IDE A Visual Code Studio Tngagld IPython Notebook (ipynb) Litely

Tanaunsavieuldiazwad lnetunsulunisdowlusunsuulasgunmidudoya Text v

v
Yo

g1 16 vMlanadl

'
a

1. vmserunnlagly method open w84 class Image Tu PIL wanslagasy

Y

3.9

print{image.si
print(image.mo
plt.imshow({image)

gﬁﬁ 3.9 Iﬁﬂmiémgﬂmw 1neld method open w83 open 481 class Image Tu PIL

2. inswdastoyagunimdu doya Array daeilsidu asaray wazdalieglu

sUsvuninduwafidesnisiteidunisdamisulunisdsdoya deuansldfaguin 3.10

print(da
print(dat

U7 3.10 Taansudasgunimdudaya Array

3. viimsudasndesa Array eglugu Ox (hexadecimal) wagduiinidulvd text
delianunsatluidsudeyaaslulasroulnsaaesdanslyd ESP32 wazideusie ArduinolDE

Feanusauandlannistuiinlanegun 3.11
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gﬂﬁ 3.11 Iﬁ@m'ﬁwaq%’a;ﬂa Array agﬁug‘d 0x (hexadecimal) wagtusinidulag text

3.1.9 ns@igulusunsuauaunsdsdayanie ESP32 lagly Arduino IDE

nitenauntluniadenisdteyavslddoyasuninainitensuntidaiu
Fesdvansuuuaynsuiie ESP32 lumsmuaunsdddagazshnisdeulusunsuuy Arduino
IDE dedoyaildazifudoyasunniioglugy Ox (hexadedmal) @33 Baud rate iy

9600 bits/sec augyU 3.12

RIAL 8N1, RXp2, TXp

check =
(checkloop =
check =
: (
(check ==

checkloop = 8;

< 60162; k+
codeSetl

JUN 3.12 Tannsdetayaniudeseunsuves ESP32
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913U 3.12 aziiiuladn fauds EncodeSet0 axvinnistuiindayaguniniign
wiasegluzy Ox (hexadecimal) Begnuustd 22 lsudafinanililuidensumin uazazifiuly
lufauUs EncodeSet0 - EncodeSet21 a1ntuayldrds Serial2.write() Tunisdstoyausiag

wsuEUYesdoaTOUNTY

3.1.10 n1s@eulusunsuaruaun1sdedayanae ESP32 Tagld Arduino IDE

wazn1seulusunsuaiisgunnandayaitlisudae Python

Tun1psuaeld ESP32 Tumssuteyaiiviinisaensviaudilaevinisideulusunsy

17 '

Sudeyarunisgesdeaseunsulagldeds Serial2.read() wagyinsuanidayauumni

Serial monitor fefda Serial.printtn()

RXp2 16
TXp2 17
() {
(115208);
(9600, SERIAL_8N1, RXp2, TXp2);

JUN 3.13 Taansdedayaniuyeseunsuve ESP32

Tngluns@eulusunsusuteyadsinniserudeyadindeinisdoa seunsuvas

ESP32 selaun3 pySerial 99301191 Python 728 Visual Code Studk>uamqlﬁéhgﬂﬁ'3ld

de('utf-8")

JUT 3.14 Taansenudeyaannyesdoaseunsuaien1el Python
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91n3U7 3.14 azvihnsifiudeyafeuldasludiuys store_data 9nduindeu

TWsunsuiveideyailaasiegunnnduaulaunisldlaus PIL wandladagy 3.15

JUN 3.15 lAnnnsasnegunimanndeyansulanieniun Python

3.1.11 NISBBNLUUITUUNISEBAITIIUNINIAES Bazn1ASUUY Protoboard
NNSANYINTLVIUNTST Chaotic masking communication [1] 1avinns

2 & = o 4‘
’PJ?JﬂLL‘U‘U?%‘U‘Uﬂ’]iﬁ@ﬁ"lii’m"u@ﬁﬁg‘u‘uLUUUﬁ@ﬂiﬂ@zLLﬂiNﬂﬂgU% 3.16

Secret signal
Information signal mparator
s(t) 7 Comparato
m(t)
\
bi | X, D, ¢ (t) Retrived signal
Chaotic signal m'(¢)
y > Gain
, -k — 4 R
Synchronizing Jr
for decryption
Chaotic Chaotic
Transmitter System Receiver System

JUT 3.16 vdenlaesunsussuumsdeansinesiuildesniuy

ANTINVDITFUUT IMUAGuanslugua 3.16 agiiuanniadwinnisidyayiu

o

v =

Joyadadudeyazunin m(t) Mlidasiveny Di sadrfivdyaineai o) fldnsvene D
doyaadlaannssiuiuiuiend@yanau s(f) Sgndsiuaedygyialidiniaiu lny

[ ]

o [y

NNNIATUALLNTATNAYQIUDAIU (1) NaNYUZNLDUIUAUR Y IUDAIUTINIAEINIU

L A7)

Y

N1 Synchronize 999ALUSANIULVOITEUY LAZVINNITVLI8AITYYIUA8E NIV Dy
al

'
= (%

NUUTWNTY YTV UA VT Y100 UVBINIATULN O] &

v oA

TUTDUANFUAUL b6

L Ag 7} U

Wosndyyruigniauuiduiveundganiuandafududygiaiay 39n151410993

=

WIBuWieuwsInunTe Voltage Comparator snldiveyinliieundyavesdeyaraiidnduund

o v

anwazimlouiuiudygndayaliu

> ag]
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WalsuaanlaazunsulagsiuiinIndd kazn1ASULAIAILITODDNLUUINATIIL

YoaiaTEUUAIAAT wazn1asulamelusunsy Proteus lnauansladsgui 3.17

Ry Summing (invert)

OC Input + - 12

| Craos T (singie)

Chaos R (Single)

oy

'
a

JUN 3.17 2993590eIssEUUnInas kaznasulauulusunsy Proteus

MN13e09a39ssaslusiavese lngldlmdsseuuauti9as Summing Amplifier
7 £12 V uaz lWidsswes Comparator 7 +5 V wagyinisrenuuesa FPAA lnefiszuusaiu

UW FPAA §in15 Synchronize 5eniNn1Ads Waznasu ansnsouanalanagui 3.18 uag 3.19

JUT 3.18 MIf0NATVAADUTFUUNSHRATTITISEUULULUSInURSA



JUT 3.19 NM139993TTZUUNMIHOMNTTINTEULTUUDTA FPAA

3.1.12 A1999NLUU PCB d1113U243301A4S
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W aNAYD95EUUN 00N kUUTURIT DN UNUINTINUNANYIFWINNITBBNWUY PCB

Taglun1seaniuy PCB U99393501Ade 31LT0UarADI00NILUY Schematic ¥99799508Y T

Usznaulumieisas Differential to Single-ended Output, 2935UU YN UNUUTINR Y QY10

, ESP32 uazaeed ey 1aud1niunis synchronize 1ag Schematic @1%3U299501Ad S Lag

Schematic dm3uasaiadslulusunsy Proteus uandlanagy 3.20 uag 3.21 AwEIRY

Transmitter
! MCU Information signal
I (Microcontroller unit) m( t)
i I 3.24kQ 10kQ
¢ —/V\ VWV
! 1.76kQ2
! —3 % 10kQ
| Chaotic system 22.5kQ
——A——
| 10k
. Chaos A% ] Chaotic signal
10kQ )
! Chaos + c()

I FPAA

Synchronized
signal =

0

Secret signal |

s(t)
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SUT 3.21 Schematic 2993aaaslulusLNTL Proteus

18991NU U 1n1589n6UU PCB Tuluswnsy Proteus tA8TAI19AUU 90D

gunsallvilvanzaniundende uagyiNsAuaIenemasuy 1 Layer lnguandnagy 3.22

ChaosTx-Board

sU#l 3.22 PCB Layout d13u299501Ad4

WI9YiNNN598NkUU PCB 138USDULAT AINUUMNINITAAUSUAIULLAHUNDILAL a7

msesldgunsal uazdanigunsalliifeviesasliansaindeiagui 3.23
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SUT 3.23 whiu PCB @11151U72995010&

Y

3.1.13 A1999NLUU PCB d1%3U2433501A5U

Tun1seenlUY PCB 909293501A5U 311 0uagdaseanuuu Schematic U943995
apsunou sUszneulusaea9as Differential to Single-ended Output, 2935381880
WUUTINFY I, WITUIBUBULTIAUY, MCU wastasdyaad1nsunis synchronize Tng
Schematic @1115U299501A5U Wag Schematic d@usur9asniasululusunsu Proteus Lang

1&'@3’@@1‘7{ 3.24 WAy 3.25 ANua1eU

Synchronized =
signal

Receiver

P =TI — RN W O — &7 I
N 10kQ

| .
o Secret signal 10kQ |
I s([) O— VA I
! 3101(9 Retrieved signal MCU |
I r m' (¢) (Microcontroller unit) I
i Chaotic system 22.5kQ2 JI_”J_LHL Y I
i ) ., Synchronized !
I Chaos - _\/1\%? L4 Chaotic signal |
i 10k2 c'(f) Vies L5 38 !
. Chaos + + LF347 |
| .
- 10kQ I
I FPAA .
I |
I .

5U 3.24 Schematic 299301A5U
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+5V to +-12Vv T

9990000000000000 |°

 LLELEEHRHEH

SUT 3.25 Schematic s9snasululusungu Proteus

18991190 vn1sesnwuy PCB Tuluswnsy Proteus 1A8dn1961h U 9094

gunsallvilvinzaniunndeNde uagyiNTAuaIenematuy 1 Layer laguandnasy 3.26

5U71 3.26 PCB Layout dw3U29930A3U

WoYiINN598nkUU PCB 138USBULAD 9NUUMINITAAUSUAIULLEUNDILAL bA?

msesldgunsal uazdanigunsalliiieuios aglinwsniasudsgun 3.27
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JUN 3.27 uy PCB dmiuisasniasu

3.2 1A509dlan lYlun1sNnany

s

TuSgainusil daunsaluazinsesilonldlunisvaaes

3.2.1 AnadigmDesigner2

3.2.2 AN231E04

3.2.3 Oscilloscope

3.2.4 LF347

3.2.5 LM358

3.2.6 f@uniu 10 Alaloviu

3.2.7 fduniu 3.3 Alaloviu

3.2.8 mnumuusuala 50 Alalesiu
3.2.9 mmumulsuale 10 Alaleviu
3.2.10 famunudiuala 5 Alalesvi
3.2.11 ffiudszq 150 wnluvhin
3.2.12 ffiudszg 10 wiluwhin
3.2.13 5V to £12V DC-DC Converter
3.2.14 Uenwesiva 2 ¥1 2.54 .
3.2.15 BNC uinsaudle

3.2.16 AUEInG 4 N1

3.2.17 @39 2

11

o o N

(%

9

30
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3.2.18 USB type-A tweilile 2 !
3.2.19 IC socket 14 ¥1 2 !
3.2.20 IC socket 8 a1 1 $
3.2.21 UBSANAIU ESP32 2 0
3.2.22 WHUNBILAY 13X8 . 2 WhIL
3.2.23 unuldoun 25x17 . 2 WA

v
3.3 NFAIALNUNANITNAGDY

3.3.1 ¥AdaU1995 Differential voltage to single mode @78 Proteus
NINITNAADUNITNIITUVD92975 Differential voltage to single mode 71
Output filaaenadasiu Input MdlU wezsdulumumgefidnwiieliianumnzause

FPAA

3.3.2 NAFBUNNTEI 9T (78 FPAA

YN1INAABUNITAIN Lorenz system Wag Jerk system Ul FPAA lagn13ingy
foyny1au (waveform) wag Attractor Aldindulunumnuiilafnu

3.3.3 NAEUN3ZUIUNS Chaotic masking communication 1agld Simulink

NITNAAOUNTTUIUNITE DEISUUY Chaotic masking communication i
Lorenz system tag Jerk system Ui Simulink Lﬁ"a@mamiﬁi’waaadwaamﬂé’aﬂﬂmwqwﬁﬁiéf
IN15AnNY

3.3.4 NAdUNTZUIUNIT Synchronization Ul FPAA

NINNINAADUNTT synchronize U89 Lorenz system uay Jerk system Ui AAES
uazn1AsuUY FPAA Tnefagudayain (waveform) wessruuiieuiuianiads wazanafy

3.3.5 NAGDUNISHMIUSTUUNTHDE5TINNINAGS waznnASy

¥NSNAEEUTSAIMSUSEUUNISE 081559090 wazaASUTLEYiATS
genLUUn Output firuaenndestu Input iy LLaxLﬁulﬂquwﬁﬁﬁﬂm

3.3.6 nadaun1sulasgunimtudoya Text lwugiu 16

yhmsnaaeuuUasteyaguaindiagldlunismaaeudedoya uaziuteyaidy
Foya Text lugu Ox (hexadecimal) it alsa11150d 981Ut 891154 8a159UNTUVDY

lulasmaulnsaiass
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3.3.7 ManagauszUUNMsAamslasTauiaiuauuwsy PCB Taslddaya
suawlunnsdesns

NARBUNTEUIUNITA DA lABTINA8NTdsTaYaT UM wazyiinsid5iia
nensviaRsrUVeaIL Mntuthdeyafildadresunmmndufiun uasihnismadeunisiudeu

Parameter Y045 UUBRIUNNIATUNDAANULANAVRIFUNINTINBAT AL



uni 4
NANISNAADY

4.1 NMEauUN13142935 Differential voltage to single mode @28 Proteus
lumsmadoui9as Differential voltage to single mode TulUsinsu Proteus e

sonuuuliluguil 4.1 sziiulsindleteudayaal Input+ wazdayaas Input- Fadudayana

wUU Differential LLﬁ%ﬂﬂﬁzﬁUﬁ@@ﬂiU%ﬂlU +1.5 V 1917995 Differential voltage to single

mode azl¢dyana Output Tuguuuy Single mode Fsguf 4.2

A
L rnnn]
Input- =t R7 B
10k c
D
Inputt
~NU R8

E‘Uﬁ 4.1 2995 Differential voltage to single mode Tulusunsu Proteus

Digital Oscilloscope =

| Channel C

g‘dﬁ 4.2 Input/Output 9992993 Differential voltage to single mode TulUsunsu Proteus
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4.2 NAgaUNTEF 9T INDAUAEY FPAA

4.2.1 Lorenz system
ludunounisnaasuilaztJunsindyameaiuaoIsyUU Lorenz system 210
Tagyhnsenluanseuuilaeaniuulilulusunsy AnadigmDesigner2 aMnUNILa a1 FPAA

TAEAINTALEARINITI Options WazA1 Parameters #1390 CAM 19Rsn191991 4.1

M15°99 4.1 n15UTU Options WagAN Parameters 99 Lorenz system Ui 1UsNTa

AnadigmDesigner2

Name Options Parameters Clocks
[Multiplier] Sample and Hold Cff Mulriplication Factor ClockA 150 kH: (Chip Clock 3)

‘i [um:umlu.:) ClockB 4 M (Chip Clock 0

| Anadign iz
(ALl

-
=

[Moldplier? Sample and Hold O Mulfiplication Factor 100 Clock 230 ki (Chip Clock 3)
|Shtaltiphie e ¥ 2) ClockB  § MH: (Chip Clack 0)
| Anadigm CApproved)
|SnmDiffl Output Phaze Phase Gain 1 (Upperlnpur) 5.30 ClockA 230 kB (Chip Clock 3)
SumDiff v1.0.1} Inputl Drerting Gain 2 (Lowerlnput) 3!

Input? Nom-imersing

Input3 Off

Input4 Off

Anadign Cippvoved)

Output Phaze

SumDiff] s

SumDiff v1.0.1) Inputl Nom-troverss
Input 2 5
Input3 Jrvercd
Inpur 4

Anadigm {Approved)

Gain 1 (Upperlnput) £ &0 ClockA 750 kFiz (Chip Clack 31
Gain 2 (Middlelnput) 7207
Gain 3 (Lowerlapu) 2.4

I i Output Phaze Phazs Cain1(Upperlnput) 0050 | Clockd 150 kHz (Chip Clock 3)
|Gumbitt 10) - put 1 Now-imersing c,anzgﬁfuhﬁ:& L35 & X
Input? Imsrring
Input3 Gff
Inputd Of

| dnadiem (ipprovsd)
|Intezratorl Polarity Nom-imercing Tntegration Coust. [Lus] 000250 | Clockd 250 ki (Chip Clock 3

ntezratorvL11) Input Sampling Phaze Phass |
Compare Control To No Reser

Anadigm (ipproved)
|Intesrater? Polarity Ner-prerane Integration Comst. [Lns] 0.00250 | ClockA 250 5 (Clap Clock 3
ntezratorvLll) | 1uput Sampling Phace Phase
Conpare Centrol To Vo Rezet

| Anadigm (Approved)
|Intezratord Polarity Non-pmersing Intezration Conat. [L/us]

atRstor L) Input Sampling Phase Phase ]
Compare Control To Vo Reser

=
=
£
=

ClockA 730 kHz (Chip Clock 31

| Anadigm (dpproved)

wazvins¥a Output ¢e Oscilloscope 71w 15(Frp), 17(Vip), 19(Vp) ﬁd'gﬂﬁl 4.3 Uu FPAA
TuzUuuu Differential Voltage lng3Udeysyns (waveform) uag Attractor LLami@fﬁngﬁ' 4.4

ey 4.5 ANUaIaU
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g‘dﬁ 4.3 mﬁmgULLUU Heyu10d kA Attractor U89 Lorenz system Ul FPAA A

Oscilloscope

T

5ms 1] T ¥ AYAYAYAVAVAVAVAVAV,Y, D 0.0s

‘t|l|

| | | “ “ f “‘ W N'n ‘l \hl” ‘\ !HMU" H
; \ ;‘Hm IRl .M(‘
‘| U” H WV \ i 1|‘ iR | \H\ ‘ \“ il .“,‘ wl "n
"‘I"| \(}"| ‘

SUN 4.4 sUnuudeyayas (waveform) 484 Lorenz system Vap, Vi, Vzp V036 MUTIEUU X, y

Lag z AIUAIAU

Output Vy,-V7,

Scale CH1 0.2 V/dv CH3 0.02 V/div

gﬂﬁ 4.5 Attractor U84 Lorenz system UUSeUIU x-z VI’J(ﬂiﬂ
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4.2.2 Jerk system
Tuduneunisageuilavilunisindyaneaiuvesssuu jerk system 210 lag
mnsenlnanszuuilaeanuuulilulusunsy AnadigmDesigner2 2anuniikaidn FPAA lag

AUNTOUENIAS1 Options kagA1 Parameters #139u83 CAM 16fan15199 4.2

M15°99 4.2 N15UTU Options WagA1 Parameters 194 jerk system uu TUsuWATH

AnadigmDesigner2
Name Options Parameters Clocks
Integratorl Polarity Non-imverting Integration Const. 250 kHz (Chip
. N : 0.00250| ClockA .~ "
(Integrator v1.1.1) Input Sampling 20 [1/us] Clock 3)
Phase \
Compare . n
Control To et
Anadigm
{Approved)
Integratorl Polarity Non-biverting Integration Const. -3 230 kHz (Chip
(Integrator v1.1.1) : [1/us] 0.00230| ClockA - 3)
Input Sampling Phase 2 g
Phase #
Compare . v
Control To g
Anadigm
(Approved)
Integratord Polarity Non-imverting Integration Const. e 250 kHz {Chip
(Integrator v1.1.1) I . § X [1/us] 0.00250| Clocka Clock 3)
nput Sampling Bhase 2 /
Phase = e
Compare .
Sontrol Th No Reset
Anadigm
(Approved)
SumDiffl Output Phase Phase 2 Gain 1 (UpperInput) 1.00 230 kHz (Chip
. b Clocka :
{SumIAELF0.1) Inputl Inverting Gain 2 (SecondInput) .00 Clock 3)
Input2 MNon-imverting Gain 3 (ThirdInput) 0.550
Input3 Imverting Gain 4 (LowerInput) 7100
AW/
| Anadigm Input4 Inveriing
(Approved)
GainLimiter] Gain  20.0 230 kHz (Chip
inLimi ' ClockA . . :
(GainLimiter Output Voltage Limit 1.0 Ciock 3)
v1.0.1)
Anadigm
(Approved=®)

wagyi1N15in Output A8 Oscilloscope fi 15(Vw), 17(Vxp), 19(Vzp) ﬁagﬂ‘?‘i 4.6 Uu FPAA
luzUuuu Differential Voltage lnegudeyay1as (Waveform) uag Attractor LLamlﬁé’fﬂ;&Uﬁ 4.7

Lag 4.8 ANUaIAU
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U7 4.6 Matagunuud

|
w | H | M | N 'r r\‘,ﬁ I e,E\A;‘ L
"} ﬂ‘{ !‘h”,"i."l Tl w‘ ‘M L‘\ il “ r
A \ \ ( | ‘I" | |

i

|'1| ]'U"Il TN
HARH MALAURTHETN N

! LI ¥
LY
U FEEFRCH
| [ |

g‘uﬁ 4.7 sUuuudtyayad (waveform) ved jerk system Vap, Vip, Vzp V04UUSTEUU X,

Uay z ANNAIAU

Output Vy,-Vy,

Scale/ CH1-CH2 0.5 V/div

gﬂﬁ 4.8 Attractor 984 jerk system UUIEUIU x-y mﬂlm



38

4.3 Nan15nAdau Chaotic masking communication #28 Simulink

4.3.1 Lorenz system
HanN151Ad@eU Chaotic masking communication @ 78 Lorenz system W14
TUsunsu SIMULINK ansnsauanslansgudl 4.9 Tnedayqrndoyanie m() \Judygialuud

2000 bits/s woundgA 1V wazdyyaraeaiy (Chaotic signal) n3e c(7) Auaunayauszu

(%

8 V Fagnuengieisasvenedygia G = 0.5 ielvivualugnindygyradeyausyuim

2

20 dB vin1ssauddudyradeya m(s) \Oudymin Secret signal n3e s() nd191n

Synchronization taSaauysaldqyanaiignindusn (Retrieved signal) w3 m/(7) fdnvasnsa

v

udtyeaudeyamiumnUszns

Information signal m(7)
T T

0 L ! | 1 | ! L !

0 10 ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms

Chaotic signal ¢(1)
T T

-10 1 1 1 1 1 L L L
0 10 ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms

Secret Signal s()
T T

L L L L Il
0 10 ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms

Retrieved signal m' (t)
T T

-0.5 -

1 1 1 1 1 1 1 1
1o T0ms 20ms 30ms F0ms 50 ms 60 ms 70 ms S0ms  90ms

‘gﬂﬁ 4.9 nan13nAgeUu Chaotic masking communication #1128 Lorenz system 71¥1n13

2ONLUUNY SIMULINK
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4.3.2 Jerk system
NaN13YAEU Chaotic masking communication a2y jerk system wulusunsu

Simulink ausauanslafaguil 4.10 lnedyarudeyanie m(r) Wudyayraluus 2000

i) o

[

bits/s LaUNAYA 1 V wardnyayraueaiu (Chaotic signal) n38 c(r) Auaunanuszuias 10 V

[

FanUeenILRTVEedaIM G = 10 lielvllvualngnindayayiateyauseunn 20 dB

nssand i udyyradoya m@) Judygyia Secret signal n3e s(f) na191n

Synchronization ta3aauysaidityaaiigninduu (Retrieved signal) w3e m(7) fdnuvaznss

YY) v

Nudyaaudeyauynusens

Information signal m(t)
T T

1 1 1 1 1 1 1 1

0 10 ms 20 ms 30ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms

Chaotic signal ¢(7)
T T

20 L L L i 1 ] L L -

0 10 ms 20 ms 30 ms 40 ms 50 ms, 60 ms, 70 ms 80 ms 90 ms,
Secret Signal s(f)
T T T T s T T T
20 A
10 -
0
-10 -
20 Il 1 L 1 1 L L L -
0 10 ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms

Retrieved signal m’'(7)
T T

05 -

| | | | | | | !
o 10 ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms

gﬂﬁ 4.10 wan1svaaeu Chaotic masking communication 918 jerk system #1v1n13

2ONLUUNEY SIMULINK
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4.4 M3NAGBU Synchronize Ya3dyayIuaaIl 581I1901A5N KaTN1ATY

v

lunmsaseumiininlidudyaiateya (Masking information signal) daysy e

A

v [

Foyannadegnid1siasiedyyineaiu (Chaotic signal) wazgndsluniasu Ten1asy

Ao o a o

aunsnadedygivearunisnvasmiouiuiudyaueaiuiignadanaiadaiionansia
Fufuiiielinensiadiievsdeinig Synchronization 1893¥UURAINSEVNININNARY Lot
11ASU Baraansannsinniu Oscilloscope azuandlaluite 4.4.1 @115 Lorenz system

wa 4.4.2 @%3U Jerk system

4.4.1 & Synchronization ¥84 Lorenz system Ui FPAA
ludunounsaaauilazlanInITINgQQ1aoaUT Lorenz system N3

Synchronize W&11n8z AT IUVDIVOIRIUUTTZUUN X, y, LAY z VDITZUUUU FPAA 709

ManAds uazn1asu Aeguit 4.1 Tagld Options wazen Parameters 6199983 CAM Lads

AT 4.1 BEUTOUAAHANTINLARIFUN 4.12, 3UN 4.13 wawudl 4.14 muddu

U

JUN 4.11 msiaguuuudysyind (waveform) 989 Lorenz system Uy FPAA 714

A1PAS LAZNIASU



5ms | 5p 00Ks/s (AAAAAAAAAAN] D 0.0s

Output Vy, Tx

| ){ m‘ “ f, M ‘ﬂu\\ n n|\ M V L}‘ ,\J\ MLM' il iy W " ,‘M‘
il J\' (T
M U} | a|d| ik ld\ u(d ‘ \\ i!\ URIRINE \ ARNRI

' |‘..|| dl a1 il il \ al 1o 10
‘ ‘ ”‘ \‘ u‘“‘ “”_‘ “r\ A L“‘ “”"J‘ lg ”‘ IW‘ ‘ ‘ ‘L“ i H&\JW M
( Ip
R i ”‘\""\'\M\“\ \

Liml JIM"U 'l”“ }ll‘llu!i‘”i‘

wr”

i

|

9UU X

T Wy “*t i *’ JIrRn l“ m i

LIN”’ l “I
i “ [L““ ‘ 'I'|\ w \ \!{ ’1“ 1‘ ‘ '1] W “){‘ " “‘5”1' (m ‘

| L} “'lll '

i

il P My " ‘ \
\[ ld M‘H ” p‘ ‘ ‘ ‘.‘ 'll"

'J'H\

a1

U 4.13 sUuuudya1ad (waveform) nAgs wazn1asuves Lorenz system Vi, 10953uU3

SEUU y
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H_5ms | 50 goKsis aasssas~~a~) D 00s

'.‘PJ"\\"“.’JU{’UJ.N!(wll’m\M'r i w |‘Wl,'\ 1,;1[¢1‘|,wafwf[IW f'm.?“u”{}ﬂw M’\’Mff Lﬂ'g'ﬂ.\’.‘

l

‘ I

bl ||,|.f|.'“'.' il

JUT 4.14 sUuuudyarad (waveform) A1Agds wazn1ATuYes Lorenz system Vg, ve3dauUs

L7 7]

WUU z

4.4.2 pla Synchronization U84 Jerk system Uy FPAA

"Lu%maumsmaauﬁ%memﬁmé’@zy']mamumaa Lorenz system 71%113
Synchronize w&alneasIada e veIdaulssEuUTi x, v, UWaE 2 Y9sTUUUY FPAA 189
M1n10d waza1asy FaguUil 4.15 Tngld Options wagen Parameters #9989 CAM L6

15199 4.2 PaAamsauanInan13Ialafigun 4.16, U 4.17 uargun 4.18 audsiu

R M{ *»M 1
i '\N‘ W »fWW

U 4.15 msdagunuudayayias (waveform) ved Jerk system Ul FPAA 1iaads way

A1ASU
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20ms| 12 50Ks/s KAAAAAAAAAA] D 0.0

Output Vy, Tx

"J ![[ ‘|| H} |ﬂ ‘l \\ 1| iH | u\ M *JU‘ A ‘\‘ N’ !” i H L|| \ |;H I 1||| ”{ l“ I ’I| w\ M i
il Jtﬁ,q“ﬂ‘ | L‘ ?} ‘ " H|L‘

\1 ]l 1\ L' JV} 1\] i\‘ "\‘

T Output VX,, Rx

lq’ \[} ’W qM ,,! i m! 1|W W\ H I Ll L‘ L|| '\

\ ‘ -u \ 1 ‘,H {
l H M ! M‘ r” “ ‘ A | ‘
l b M

JUN 4.16 JURuudyaad (waveform) neds Wagniasuves Jerk system Vip v09680Us

9UU X

\“ H U
i

| w ‘
b N il J“‘ "u n‘l \
”i V/\u\ \”{WH'MHIH;]f |u “h!i HW

m | M'
m' r‘ lilM ‘ )I i \|" ‘J

wa,\\ , | |
Tl\ I | | I |ﬂ|

Il \U‘ il |l ([ N | Loy ‘ ‘
il “; “- ““ ‘ u“‘.‘ | [ “ M ‘: {‘ ‘

U“
H‘U
1\ ”MM\ ‘H‘ ‘\ u | \

‘ |
‘ ‘ ”\“ v"
TR ‘H‘“ "WH ‘:?
m‘ '.‘“

JUN 4.17 sUnuudyaad (waveform) 21Ade wazn1nsuve Jerk system Vy, 30903uU3

SEUU y
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JUN 4.18 sUluudya1ad (waveform) A1Ade kazn1nTuves Jerk system Vz, 10903uU3

YUY zZ

4.5 HANAFBUINATAMIUSTUUNTADENSTINNINAGT WazA1ASY
iumﬂa'wi’wmimmaamws%ahamiﬁhaﬁuwmLﬂuﬁmmwmﬁL%?{am (Square
wave) ¥U19 3.3 V Iagyin1sanvunnvesd sy 1ad B UNMKIU995 Voltage Divider Iitnde
YA 0.6 V faguUil 4.19 ilesilvidnyaraieain (Chaotic signal) ansnsndasiudnyaabuns
Iimunidievnmsdnstatugaesas Summing Amplifier

\H_500us|500 goKs/s ARAAZ

Divided input
e




a5

Tnelunismaseuilazlddyaineaiuves Jerk model faudsaaus z lun1s
nagou laevinissudyyiadunadiiudygyiaeaiu (Chaotic signal) agldilu Secret
signal a@ansauanslanszun 4.20

H 1ms 250.00Ks/s * D 00s

Divided mput

oA

sUN 4.20 dyradunatilovinnisisva

q

lunasuyinisnensialaeaudeyaineaiun Synchronize #1159 WagH11L993

o

Passive Low Pass Filter fin1uddn 3.18 kHz Wivonsadtondaygailisesnsesn wawinis
)

H1W3995 Voltage Comparator Liveas1sdyayaue1dnaiiludnyeos Square wave

(Regenerated signal) ¥u1m 3.3 V ﬁdg‘d‘ﬁ 4.21

Subtracted 31gna1

. M' mewwmwl

SUN 4.21 dyraserdnaiilovininisaensia

g7



4.6 nagaun1swlasguniwiludaya Text wwvgu 16

a6

Tunsnegeunswlasnimiietiteyald@euasuululasaeulnsamesagyinuu

IDE @9 Visual Code Studio Ingazld IPython Notebook (ipynb) Imagﬂmwﬁiﬁiﬂumsmaau

I

wtdugunw tulip vu1n 10,002,432 ﬁm&f@gﬂﬁl 4.22 LLazmmmLLammamiLLangUmwlé’

A95U
Y

a

N

Pl
U

U

#

4.23 LLax'gUﬁ 4.24

U7l 4.23 waudasgunmidudeya Aray 3 ffvuin (22, 1, 60162]

0x13,0x10,0x17,0x 1b,0x13,0x 1e,0x1b,0x13 0x20,0x 1 c,0x 14,0x21,0x 1 ¢,0x14,0x2 1 0x12,0x 14,
0x1e,0x17,0x11,0x1b,0x15,0x£,0x19,0x14,0xe,0x18,0x 14, 0xe,0x18,0x 1 3,0xd,0x17,0x12,0xc,0
x16,0x12,0xc,0x16,0x13,0xc,0x14,0x12,0xb,0x13,0x11,0xa,0x12,0x11,0xa,0x12,0x14,0x9,0x 1
7,0x14,0xc,0x19,0x13,0xd,0x19,0x11,0x£,0x 1 2,0x13,0x13,0x1£,0x17,0x19,0x25,0x 1d,0x21,0x
2¢,0x22,0x24,0x30.0x 1 £.0x1£.0x2b,0x20.0x1 ,0x2b,0x22,0x 1¢,0x28,0x 1 £,0x19.0x25,0x 1 e,0x1

6,0x21,0x1d,0x15,0x20,0x1¢,0x16,0x20,0x1b,0x18,0x21,0x1c,0x18,0x26,0x19,0x17,0x24,0x1

8,0x16,0x23,0x18,0x16,0x23 0x 12,0x18,0x25,0x1b,0x19,0x26,0x 1b,0x19,0x26,0x 12,0x18,0x2
5,0x12,0x18,0x23,0x19,0x17,0x22,0x19,0x17,0x22,0x19,0x17,0x22,0x L¢,0x 12,0x25,0x L e, 0x 1
¢,0x27,0x1e,0x1b,0x26,0x 1a,0x17,0x22,0x1¢,0x16,0x22,0x19,0x13,0x 1£,0x16,0x10,0x 1a,0x 1

6,0x10,0x1a,0x18,0x10,0x1b,0x17,0xf,0x 1a,0x16,0xe,0x19,0x 15,0xd,0x18,0x17,0x 1 1,0x 1 b,0x.
18,0x15,0x1e,0x1¢,0x19,0x22,0x1b,0x 1 b,0x23,0x1b,0x 1b,0x23,0x18,0x1b,0x22,0x15,0x 1a.0x
20,0x13,0x18,0x1e,0x13,0x15,0x21,0x16,0x18,0x24,0x19,0x19,0x25 0x 1 7,0x17,0x23 0x15,0x

15.0x21.0x15.0x15.0x21.0x15.0x17.0x23.0x 1 5.0x19.0x24.0x 1 £.0x23.0x2e.0x 1 d.0x26.0x2f.0x

4.24 miudastaya Array ogluzu Ox (hexadecimal) wazduiinidulld Text
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4.7 HaNIINAFAUTEUUNTSRRENSIngSIUanUAULIEY PCB lnglddayagunin

Tun1sdeans

Mnwataneuntd 2sasiildvinisoonuuudiniunssuaunsd eansuuy
Chaotic masking awnsndoansdnialdmumguifidnwian wazannsauasteyagunmidy
Foya3UuuU Ox (hexadecimal) it alwd s 1ululasaeulnsatass ledswinismaasy
syuvdeasmuiaiun ULk PCB Aildvinniseenuuu Tnslun1smadeussuuiteanuuuagld
lulaspeulnsamesidu EsP32 lugunsaldmsuldlunisds wazsudoyaunin lnalunis

VngeuaInsauandlanaguil 4.25 uaz 4.26

u

JUT 4.25 MNTINVBIYANTNARBUNTHRASLIALTINUULHY PCB

Reciever

FPAA Chaotic. | FPAA Chaotic
transmitter reciever

JUN 4.26 ns\deusasyninauaia FPAA Wag PCB Mvin1sesnuuy
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4.7.1 HANSNAFBUNISERETTIABNNTUNSHE LaznaAHEAY Lorenz system
d@m3u Lorenz system ¥11n15AMUA Options kavA1 Parameter A199 UL FPAA
Famn51991 4.1 N Ads waraASuTeazyinli Lorenz system Tis@asila Synchronize ladusa

Wievinisdeteya wagdnguuuudyaueig Oscilloscope aunsauansegun 4.27

~~ D -100us T 49

A ===~

Wi Jb.unm-.-—-

Wl

I 'H‘|.k i ,‘ »‘,""“‘I ‘l“‘,.r’thll‘ll"“ f‘, !

VI TN “ NI Yl ‘.‘I ‘1. Wil "A) ‘,_ I "‘[ I\ -> Chaotic signal (c(7))
=P Secret signal (s(7))
=P  Outputsignal (m'(#)

gﬂﬁ a.27 iULLUUé’mmﬂm“Uaﬂ Chaotic masking communication gy Lorenz system

]

mﬂiﬂm 4.27 Information signal (m(t)) A® @ wmﬁuauaiﬂmwmnaamu

ﬂiaqﬁamsaqmmaq ESP32, Chaotic signal (c(t)) Ao ”igapmamumm Lorenz system fian

Y

ai19n FPAA n1aduiieldlunisiUnseia, Secret signal (s(t) Ao dyaraiignidnsiasie

dyaraearuudFiaziianvaginiloudunisaseudygiad m(t) ag o) Vil s(t) danves

>

¥

AU c(t) way Output signal (m' (1)) fie Fyanaiviinisaensianiesuladusadeanunse
Wndryeyrau m' (1) lsunadradugunmlaneguin 4.28 lnsanunsatndnsidniiawainlaiinhu

42.39x10°

Scale CH 7l/dn

gﬂﬁ 4.28 Un tulip Mgnasanduanandayaad m' (t) (G2 = 0.53)
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NIAAONIADNTUA FPAA 1A1ATUNNISAIMUAAY Parameters 999 CAMs 1]
AseuAUNIAdIlaEAELERINITIINITUSUALARINIANYAN 9 F9987in1W Lorenz system #4
@03ile Synchronize ldd1153 wazldaunsanensiala lagazaiunsaidaymin Output

signal (m' (1)) snaaduguninuansleifiogui 4.29, JU 4.30 uaz JUA 4.31 suddu

0
100 &
200 458 <
300

400 B

Scale CH, 2V/div

U1 4.30 gUn 1w tulip ﬁgﬂﬁ%’ﬁﬂé’uﬁumﬂ Feyayed m' (t) (G2 =0.33)
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Scale CH, 2V/div

g‘uﬁ 4.31 Unn tulip NgnasanduauaIndayaad m' (t) (G2 = 0.23)

91N3UN 4.29, 3UT 4.30 waz U7 4.31 azwiuldinguamiiadaduun uasgl

v

”fgzyj’lmﬁlm ummwmwsJumﬂsuum’mamwuﬂuwammﬂm Parameter 984 Lorenz

system TifiAuAREUINNTUT zuandldsEn G

4.7.2 HaN1SNAEaUNITARETSIABNISIUNTIE Lazaansianie Jerk system

o

d w3y Jerk system vn13n1muA Options kagAn Parameter 199UU FPAA 619

A1571991 4.2 NenAds warnInsUTeasyinler Jerk system visaeails Synchronize lagusa e

msdstoya uazinguluudyaunieg Oscilloscope Aranansauandlanazun 4.32

i l=P>| Information signal (m(7))
»‘n w ll i )| b (A LA 1 |

m ")‘ ’”IU"KIM HW ! L K A i) =5 Chaotic signal (c(7))
- Secret signal (s(7))

=3P  Outputsignal (m’(r))

Y

91n3U7 4.32 Information signal (m(t)) Ae deyyruteyaguainiigna s

ﬁzfaq?faa'ﬁaqmmaq ESP32, Chaotic signal (c(t)) A® deyay1aiaaiuves Jerk system ign

Y

@597 FPAA niadaiialtlunnsidnsia, Secret signal (s(t)) Ao ﬁiymﬂmmgﬂLmﬂiﬁamas

[

FyaaearuudFasiianwaziniloudunisaseudyaiad m(t) Mg o) i s(t) Tanwey

[ 7]

¥

AA1EU c(t) way Output signal (m' (1)) Aie Fyanaivinnisaensianiesuladusadeanunse
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Wndeyayras m' (0 Alsunadradugunnlineguil 4.33 lasanunsatadasdaranainlaviiu

38.29x10°¢

100
200

300

500

Scale CH, 2V/div

gﬂﬁ 4.33 5Un tulip ﬁgﬂa%Nﬂé’Uﬁumﬂ Heyaad m' (t) (G = 0.575)

NStReUIADNTUA FPAA A1ATUTN15AIUAAT Parameters 989 CAMs 1]
psanuiunpdalagazlaninisensUsuAlanInIARLIN A F9989I19A Jerk system 119604
ila Synchronize ldd59 wazldanunsnnensials Ineavaiuisadrdeygia Output signal

(m' (9) aadugunmuansléfiagui 4.3, 307 4.35 uay JU 4.36 pudiy

Scale CH, 2V/div

gﬂﬁ 4.34 3Ua tulip ﬁgﬂa%mé’uﬁumﬂ Heyurew m' (t) (G = 1.10)
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Scale CH, 2V/div

gﬂﬁ 4.36 UM tulip ﬁgﬂaﬁ”’mﬂé’uﬁumﬂ Feyayed m' (t) (G = 1.30)

91NJUN 4.34, JUT 4.35 uaz U7 4.36 azwiuldingunmiiasatiuun uasgl
fyaaileasiinnuiaisusnTuauainudadunannainAn Parameter 999 Jerk system

AMASUNTANURMNEUINNT LTI wERLARIAT G1i

4.7.3 NANISNAGEBUNISHDENSIALNISIINSIE HAZNATIEAYTTUUDAIUN
A9NU

Tun1snaaeuil az1d Lorenz system Tun1si915Wa way jerk system Tunas
neATIE lneazAnua Options Way Parameters muA1519 4.1 Laza5199 4.2 muanaulag

rausodndeyayras Output signal (m' () inasrnduguninuansladsgun 4.37
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1000
200
300
400

500

Scale CH, 2V/div

JUT 4.37 gUn tulip NignasnenduAuandeyeyiad m' (t) Mdsva wagnensianigsyuy
aaIUTIFNe

o

9N3UT 4.37 azfiudngunmiiasne wasgudyana m' () JanuAadieuliain

U o

WAL B991NNNSN M SEUUaa Ul UN1SINSIE waraansHalagnstdsEuuaauAnneiuagly

ausanensiateyaoenuild



unil 5
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5.1 a@guna

a [

U%mmﬂuwuﬁﬂfﬂszaUﬂaﬂuﬁwL?fﬂiumiﬁﬁzwamumﬂizqﬂmﬂ%’ﬁumwﬂ’ﬁﬁa
SutioyadenmAdessuy Lorenz uay Jerk fignadiad uaingunsal Field Programmable
Analog Array (FPAA) War@ femdnn1s Chaotic Masking Communication @4xadnsainnis
nonsaazgnudadu 3 n3dl IduA nsdlfinis Synchronize d115q, nsdl Parameter w8353UY
fianlinsetu waznsdiinindwuazniasuldszuveaiunnaiu Wnelunsdifinng Synchronize
dusevzfiandniTndanann (Bit error rate) 087 42.39x10° E1M$UTTUY Lorenz uaz
38.29x10° dm$UsEU Jerk waznadnsanlunnnsdazgnuanaduguniwilaainnis

DARSTETNIANASU

5.2 YaLduBLUL

1o

Tun1siuUsEaN3 AMNAILANUSINTSUASEUS UNSIU S aduaun savin la lae

v o

n1sUTuusssrvveaulilinudguiesessudygintayanianuags usilesanns

a ¥ o

Usuussszuuiieliladyaimeaiundanuiaedeintednintuis esvesgunsainlddinsy

v

aseszuveaIu ynawsaldeunsaiianusanidarnudgaindndlanasaunsaiiuaiiunsa
dmsumssudsls uenanilludiuanuydeyaveslulasreulnsaaesiianindsdmalivin

voadeyanfeimsdsdivuiniddanuludnaie anansaunlulalegnisldlulasaeulvsaes

o o v

niaugdeyanunnnimisnisususaneiiudmsumsidisiadadeyalndlvidduiudn

u
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Code MATLAB #1%15UN1531884955UU0a2U



Code MATLAB Tunisasragudayayas uae Attractor
clc

clear

global a b c k
a=0.2;
b=0.2;
c=5.7;
k=10;

[T,Y]=oded5(@Chaos_Lorenz_Equation,0:0.001:60,[0 0 1]);
figure(2);

plot(T(1000:end),Y(1000:end,3)) % time domain

% subplot(3,3,[1 3]);plot(T(1000:end),Y(1000:end,1));
ylabel(\itx)

xlabel(\itTime")

% ¢rid on

% subplot(3,3,[4 6]);plot(T(1000:end),Y(1000:end,2));
% ylabel(\ity')

% xlabel(\itTime")

% ¢rid on

% subplot(3,3,[7 91);plot(T(1000:end),Y(1000:end,3));
% ylabel(\itz')

% xlabel(\itTime')

% ¢rid on

% subplot(4,4,[11 16]);plot(T(1000:end),Y(1000:end, 1))
% ¢rid on

% plot(Y(1000:end,1),Y(1000:end,3),'0") % attractor 2D
% plot3(Y(1000:end,1),Y(1000:end,2),Y(1000:end,3),r') %attractor 3D
xlabel(\itx)

ylabel(\itz")

58



% zlabel(\itz')
% grid on

hold on;

Code MATLAB a1n159835UU0auiild
function f=Chaos_Lorenz_Equation(t,y)
%Y(1)=x ,Y(2)=y ,Y(3)=z
globala b ck
f=zeros(3,1);
k=10;

A=28;

B=8/3;

% ORIGINAL LORENZ EQUATION
% f(1=(k*y(2)-(k*y(1));

% f(2)=(A*y(1)-y(2)-(y(1)*y(3));

% f(3)=(y(1)*y(2)-(B*y(3));

% JERK EQUATION

f(1)=y(2);

f(2)=y(3);
f(3)=-y(2)-(0.62*y(3)+(-1.2*y(1)+2*sign(y(1)));
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M199N38IN15USUAT Options wazA1 Parameters U89 Lorenz system ¥8401A5UNTAUUSY

AMSINUNPASlAEUSU Gain 1 SumDiffl = 5.30

= !IGJ/ L]
Ldnadigm (dpproved)

Name Options Parameters Clocks
Multiplierl Sample and Hold Multiplication Factor 700 ClockA 250 bz (Chip Clock 3)
(Multiplier v1.0.2) ClockB 4 MF: (Chip Clock 0

B X a
-
\nadigm (Approved)
Multiplier2 Sample and Hold O Multiplication Factor [.00 ClockA 230 kHz (Chip Clock 3)
(Multiplier v1.0.2) ClockB 4 MEz (Chip Clock 0)
X
-
Linadigm (Approved)
SumDiffl Output Phase Phase 2 Gain 1 (UpperInput) 5.3 ClockA 250 kFz (Chip Clock 3)
(SurDiff v1.0.1) Inputl Doeriing Gain 2 (LowerInput) 3.7
: Input? MNon-imverting
@' = Input3d Of
Inpur 4
\dnadigm (Approved) . %
SumINff2 Output Phase FPhare | Gain 1 (UpperInput) 275 ClockA 250 k= (Chip Clock 2)
(SumDiff v1.0.1) Inputl Nom-brverting Gain 2 (MiddleInput) 3.00
= Input? Boerting Gain 3 (LowerInput) 320
] y - Inputd JAmerting
ut 4
Linadigm (dpproves) £ g
SumINff3 Output Phase FPhase? Gain 1 (UpperInput) 0775 ClockA 250 bz (Chip Clock 3)
(SumDiff v1.0.1) Inputl Non-inverting Gain 2 (LowerInput) .65
: Input2 JFaverting
@ o Tnput3 OfF
Input4 OF
ldnardigm (dpproved)
Integratorl Polarity Non-imverting Integration Const. [Lins] 0.0443 ClockA 250 kEz (Chip Clock 3)
(Integrator v1.L1) Input Sampling Phase Phase |
Compare Control To b Reset
] y/ ]
dnadigm (Approved)
Integratorl Polarity Non-irmverting Integration Const. [Lius] 0.0445 ClockA 250 bz (Chip Clock 3)
(Integrator v1.1.1) Input Sampling Phase Phare 2
Compare Control To Ao Resst
= ':V 1
Ldnadigm (Approved)
Integratord Polarity Non-iverting Integration Const. [L/us] 0.0463 ClockA 250 kFz (Chip Clock 3)
(Integrator v1.L1) Input Sampling Phase  Phase 2
Compare Control To Ao Resat
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M1979N38IN13USUAT Options wazA1 Parameters U89 Lorenz system ¥8401A5UNTAUUSY

AlinsatunadalaeUsu Gain 1 SumDiffl = 4.30

L] |

Ldnadigm (Approved)

¢

Name Options Parameters Clocks
Multiplierl Sample and Hold Off Multiplication Factor 100 ClockA 230 bz (Chip Clock 3)
(Multiplier v1.0.2) ClockB ¢ MHz (Chip Clock 0)

| X m
u
vinadigm (Approved)
Multiplier2 Sample and Hold Off Multiplication Factor {00 ClockA 230 ki (Chip Clock 3)
(Multiplier v1.0.2) ClockB 4 MEE (Chip Clock 0)
m ¥ =
]
Wdnadigm (dpproved:
SumDiffl Output Phase Phase 2 Gain 1 (Uppernput) 430 ClockA 250 kfx (Chip Clock 3)
(SurDiff v1.0.1) Inputl DBwerting Gain 2 (LowerInput) 7.7
: Input2 JNon-imverting
@’ = Input3 Of
ut 4
(nadigm (Approved) = ¢
SumDiff2 Output Phase Phase Gain 1 (UpperInput) 575 ClockA 250 kHz (Chip Clock 3)
(SumDiff v1.0.1) Input1 Now-bnverting Gain 2 (MiddleInput) 300
: Input2 Dwverting Gain 3 (LowerInput) 32.0
= & r Inputd JBoerting
Input 4
WAnadigm (Anproved) g #
SumDiff3 Output Phase Plrse 2 Gain 1 (UpperTnput) 0715 ClockA 250 kHz (Chip Clock 3
(SumDiff v1.0.1) Input1 Nowbnverting Gain 2 (LowerInput) 163
: Input2 JBwerting
& - Input3 Of
Input 4
Ldnadigm (Approved) & %
Integratorl Polarity Non-fmveriing Integration Const. [L/us] 0.0443 ClockA 250 KAz (Chip Clock 3)
(Integrator v1.1.1) Input Sampling Phase FPhase [
Compare Control To  ANo Reser
L} :EL/ -
LAnadigm (Approved)
Integrator2 Polarity Nom-inmveriing Integration Const, [L/us] 00445 ClockA 250 bz (Chip Clock 3)
(Integrator v1.L1) Input Sampling Phase Phase 2
Compare Control To  \o Reser
] iy [
UAnadigm (Approved)
Integrator3 Polarity Now-imverting Integration Const, [Lius] 00443 ClockA 230 bz (Chip Clock 3)
(Integrator v1.1.1) Input Sampling Phase Phare 2
Compare Control To No feser
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M199N38IN15USUAT Options wazA1 Parameters U89 Lorenz system ¥8401A5UNTAUUSY

AllasatuniagdalagUsu Gain 1 SumDiffl = 3.30

Name Options Parameters Clocks
Multiplierl Sample and Hold OfF Multiplication Factor .00 ClockA 250 kHz (Chip Clock 3)
(Multiplier v1.0.2) ClockB ¢ MHE (Chip Clock 0)

¥ o=
L]
dnadigm (Approved)
Multiplier2 Sample and Hold O Multiplication Factor .00 ClockA 230 kHz (Chip Clock 3)
(Multiplier v1.0.2) ClockB ¢ AHz (Chip Clock 0)
X =
-
\Anadigm (Approved)
SumDiffl Output Phase  Phase 2 Gain 1 (UpperInputy 230 ClockA 230 kHz (Chip Clock 3)
(SumDiff v1.0.1) Inputl Drerting Gain 2 (LowerInput) 3.7
: . Input2 Aon-pvering
@* = Inputd OF
Inputd OF
Anacligm (Approved)
SumDiff Output Phase Phase | Gain 1 (UpperInputy 3.75 ClockA 250 kHz (Chip Clock 3)
(SumDiff v1.0.1) Inputl Mon-iverting Gain 2 (MiddleInput) 3.00
: Input2 Dmverting Gain 3 (LowerInput) 320
= &" - Input3 fnerting
ut 4
Anadigm (Approved) Top ).
SumDiff3 Output Phase Phase 2 Gain 1 (UpperInput) 0715 ClockA 230 kHz (Chip Clock 3)
(SumDiff v1.0.1) Input 1 Non-iverting Gain 2 (LowerInput) [ 635
: 2 Input2 fHnerting
@ u Inputd OF
Input 4
dnadigm (Approved) 2 &
Integratorl Polarity Mon-imverting Integration Const. [L/us] 00443 ClockA 250 kHz (Chip Clock 3)
(ntegrator v1.L1) Input Sampling Phase Phare /
Compare Control To Mo Reset
] ‘tt/ ]
Anadigm (dpproved)
Integrator2 Polarity Non-imverting Integration Const. [L/us] 00443 ClockA 250 kA= (Chip Clock 3)
(Integrator v1.L1) Input Sampling Phase FPhase ?
Compare Control To M\ Reset
= ‘rj/ a
Anadigm (4pproved)
(Integratord Polarity Mon-imverting Integration Const. [Lius] 0.0443 ClockA 230 kHz (Chip Clock 3)
(Integrator v1.L1) Input Sampling Phase Fhase 7
Compare Control To 1o Reset

= H‘V ]
\dnadiem (Aoproved)
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M199N38IN13USUAT Options wazA1 Parameters U89 Lorenz system ¥8401A5UNTAUUSY

AlasatuniagdalagUsu Gain 1 SumDiffl = 2.30

L] i"'/ L]
\dnadigm (Approved)

Name Options Parameters Clocks
Multiplierl Sample and Hold O Multiplication Factor 100 ClockA 250 kHz (Chip Clock 3)
(Multiplier v1.0.2) ClockB ¢ M (Chip Clack 0)

| M =
L]
nadigm (Approved)
Multiplier2 Sample and Hold OfF Multiplication Factor [0 ClockA 250 &Hz (Chip Clock 3)
(Multiplier v1.0.2) ClockB ¢ MH (Chip Clock 0)
"X .
L]
\Anardigm (dnproved)
SumDiffl Output Phase Phase 2 Gain 1 (UpperInput) 2.30 Clockd 250 kFz (Chip Clock 3)
(SumDiff v1.0.1) Inputl Jiverting Gain 2 (Lowerlnput) [3.1
: Input2 MNow-brverfing
@ - Input3 Gf
Input 4
Anadigm (Approved Y )4
SumDif2 Output Phase Phase | Gain 1 (Uppernput) 373 ClockA 250 kF: (Chip Clock 3)
(SumDiff v1.0.1) Inputl Nombnverting Gain 2 (MiddleInput) 3.00
: Input? Javerting Gain 3 (Lowerlnput) 32.0
L @'". Inputd Jaerting
Inputd O
Anadigm (Approved)
SumDiff3 Output Phase  Phase 2 Gain 1 (UpperInput) 0,715 ClockA 250 kE: (Chip Clock 3)
(SumDiff v1.0.1) Inputl Non-iverting Gain 2 (LowerInput) .65
: Input2 JHoverting
@ » Inputd OF
Input 4
dnacigm (dpproved) < 4
Integratorl Polarity Non-brverting Integration Const. [Lfus] 0.0443 ClockA 230 &Hz (Chip Clock 3)
(Integrator v1.1.1) Input Sampling Phase Phase
Compare Control To o Raset
= ::01/ L}
\dnadigm (Approved)
Integrator2 Polarity Non-irverting Integration Const. [L/us] 0.0445 ClockA 230 &Hz (Chip Clock 3)
(Iategrator v1.L1) Input Sampling Phase Phare 2
Compare Control To No Reset
[
- &I/ =
\Anadigm (Anproved}
Integrator3 Polarity MNon-Brveriing Integration Const. [1/us] 00445 ClockA 250 kHz (Chip Clock 3)
(Integrator v1.1.1) Input Sampling Phase Phase 2
Compare Control To o Reser
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M159NTANITUTUAT Options WazA1 Parameters U843 Jerk system 983n1A5UATAIUSUAN

AsauNAASA8USU Gain 2 SumDiffl =0.575

\dnadigm (Approved®)

Name Options Parameters Clocks
Integratorl Polarity Non-inverting Integration Const. G903 ClockA 250 kHz (Chip Clock 3)
(Integrator v1.1.1) ; lms]

Input Sampling Phse 2 [1/us]
Phase
i L " ” Compare Control Ne» Reser

= To

\Anadigm (Approved)
Integrator2 Polarity Non-inverting Integration Const. . | ClockA 250 kHz (Chip Clock 3)
(Integrator v1.1.1) . [Lms] 7
Input Sampling Phase 2
Phase
- L ’ - Compare Ccmlr;ol AR

=
\Anadigm (Approved)

Integratord Polarity Non-inverting Integration Const. . | ClockA 250 kHz (Chip Clock 3)
(Integrator v1.1.1) ; [Tms]
Input Sampling Phase 2
Phase
Compare Control .

- t”],'/ - To No Reset
\nadigm (Approved)
it Output Phase Phase 2 Gain 1 (UpperInput) ClockA 250 kHz (Chip Clock 3)
grumDiTy 0.1) Inputl Inverting Gain 2 (SecondInput)

: - Input 2 Nop-inverting Gain 3 (ThirdInput)

: & = Input 3 Inverting Gain 4 (LowerInput)

I t4 [nvert

\dnadigm (Approved) — | ] S
Gai]_]Li]_nit.erl Gain 20.0 | ClockA 250 kHz (Chip Clock 3)
fGainTgmiter v1.0°T) Output Voltage Limit 1.00

LR
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M139N38IN1SUTUAT Options wazen Parameters U8 Jerk system vasn1a5unsaiusuanlyl

AsanuUNIAAAEUSU Gain 2 SumDiffl =1.10

l/,t:,l

\Anadigm (Approved™)

Name Options Parameters Clocks
Integratorl Polarity Non-inverting Integration Const. o ClockA 250 kHz (Chip Clock 3)
(Integrator v1.1.1) : lus]

Input Sampling Phase 2 [1/us]
Phase
Compare Control .
a— — To No Reset
\Anadigm (Approved)
Integrator2 Polarity Non-inverting Integration Const. 0.203 ClockA 250 kHz (Chip Clock 3)
(Integrator v1.1.1) : [Lws]
Input Sampling Phase 2
Phase
. [4/ . Compare Comr;:[: No Reset
\Anadigm (Approved)
Integrator3 Polarity Non-inverting Integration Const. 0.203 ClockA 250 kHz (Chip Clock 3)
(Integrator v1.1.1) ; [Tus]
Input Sampling Phase 2
Phase
" w ; Compare Contr;}[: No Reset
\Anadigm (Approved)
SumDiff1 Output Phase Phase 2 Gain 1 (UpperInput) 1.00 | ClockA 230 kHz (Chip Clock 3)
(SumDiff v1.0.1) Input1 Inverting Gain 2 (SecondInput) 2.20
: % o Input 2 Non-inverting Gain 3 (ThirdInput) .79
: ? Input3 Inverting Gain 4 (LowerInput) 0.523
I t4 Jnvert
\nadigm (Approved) =1 ] G
GainLimiterl Gain 20.0 | ClockA 250 kHz (Chip Clock 3)
(GainTgmiter v1.00T) Output Voltage Limit 1.00
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M139N38IN1SUTUAT Options wazen Parameters U8 Jerk system vasn1a5unsaiusuanlyl

psatuNIAAABUSU Gain 2 SumDiffl =1.20

\4nadigm (Approved®)

Name Options Parameters Clocks
Integratorl Polarity Non-inverting Integration Const. 0.203 ClockA 250 kHz (Chip Clock 3)
(Integrator v1.1.1) : 1/us ;

Input Sampling P [/us]
Phase
= ke = Compare ContrTol: No Reset
/
\dnadigm (Approved)
Integrator2 Polarity Non-inverting Integration Const. 0.203 ClockA 230 kHz (Chip Clock 3)
(Integrator v1.1.1) : [lfus]
Input Sampling Phase 2
Phase
- Er/ - Compare ContrTol: No Reset
\nadigm (Approved)
Integrator3 Polarity Non-inverting Integration Const. 0.903 ClockA 230 kHz (Chip Clock 3)
(Integrator v1.1.1) . [us] =77
Input Sampling Phase 2
Phase
Compare Control
- t’/ 5 To No Reset
\nadigm (Approved)
SHmifl Output Phase Phase 2 Gain 1 (UpperInput) 1.00 | ClockA 230 kHz (Chip Clock 3)
e DI 0. 1) Inputl Fmerting Gain 2 (SecondInput) 2.40
: 5 » Input 2 Non-imverting Gain 3 (ThirdInput) .70
: ? Input 3 Inverting Gain 4 (LowerInput) 0.525
Input 4 [nverty
\nadigm (Approved) pu 7
Kenkamiter | Gain 20.0 | ClockA 250 kHz (Chip Clock 3)
(Gainlamiter v1.6.1) Output Voltage Limit 1.00
e .
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M1319N38IN15UTUAT Options wazen Parameters U8 Jerk system vasn1a5unsaiusuanlyl

psatuNIAAIA8USU Gain 2 SumDiffl =1.30

l-ﬂ?l

\Anadigm (4pproved®)

Name Options Parameters Clocks
Integratorl Polarity Non-inverting Integration Const. . | ClockA 230 kHz (Chip Clock 3)
(Integrator vi.1.1) Input Sampling [lus]

Phase 2
Phase
Compare Control
- E/ . To No Reset
\Anadigm (4Approved)
Integrator2 Polarity Non-inverting Integration Const. 0.203 ClockA 2350 kHz (Chip Clock 3)
(Integrator v1.1.1) . [Lus]
Input Sampling Phase
Phase
Compare Control
- B/ s To No Reser
\dnadigm (4pproved)
Integratord Polarity Non-inverting Integration Const. ... | ClockA 230 kHz (Chip Clock 3)
(Integrator v1.1.1) : [tus]
Input Sampling Phase 2
Phase
Compare Control .
i w = To No Reset
\Anadigm (Approved)
e a Output Phase Phase 2 Gain 1 (UpperInput) 1.00 | ClockA 250 kHz (Chip Clock 3)
SRmDiteyl.0.1) Input1 Inverting Gain 2 (SecondInput) 2.60
: & " Input 2 Non-inverting Gain 3 (ThirdInput) .75
: ? Input3 Inverting Gain 4 (LowerInput) 0.825
Input4 Invert
\Anadigm (Approved) Y A
GainLimiter] Gain 20.0 | ClockA 250 kHz (Chip Clock 3)
(alnLimiger VD) Output Voltage Limit .00
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Code N15Y1N9UUDY ESP32 A1AES

#define RXp2 16

#define TXp2 17

unsigned char EncodeSet0[60162];
unsigned char EncodeSet1[60162];
unsigned char EncodeSet2[60162];
unsigned char EncodeSet3[60162];
unsigned char EncodeSet4[60162];
unsigned char EncodeSet5[60162];
unsigned char EncodeSet6[60162];
unsigned char EncodeSet7[60162];
unsigned char EncodeSet8[60162];
unsigned char EncodeSet9[60162];
unsigned char EncodeSet10[60162];
unsigned char EncodeSet11[60162];
unsigned char EncodeSet12[60162];
unsigned char EncodeSet13[60162];
unsigned char EncodeSet14[60162];
unsigned char EncodeSet15[60162];
unsigned char EncodeSet16[60162];
unsigned char EncodeSet17[60162];
unsigned char EncodeSet18[60162];
unsigned char EncodeSet19[60162];
unsigned char EncodeSet20[60162];

int checkloop = 1;
int check = LOW ;
char Send_data;
intk =0;

void setup() {

71



Serial.begin(115200);
Serial2.begin(9600, SERIAL_8N1, RXp2, TXp2);
pinMode(19, INPUT);
check = digitalRead(19);
while (checkloop == 1) {
check = digitalRead(19);
Serial.printin("reading");
if (check == HIGH)
{
Serial.printin("Going");
checkloop = 0;
}
}

for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSetO[k]);

if (k % 407 == 0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet1[k);
if (k % 407==0) {
delay(110);
}
}
delay(1000);
for (int k = 0; k < 60162; k++) {
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Serial2.write(EncodeSet2[k]);
if (k % 407 == 0){
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet3[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100)
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSetd[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(1000);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet5[k]);
if (k % 407 ==0){
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet6[k]);
if (k % 407 == 0){
delay(110);
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}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet7[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet8[k]);
if (k % 407 ==0){
delay(110);
}
}
delay(100)
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet9[k]);
if (k % 407==0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet10[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100)
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for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet11[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet12[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet13[k]);
if (k % 407 == 0) {
delay(110);
!
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet14[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet15[k]);
if (k % 407==0) {
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delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet16[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet17[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet18[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet19[k]);
if (k % 407 == 0) {
delay(110);
}
}
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delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet20[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100);
for (int k = 0; k < 60162; k++) {
Serial2.write(EncodeSet21[k]);
if (k % 407 == 0) {
delay(110);
}
}
delay(100)
}
void loop() {
}

Code NM15v1191u%89 ESP32 71ATU

#define RXp2 16
#define TXp2 17
void setup() {

Serial.begin(115200);

Serial2.begin(9600, SERIAL 8N1, RXp2, TXp2);
}
void loop() {

if (Serial2.available()) > 0) {

Serial.printin(Serial2.read(), DEQ);
}



AANUIN
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Code nMsutasdoguzunmdudoya Ox (hexadecimal)
import numpy as np
from numpy import as array

from numpy import uint8

import PIL
from PIL import Image
import matplotlib.pyplot as plt
import csv
image=Image.open(‘tulips814x512.jpg") #read imange to byte
data_image = asarray(image)
data_reshape = data_image.reshape([22,1,60162])#reshape to arduino
x=(]
data_test=[]
for i in range (0,22): #11byte for array in arduino
tohex=data_reshapelil.reshape([-1,])
print(tohex)
print(tohex.shape)
hex_array=[hex(x) for x in tohex]
hex_array=np.array(hex_array)
print(hex_array)
data_test.append(hex array)
with open(BIT0', 'w") as f:
write=csv.writer(f)
write.writerow(data_test[0])
with open(BIT1', 'w') as f:
write=csv.writer(f)
write.writerow(data_test[1])
with open(BIT2, 'W') as f:
write=csv.writer(f)

write.writerow(data_test[2])
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with open(BIT3', 'w') as f:
write=csv.writer(f)
write.writerow(data_test[3])

with open(BIT4, 'w') as f:
write=csv.writer(f)
write.writerow(data_test[4])

with open(BIT5', 'W') as f:
write=csv.writer(f)
write.writerow(data_test[5])

with open(BIT6', 'w') as f:
write=csv.writer(f)
write.writerow(data_test[6])

with open(BIT7', 'w') as f:
write=csv.writer(f)
write.writerow(data_test[7])

with open(BIT8', 'w') as f:
write=csv.writer(f)
write.writerow(data_test[8])

with open(BITY', 'W') as f:
write=csv.writer(f)
write.writerow(data_test[9])

with open(BIT10', 'w') as f:
write=csv.writer(f)
write.writerow(data test[10])

with open(BIT11', 'w) as f:
write=csv.writer(f)
write.writerow(data_test[11])

with open(BIT12), 'w) as f:
write=csv.writer(f)
write.writerow(data_test[12])

with open(BIT13', 'W') as f:
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write=csv.writer(f)
write.writerow(data_test[13])
with open(BIT14', 'W') as f:
write=csv.writer(f)
write.writerow(data_test[14])
with open(BIT15, 'w') as f:
write=csv.writer(f)
write.writerow(data_test[15])
with open(BIT16', 'w') as f:
write=csv.writer(f)
write.writerow(data_test[16])
with open(BIT17', 'W') as f:
write=csv.writer(f)
write.writerow(data test[17])
with open(BIT18, 'wW) as f:
write=csv.writer(f)
write.writerow(data test[18])
with open(BIT19, 'w) as f:
write=csv.writer(f)
write.writerow(data_test[19])
with open(BIT20, 'w) as f:
write=csv.writer(f)
write.writerow(data_test[20])
with open(BIT21', 'W') as f:
write=csv.writer(f)

write.writerow(data_test[21])
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Code M3sutoyanininsu
import serial

import csv

arduino_port = 'COM5' #serial port of Arduino
baud = 115200
fileName="10datam.csv" #name of the CSV file generated
ser = serial.Serial(arduino_port, baud)
print("Connected to Arduino port:" + arduino_port)
file = openl(fileName, "a")
print("Created file")
samples = 1323564#how many samples to collect
print_labels = False
line = 1 #start at 0 because our header is 0 (not real data)
store data = [] #store data
# collect the samples
print("Start Reading Data")
p=1
if p==1:
store_data.append('d")
p=0
while line <= samples:
getData=ser.readline()
dataString = getData.decode('utf-8')
data=dataString[0:][:-2]
print(data)

readings = data.split(",")
# print(readings)
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store_data.append(readings)
# print(sensor_data)
line = line+1
with open(fileName, 'w', encoding="UTF8', newline=") as f:
writer = csv.writer(f)

writer.writerows(store _data)

print("Data collection complete!")
file.close()

ser.close()

Code myhfeyafldsuuvaadusunm
import pandas as pd
import PIL
from PIL import Image
import matplotlib.pyplot as plt
import csv
df = pd.read_csv('10datam.csv')
df=df.values.flatten()
rxdata=df
print("Read Data: ",df)
#reshape
print("Reshaped Data:")
data3D recover=df.reshape([542,814,3]) #reshape in to original shape
print(data3D recover)
PIL_image recover = Image.fromarray(data3D recover.astype('uint8'), 'RGB')

plt.imshow(PIL_image recover) #read image





