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ABSTRACT

Security hygiene is very important, especially for the finance industry. For them, user
privacy is one of the top priorities of their service. Security tests should be done
regularly to ensure the highest security hygiene possible. Normally penetration tests are
done by humans which is time-consuming and costly so it cannot be done regularly.
This project aims to combat this problem. By using machines to run security assessment
tests more often because the process can be automated. Our system can be run at any
time of the day. We are using the black-box technique and open-source tools (Hydra,
Dirb, Nmap, SQLmap, Amass, Searchsploit, and XSSsniper). Our client will give us
permission and endpoints for us to run a penetration test. After our system runs all the
necessary tests it will generate a report to send to our client. The report will include the

information and vulnerabilities on the client systems.
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CHAPTER 1
INTRODUCTION

This chapter introduces the overarching themes of this report and places the
motivation for the work into context. Thereafter, the rationale and goals defined for the
investigation of the project are discussed, followed by a summary of the overall project.
Finally, an overview of the dissertation is given on a per-chapter basis.

The internet has become a part of our daily life, a lot of services become easier
ever before with just the phone and the internet, everything could happen by just you
finger. The number of the users have growth, but the number of people with malicious
intention also growth. Security could be a big concern when exploring the cyber world.
Trading is also a service that has been change though time, it could now be used via the
website or mobile phone application. With the amount of the money circulate with in
the broker trading system, this field could be a great target for the hacker to exploit the
system and steal the precious information from the system for various purpose e.g.,
steal information, inject a ransomware. Hernandez authored an article with an
interesting information “62% of the apps sent sensitive data to log files, and 67% stored

it unencrypted. Physical access to the device is required to extract this data.” [1]
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Figurel.1l Unencrypted log file, exposing the username and password.

1.1 Background
Proper configuration and best practice should be applied to the broker system
to prevent the hacker to bleed into the system. One way to make sure is to hire the

specialize company to perform a regular penetration test on the system, it could be



costly and time-consuming. With these cons, it was hard for many companies to hire
and maintain their system with penetration test service. An unmaintained service

could leak a various vulnerability.

1.2 Objective

Alternate to the previous solution, another approach could apply by using the
black-box perspective. Scanning from the internet is not rich in complexity of the scan
test options compared to the on-site penetration but it leaves you with the convenient,
to be able to scan whenever you want.

CSASS aim to be the automate service which will continually schedule scan the give
broker endpoints. With the objective of

1. Continuous access the scanning services.

2. Automate the process of the scan and report.

3. Beable to scale.

1.3 Scope
e Auto generate report for the company.
e Deploy it in the sense of be able to scale.

e Perform an automated scan with the given endpoints from the company with
the black-box perspective.

1.4 Method

e Research and analyze the strength of each tool and learn the process of

penetration tests.
e Design the System Architecture and Database
e Design the system by integrating those tools.
e Test the designed model and collect information.
e Deploy the designed model and penetrate the customer's security system.
e Identify the vulnerabilities.

e Collect all the log files and send a report to the company.



® Run asprint by going through the 2. to 7. Again

e Visualize to the consumers.

1.5 Expected Outcome

e Client companies gain some knowledge about their system’s hygiene. though

report and continuously improve their system.

e The scan will be able to easily run and perform automatically.

1.6 Table of Operation

Table 1.1 Operating Time

Topic

Month

Sep | Oct

Nov

Dec

Jan | Feb

Mar

Apr

May

Jun

1. Preparation

1.1 Research and
find suitable tools
for inspecting
vulnerabilities.

1.2 Find
examples of
systems and
report for
reference.

1.3 Design
architecture and
database

1.4 Design the
first attack on the
first vulnerable.
1.5 Create
Kubernetes one
node cluster.

1.6 Create cloud
Postgresql
cluster.




Topic

Month

Sep

Oct

Nov | Dec

Jan

Feb

Mar

Apr

May

Jun

2. Implement Application

2.1 Upload each
tool image and
report generator

2.2 Implement
Argo workflow
report for
reference.

2.3 Implement
Argo workflow
template.

2.4 Implement
data cleaner.

2.5 Deploy web
server for user
interaction

2.6 Implement
backend service.

2.7 Implement
Argo middleware
service.

3. Testing and debugging

3.1 Test and
improve the
performance of
the workflow.

3.2 Test and
debug each tool.

3.3 Testand
debug workflow

3.4 Test with
provided
endpoints by the
company.

3.5 Get feedback
from the
company

3.6 Debug
workflow after
applying web




application
security risk
tools.

3.7 Test with
provided
endpoints by
company 1.

3.8 Test, Debug,
and improve the
performance of
the workflow.

1.7 Report Outline

The rest of this report is organized as follows:

Chapter 2 reviews the state-of-art in vulnerability assessment
Chapter 3 describes the design and implementation of automate security scan system.

Chapter 4 demonstrates how various tools have been validate and the result of system
evaluation.

Chapter 5 closes the report, reviewing the work undertaken and draws conclusions
about key parts of the work that was undertaken.



CHAPTER 2

Literature Review

This chapter discusses the state-of-the-art of security vulnerabilities and tools
considered during the analysis and design phase of this project. The investigation served
3 purposes: firstly, we wished to research Theoretical Background (section 2.1);
secondly, we wished to identify the tools that will be use (section 2.2); Thirdly, we
wished to research on previous related work on this field (section 2.3); Finally, on

(section 2.4) summarize the chapter.

2.1 Theoretical Background
e Detection of XSS

As shown by a study [17], Cross-site scripting has been used for several types of attacks,
such as Phishing attacks, Steal Cookie, DOS attacks, DDOS attacks, and XSS worms.
It’s possible to inject on whether the client DOM or the server using different
techniques. To detect the exploit, a different method could be used. Static Analysis
Methods apply by analyzing codes of the application. While Dynamic analysis methods
detect by injecting data into the website and observe whether an attack is triggered. In
our project, with black box scope where can’t access the client source code, Dynamic
analysis methods are more appropriate.
e Index Calculation

The index is calculated from found and impactful factors and is classified by
level to measure cybersecurity and then produce the total index more accurately. This
index would express and conclude the overall system which tells the condition, how
current status on going, and for instance, if, one of the indexes, shows below standard
then the system would tell how and where to prevent any exploits. [15]

e Security Vulnerability Category and Blackbox testing

There is various type of the security vulnerability out there, some of them can
attack only if the person could access the devices while some of them could attack from
the internet. According to the OWAP top 10 web security risk [16], Not all of them
could efficiently test via the black-box perspective e.g., Broken Access Control,
Security Misconfiguration, Insecure Deserialization, and Insufficient Logging &

Monitoring. OWAP also provides a vulnerability image for testing called OWAP juice

6



shop [3] which could be installed on any machine web server and testing with the
different difficulty of security setup.
e Common security vulnerabilities
The two most common security vulnerabilities are SQL injection and cross-site
scripting. 42% of the attacking goal is to gain sensitive information. Most of the
vulnerabilities are easy to be exploited and do not require advanced techniques or
skilled attackers to exploit them.
e SQL injections
The most basic and common way is to put ‘1> OR ‘1’ = ‘1’ into username or
password, then press enter. If the target application is vulnerable to this attack, the
attacker will gain access to information in the target database. [18] If the target
application is immune to basic SQL injections. Blind SQL injections can be used to
gain more information about the database. Blind SQL injection is a way to ask database
true/false questions and gain information that way. [19]
e Network topology
The network reconnaissance usually checks the target IP’s status, which,
currently active or not and Nmap is one of them. Normally, Nmap would ping ICMP
protocol to the target IP by sending echo request to port 80 and if they received a signal
that would let the Nmap know that which ports are still active or go down and even

detailed information from the target IP.

2.2 Tool Stacks

In our project we classified tools and implementations, which were used, into 6
methods: Cloud-structure, Front-end, Back-end, Workflow, Generates a report, and
Deployment and Testing.

2.2.1 Tool for cloud-structure

e Digital Ocean
One of the largest cloud platforms with the best price for CPU performance
compared to the other competitors. For this project, we use 7 of their services
which are Kubernetes, Droplet, Networking, Container Registry, Spaces,
Databases

e Kubernetes(K8s)



A system for automating deployment, scaling, and management of
containerized applications. For this project, Kubernetes was used for most of our
services that are containerized.

e Droplet

A cost-efficient virtual machine with the ability to run the existing image or
private image. For this project, Droplet was used by Kubernetes to create a Node
Cluster

e Networking

Networking includes many services such as Domain, FloatinglPs, Load
Balancers, VPC, Firewall, PTR record. For this project, FloatingIPs was used to reserve
a static IP, VPC for the private network, and Load Balancers was used by Kubernetes
resources, combined as NGINX Ingress Controller using a reverse proxy to the services.

e Container Registry

A private repository that lets you host your private images with the version
record on the cloud. For the project, Container Registry was used to host the workflow
containers images.

e Spaces

Object storage with S3-compatible and built-in CDN. For this project, Spaces

was used for storing the log files output from each tool in the workflow, and the report.
e Databases

A managed database cluster with the options of PostgreSQL, MySQL, and

Redis. For this project, the Postgresql was used for a storage system.

2.2.2 Methods for Front-End
e NuxtJS
A powerful framework for simple and powerful web development. Building on
top of Vue.js and supporting SSR. For this project, NuxtJS was used for making a web
application
e Keycloak
Keycloak is an open-source Identity and Access Management solution aimed at
modern applications and services. It makes it easy to secure applications and services
with little to no code.

2.2.3 Methods for Workflow
In this Project, the tools from Kali Linux [13] have been used.

e Argo Workflow

Argo workflow is a workflow engine that runs as a container native. It could
easily be integrated with Kubernetes. Argo allows you to orchestrate highly parallel
jobs, in which each step is built from a container as a multi-step or DAG in the workflow
without the overhead of legacy VM. For this project, Argo was installed as a Custom



Resources Definition in Kubernetes and used to run the workflow (from the template)
as a DAG with various tools.
e Nmap

Scan at the communication level of protocols to find the status of ports that get
scanned such as TCP and UDP port, scan in secret to make only a two-way handshake
(normally scan is a three-way handshake), and scan OS information of the target IP or
domain name. Able to use scripts within Nmap’s resources such as vulnerability script.

e SQLmap

Used for detecting and exploiting SQL injection flaws. SQL injection flaws can
be exploited by inserting SQL statements as user input to manipulate databases. If the
target does not protect itself against SQL injection, SQLmap can gain data in said
database.

e Amass
Scan for IP addresses and all subdomains were given a domain name.
e Searchsploit

Search known vulnerabilities in OS or platform. Searchsploit stores a copy of
the exploit database in local storage for quick search. It needs to be updated once every
two weeks to get the most up to date information.

e CVE

A list of records that contain an identification number, a summary, and at least
one public reference—for publicly known cybersecurity vulnerabilities. CVE Records
are used in numerous cybersecurity products and services from around the world,
including NVD.

e Hydra

Brute force user and password discovery from various protocols such as ssh,

HTTP, POST.
e Dirb

A web scanner, scan for available directories from the commonly used word
lists.

e XSSSniper

Crawl for a form and scan if it is available for cross-site scripting.



2.2.4 Method for back-end
e Postgresql

The database will be connected to the API server and any service needs to access
the database via APIl. Some tables in the database will need admin privilege to insert,
update, or delete. This is to ensure maximum security. We also have a backup database
in case the main database is down.

e Go-gin

Golang framework used to make an API server. This framework is very fast (40
times faster than martini). It manages to get packages for the programmer. It has a built-
in net/HTTP library for Golang. The library contains almost every function needed to

do routing and rendering. The framework has good error management. [14]
2.3 Related Work

e Scoring System for Vulnerability
The Common Vulnerability Scoring System (CVSS) [12] expresses a way to

capture the principal characteristics of a vulnerability and produce a numerical score
reflecting its severity. The numerical score representation in the enumeration (such as
low, medium, high, and critical) to help organizations properly assess and prioritize

their vulnerability management processes.

e Penetration Test and Security Assessment Report
One of the first factors is that the summary of vulnerabilities encountered in the

system shows how many severities for a company to see and investigate details after

scanned. [7]

10



Figure 2.1 The counter of severity in the target system.

e Penetration Test and Security Assessment Scanner
A scanner on web applications shows an example of a scanner that can

produce a report and analyze the result. [11]

2.4 Chapter Summary

In Chapter 1 we proposed the important of the cybersecurity related to the
finance, especially, broker field. We also proposed how our CSAAS could improve this
eco system.

In this chapter the state-of-the-art was categorized into Theoretical Background
(section 2.1), Tool Stacks (section 2.2), Related Work (section 2.3). Observations were
made on the various theories (section 2.1), tools and its definition has been defined
(section 2.2), and the relevance of the previous works was review (section 2.3).

The next chapter presents the design of CSAAS, which is a system intended to

automate the cyber security assessment.

11



CHAPTER 3
METHODOLOGY

3.1 Introduction

In Chapter 2 we identified that automated the security scan with the black-box
perspective could be an interesting solution compared to the penetration test.

This chapter describes the design of CSAAS, a system that assess the
vulnerabilities automatically. First, the chapter describes the vulnerabilities assessment
approach (section 3.2), and system requirements (section 3.3). A Design and diagrams
(section 3.4-3.5). The storage technology (section 3.6). A proposed flow is then
discussed in section 3.7.

3.2 Vulnerability Assessment Approach

Gather infomation ﬁ

Exploit

h Simulate Cyber Attack

Figure 3.1 Steps of Vulnerability Assessment

The step should be start with gather the overall general information before
digging deep down to the exploit and start the assessment and report as in Figure 3.1.
From the article [d], After we researched and familiar with each tool then we can design
our first flow in three steps: Reconnaissance or investigating the target and retrieve
information from it by using Nmap, for protocols, and Amass, for the subdomain.

Exploitation or search vulnerabilities in the system including find directory, brute force

12



list of usernames and passwords, and. The report, we have the reportable to be generated
by Carbone that converts into a PDF file as in Figure 3.2 And in the future, we will add

other features such as index calculator.

/ Reconnaissance \\. r/ Exploitation \ Report \

¥

Nmap Dirby Carbone

AMass Hydra

X5S5Sniper

& '

Figure 3.2 Scan Method used in the project.

3.3 System Requirements
e Able to accurately identify target’s vulnerabilities.
e Be able to test in each specific window of time.
e Able to perform test automatically.
e Able to produce security assessment report in the form of pdf file.
e All services are secured.
e Easy to maintain.
e System is scalable.
e System is run on cloud.
e The microservices are stateless.
e Users can login to the system using username and password.

e Users can insert and delete endpoints form their endpoint list.

3.4 Overall Architecture System

Figure 3-2 Show the overall architecture of the CSI system the user accesses the
website csi.cmkl.ac.th on their browser. The domain name is resolved by Cloudflare

13



DNS service and points to our digital ocean Kubernetes resources. Every request from
the user's browser would go to the Ingress NGINX Controller, the integration of the
Nginx on Kubernetes with digital ocean’s load balancer and pass the request to the
service which either Web Server or Backend services depend on the path of the request.
During the signing in, the web browser would redirect to Keycloak’s OAuth.
Keycloak’s authentication would then be used on the backend services to authorize the
user on the Keycloak server.

Users are allowed to add, modify, and delete their endpoints that they want to
scan on the browser. The record will be stored on the PostgreSQL cluster via the
backend service while the scan booking schedule will be created by admin and the
schedule as a cron workflow and submit to the Aro Server via APl from the Backend
service. When the time comes, Argo would execute the scanning template according to
the cron workflow and save the log of each tool to the digital ocean space object storage
and report the scanning status to the database.

The finished workflow will create the ready-to-generate JSON on the database.
The user now could fetch their report on the website which will pull your JSON data
and create the report directly from the Report generator.
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Figure 3.3 Overall System Architecture

3.5 Diagram
3.5.1 Use Case Diagram
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As shown in Figures 3-3, before the user starts using the system, first the user
will have to get the whitelist. The user starts with Sign in with Google Account
with Google OAuth Authentication. This method will verify the identity of the
user. Eventually, after being verified, the user will be able to Add Scan
Endpoint, Edit Scan Endpoint, Delete Scan Endpoint, Book Scan Schedule, Get
Scan History, and Download Report.

Csl
Sign In / Sign Out~ Jr====- <<include===+-=> Google's Authenfication
Add Scan Endpoint

Edit Scan Endpoint

v Delete Scan Endpoint
Book Scan Schedule

Download Report

Figure 3.4 Use Case Diagram of the system
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Figure 3.5 Activity Diagram of the scanning workflow with a single endpoint

3.5.2 Activity Diagram
The flow of the Argo workflow is illustrated in Figure 3-4. After the receive
the input ‘Endpoint’ it will check whether the endpoint is a domain name or
IP. The difference is if the endpoint is a domain, it will run Amass. otherwise,
it will run Nmap. In both conditions, the tool will run along with other tools
which are SQLmap and XSSsniper in parallel. The result of the Amass will be
processed by the Nmap. The tools that run after the Nmap are Searchsploit that
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will use the OS info to find the CVE entries which will then be processed by
the tool CVE. Searchsploit runs in parallel with hydra or enum4linux
depending on the result of the Nmap. the result of enum4linux could also be

processed by the Searchsploit.

3.6 Storage

3.6.1 Object Storage
The full log file should be kept for the further audit, the structure designs follow

Figure 3. This ensures that the owner of the hierarchies for the companies, each

scan, each endpoint, and each tool.

csi
 [company-name]
| - [scan-name]
| — [endpoint

j - log

: I [tool-name]
| - logfile

|
= tmp
- report.json

Figure 3.6 Object Storage Structure

3.6.2 Database

The database is used to store results from scanning and user accounts information.
Because results from each tool come in different formats, they will be stored in
the Postgres No-SQL database. Each record will contain the name of the tool it
came from, scan ID, endpoint point it scanned, and result. This information will
be used to create a report for our customer. Use accounts information will be
stored in the Postgresql database. SQL databases consist of four tables. All

databases run on the digital ocean.

Table 3.1 List of scans
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Attribute Data type Description
scan id varchar unique id for each scan,
surrogate key. PK
company varchar Owner of scan
status enum The status of scan has
four possible values:
failed, success, running,
terminated, suspended.
failed: scan has failed.
success: scan is done
successfully.
running: scan in-process,
scanning.
terminated: scan is
terminated by the user.
suspended: scan in-
process, a scan has
stopped waiting to
resume.
Start Time stamp Start scanning time
complete Time stamp Completed scan time
Table 3.2 List of endpoints
Attribute Data type Description
endpoint varchar endpoints that users own.
company varchar owner of endpoints.
Table 3.3 List of reports
Attribute Data type Description
Scan id varchar Produce from which scan
DIR varchar Directory that keep the
report
Table 3.4 List of results
Attribute Data type Description
Scan id varchar Result of which scan
Data JSON Data from tools
API section
Table 3.5 List of APIs
APIs Description input output
/addEndpoint Allow POST Header contains -

method, used by
user for adding a
new endpoint.

user’s token
JSON body
contains endpoint

18



/addScan

Allow POST
method, used by
our system for
creating a new
scan.

JSON body
contains:
ScanlID (auto
generate by our
system),
company’s name
of its owner

/updateScan/:status

Allow PATCH
method, used by

The parameter
contains: status.

our system for JSON body
updating scan contains: scanlD
status and status
/getAllScans Allow GET Header contains: List of scan along

method, used by
user to get all their
scan information

user’s token

with
corresponding
information: scan
id, status, start
time and end time.

/getEndpoints

Allow GET
method, used by
user to get
endpoints in a
user's endpoint list.

Header contains
user’s token

The parameter
contains: google id
of the owner of the
endpoint list.

list of endpoints

/DeleteEndpoint

Allow DELETE
method, used for
deleting endpoint
from user’s

Header contains
user’s token
JSON body
contains endpoint

endpoint list.
/uploadResult Allow POST | JSON body -
method, used by | contains scan id
our system for | and result of scan
upload result of | in JSON format
scan in  JSON
format
/getAllEndpointsA | Allow GET - List of all

dmin

method, used by
admin to get all

endpoints in the
database and its

registered owners.
endpoints in
system
/generateReport Allow POST JSON body Security assesment

method, used by
our system to
create report from
scan

contains scan id

report in pdf file.
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3.7 Summary
This chapter described the high-level requirements and design of a system that

CSAAS. The chapter started by describing the approach of vulnerability assessment
and discussed more about the design of the system.

The System features is covered in further detail in Chapter 4 which describes
the results of the implementation and experimental.
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CHAPTER 4
EXPERIMENTAL RESULT

4.1 Introduction

Chapters 3 and 4 described the design of CSAAS, a system that assess the
vulnerabilities automatically. In this chapter, we present an implementation and testing
method and its results that show the functionality of the system, a tools validation, and
evaluate the overall system performance against the test. The chapter is organized as
follows: (section 4.2) walkthrough the functionality of the implemented system;
(section 4.3) measure the reliability of tools; (section 4.4) evaluate the system against

the real-world environment.

4.2 Functionality of the System

4.2.1 Backend API

We use tokens to identify users. Users will be able to gain access only to their
endpoints list and their scans history perform some function (add, remove, update
etc.) on their endpoint list. Some functions will be performed by our system. We use
Go-gin and GORM to connect with Postgresgl database. The figures below will show

functionality testing of our backend API.

File Edit View Help
fom Ranarts  Exnlosa v F 3 ¢ O @ Upgrad

POST cmkl.ac.thiapifprivate: Endpoint Send
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Figure 4.1 Add new endpoint to user’s endpoint list. The command line show

database before and after insertion, new endpoint highlighted in white.

°
https://csi.cmkl.ac.thiapi/addEndpoint
POST Y : t t Send v
.
= -
e Response
P W

B O Type here to search o H @ € B

19:48

_[:< _J - % j m, ~a= B ¥ 09/06/2021 L6

Figure 4.2 Return error (primary key conflict) after an attempt to insert

existing endpoint.

{5 = https:j/esi.cmkl.ac thiapijaddScan

Bioary POST pecficsi.cmi.acithaplfaddScan Send v

GraphQL JSON Baautify

B O Type here tosearch o o @ €

1958

5 O = mz-"\ah§smwmrzoz|‘

lo

Figure 4.3 command line show database before adding new scan. This process

will be done by our system.
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File Edit View Help
Home  Workspaces Reports  Explore \ Search Postm 2y £ & o @ Upgrade
2, My Workspace New Import . 'e ® PacH @ . Ie

a = https:j/csi.cmkl.ac.thiapi/addScan

o ey POST ! send - S
Cook
GraphQL  JSON ~ Beautify
:84.516343 0021-21-21 09:00:00
o Re
Pr JSON > m C

19559

B P Type here tosearch o . u-@ € B

Figure 4.4 Database after adding a new scan. Scan id will normally be
autogenerated, but for the purposed of demonstration, we will add new scan using

scan id ‘scan_1’

5_"' N AR w6, B

View Help

Home  Workspaces Reports  Explore Q Search Postma a m 0@ Upgrade
2, My Workspace New  Import . o i o moi e

s} hitps:j/csi.cmkl.ac.thiapiladdScan

PATCH e .emid a¢. th/aplfupdateScan/sca Send v

Beautity
e Re
Pretty 26 JSON = m Q
L
- . 20110
& O Type heretosearch oo @€ 0 9 Om $ WA ~awm o 0 B

Figure 4.5 After changing status of ‘scan_1’ from running to success the

competed time stamp change from default value to current timestamp.
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Home  Workspaces Reports  Explore L [ & * & o @ Upgrade

I Select Command Prompt - psal “postg.. — O

Save

Cookies

ra vinary GraphQL  JSON ~ Beautify

Save Respoanse

B O Type here to search o, @ € g 5 2 W & : Aom P om0 g

09/06/2021

{ome Workspaces Reports Explore | h Post: =

[l Select Command Prompt - psgl “postq. . . RICH h. ATC
{ https://esi.emki ac thjapijfaddEndpoint Save
GET i 1 iE ip Send v
o Bod
none N-dal inary GraphQ JSON Beautity
Pretty N L]
= [
T,
- T 20:56
B O Type here tosearch om-@ € B0 9 ogm$ | ~@w s oac 0 W

Figure 4.7 User get their endpoint list.



Explore ¥ + ¢ L0 ® Upgrade
My Workspace New  import . . e . * wcHow
a https:j/csi.cmki.ac.thiapi/addEndpoint
e GET Send [V
8od Cookies
dat 1 GraphQL  JSON Beautity
Save R
Pre = m C

B © Type here to search (o] A B 'm P NG

|©
|
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o "
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Figure 4.9 upload scan result to database. The upload was successful, and the

command line showed database before and after upload.
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© Postman

File Edit View Help

X o A
Home  Workspaces Reports  Explore Y Search Post oY £ 8 0@ Upgrade

2, My Workspace New  Import .

B O ype here tosearch O @ €D 9 W O & WM EAl~NeE S oo R

CYBER
SECURITY
INDEX

Figure 4.11 generate report from scan, return pdf file.

4.2.2 Front End

User could log in from the frontend page. This will be redirected to /auth path
which will handle the Keycloak's OAuth Authentication (Figure 4.12). After login,
the user will receive a token which identify the use role and group (assign from the
Keycloak admin page) Using this token, the user will land on the page for their role as
in Figure 4.13 for company and Figure 4.15 for admin. The user in the company could

add some endpoints and these will be shared in the pool within the company (Figure
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4.13) and access the scan history as in Figure 4.14 While the admin could see all
request endpoints from all companies (Figure 4.15)

Sign in to your account

Username or email

Password

Figure 4.12 OAuth login page

Cyber Security Index Welcome, ptmew

o @ |l

eeeeee
Histary
[ o
O  soogiecom P

Figure 4.13 Company scanner page
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¢ Cyber Security Index

) Scanner

History

) History

28/05/2021, 053756

28/05/2021,11:2510

28/05/2021, 11:41:10

28/08/2021, 11:54:35

Figure 4.14 Company history page

‘Index

Figure 4.15 Admin page

4.2.3 Workflow

Endpoint

google com

csl.cmkl.acth

test

Welcome, ptmew!

========

26/05/2021, 111241

Welcome, paweemew

Argo Workflow could be written in the form of the template for the workflow
that is repeatedly invoked. We create tools templates along with scan one endpoint
template and scan multiple endpoints as in Figure 4.16. Digital Ocean Container
Registry used to store the container image which templates could pull as in Figure
4.21 The details of scan one endpoint and multiple endpoints in Figure 4.18 and
Figure 4-19 sequentially. The result logs would save in the Digital Ocean Space as in

Figure 4-20.
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:~$ argo -n argo template list

NAME

dnsmap

hydra

nmap

nmap-1ip

scan—endpoint

scan—multi-endpoint

test

tool

validate—-ip

Figure 4.16 Ago Template YAML file was submitted to the Kubernetes and

stored in the Argo namespace. It could be viewed from the Argo CLI.

Worldihe Jipolat WORKFLOW TEMPLATES

<+ CREATE NEW WORKFLOW TEMPLATE (<]
it F

Figure 4.17 Ago Template YAML file was submitted to the Kubernetes and
stored in the Argo namespace. The template could be viewed as a GUI, alternatively of
Argo CLI on Figure 4-10, using the port-forwarder command of kubectl to port forward
your service from the Kubernetes to your localhost.

argo/scan-endpoint-q4plé WORKFLOW DETAILS
wssoo prse 0w 0w (CEIED) ® s ok

W @ 4 SUMMARY

scan-en dp

oint-g4pi6 NAME

scan-val TYPE P

idate-ip

) 3
map  scan-dnsmap
HOST NODE NAME
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Figure 4.18 Argo submitted scan one endpoint from the template on the Argo
server client. The scan process could be in the form of submitting the template, the
scan one endpoint allows you to submit the form with the parameter of the target
endpoint. On this figure, the input was a domain name, so the flow ran the DNS map
then Nmap rather than just Nmap.

Workflows ~ argo/scan-multi-endpoint-b7cwe WORKFLOW DETA
9 RETRY 11 SUSPEND P RESUME © STOF © TERMINATE @ m a E d
Yoy @& @ 32229 O
scan-multi-e
ndpoint-b7cwc
v'l iii d. ia!idaleenu,
scan-val scan-val
idate-ip idate-Ip
& d
P P P
v | scan-d-nmap scan-d-nmap

Figure 4.19 Argo submitted scan multiple endpoints from the template on the
Argo server client. The template was built on top of the scan one endpoint template so
it could get the list of the endpoints and invoke one endpoint template in parallel.

2 Searavty resarcename o7 public 1p (Cuis8) &,

(@) csi

Apps | NEW %
b 7'/ / in B8 CMKL-SEC / https://csi.fral.digitaloceanspaces.com / 659 KB / 161 items

Droplets

Kubernetes Files

Volumes
Databases Start typing to filter the list of files and folders New Folder
Spaces

Container Registry

Images Name Size Last Modified

Networking | log 574 8B 7 days ago More v

Monitoring

Figufe 4.20 Digital Ocean Space where the log file from the scan process
would be saved.
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Droplets

SEHITEEE Repositories

Volumes

Databases i) T;g?’midd‘ewme Recent image tag: vl 1 month ago

Spaces

Container Registry 7] :’:E}ksnd Recent image tag: w1 1 month ago

L ® d.‘(’b Recent image tag: v1 19 days ago

Networking o

Menitoring ';:11 fi:wimap Recent image tag: vl 2 months ago
® f”“i'” Recent image tag: vO1 16 days ago

7] T\le:ra Recent image tag: v1 14 days ago

nman

private container images for the Kubernetes Deployment and Argo Workflow.

4.2.4 Filtering and Report Generator

After all scan finished, the filter service will mount and recursively search for
the log file and filter it for each service to a pack of JSON (Figure 4.22), ready to use
for the report generator, Carbone service.

: /mnt/log/ .73/log/nmap/
: /mnt/log/ .73/log/hydra
: /mnt/log/ .74/log/nmap/
: /mnt/log/ .74/log/nmap/
: /mnt/log/ .74/log/hydra
: /mnt/log/ .75/1log/nmap/
: /mnt/log/ .75/log/nmap/
: /mnt/log/ .75/log/hydra
rite: /tmp/report.json

company:

endpoints: [

N L A= R e B ]

Figure 4.22 Output from the terminal showing the process of filtering the data

from the log file.
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4.3 Tool Validation

We first determine if the tools we choose to work with produce accurate results.

We do this by running the tools against target with known vulnerabilities to see if the

tools correctly identify target’s vulnerabilities. If the tools can successfully identify said

vulnerabilities it will mean the tools are accurate. We also Dubble-check by manually

check the result the tools produce. We also measure the system resource usage (section

4.3.6)

4.3.1 Dirb

The tool has been validated by using the differences 2 set of testing on the
testing Apache server. First, create files in directory with different file permissions
and settings such as redirect the page as on the Figure 4.23 Second, create files in

directory that return the different response as on the Figure 4.24.

File

Folder

Permission

Response

Root

644

200 OK

admin

0

403 Forbidden

adamin.php

644

500 Internal Server Error

auth

666

200 OK

index.html

666

com2

403 Forbidden

coml

com1/1

200 OK

com1/2

200 0K

coml/3

0

644
644
644
644

2000K

com3

302 Temporary Redirect

Figure 4.23 Testing on files with different permissions.
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100 Continue

101 Switching Protocols

103 Early Hints
200 OK

201 Created

202 Accepted

203 Non-Authoritative Information
204 No Content

205 Reset Content

206 Partial Content

300 Multiple Choices
301 Moved Permanenthy
302 Found

303 See Other

304 Not Modified

307 Temporary Redirect
308 Permanent Redirect
400 Bad Request

401 Unauthorized

402 Payment Required
403 Forbidden

404 Not Found

405 Method Not Allowed
406 Not Acceptable

407 Proxy Authentication Required
408 Request Timeout
409 Conflict

410 Gone

411 Length Required

412 Precondition Failed

413 Payload Too Large

A1A 1R Tan | v

100.php
101.php
103.php
200.php
201.php
202.php
203.php
204.php
205.php
206.php
300.php
301.php
302.php
303.php
304.php
307.php
308.php
400.php
401.php
402.php
403.php
404.php
405.php
406.php
407.php
408.php
409.php
410.php
411.php
412.php
413.php

A1A nhn

100
101

200
201
202
203
204
205
206
300
301
302
303
304
307
308
400
401
402
403
404 (There is an option not to show 404)
405
406
407
408
409
410
411
412
413

A1A

Figure 4.24 File in directory with different response

the tool with the common HTTP responses found mostly it shows the correct value
except for 103 (Early Hints), 418 (I'm a teapot) and 425 (Too early) that return 500

(Internal Server Error Response). Testing with the different file permission also shows
that it is working correctly which shows 403 (Forbidden) when the permission is not
allowed, and it should be able to run through the file within the folder. Using redirect
on .htaccess could overwrite the current folder or file and show 302 Found (temporary

redirect) response. The tool has some flaws, but it seems not that important so let us
say that the tool is reliable enough for the testing.

4.3.2 SQLmap

For SQLmap we test it against server with known SQL injection
vulnerabilities and see if SQLmap can identify said vulnerabilities correctly. We use

Damn Vulnerable Web Application (DVWA) as target. DVWA is a web application

design with vulnerabilities to help hackers test their skill legally. DVWA has 4
different security settings (Low, Medium, High, Imposible), the highest setting
(Imposible) is meant to be vulnerability free and cannot be hacked.

SQLmap can accurately identify DVWA’s vulnerabilities at all hackable

levels and was able to retrive information in DVWA’s databases as shown in figure
below. (Figure 4.25, Figure 4.26, Figure 4.27)
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qimap-dvwa-low-dump-all-irisk1 - Notepad - x
File Edit Format View Help

sqlmap identified the following injection point(s) with a total of 3727 HTTP(s) requests:

Parameter: id (GET)

Type: boolean-based blind

Title: OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comment)

Payload: id=1' OR NOT 4699=4699#&Submit=Submit

Type: error-based
Title: MySQL >= 5.8 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)
Payload: id=1' AND (SELECT 6207 FROM(SELECT COUNT(*),CONCAT(6x7176787671, (SELECT (ELT(6207=6207,1))),0x71766b7a71, FLOOR(RAND(8)*2))x FROM INFORMATION_SCH

Type: time-based blind
Title: MySQL >= 5.6.12 AND time-based blind (query SLEEP)
Payload: id=1' AND (SELECT 4886 FROM (SELECT(SLEEP(S)))wsul)-- rPMG&Submit=Submit

Type: UNION query
Title: MySQL UNION query (NULL) - 2 columns
Payload: id=1' UNION ALL SELECT NULL,CONCAT(x7170787671,@x63427054525969504¢4a57535073717a5162664b72786541674b4168646767664e444¢506e436b70, 0x71766b7271)

web server operating system: Linux Debian 9 (stretch)

vieb application technology: Apache 2.4.25

back-end DBMS: MysQL »= 5.8 (MariaDB fork)

Database: dvwadb

Table: users

[5 entries]
#ommmon bom e #ommenn e #ommemneee 4ememmemeoean T SO
| user_id | avatar | user | password | last_name | first_name | last_login | failed_
PR b e .. __ S — +-- + +

|1 | /ovMA/hackable/users/admin.jpg | admin | Sf4dcc3bSaa765d61d8327deb882cf99 (password) | admin | admin | 2020-11-30 @7:42:32 | @

|2 | /oVHA/hackable/users/gordonb. pg | gordonb | e99a18c428cb38d5T260853678922¢03 (abc123) | Brown | Gordon | 2020-11-30 07:42:32 | @

|3 | /DvMA/hackable/users/1337.3pg | 1337 | 8d3533d75ae2c3966d7e@d4fcc69216b (charley) | Me | Hack | 2020-11-30 07:42:32 | @

| & | /pvMA/hackable/users/pablo.jpg | pablo | @d1e7degfsbbedocade3desc7legechb? (letmein) | Picasso | Pablo | 2020-11-30 07:42:32 | @

[ | /owwA/hackable/users/smithy.jpg | smithy | Sfd4dcc3bSaa765de1ds327debss2cfo9 (password) | smith | Bob | 2020-11-30 07:42:32 | @
s CRRR__ i __<i— + + + + + +

Database: dvwadb
<

B O Type here tosearch 0 100 SR I
Figure 4.25 SQLmap result against DVWA on Low.
) sqlmap-dvwa-medium-dump-all-y1risk1 - Notepad =] x
File Edit Format View Help
sqlmap identified the following injection point(s) with a total of 3619 HTTP(s) requests: ~

Parameter: id (POST)

boolean-based blind

: Boolean-based blind - Parameter replace (original value)

Payload: id=(SELECT (CASE WHEN (6337=6337) THEN 1 ELSE (SELECT 9358 UNION SELECT 1265) END))8Submit=Submit

Type: error-based
Title: MySQL >= 5.8 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)
Payload: id=1 AND (SELECT 4829 FROM(SELECT COUNT(*),CONCAT(@x71767a7071,(SELECT (ELT(4829=4829,1))),8x7162627a71,FLOOR(RAND(8)*2))x FROM INFORMATION_SCHE

Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1 AND (SELECT 1207 FROM (SELECT(SLEEP(S)))rpVj)&Submit=Submit

Type: UNION query
Title: Generic UNION query (NULL) - 2 columns
Payload: id=1 UNION ALL SELECT NULL,CONCAT(@x71767a7071,0x64577a6872685867794874754f 26b4d7062487251436d4 1 161,6x7162627a71) -

web server operating system: Linux Debian 9 (stretch)
web application technology: Apache 2.4.25

back-end DBMS: MySQL >= 5.@ (MariaDB fork)

Database: dvwadb

Table: users

[5 entries]

avatar | user | password | last_name | first_name | last_login |

/DVWA/hackable/users/admin.jpg | n | Sf4dcc3bsaa765d61d8327deb882cf99 (password) | admin | | 2020-11-30 ©7:42:32 | @
/DVWA/hackable/users/gordonb.jpg | gordonb | e99a18c428cb38d5f260853678922e@3 (abc123) | Brown | Gordon | 2020-11-30 07:42:32 | @
/DVWA/hackable/users/1337.jpg | 1337 | 8d3533d75ae2c3966d7e@dafcc69216b (charley) | Me | Hack | 2020-11-30 ©7:42:32 | @
/DVWA/hackable/users/pablo.jpg | pablo | ed1e7deofsbbe4@cadeddesc7le9edb7 (letmein) | Picasso | Pablo | 2020-11-30 07:42:32 | @
/DVWA/hackable/users/smithy.jpg | smithy | Sfd4dcc3bSaa765d61d8327deb882cf99 (password) | Smith | Bob | 2020-11-30 07:42:32 | @

Database: dvwadb
<

"m T A @ ®m P NG 2325

v 08/06/2021

.o

B O Typeheretosearch [e]

Figure 4.26 SQLmap result against DVWA on Medium



sqimap-dvwa-high-dump-all-/1risk1 - Notepad o x
File Edit F
sqlm

View Help
ified the following injection point(s) with a total of 174 HTTP(s) requests:

Parameter: id (POST)
Type: time-based blind
Title: MySQL >= 5.9.12 AND time-based blind (query SLEEP)
Payload: id=1 * AND (SELECT 3965 FROM (SELECT(SLEEP(5)))CIKB) AND 'sSEEP'='SEEP& Submit=Submit

Type: UNION query
Title: Generic UNION query (NULL) - 2 columns
Payload: id=1 ' UNION ALL SELECT CONCAT(@x7170767a71,0x624ed74 79 14515643 77475526d4b797344737167574c79,0x717a707671) , NUL

web server operating system: Linux Debian 9 (stretch)
web application technology: Apache 2.4.25

back-end DBMS: MySQL »= 5.8.12 (MariaDB fork)
Database: dvwadb

u
+ +

|1 | o

|2 | /DvVWA/hackable/users/gordonb.jpg | gordonb | £99a18c428cb38d5f260853678922e03 (abc123) | Brown | Gorden | 2e20-11-3e ©7:42:32 | @

|3 | /oviA/hackable/users/1337.3pg | 1337 | 8d3533d75ae2c3966d7e0d4fcc69216b (charley) | Me | Hack | 2020-11-30 @7:42:32 | @

| 4 | /DVWA/hackable/users/pablo.jpg | pable | @d1@7de9fSbbeddcade3deSc71edeob? (letmein) | Picasso | Pablo | 2020-11-30 07:42:32 | @

|s | /DvVwWA/hackablefusers/smithy.jpg | smithy | Sf4dcc3bSaa765d61d8327deb882cf99 (password) | Smith | Bob | 2020-11-3¢ ©7:42:32 | @

B s $ommmmnen o e R R e fmmmmmnn

Database: dvwadb
Table: guestbook

@ O Type here tosearch o-H-B.€ & E A e m om0 R

08/06/2021

Figure 4.27 SQLmap result against DVWA on High.

4.3.3 Hydra

Hydra attacks by dictionary so the successful rate is dependent on how well
the word list is. The longer of the word list could slow down the process which is the
tradeoff. On the first test, using a build in password for each protocol which provide a
smaller size word list with the name related to the protocol. The test conduct on three
protocols which are FTP, SSH, and Telnet as on Figure 4.8. The build-in file could
guess for the FTP and SSH but not for the telnet. Which could be conclude that the
build-in password is not good enough for the production but good enough for testing.
Another test tries on using hydra on the key-based authentication as in the Figure
4.28. The result was immediately exiting the program because of the different system.

Files Input W status Protocol, Port |User Password Result Duration cPU Memory Space Log Size
31|0pen FTP 21 user pass Succeeded |1 minue 36 seconds 26.719% 85%)| 6388
21[0Open SSH 22[local ssh Succeeded |2 minutes 0 saconds 28.24% £7%6| 6078
111|0pen Telnet 23 telnet 1001 Failed 5 minutes 58 seconds 27.14% 86%6] 9288
Files Input 0 | Slalls IPmlocu‘! ‘ Pon |Usel |Fasswm |ﬁesull |Dulanon | CcPU |Memry | Space Log S!zsl
21]Open |ssH | 22[local ssn |ErrOR |11 seconas | 31.36%] 6% 4178

Figure 4.28 Hydra first test case result

4.3.4 Amass

For Amass we test it against known domain name with known subdomains
(cmkl.ac.th). We manually ping every subdomain on the list and get their IP address
and all of them are correct. This might not cover all of the CMKL’s subdomains since
Amass manage to enumerate only 30 subdomains (Figure 4) but the person who
manage domain names for CMKL told us that they are around 50 subdomains under
CMKL (she was not sure about the exact number).
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amassGnCmid - Notepad o x
File Edit Format View Help
fpateway.cmkl.ac.th 35.227.196.31
autolab.cmkl.ac.th 2686:4700:3034::acd3:c95e,2606:4700:3034: :6815: 2ca6,104.21.44.166,172.67.201.94
ai.csi.cmkl.ac.th 172.67.201.94,104.21.44.166,2606:4700:3034::6815: 2ca6, 2606:4700:3034: :ac43:c95e
hellol.apex.cmkl.ac.th 103.153.118.81
csi.cmkl.ac.th 164.21.44.166,172.67.201.94,2606:4700:3034: :6815: 2ca6, 2606:47060:3034: :ac43: cO5e
aid4us.cmkl.ac.th 104.21.44.166,172.67.201.94,2606:4700:3034: : 1c95e,2606:4700:3034: :6815:2cab
event.cmkl.ac.th 104.21.44.166,172.67.201.94,2606:4760:3034: :ac43: c95e, 2606:4700:3034: :6815:2cab
registry.apex.cmkl.ac.th 103.153.118.81
omega.cmkl.ac.th 104.21.44.166,172.67.201.94,2606:4700:3034: :6815:2ca6,2606:4760:3034: :ac43:c95e
canvas.cmkl.ac.th 104.21.44.166,172.67.2061.94,2606:4760:3034: :acd3: c95e, 2606:4760: 3034: :6815: 2cab
voice-game.cmkl.ac.th 104.21.44.166,2606:4700:3034: :ac43:c95e,2606:4760:3034: :6815: 2ca6,172.67.201.94
voice-staging.cmkl.ac.th 104.21.44.166,172.67.201.94,2606:4708:3034: :6815:2ca6,2606:4760:3034: :ac43:c95e
rancher.apex.cmkl.ac.th 2606:4760:3034: :6815:2ca6,172.67.201.94,104.21.44.166,2606:4760: 3034 : :acd3: c95e
ui.registry.apex.cmkl.ac.th 163.153.118.81
auth.cmkl.ac.th 104.21.44.166,172.67.201.94,2606:4700:3034: :6815:2cab,2606:4708:3034: :acd3:c95e
. circle.cmkl.ac.th 128.199.118.181
voice.cmkl.ac.th 20.198.249.18
ipa.apex.cmkl.ac.th 103.153.118.77
aice.cmkl.ac.th 104.21.44.166,172.67.201.94,2606:4700:3034: :ac43:c95¢,2606:4700:3034: :6815:2¢a6
voice2.cmkl.ac.th 104.21.44.166,172.67.201.94,2606:4760:3034: :6815: 2ca6, 2606:4700: 3034: :ac43:c95e
circle.cmkl.ac.th 128.199.110.181
ipa-ca.apex.cmkl.ac.th 172.67.201.94,104.21.44.166,2606:4700:3034: :6815: 2ca6, 2606:4700:3034: :ac43:c95e
voice-3.cmkl.ac.th 172.67.201.94,104.21.44.166,2606:4700:3034: :6815:2¢a6,2606:4700:3034: :ac43:c95e
login.cmkl.ac.th 54.71.132.32,52.12.28.200,44.228.7.2
scholarship.cmkl.ac.th 2606:4700:3034: 1acd43:¢95¢,172.67.201.94,104.21.44.166,2606:4700: 30341 :6815: 2¢a6
hello2.apex.cmkl.ac.th 103.153.118.81
www.cmkl.ac.th 52.212.43.230
wi.eic.cmkl.ac.th 52.212.43.230
eic.cmkl.ac.th 52.212.43.230
Www.event.cmkl.ac.th 52.212.43.230
info.cmkl.ac.th 3.248.8.137,52.212.43.230
. info.emkl.ac.th 52.212.43.230
cmkl.ac.th 75.2.70.75,99.83.190.102

A i 2257
l v Y dh B 08/06/2021 !

8 O Type here tosearch 0 =l g
Figure 4.29 Amass result against domain cmkl.ac.th

4.3.5 Nmap

Nmap is validated by scanning the created instances to monitor and
configuration. In this test we used 5 OSs to perform the validation including Ubuntu,
Fedora, FreeBSD, CentOS, and Debian for cloud-based systems as shown below.
When Nmap finishes the scanning the log file will be shown(figure 4-25) in detail.
Including the information of the ports opened, service name and version which we
could take them as a useful information. As for the other information besides host
ports we can conclude from the comparison between setup instances and Nmap
finding(figure 4-26). That these other four sections are less accurate or unfindable in
the target’s system.

PORT STATE SERVICE VERSION

22/tecp open ssh OpenSSH 8.2p1 Ubuntu Gubuntud.l (Ubuntu Limux; protecol 2.8)

Yeee/tcp open remoteanything?

| fingerprint-strings

| GetRequest, NULL

| snap

1 service unrecognized despite returning data., If you know the service/version, please submit the following fingerprint

at https://neap.org/cgi<bin/submit cgi?nem-service

SF-Portuped-TCP V=7, BINI=TRD=2/88T im CDO2%P=x86_64~pc- Linux-gnusr{NuL

SF:L,5, "snap\n" Nr(GetRequest, 5, "snap\n

Aggressive 05 guesses: Linux 3.8 (89%), Linux 4.4 (89%), Linux 2.6.32 (86%), Linux 3.4 (87%), Linux 3.5 (87%), Linux 4.2
(87%), Synology DiskStation Manager 5.1 (87%), WatchGuard Firewmare 11.8 (87%), Linux 2.6.38 (87%), Linux 3.18 (a7™)

Figure 4.30 Nmap finding on Ubuntu instance

Setup Scan Find

OS Ubuntu 20.04 -

Kernel LTS Linux 5.4.0 Linux 3.8 (89%),
Linux 4.4 (89%)

Fingerprinting Yes Mo

Encryption SHA-256 -

Active Port (LISTEN only) 22 4000 22 4000
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Figure 4.31 Comparison in Ubuntu

Setup Scan Find
0s Fedora 33
Kernel Linux Linux
Fingerprinting Yes Mo
Encryption NIA
Active Port (LISTEN only) 22 22
Figure 4.32 Comparison in Fedora

Setup Scan Find
0s FreeBSD 12.2 FreeBSD 11.x
Kernel Linux Linux
Fingerpninting Yes Yes
Encryption MIA
Active Port (LISTEN only) 22 22
Figure 4.33 Comparison in FreeBSD

Setup Scan Find
0s Cent0S 8.3
Kernel Linux Linux
Fingerprinting Yes Yes
Encryption N/A
Active Port (LISTEN only) 22 22
Figure 4.34 Comparison in CentOS

Setup Scan Find
0s Debian 9
Kernel Linux Linux
Fingerprinting Yes Yes
Encryption NIA
Active Port (LISTEN only) 22, 1M 22,1
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Figure 4.35 Comparison in Debian

4.3.6 Searchsploit
Searchsploit is a tool that find the vulnerability in the software programs by query the
protocol name and version then it will show the information, fetched from the
Searchsploit’s database. Which, only a set of limited protocol could be detected in the
database. Then the result will be shown along with vulnerability’s name and path to
website of database.

{"T:
{"T:

T

15
"DB_PATH_SHELLCODE" : "/opt/
"RESULTS_SHELLCODE" : [

3

Figure 4.36 Get information of an outdated or unpatched of the program
4.3.7 Resource Usage

Resource usage measured by monitoring the status from Kubernetes dashboard while
running the various tools on the Argo workflow as in Figure 4.37.

Figure 4.37 The sample of droplet resource usage when scanning the
endpoint.

Different tools use different resource usage and time duration. Figure 4.37 show the
VM data usage dashboard, and it was used for the measurement in Figure 4.38.
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Nothing
CPU: 20.93%
MEMORY%: 64%

Endpoints
188.166.231.190 (Juice Shop)

159.65.14.172 (BWAPP)

DNSMAP

ID: test-tool-w8bwb
Duration: 36s
CPU: 32.92%
MEMORY: 64%
Space size: 0B
ID: test-tool-5cqp8
Duration: 275
CPU: 31.77%
MEMORY: 64%

Space size: 0B

NMAP

ID: test-tool-bwtlv
Duration: 325
CPU:31.57%
Memory:69.70%
Space size:1.3KB
ID: test-tool-c65p9
Duration: 30s
CPU:27.46%
MEMORY:69.70%
Space size:1.7KB
ID: test-tool-b4gtt
Duration: 44s
CPU: 24.89%
MEMORY: 66%
Space size: 22.1 KB
ID: test-tool-s7Tmva
Duration: 47s
CPU: 29.86%
MEMORY: 64%
Space size: 2 KB

DIRB

ID: test-tool-ss7ld
Duration: 2 minutes 57 secq
CPU: 25.63%

Memory: 67%

Space size: 8528

ID: test-tool-hxIff

Duration: 11 seconds
CPU:25.88%
MEMORY:65.57%

Space size:756B

ID: test-tool-hbvnr
Duration: 1 hour 42 minutes|
CPU: 23.43% - 27.45%
MEMORY: 65-67%

Space size: 1.2 KB

ID: test-tool-zldsr

Duration: 1 hour 18 minutes|
CPU: 27.72 %

MEMORY: 65 %

Space size: 1.8 KB

XSSSNIPER

ID: test-tool-wgmwb
Duration: 31s
CPU:36.84%
Memory:64.35%
Space size: 1.4KB
ID: test-tool-qkirm
Duration: 9s
CPU:36.84%
MEMORY:64.35%
Space size:1.6KB
ID: test-tool-zBm8w
Duration: 9s
CPU:34.17%
MEMORY:65.12%
Space size: 1.5 KB
ID: test-tool-cherd
Duration: 18s
CPU:34.17%
MEMORY:65.12%
Space size:1.5KB

Figure 4.38 The sample of droplet data usage when scanning the endpoint. It

is shown that some tools have various run times from minutes to an hour depending
on the characteristics of the endpoints.

4.4 System Evaluation
The evaluation of the system has been done by testing the system against the
real-world endpoints on the security company (section 4.4.1) and the organization
endpoints (sections 4.4.2)
4.4.1 Security company endpoints

Allow permission to scan a company endpoint, CSAAS system Ip had been
whitelisted to reach their service during the time window they provided. The scanning
on Figure 4 was scanned on the company endpoints with the Amass, Nmap and
Hydra. The following scan results apply to the company endpoint from Figure 4 in
addition to the Dirb tool. The company given 2 endpoints were domain name so
according to the activity diagram in Figure 4 it will run the Amass first. The scan
couldn’t find the subdomain, so it moves on to the Nmap, one of the result logs found
in Figure 4, and in founding the protocols name SSL/HTTP-proxy, which was not
supported by the current hydra, so it did not pass the parameter to hydra to process.
During the given time window, Dirb was also tested, and the result log is in Figure
4.40.
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# Nmap 7.80 scan Initiated Wed Dec 907:48:46 2020 as: nmap v -A -p- -0G /tmp/nmp2hydra-raw -oX
xm -oN /tmp/iog 4L

map scan epor o I

Host is up (0.0295 latency)

o ecors o

Not shown: 65533 filtered ports

PORT STATE SERVICE VERSION

80/tcp closed htp

443/tcp open ssi/nttp-proxy HAProxy http proxy 1.3.1 or later

| http-methods:

1. Supported Methods: GET

|_hetp-title: Site doesn't have a title (application/json; charset=ut-8).
| ssh-cent: Subject: mmmnnnamex'_

| subject Atternative Name: ONS:*. | IR o~ I

| tssuer: commonNamesSectigo RSA Domain Validation Secure Server CA/organizationNamesSectigo

| Public Key type: rsa
| Public Key bits: 2048

| Signature Algorithm: sha2S6WIithRSAEncryption

| Not valid before: 2020-08-18T00:00:00

| Not valid after: 2022-08-18723:59:59

| MDS: cd56 8bad 872 3c18 4112 3363 f0e9 295¢

|_SHA-1: 6496 1670 8723 1ce5 3a4f dbcé 1130 89af ceSc 0fb3

|_ssl-date: TLS randomness does not represent time

Device type: general purpose

Running (JUST GUESSING): Linwxd.X| 3.X| 2.6 X (98%)

05 CPE: cpe:/orlinuclinux_kemel:4.4 cpe:/olinuclinux_kermel:3 cpe:/olinuxinux_kemet:2.6.32

Aggressive OS guesses: Linux 4.4 (98%), Linux 3.1 - 4.1 (95%), Linux 2.6.32 or 3.10 (94%), Linux 4.0
(94%), Linux 2.6.32 (93%), Linux 3.10 - 3.12 (93%), Linux 2.6.32 - 2.6.35 (92%), Linux 4.9 (92%), Linux
2632 -2.6.39 (92%), Uinux 3.13 {90%)

Uptime guess: 22.787 days (since Mon Nov 16 12:59:40 2020)
Network Distance: 13 hops

TCP Sequence Prediction: Difficulty=251 (Good luck!)

1P ID Sequence Generation: All zeros

Service info: Device: load balancer

TRACEROUTE (using port 80/tcp)
HOP RTT  ADDRESS

1

0.06 ms 10.244.0.19

w

138ms 128.199.127.254

N

1.72ms 138.197.251.190

w

186ms 138.197.251.175

27.23ms 202.183.138.122

o

3122 ms202.183.138.121

°

38.04 ms 202.183.138.170
10 27.82 ms 202.183.234.130
1n.12

Read data files from: /usr/bin/../share/amap
05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit

# Nmap done at Wed Dec 9 07:52:59 2020 - 1 IP address (1 host up) scanned in 254 62 seconds

Figure 4.39 Nmap result on the company endpoint. Found the only port
opened is 443 running on the HA Proxy load balancer version 1.3.1, this information
could be used for checking on the outdated software. It also provides the size and
algorithm of the key bit that can further be tested for the outdated implementation.
The OS found is Linux with the specific version that based on guessing.
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DIRB v2.22 « nttps// [ -+ : (cook:302|52¢:146)
By The Dark Raver « rtgs/ /N '+ 2 (CO0E:302 | S2E:146)
« sttps// [ - (coot-2021526:146)
« vetes// (N -~ (COO%:302|S12€:146)

OUTPUT _FILE: /emp/dirb.txt

START_TIME: Wed Dec 909:47:54 2020

var_sase: neeos END_TIME: Wed Dec 9 09:55:31 2020

WORDUIST_FILES: fuse/share/dirb/wordlists/common. tat DOWNLOADED: 4612 - FOUND: 16

OPTION: Fine tunning of NOT_FOUND detection

GENERATED WORDS: 4612

Scanning URL: Mtps://csapi-qa zcomsec.com/ -
+ setos /[ /A0 (CODE:400| S2¢:12)
« moes// :/ores (CO0E200| 92612
« teps /[ o+ (CODE:400|S25:12)
« v/ -« (c00¢ 302 |si2E:146)
« vt/ | <o (COOE:302(SZ6:146)
+ vaeps /[ - (CO0t 3025126146
+ betos /[ <3 (CODE:302|S7E 146)
+ retps /[ < (co0¢ 302 |si2E 145
«veeps /I <5/ 6ot ies (COOE 400 5126:12)
+ veeps /I </ #opos tory (CODE-400 | S2E-12)
« racps /I 5/ Aoct (CODE-400(SZE12)
+ veps /I <<« ) (CODE:200)$2€ 20}

Figure 4.40 Dirb result of found directories on the company endpoint mostly
show http response 302 which mean the page have been moved and http 400 which
mean the page exist, but something went wrong with the request e.g., invalid request
syntax on client side.

4.4.2 The organization endpoints

Providing the list of 10 endpoints from the organization, a scan has been
performed for all endpoints with the flow as Figure 4.41 endpoints have been
blocking the Ip probing so Nmap could not run through and only 4 endpoints continue
the assessment. The insights from scanning the organization endpoints are which
product did they use in the system and learn more about the organization structure.
Commonly in a large company we found a massive log of information such as Nmap.
So, same as needed a data cleaner.
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Figure 4.41 The Argo workflow scan has been run from the Argo template

with the parameters of a list of the endpoints and company name.
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CHAPTER 5
CONCLUSION

5.1 Introduction

In this Chapter, we first summarize the work described in this report (section 2).
Then we draw several conclusions about key parts of the work undertaken in section 3.
and finally, proof our system function as intended (section 4).

5.2 Summary

This is a summary of each chapter intro and summary.

Chapter 1 introduced to cyber security world and importance of this project.

Chapter 2 reviewed the state-of-the-art in security vulnerabilities and tools
considered. Penetration tools were introduced, and penetration methods described.
The potential for an automated security assessment system was highlighted.

Chapter 3 describes the design of the system. The separate functions of blah
blah that support the requirements were then described in more detail, including blah
and blah. described the implementation of the tools in our system.

Chapter 4 presented a series of tests that demonstrate the tools we choose are
accurate and our system can correctly identify vulnerabilities in target systems.

Chapter 5 conclusions of this report.

Conclusions

The aim of this project was to improve the security hygiene of the treading
world. We chose to focus on making the security testing process easier so it can be
done more often.

We then designed and implemented a system that could:
Get information from the target.
Automatically perform security for target system
Find vulnerability in target system.

Feedback a report to company’s broker

AR A

Automatedly generate a report.
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