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Abstract

Application Programing Interface (API) is a software that allows two applications to talk to
each other. However, in real-world implementation it is not as simple as its concept. In practice,
when APIs are launched, there is usually a huge number of users using APIs. Since there is a high
number of users, there is a high probability that the server will have problems. EPROXC or
Effortless Proxy Creation is a tool that helps users automatically create an AP proxy for the API
using MuleSoft products. EPROXC can be used by any user that owns the APl and wants to
protect it from someone who may wish to attack it or steal data from the API. The creation of
an APl Proxy using EPROXC can be created without any MuleSoft skills required. EPROXC also

provides more security for the APl and users can efficiently maintain and monitor their AP Proxy.
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Chapter 1

Introduction
This chapter introduces the background, objective, scope, method and expected

outcome of the project.

1.1 Background

APl or Application Programing Interface has a basic concept: “A software that allows
two applications to talk to each other.” However, implementing the APl in the real-world is
not as simple as its concept. When an API is implemented in the real-world, it is not being
implementing for only one user because there is huge number of users who will eventually
be using the API at any given time, which will cause high traffic. Additionally, in the real-
world, not all of the users will be good, because someone may be using it with the intention
of attacking the API or stealing data. To solve this problem, we would need something in
the middle between the users and the APl whose job would be to handle every problem
that was aforementioned. Rather than letting users access the AP| directly, users will access

something that will handle everything, this is the concept of the API proxy.

1.2 Objectives

Offer a tool that reduces time and effort for creating API Proxy

- Offer higher security standard for APJs

- Improve authentication model in organization towards being modern
authentication

- Allow developers without MuleSoft experience to have the ability to create
API Proxy and use MuleSoft product without prior knowledge

- Centralize all APIs in one place

1.3 Scope
- Create API that allows developers to create AP| Proxy

- Create a website for ease of AP Proxy creation



- Create API Proxy that allows external application to use internal APIs
- Create API Proxy for internal use

- Use modern authentication model to secure APls

1.4 Method

1.4.1 API (Application Programming Interface)
- Learn about all the methods used in AP
1.4.2 Back-end development

Learn about all the products provided by MuleSoft

- Train and do self-learning about MuleSoft

- Implement API

- Monitor API

- Learn about modern authentication model

- Implement modern authentication for the AP| using Azure Active Directory

- Store data in the database using Microsoft SQL server
1.4.3 Front-end development

Learn about React.js framework

Implement website using React.js framework

Make a responsive website

Implement front-end using JavaScript language

- Implement user Ul of the application using HTML

1.5 Expected Outcomes

1.5.1 Expected outcomes for ExxonMobil

- Developers can reduce time and effort when creating API Proxy
- Higher security standard for the AP through the use of modern authentication

concepts



Centralize all APIs to make it easier for developers to discover and implement
the application using APIs
External application allowing the use of internal APIs

Ability to manage and track the activity of active and running applications

1.5.2 Expected outcomes for student intern

Learn how to use MuleSoft products

Learn CI/CD process

Improve knowledge on AP

Learn how to use OpenShift and its architecture

Learn how to implement front-end using React.js framework

Improve knowledge and develop skills in modern authentication model

Improve skills on implementing front-end and back-end



Chapter 2

Literature Review

This chapter will discuss the theoretical background, tools that are used in the

project and related work, including the old process of creating an API Proxy.

2.1 Theoretical Background

For the implementation of this project, many tools were used. | have divided them

into 3 main parts: Front-end, Back-end and Deployment service, and 5 concepts: API

(Application Programming Interface), API Proxy, Modern Authentication, OAuth and OAuth

On-Behalf-Of flow.

2.1.1 Main methods for front-end

React.js — React.js is a framework that uses JavaScript library to build user
interfaces in order to implement a website with the function of linking with the
APIs.

HTML - Hypertext Markup Language is a standard markup for webpages that
have an element to build blocks of HTML page, whereby all elements are
represented by < > tag.

CSS - Cascading Style Sheets is used to describe how HTML elements are to
be displayed and to customize the website, which creates ease of use.

Unity — HTML template that is provided by ExxonMobil. Refer to Figure 2.1 in

order to see how Unity website looks like.



Unity

e Build exceptional web
apps faster than ever

Getting started
Guidelines Unity provides a cohesive set of ready-to-use Ul components
and page templates for ExxonMobil web applications.
Styles
Layouts
Components Get Started Watch the video
Utilities
Page templates
App gallery v v

Figure 2.1 Unity website [8]

2.1.2 Main methods for backend

«  MuleSoft - Product that provides everything the APl needs, starting from design
to building the API using “Design Center”. Then the AP| that was designed or
built can be published to “Anypoint Exchange”, which is the place that
developers can search and find MuleSoft APIs in organizations in order to
develop their applications. To further develop the API in advance mode, one
can use “Anypoint studio” and to secure the APl one can use “API manager”
to set some policies to secure the API. Subsequently, to deploy and run the
APl one can use “Runtime Manager”. Finally, to monitor the APl one would
use “Anypoint Monitoring”. MuleSoft is the main product that was used to
implement this project.

« Microsoft SQL Server Management Studio - To store APl and user data in the
database to use in front-end and to implement API.

« Postman - A tool for testing implemented API.

e Azure Active Directory - ExxonMobil is concerned with security, therefore,
Azure Active Directory was used to secure AP by senerating an access token
and also validating access tokens to identify users and authorize or check user
permission before accessing the APl using modern auth model, which are Oauth

and On-Behalf-Of flow or OBO flow.



2.1.3 Main methods for deployment service

« OpenShift - An open-source container application platform based on the
Kubernetes container orchestrator for enterprise application development and
deployment. For this project, OpenShift is used to deploy proxy that only
allows internal applications to use internal API.

« Azure DevOps - A Microsoft product that provides version control, reporting,
requirements management, project management, automated builds, lab
management, testing and release management capabilities. It covers the entire
application lifecycle and enables DevOps capabilities, which are used in this
project to control the repositories and also control pipelines for building and
releasing the project.

« Cloudhub - An integration Platform as a Service (iPaaS) where you can deploy
sophisticated cross-cloud integration applications in the cloud, create new APIs
on top of existing data sources, integrate on-premise applications with cloud
services, and much. This is used to deploy proxy that allows external

applications to use internal API.
2.1.4 API (Application Programming Interface)

APl is the acronym for Application Programming Interface, which comes with
a very basic concept: a software intermediary that allows two applications to talk to
each other. For example, when a person uses an application that connects to the
Internet and sends data to a server the server will then retrieve that data and perform
the necessary actions and send it back to your phone. Following this, the application
will interpret the data and present it with the information requested in a readable

way. This is an example of an APl and everything that happens while using it.

2.1.5 API Proxy

The idea of APl proxy was derived from the problems encountered when API

isimplemented into the real-world, such as, huge amount of users causing high traffic



and problems from users who want to attack or steal data from the API. For this
reason, the API Proxy acts on behalf of the front-end of the APl and the back-end
services to filter all incoming and outgoing traffic, as shown in Figure 2.1. The
decoupling of front-end and back-end services allows for changes to be made to
back-end services without disrupting the production of APl and the filtering of
incoming and outgoing traffic allows for monitoring, basic forms of security, requesting

routing and protocol translation, which can be set up in the policies of the API Proxy.

—

Backend Services

Applications
API Proxy

Customers
Monitoring

Basic Security

APl' . Protocol (_L. LN =
< > Translation E LD (] a

Services

Messaging

EE o (0 il

Figure 2.2 Concept of API proxy [3]

2.1.6 Modern Authentication

Method of identity management that offers more secure user authentication

and authorization.
- Authentication

Validating user credentials like Username and Password to verify user identity.
Authentication is usually done by a username and password or sometimes with factors of
authentication, which refers to the various ways to be authenticated. Authentication is used

to verify one’s identity for accessing the API.

- Authorization

Authorization determines how much access or permission a user has for
accessing the system. Authorization usually comes after authentication, which confirms the

user’s privileges to perform something in the system.



2.1.7 OAuth

An open-standard authorization protocol or framework that describes how
unrelated servers and services can safely allow authenticated access to their assets without
actually sharing the initial, related, single login credential. OAuth has the following
characteristics: secure, third-party, user-agent, and delegated authorization. For example,
when logging onto a website, it can offer more than one way of signing in by using another
website or service, such as, Facebook or Google. The user clicks on the button linked to the
other website, which provides authentication, and then the original website, that the user is
attempting to log-in to, will grant permission based on the authentication gained from the

secondary website. The process of OAuth is outlined in the diagram in Figure 2.3.

1.-Authorization Reguest

User

2. Authorization Grant (Resource Owner)

i i A ’th ri a { - it
Ap‘?('i:cafuon 3; Authorization Gran Authorization
ient) =
4. Access Token Server
5. Access Token Resource
Servet
6. Protected Resource
Service API

Figure 2.3 OAuth abstract diagram flow [6]

2.1.8 OAuth 2.0 On-Behalf-Of flow

On-Behalf-Of flow or OBO is for cases where an application wants to use
another API, which requires user identity not application identity. Thus, in order to transfer
user identity from one API to another API, the idea is to propagate the delegated user identity

and grant permission through the request chain. In order for the middle-tier service to



request authentication to the downstream service, it needs to secure an access token from

the Microsoft identity platform, on behalf of the user, as portrayed in Figure 2.4.

Microsoft
identity

Application platform

User is authenticated.
aAcpg;‘;atgz:: Tg : Request access token
© Web API A f_or_ Web API B,
: providing token A,
: client ID and secret

Call Web API B with
access token B in
authorization header

Request access token B

Return data from
secured resource

Figure 2.4 On-Behalf-Of flow protocol diagram from Microsoft identity platform [5]

2.2 Related work
The old process of creating APl Proxy using Mulesoft is very complicated, takes

a lot of time and requires knowledge of Mulesoft, as outlined in Figure 2.5.

Go to Anypoint Create Configure Download
Platform asset policies of your API Proxy

APl Proxy

Your API Proxy is ready i o e e /

to use

Deploy Edit downloaded
file

Figure 2.5 Old process of creating APl Proxy

2.2.1 Process of creating an API proxy using MuleSoft product

1. Visit Anypoint Platform https://anypoint.mulesoft.com/home/ and the user

will see a page like the one displayed in Figure 2.6.
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Management Center

API Manager

Runtime Manager

Data Gateway
Ma

Visualizer

Anypoint Studio

Figure 2.6 Anypoint Platform website [7]

2. When the user clicks on Anypoint Exchange, they will be redirected to a
page, identical to the one shown in Figure 2.7. In order to create a new asset for the API
proxy, as displayed in Figure 2.8, the user would have to select asset type as being HTTP
APL.

= Exchange

A ass
s All ExxonMobil assets m

® ' ®

® ® @ ®
®

®

@
©)
S
®

@
®
©,
@

. Load more assets

Figure 2.7 Anypoint Exchange page [7]
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Figure 2.8 Example of creating asset page [7]

3. Once the asset has been created, the user will see an asset page, as

demonstrated in Figure 2.9. The user can now write the description, documents or any

information of the API proxy. For example, URL, how to use the API proxy? etc.

~’) test-api-proxy #
i

prion #

rrrrrrrr

Figure 2.9 Example of asset [7]

4. Once the asset creation process is completed, the user must go to the API
manager page, as outlined in Figure 2.10, in order to create an APl manager for the API Proxy

by clicking on manage API then choosing manage API from Exchange.

+1 %



API Manager

Figure 2.10 Example of configurations page for creating APl manager [7]

5. The user must search the asset name, select managing type to Endpoint with

Proxy, fill in all required fields and click save,

ZASTECHAS 2 Jp

Figure 2.11 Example of configurations page for creating APl manager [7]

6. Once created, the user will get an APl manager for their API, as shown in

Figure 2.12. The user can edit some configurations for the API Proxy or set some policies, for

example, Basic Authentication, CORS, Rate limiting, etc. All policies are shown in Figure 2.13.

21l 2



API Manager

Autoaiscovery @

Figure 2.12 Example page of APl manager [7]

Figure 2.13 Example policies in APl manager [7]

7. In order for the API proxy to work with ExxonMobil organization, the user
would need to download APl Proxy from APl manager, edit some configurations using
Anypoint Studio and export the file in a Mule deployable archive form, a task which requires

knowledge of Mulesoft product.

T
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Figure 2.14 Anypoint Studio

8. Once configurations are finalized, the user must g0 to the runtime manager

page, portrayed in Figure 2.15, to deploy the AP Proxy.

Figure 2.15 Runtime Manager [7]

9. To deploy the API Proxy, the user must select the deployment target or
server for the API Proxy to run with and then upload Mule deployable archive file and click

to deploy the application.

-14 -



Figure 2.16 Example page of deploying AP Proxy [7]

10. Once deployed, the user will see the runtime manager for the API Proxy,

which can be used to monitor traffic of the AP| Proxy, as outlined in Figure 2.17.

Figure 2.17 Example page of runtime manager [7]
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Chapter 3

Methodology
This chapter will provide all the information regarding the project in detail in order to

understand the implementation of the project, user stories or user cases, how to deploy

the application, security of the application, etc.
The user stories, including each person’s requirements, are as follows:

- As an APl developer, | want to have a tool that automatically creates an AP

Proxy for me so that | can reduce time and effort on creating APl Proxy

Acceptance criteria:

1. Any tool that can automatically create API Proxy.

2. Reduce time on creating API Proxy.

As an API developer, | want to track the status of the API Proxy that | created

so that | can know its current status.

Acceptance criteria:

1. Status of API Proxy is shown and visible for the user.

2. Status of APl Proxy is updated in real-time.

As an APl developer, | want to easily view important information regarding my

APl Proxy so that when | use the AP Proxy | can easily check necessary

information.
Acceptance criteria:

1. All necessary information of AP Proxy is shown for the user to access and view.

2. All necessary information of API Proxy is easy to access.

- As an API developer, | want to secure my APl using API Proxy so that my AP

will be more secure.

216 -



Acceptance criteria:

After getting the r

plan to create a tool that would automatically create API Proxy for users by using MuleSoft
products but without requiring any MuleSoft knowledge. These are the AP| for other
developers to use in their applications and a website for any user who wants to create an

API Proxy for their APl and check necessary information of their AP Proxy.

Based on the use

Proxy, edit APl Proxy, vi

information, delete API Proxy, check API Proxy status, g0 to Anypoint Exchange and go to API

Manager.

User can set policies to secure their APl Proxy.

equirements and reading through all of the user stories, | made a

case diagram in Figure 3.1, EPROXC allows the user to create API

ew API Proxy, view APl Proxy in their organization, view AP Proxy

_

Ya

System

Create API Proxy

Edit API Proxy

View user API Proxy

View API Proxy in organization

m

View API Proxy information

Delete API Proxy

Check API Proxy status

|

Go to Anypoint Exhange

I

Go to API Manager

For the back-end part, MuleSoft is used to implement an API that can automatically

Create an API Proxy.

Figure 3.1 Use case diagram of EPROXC




3.1 EPROXC API

To Implement API, Anypoint Studio is used, which is one of products from MuleSoft
that allows the user to implement APl in advance. All processes are divided into a flow and
to better explain the process of the API, | will explain it flow by flow. However, first one
must understand the sequence diagram, as outlined in Figure 3.2 and Figure 3.3, which are
the main process of EPROXC API and other cases from Figure 3.1 will be similarly to the main

process:

User

Request access token
for EPROXC API

Return access token for
EPROXC API :

Request to create APT Pioxy with access token

Validating access token
and authorize user

Authorized user

Request to create asset on
Anypoint Exchange

; Asset created
| | Requestto create APT Manager

APl Manager has been created |

Download .jar file from API
Manager

Get .jar file

. Config .jar file

Request to deploy API Proxy
to Runtime Manager

API Proxy has
been deployed :
Add API Proxy informations t? the database

|
API Proxy has been created i": the database
1

I
I
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
I
I
I
|
I
I
I
I
I
|
|
|
|
|
|
|
|
I
|
I
|
|
|
|

1
API'Proxy successfully created

Figure 3.2 Sequence diagram for creating APl Proxy of EPROXC API
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User

Request access token
for EPROXC API

Return access token for
EPROXC API |

1
Request to delete API Proxy with access token

|
I
|
|
|
|
|
|
|

Validating access token
and authorize user

Authorized user

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
Request to delete asset on ||
Anypoint Exchange :
|

|

|

|

|

|

|

|

|

|

|

|

I

|

|

|

|

|

| Asset deleted
| Request to delete AP Manager

API Manager deleted :

Request to delete MuleSoft
Runtime Manager

Runtime Manager deleted |
|

|| Delete API Proxy from database qn{ery by API Proxy ID
|

1
|
|
|
|
:
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
!

API Proxy has been deletedifrom the database |
API Proxy successfully deleted '

Figure 3.3 Sequence diagram for deleting API Proxy of EPROXC AP

We will begin with the endpoint to create an API Proxy

¥ api-proxy-main

@60

Listener Logger APIkit Router

¥ Error handiing

 On Error Propagate
type: APIKIT:BAD_REQUEST

Transform
Message

 On Eror Propagate
type: APIKIT:NOT_FOUND

Transform
Message

, On Error Propagate
hme: APIKIT-MFTHNN NOT ALIOWFD

Figure 3.4 api-proxy-main flow
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- As shown in Figure 3.4, api-proxy-main flow is a flow that receives all requests from
users and leads the requests to the path (user request will follow path name from
api-proxy.raml file), which will show all available paths for this API together with
the request method, response and required body when users request each
endpoint. To find a correct path, APIkit Router is used with api-proxy.raml file.
Furthermore, the name of the flow must be in the correct format in order for the
APIkit router to find the correct path when requested by the user, otherwise the

APIkit Router will not be able to find it.

xxxxxx low Referencs
.......................

d
anaghentication =20 N
: Choica e e e e @ 6 6 e 9 6 e
Set pe Setkey 1 Setkey.2 Setvalue 1 Set value 2 Flow Reference to Flow Reference to Flow Reference to Flow R to
v & & Ay & , _artfactha X ¢
ault me_and_Asset! e

quququ

rrrrrrrrrrrrr

Set Payload

aaaaaa

.............

ooooo

Transform

Figure 3.6 Post:\create:application\json:api—proxy—conﬂg flow

- As portrayed in Figures 3.5 and 3.6, Post:\create:app(ication\json:api—proxy—conﬁg
flow is a flow to receive a request using POST method from \create path. The
process of this flow is to create API proxy by referencing other flows, basically, this

is the main flow of the API.
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¥ setVarabieFiow

“#lvarsemaronment == .
Setversion  Setaetlink  Setnamebchange  Setapieron  Set crestor Set Authentication Setbasedomain SetVarie SetVariabe email SetVarbie
organa, llmanM — — - description v
Detauit
SetVaribie

¥ Error handing
~ On brror Propagete

2]

Logger

Figure 3.7 setVariableFlow flow

9 9 9 —_9 9 a 9 & 4 - 9 a Q G 6

Setwsetlink  Setnamefxchange  Set apiersion Set Authentication S Vb Set Variable emai b e Set Variable Set Variable
organi ionti e descriptio howiowort deployto

¥ On Error Propagete.

Logger

Figure 3.8 setVariableFlow flow

- As displayed in Figures 3.7 and 3.8, setVariableFlow flow is a flow that will collect
all JSON content posted from the POST method by a user and set a variable for

each component in the JSON bodly.

¥ GetAzureToken

006066 066

Logger Logger
Set Payload to Post Data to get Response from Set azureToker
request azureToken posting data
azureToken

¥ Error handling

—_——
¥ On Error Propagate

©

Logger

¥ GetAnypointToken
P N N PN F___N

Figure 3.9 GetAzureToken flow
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- Asoutlined in Figure 3.9, GetAzureToken flow uses another APl name, “XOM Mule”,
which is protected by Azure Active Directory using the OAuth model. As shown in
Figure 3.9, this flow is to get the access token, which will allow the API to access

XOM Mule API to use later. Here, it has been named “Azure token”.

Logger
¥ GetAnypointToken |
F Logger
GetAnypointToken Data from get Set anypointToken
method
¥ Error handling
_—
¥ On Error Propagate
Logger
¥ GetorganizationIC
P LN P N — AT

Figure 3.10 GetAnypointToken flow

- Demonstrated in Figure 3.10, GetAnypointToken flow is to create Asset, AP
manager and Runtime Manager. Anypoint Platform allows AP to create those
things, but those APIs are protected by using the OAuth model, which means that
the user must access the token in order to access the APIs. To get the access token
to access Anypoint Platform, XOM Mule APl must be used and an access token

must be requested for later use. Here, it has been hamed “Anypoint Token”.
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Logger

¥ Getorganization|C

00 ¢ o

Request Transform Is not null
Message Set Variable
grouplD
¥ Error handling

_—
¥ On Error Propagate

Transform
Message

¥ GetDevToken

a4 aa o

Figure 3.11 GetorganizationID flow

- Figure 3.11 displays the GetorganizationID flow. Several teams at ExxonMobil use
Anypoint Platform and each team has an organization name and each organization
has their own organization ID. Thus, every APl manager and Runtime Manager will
sit separately in each organization, however, for the Asset, all of them will sit in
one central place on Anypoint Exchange, where any Asset in ExxonMobil can be
searched. Furthermore, the user will only be able to edit APl manager and Runtime
manager in organizations that they have access or permission to edit. To create
Asset, APl Manager and Runtime Manager, APl from Anypoint Platform requires an
organization ID. XOM Mule AP also provides an endpoint to get organization ID,

therefore, this flow is to request XOM Mule API for an organization ID.
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¥ GetEnvironmentID

00 0 6

Request Transform Logger
Flow Reference Message Set environmentIC
GetAnypointToken

¥ Error handling

—_———
¥ On Error Propagate

©

Logger

Figure 3.12 GetEnvironmentID flow

- As shown in Figure 3.12, GetEnvironmentID flow is a flow for deploying API manager
and Runtime Manager. The user must choose an environment to deploy, from the
following:

« Development: Environment for developers to develop API, test or add new
features to the API without any effect on AP production.

« Acceptance: This environment is nearly in the AP production phase but to
make sure that the APl is ready to deploy to production, the user must first
check the Acceptance environment.

+ Production: As explained by its name, this environment means that the
APl has passed all the tests and the API should be stable and ready for

production and used by users as a product.

Every environment has its environment 1D, which is different in every organization. To
identify the environment ID, XOM Mule AP provides an endpoint to request the environment

ID from any organization in ExxonMobil.

¥ Create_artifactName_and_AssetiD

New Invoke Logger New Invoke

Logger
Set artifactName Set assetiD Set Variable
apiProxyPath
¥ Error handling

¥ On Error Propagate

O

Logger

Figure 3.13 Create_artifactName_and_AssetID flow
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As displayed in Figure 3.13, Create_artifactName_and AssetlD flow is to create
artifact name and Asset ID from user input by using custom Java functions before
creating an Asset on Anypoint Exchange. It also sets URL for APl Proxy so that users

can use the APl Proxy they have created.

¥ Call_Exchange_Experience_API

© 606

Set Payload Logger Logger
Create Asset

¥ Error handling

¥ On Error Propagate

©

Logger

Figure 3.14 Call_Exchange_Experience AP

As outlined in Figure 3.14, Call_Exchange_Experience AP| flow is to create an Asset
on Anypoint Exchange. Normally, if the user uses an APl that is provided by
Anypoint Platform, the Asset will be empty without a template or any information
of the API . For this reason, the user must use the API that is created by a developer
in ExxonMobil on Anypoint Exchange APl named “Catalog API”, which is for
templating the Asset in order to show the description, details and document of

the API.

¥ Call_API_Manager_API

“#lvarsdeployto == "Cl...
@
Set Body of pos
method
/ — ) 0@ T——— — —_—>
5 Default
Choice
Logger
— @ API Configuration Set response Set apilC

Set Body of pos
method

Figure 3.15 Call_API_Manager API flow
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- Figure 3.15 shows the Call_API_Manager API flow, which is to create an AP|
Manager. Here, an APl from Anypoint Platform was used to create an AP Manager
and once created, the API ID will be available. Subsequently, it can be used to

verify APl in other flows.

DeleteAPIFlow DeleteAssetFlow

¥ Download_JAR _File

Write Logger

Get Proxy JAR File Set fileName

¥ Error handling

¥ On Error Propagate

@@

Flow Reference tc Flow Reference tc
DeleteAPIFlow DeleteAssetFlow

¥ Edit_JAR _File_Flow

“#lvars.deployto == "Cl..

Figure 3.16 Download JAR File flow

- As portrayed in Figure 3.16, Download JAR File flow is to make the AP Proxy work
inside the ExxonMobil organization. The file must be edited to pass all security
measures in ExxonMobil. However, before the API Proxy file can be edited, it must
first be downloaded in the Anypoint Platform. This flow is to call the APl and
download the API Proxy file.
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¥ Edit_JAR_File_Flow

#[vars.deployto == Zam

|

Invoke
| Default
Choice |
Invoke

¥ Error handling

¥ On Error Probaaate

Figure 3.17 Edit_JAR_File Flow flow

Figure 3.17 outlines the Edit JAR_File_Flow flow. Once the API Proxy file has been
downloaded, the file can be edited using Java function with the template created
in the project folder. Here, the templates have been divided into Openshift and
Cloudhub. OpenShift aligns all API Proxy into the same format, which is suitable
for internal use, inside ExxonMobil. On the other hand, Cloudhub has a different
configuration since Cloudhub allows an external application to use internal API,

which means a dummy certificate must be added in order to certify API Proxy.

¥ GetTargetiD

vars.environment == "D...

-0

GET/ targetiD-dev

environmen
\ N . B4 @—7<9 @

Transform
GET/ targetiD-a Messaqe Set targetiD

Defaull

e

Logger

¥ Error handling

Figure 3.18 GetTargetID flow

As shown in Figure 3.18, GetTargetID flow is to deploy API Proxy to OpenShift. Here,

endpoint from Anypoint Platform APl is used, which requires target server ID to
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deploy API Proxy to that server, therefore, this flow is for getting target server ID

from Anypoint Platform API.

¥ Deploy_JAR Fiile

—_—
vars.environment == p_..

-0

Post file to
Runtime Manager

—_—
vars.environment == "A_

Set Payload Logger

Logger
Set jarContent Flow Reference Post file to
GetEnvironmentiD Runtime Manager

@00 006

Read Logger

“Defaunt

L

Logger
¥ Error handling

¥ On Erfor Propagate

M M

Figure 3.19 Deploy JAR Flile flow

- Asdisplayed in Figure 3.19, Deploy_JAR Flile flow is to deploy the edited API Proxy

file to Openshift on Runtime Manager.

¥ Deploy_JAR_File_Cloudhub

¥ Until Successful
“#lpayload.status 1= °5...
Raise error = @
Defaut

Set Payloac

Set jarContent Flow Reference

Deploy cloudhub
GetEnvironmentiD

Check deploy
0) w A
it status

¥ Enor handiing

¥ On Error Propagate

M M;
Figure 3.20 Deploy_JAR File_Cloudhub flow
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vars.environment == “D...

s
¥ Until Successful
g Post file to
#[payload status != °S.
S

Runtime Manager

Default

Choice Set Payload Logger Logger
Post fle to Set Variable
Check deploy ot Runtime Manager apiProxyPath
status .
Defaut
_—
Logger

¥ On Error Propagate

M M

Figure 3.21 Deploy JAR File Cloudhub flow

- As outlined in Figures 3.20 and 3.21, Deploy_JAR File_Cloudhub flow is to deploy
an edited API Proxy file to Cloudhub on Runtime Manager.

¥ InsertDBFlow

Logger Logger

Insert api_details Insert
users_with_api

¥ Error handling

¥ On Error Propagate

Flow Reference to | Flow Reference to
| DeleteAPIFlow | DeleteAssetFlow

Figure 3.22 InsertDBFlow flow

- As demonstrated in Figure 3.22, InsertDBFlow flow is to store all API Proxies
information created using EPROXC in a Database using Microsoft SQL Server. This is

to be used in the EPROXC website so users can view their API Proxy.
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Security for API Proxy

To secure the API Proxy, EPROXC provides a simple authentication procedure, known
as Basic Authentication, which includes The Client ID and Secret. The following flows are

used to implement these authentications:

¥ POSTheaderlnjectionFlow

©0O

Logger
Policy header-
injection
¥ Error handling

¥ On Error Continue

Flow Reference
updateNoAuthenti
cationFlow

¥ BasicAuthenticationFlow

P N P N

Figure 3.23 POSTheaderlnjectionFlow flow

- As shown in Figure 3.23, POSTheaderInjectionFlow flow is to set policy in API
manager to inject Client ID and Secret to the header of the request, from the API

Proxy and from the API for the authentication process.

cationFlow

¥ BasicAuthenticationFlow

©- 0606

Logger

Set Payload for Policy Basic
Policy Basic Authentication
Authentication

¥ Error handling

¥ On Error Continue

Set Authentication

¥ Deploy_JAR_Flile

Figure 3.24 BasicAuthenticationFlow flow
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- As displayed in Figure 3.24, BasicAuthenticationFlow flow is to set policy in API
manager so that the API Proxy will be protected by using Basic Authentication with

username and password.
Additional features in EPROXC:

1. Endpoint with GET method to retrieve APl information from the database:

v get\api_details:api-proxy-config

| @ | 9 @

Set Variable ‘ Set Variable Flow Reference to

queryType | ueryString select-from-
query.
& b api_detailsFlow

» Error handling

¥ get:\user:api-proxy-config

®© 0 0O

Select Transform
Set Variable Message

Figure 3.25 get:\api_details:api-proxy-config flow

- As portrayed in Figure 3.25, get:\api_details:api-proxy-config flow is to receive the
request from a user to get API Proxy information that has been created or API Proxy
in each organization depending on query type and query sting that is requested.
Subsequently, the data will be retrieved from the other flow name “select-from-
api_detailsFlow flow”, shown in Figure 3.26. The API Proxy information will then

be returned to the user.
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v select-from-api_detailsFlow

| #[vars. queryType == 'o..

.

Select

#[vars. queryType =="U..

Select Transform

Choice

Message

“Default

- ©

Set Payload

» Error handlina

Figure 3.26 select-from-api_detailsFlow flow

_  As outlined in Figure 3.26, select-from-api_detailsFlow flow is to query data from

the database based on query type and query string of the request.

2. Endpoint with PATCH method to patch the API Proxy. EPROXC allows a user to
patch or update their Client ID and Secret, change URL of the APl or add Client ID

and Secret for API Proxy that does not have any authentication.

Figure 3.27 patch:\api_details:api-proxy-config flow
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Figure 3.28 patch:\api_details:api-proxy-config flow

— As shown in Figures 3.27 and 3.28, patch:\api_details:api-proxy-config flow is to
receive the patch request process depending on the update type from the request

body.

Logge

Download JAR Fil GetTargetd GethppheationiDFl

* Error handiing

~ PatchHesdertlon

Vars headerType

Set Paylosd

rsheaderType = 2

o*—@ e 0 0 9—‘«5’“@ 0 o

Logger

I

Fe

Figure 3.29 PatchHeaderFlow flow

—  Figure 3.29 outlines PatchHeaderFlow, which is a flow to patch and change values
of a Client ID and Secret for their APl Proxy.

- POSTheaderlnjectionFlow flow: The same flow as portrayed in Figure 3.23, to
create an API Proxy process. To add Client ID and Secret to APl Proxy that does not

have any authentication.
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* Error handing

~ PatchURIFow

Resd Logger Set Paylosd Logger Logger
jarContent PATCH/ Runtime Flow Reference
Download JAR Fil GetTargetd GethpphationiOFl manager updateURIDEFlow
. ow

* Ertor handing

+ PatchHesderFlow

T headerType == 1o

Set Paylosd

Varsheaderlype == 2-.

Figure 3.30 PatchURIFlow flow

— As outlined in Figure 3.30, PatchURIFlow flow is to change or update the URL of

the API that the API Proxy protects or sends requests to.

3. Endpoint with POST method to promote APl Proxy from an environment to another

environment:

¥ get:\organizations:api-proxy-config

© © 0 O

Transform Logger
Flow Reference Request Message
GetAzureToken organizations
» Exror handling
¥ pr ication\json:api-proxy-config
Set Variable apilD Set Variable Set Variable URI Set Variable Flow Reference Flow Reference Flow Reference Flow Reference Flow
assetLink environment Set_variable_from_ GetAzureToken GetAnypointToken Getorganization!D GetEm
db_Flow
¥ Error handling E
¥ Set_variable_from_db_Flow |

Figure 3.31 post:\promote:application\json:api-proxy-config flow
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izationlD GetE 0 Promote_ot Accep UpdateURIFlow Download_JAR_Fil Edit_JAR File_Flow GetTargetiD Deploy_JAR Flile InsertDBFlow
tance_Flow e

#[vars.environment == ...

Figure 3.32 post:\promote:application\json:api-proxy-config flow

—  Figures 3.31 and 3.32 shows the post:\promote:application\json:api-proxy-config
flow. This is a flow that receives POST with JSON body that contains API ID, URL
for APl (in case the URL of APl is different in each environment) and the
environment that the user wants to promote the API to. All of the details inside
this flow are similar to the process used to create API Proxy, except for some data
that is received from the APl Proxy that the user promoted in the database, which

is used as a reference APl Proxy.

4. Endpoint with DELETE method to delete API Proxy from Anypoint Exchange, API

Manager, Runtime Manager and the database.

v select-all-from-api_detailsFlow

Select Transform

Message

» Ervor handling

v delete\user:api-proxy-config

Set Variable Set Variable apilD Set Variable Set Variable Set Variable assetiD Set Variable Flow Reference Flow Reference F
apiName izati i version GetAzureToken GetAnypointToken Ge

¥ Ervor handling

¥ On Error Propagate

¥ deletefromDBFlow

Figure 3.33 delete:\user:api-proxy-config flow
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sethzureTok intToken izationID GetEnvi D GetApplicationIDFI DeleteRuntimeMa DeleteAPIFlow DeleteAssetflow deleteFromDBFlow
ow nagerFlow

¥ On Error Propagate

Figure 3.34 delete:\user:api-proxy-config flow

—  As shown in Figures 3.33 and 3.34, delete:\user:api-proxy-config flow is a flow that
receives the DELETE method from the request then references other flows to
delete API Proxy from Anypoint Exchange, APl Manager, Runtime Manager, and the

database.

v DeleteAssetFlow

VTry

DELETE/
Asset(Hard delete)

¥ Error handling AR Ty
¥ On Error Continue

| Logger
!

DELETE/ Asset(Soft
delete)

¥ Error handling
Figure 3.35 DeleteAssetFlow flow

—  As demonstrated in Figure 3.35, DeleteAssetFlow flow is a flow to delete API Proxy

from Anypoint Exchange.
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¥ DeleteAPIFlow

© 00

Logger
Flow Reference DELETE/ API
GetDevToken

¥ Error handling

¥ On Error Propagate

Figure 3.36 DeleteAPIFlow flow

As outlined in Figure 3.36, DeleteAPIFlow flow is a flow to delete API Proxy from

APl Manager.

» Error handling

¥ DeleteRuntimeManagerFlow

O ©

) Logger
DELETE/ Runtime
manager

¥ Error handling

¥ On Error Propagate

¥ DeleteAPIFlow

Figure 3.37 DeleteRuntimeManagerFlow flow

As portrayed in Figure 3.37, DeleteRuntimeManagerFlow flow is a flow to Delete

API Proxy from Runtime Manager.
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Delete Delete Logger
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¥ updateURIDBFlow
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Figure 3.38 deleteFromDBFlow flow

As demonstrated in Figure 3.38, deleteFromDBFlow flow is a flow to delete API

Proxy from the database.

Endpoint with the GET method to get users who are currently using the EPROXC
application in order to identify by client credentials inside an access token. This
endpoint is called /me endpoint from XOM Mule API, which also requires client
credentials from access token to get current user information. However, normally,
when the application requests an access token from XOM Mule API, the credential
that we receive is a credential of the application, so then we need to use On-
Behalf-Of flow to keep the client credential of the user. Refer to Figure 3.39 to see

what the On-Behalf-Of flow process looks like.
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Figure 3.39 Example of On-Behalf-Of flow usage between EPROXC APl and XOM Mule API

» Error handling

v get:\me:api-proxy-config

Set Variable Flow Reference Flow Reference
access_token GetAzureToken_on xommuleMeFlow
_behalf

» Error handling

v GetAzureToken_on_behalf
Figure 3.40 get:\me:api-proxy-config flow

— As shown in Figure 3.40, get:\me:api-proxy-config flow is a flow that receives GET

request with access token on the query parameter. Subsequently, it references

other flows to get user information from the access token.
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» Error handling

v GetAzureToken_on_behall

© 0 0O

Logger

©

Set Payload to Post Data to get Response from
request azureToken posting data
azureToken
¥ Error handling
¥ On Error Propagate
Logger
¥ xommuleMeFlow
N PN

©-©

Logger
Set azureToker

Figure 3.41 GetAzureToken_on_behalf flow

As portrayed in Figure 3.41, GetAzureToken_on_behalf flow is a flow to Request an

access token for accessing XOM Mule API using On-Behalf-Of flow with a user access

token in order to keep the client credentials of the user in the requested token.

¥ xommuleMeFlow
) ——

Request GET
xommule/me

» Error handling

Transform
Message

Figure 3.42 xommuleMeFlow flow

As demonstrated in Figure 3.42, xommuleMeFlow flow is to request the user

information from /me endpoint at XOM Mule API using the access token that was

requested from GetAzureToken_on_behalf flow, as outlined in Figure 3.41, and

then return user information.
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3.2 EPROXC API deployment
To make the APl work in the organization, APl to OpenShift was deployed together
with Runtime Manager, Asset and APl Manager. Since the APl was deployed to OpenShift,

this means that the APl can only be used for internal applications only.

3.3 Security of the API

EPROXC API has been protected by Azure Active Directory using the OAuth model,
therefore, when a user wants to access this API, they need to provide an access token.
Moreover, the default setting in Azure Active Directory is set so that only users in ExxonMobil

can request for an access token for this API. Refer to Figure 3.38 for more information.

3.4 EPROXC Website
| also created a website using React.js framework with the purpose of making it easier

for the user to create an API Proxy. The EPROXC website consists of 2 pages:

- Home page: This page will provide a form for the user to fill in necessary
information in order to create an API proxy. However, before the user can access
this website they need to pass the OAuth process, therefore, when users go to the

website it will automatically redirect them to https://login.microsoftonline.com

for the sign-in process, which will authorize the user and request for access token
to access EPROXC API. The user will need an ExxonMobil account to sign in. Once
the system has granted authorization to the user, they will get an access token to

access the EPROXC API.
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Figure 3.43 Sequence diagram of the home page
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Figure 3.44 Example sign-in page
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ExgonMobil

Taking you to your
organization’s sign-in page

Figure 3.45 Example sign-in page

After signing in, the user will be redirected to the Home page, as shown in Figure 3.45.
To create an API Proxy, the user must fill in all the required fields, as demonstrated in Figure

3.46, which are:

EPROXC - EFFORTLESS PROXY CREATION

Create and deploy API Proxy on Anypoint Platform in less than minutes!

Fill in your API Proxy's information here.

API Name

API Description

Figure 3.46 EPROXC website home page

- APl name: Name of the API Proxy that the user wants to create.
— API description: Description of the APl that the user wants to create. This

description will appear on the asset in Anypoint Exchange.
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- APl overview: Overview of the API. This overview will also appear on the asset in
Anypoint Exchange.

- How the API work: To tell other users how this APl works on the asset in Anypoint
Exchange.

- Creator: This field is fixed by the name of the current user based on the user
information received from EPROXC API.

- URL: Base URL of the API that the user wants for their API Proxy.

- Organization: Choose an organization to deploy the APl Proxy. All of the
organizations are from user information received from EPROXC API, which are the
organizations that the user has permission to create an API Proxy for in MuleSoft.
If the user does not have permission, a button will pop up allowing the user to
email our team in order to request permission to create APl Proxy in the
organization where they want to deploy the API Proxy.

- Environment: Choose an environment to deploy the API Proxy.

- Deployment server: Choose a server to deploy the API Proxy, between OpenShift
or Cloudhub.

- Authentication: Choose authentication type for the APl Proxy, from the following:

« No authentication
« Basic authentication

« Headers injection (Header authentication)

After filling in all the required fields, the user must click submit and wait for the
creation of the APl Proxy process from EPROXC API to be finished. The user will be redirected
to a page that shows all of the details of the API Proxy that was created.
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EPROXC - EFFORTLESS PROXY CREATION

Create and deploy API Proxy on Anypoint Platform in less than minutes!

Fill in your API Proxy's information here.

API Nome

eproxc-test-api-proxy

API Description

eproxc-test-api-proxy

API Overview(What is it?)

eproxc-test-apl-proxy

How the API work?

eproxc-test-apl-proxy

Figure 3.47 EPROXC website home page

My Proxy page: My Proxy page looks like the images displayed in Figures 3.49 to
3.53. This is a page where the user can take a look at the information and status
of the APl Proxies they created and also at the API Proxies created in their
organizations. Moreover, the user can go to APl manager or Asset in Anypoint
Exchange of their API Proxy and if they are the owner of the API Proxy, they can
Change the URL of API, Add or change Client ID and Secret, Delete API Proxy (which
means it will be deleted from Anypoint Exchange), APl Manager, Runtime Manager
and database, or the user can promote the API to another environment. To learn

how to access the My Proxy page, refer to the diagram outlined in Figure 3.47.

| Access to My Proxy page

|
E"“._ Request for user API Proxy
‘ information

Query API Proxy information
from the database

L

Get API Proxy information

Get API Proxy information

Get My proxy page

Figure 3.48 Sequence diagram of My proxy page
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EPROXC - EFFORTLESS PROXY CREATION

Weicome, Jirayy

My Proxy

MyProxy ~ Choose Organizationy

Goto AP Manager | GotoExchange GRS

eproxc-cloudhub-test

Proxy fink: sprc

URL: htte

Authentication type:  No
Organization:
Environment:
Create time:

Status:

Figure 3.49 EPROXC website My Proxy page

EPROXC - EFFORTLESS PROXY CREATION

Welcome, Jirayu My Proxy ’:m. Organizationw.
My Proxy

M
Go to API Manager I
A

eproxc-cloudhub-test

Proxy link ar

URL: =i SIS
Authentication type: | No Aut

APPS-TECH-AIS

g R ot

Figure 3.50 EPROXC website My Proxy page
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Welcome, Jirayu

My Proxy

MyProxy  Choose Organizationy

eproxc-cloudhub-test

Proxy link: eproxc-cloud

URL: hitps./Adas-server-de: o-fi-asia-pacific appdn 0¢p.a XM com/ap!

Authentication type:  No Authentication

Organization: APPSTECH-AIS
Environment: Development

Create time: Dec 16 2019 3.26AM
Status: B Active

Chopst Ll v i edpe

Figure 3.51 Example of changing APl URL

& F N

Proxy link:

URL:

Authentication type:

Organization:
Environment:
Create time:
Status:
Change URL Add Header Authentication Promote Proxy
Select type of header

Authentication with 1 header

* Authentication with 2 Headers

Key: Value:

Key: Value:
Key Value

Figure 3.52 Example add or change Client ID and Secret
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My PI'OXY iy

e ey -

eproxc-cloudhub-test

Proxy link: eproxe-cioudhub-test us-e

URL: hutp: fi-25i8-(ACIfC ARPAN OCR.NA XOM COM/AR!

Authentication type:  No Authentication

Organization: APPSTECH-AIS
Environment: Development
Create time:
Status:
oo s
To Environment

Enviromment that you w

Figure 3.53 Example of promoting API Proxy to another environment

+ dtsbaseschedulerflow

~ Forbach
G G @ e Logger
Scheduler Flow Reference to
Flow Reference to Flow Relesence to Flow Reference to api_statusflow
api_detaisFlow
» Enot handiing
+ api_statusiow
Ty
Set Variable
lastActiveDelts
Sy - &, et Y AR AN, ———— ™ ot handing LS A o
~ On frrer Continue
Transform Update
Set Variable apiD Set Variable Set Varable Flow Reference to Flow Referenceto Flow Reference to Set Variable Message
organizationNiame envvonment lastactiveDate
Set Voriabe
lastActiveDets

» Eror handing

~ GethzureToken

6 ©0© 0 6 006

Logger Logger

SetPayload to
request snureToken posting dats

saureToken

¥ Eror handiing

¥ On Error Propagate.

Figure 3.54 flows of EPROXC scheduler
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~ GethrureToken

© 06 0 06 006

Logger Logger
Set Paylcad to Post Data 1o get Response from Set anweToken
request anureToken ‘posting data
asureToken

¥ Error handing
+ On Error Propagate

)

Logger

¥ GetAnyporToken

© © 0 0

GethnypointToken Data from get Set anypormtToken
method

* Error handing
+ On Eror Propagate

togger
+ select-all-trom-opy_detaiFiow.
Select Tansform
Message
» Eror handiing
~ Getorganaationld

Figure 3.55 flows of EPROXC scheduler

> Error handiing

 Getorganaation!d

Request Transform s not null
Message Set Vanable
groupld.
¥ Ermot handiing
~ On Error Propagate

Transtorm
Message

~ GettmaronmentD

© 00 06

Request Tronsform Logger
Flow Reference Message et environmer 40
GethnypointToken

¥ Enor handing
= On Enor Propagate

o

Logger

¥ getAPStatusFion

© e

Request to get
pi_status

Figure 3.56 flows of EPROXC scheduler
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3.5 EPROXC scheduler
Figures 3.54 to 3.57

Getnronmentd
Request Transtorm 99
Flow Refer Message Set environmentd
rrrrr
Err0r handin 9
On Eror Propage

~ geAPIStatusFiow

©-e

Requestto get
api_status

¥ Euror handing

 On Erver Continue.

Flow Reference
eleteFromDBFlow

~ deleteFromDEFiow.

©0e6

> Error handiing

Figure 3.57 flows of EPROXC scheduler

show the process in the flow for scheduling a status update of all

the API Proxies created by EPROXC. Here, a schedule was created to check the status of the

APl Manager from Anypoint Platform of the APl Proxy and then to update status in the

database.

3.6 Database

id = api_proxy_id int
username varchar api_proxy_name varchar
api_proxy_id rarchar api_proxy_path

api_proxy_domain varchar
api_proxy_implementing_url
authentication_type

organization

environment varchar

api_proxy_status varchar

created_at

Figure 5.8 Database diagram of EPROXC
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Chapter 4

Result

This chapter will discuss the result of the project. What are the end products and

what are the benefits of those products?

4.1 EPROXC website and API

Users can access the EPROXC website, as shown in Figure 3.45, to easily create an API
Proxy or they can go to Anypoint Exchange and search for EPROXC API to use in their
application. After creating the API Proxy using EPROXC, the user will be able to use 3
products from MuleSoft, which are, the asset on Anypoint Exchange, APl manager, where
they can set policies for APl Proxy, and Runtime Manager to deploy running and monitoring

of the API Proxy. Other benefits of the EPROXC are:
4.1.1 Saving time and effort for the creation of API Proxy

Before EPROXC, the old process required a lot of effort in order to create one
API Proxy for the API, especially for developers who never used a MuleSoft product
before, because they needed to learn everything about MuleSoft in order to create
API Proxy. EPROXC reduces a lot of effort and complexity in the creation of an API
Proxy because one can create an APl Proxy on Anypoint Platform without having any
knowledge of MuleSoft. Rather than working with the old process of creating AP| Proxy,
which involves many processes and takes a lot of effort, now the users can use EPROXC

and just fill in some required information then wait for API Proxy to be created.
4.1.2 External application can request to internal API

Because EPROXC allows a user to deploy APl Proxy to Cloudhub, if the user
uses this AP| Proxy with internal API it will allow an external application to call to the

internal APl by requesting the API Proxy, instead of requesting the internal API directly.
4.1.3 Secure API

By using an APl Proxy, one can set policies to secure their API, for example,

Basic authentication, JWT token validation for validating access token in OAuth process,
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Rate limiting to limit request from users, etc. EPROXC brings more security to the API
not only because of policies but due to the fact that the URL is the URL of the API
Proxy, which means the user will not call the API directly but will instead access the

API Proxy.
4.1.4 Centralize APl in Anypoint Exchange

Even if a user creates their APl without using MuleSoft, they will be able to
have an asset with a template that tells other users about the documentation of their
APl on Anypoint Exchange. Furthermore, if everyone in ExxonMobil uses EPROXC, this
would mean that we can search all APIs on Anypoint Exchange, which is the best
scenario for developers to develop their application because when they need an API

they can just search it from Anypoint Exchange.
4.1.5 MuleSoft Products

Users can use Anypoint Exchange, APl Manager and Runtime Manager to
improve their APIl. Additionally, they can monitor and manage their APl using those

products.
4.1.6 Easy to access, manage and delete AP| Proxy

Based on the old process, once the API Proxy has been created in OpenShift,
the user will not know the URL of the API Proxy. However, with EPOXC, the user can
view the information of their API Proxy from the website and they can easily edit, go
to APl Manager, go to asset on Anypoint Exchange, edit some configurations and delete

API Proxy on EPROXC website. They can also check the status of their API.
4.1.7 Monitoring and health check API Proxy

Runtime Manager allows the user to monitor and check the health of the API
Proxy that has been created from EPROXC by using /healthz path on the API Proxy
URL. Therefore, the format for the health check path will be “{Domain}/apps-tech-
ais/common4/{APl Proxy name}/v1/api/healthz” and if it is working, the response
message will be OK with response status 200 OK. It should be noted that this health

check path only works for API Proxy that deploys to OpenShift
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Chapter 5

Summary

To conclude, EPROXC is a tool which includes 2 platforms, website and API, that
automatically creates an APl Proxy together with MuleSoft product asset on Anypoint
Exchange, APl Manager and Runtime Manager. EPROXC also provides a website that a user
can easily create an APl Proxy by filling in some required information on the website and
displays a page where the user can see information, check the status of API Proxy, that they
created, and also the API Proxy in their organizations. However, they can only edit or delete
the API Proxy that they created and own. There are two main target servers when deploying
the API Proxy: OpenShift, which allows the use of an internal application with internal AP,
and Cloudhub, which allows the use of an external application with an internal API. After
creating an API Proxy using EPROXC, the user will have an asset on Anypoint Exchange, which
is an API Proxy documentation for other developers to use the APl Proxy. Furthermore, the
user will be able to set policies for their APl Proxy in order to secure their APl Proxy using
APl Manager. Moreover, the user can monitor their APl Proxy using Runtime Manager and
view the log to know what is going on when some error happens in their APl Proxy. EPROXC
has provided many benefits to the ExxonMobil organization, especially for API developers.
Not only does it save time, when creating an API Proxy for their API, but also for securing,
managing and monitoring the API. For developers who want to implement their application,
the benefit of EPROXC is that everyone in ExxonMobil will use all of the APl with the
document, therefore, it will be centralized on Anypoint Exchange. This makes it a lot easier
for developers to access the API that they want or even an API that they never think they
had. This is very useful for every organization, not only in ExxonMobil, because it saves time

on implementing the application.
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Appendix A

Modern Application:

A modemn application is an application that supports multiple users with no barrier in Ul.
Whichever platform they are using, all of them will be connected to the application through an

API. Modern application is designed for users on a large scale level.

A modern application provides an API or Application Programming Interface for users to
access data and services. APl is available via an internet connection over HTTP or HTTPS. All
features and functionality are available through the GUI (Graphical User Interface) or CLI

(Command-line Interface).
Data provided by APl mostly comes in JSON format to represent the objects and services.

Modern applications are built on top of a modern stack to help developers create

application API easily. It is easy for the application to consume and monitor JSON data.

THE MODERN APPLICATION PLATFORM

One platform for traditional & cloud native apps

)Cﬁmmqwmx
= e
- 1§°‘I¥i

OPENSHIFT

by Red Hat’ (fr)

Figure A.1 Example of Modern Application

MuleSoft:

MuleSoft is a product that provides almost everything that the APl needs.
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Main components of MuleSoft:

MuleSoft's Anypoint Platform, shown in Figure A.2, offers a number of tools and

services, including the following:

= Anypoint Platform

Management Center

APl Manager

Runtime Manager

Data Gateway

Anypoint Studio

Figure A.2 Example page of Anypoint Platform

- API Manager

An interface for developers to manage APIs, as well as secure them via an APl gateway
or API Proxy. By using the APl Manager, it is possible to control access of users to the APIs,
secure connections between clients and back-end data sources and create policies for

advance security on APIs around API calls and throttling.

- Anypoint Studio

A graphical, Java-based design environment that a developer can use to develop and
test their APl in advance using a local environment. Furthermore, they can deploy APIs to
on-premise and cloud environments. Anypoint Studio also includes many features that

allow users to map, build, edit and debug data integrations.
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- Anypoint Runtime Manager

A central console for users to deploy, run and monitor application.

- Anypoint Exchange

A place where all APIs are in one place, which offers efficiency for developers to use

it to store and access APIs, templates, documentation and other resources.
- Anypoint Monitoring

A dashboard to monitoring application and for application health check.
- CloudHub

A multi-tenant integration platform as a service (iPaaS), or a server for running the AP
like OpensShift. CloudHub offers a management service, which means a development team

does not need to install or operate any hardware or software in order to use it.
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