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ABSTRACT
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o @ Ubuntuts * v Switch Details

More Vids MU P
- e [
£3 sworage 3 Pk |
- 3 tetworking 4 1 |
£ Networking ‘ Link ciscovery | |
@ vSwitchd 1 | |
v 00 sative | i
i Attached Vias 0 » |
- vmoict

~ NIC teaming policy
- vnicO

Notty switches Yes
More networks
Policy Route based on originatin
Revene policy Yer
Failsac Yes
« Security policy
Allow promiscuous mode No 54
) Recent asks.
Tk

ptate Neswon Corty
mevesn v S wwn

e Nt Corty

eress N 553

= AGmdq N M [

sUT 3.13 nsuiia Uplink Ty Virtual Switch 1
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31]1'7; 3.14 N34y Uplink % Virtual Switch 2

- nthudlevihinsifid Uplink w@Satseuses Aviin1sass Port Group Tusnlnslesldy
#9771 internet WAIWIN153UR Port Group 141U Virtual Switch fias9lifAe
internet ¢iagu# 3.15

i Vhowdee X 1 o - o X
& 3 C A Notsecure | 17218173251 A/ s momt/netwarking/porgro O -

;51]17; 3.15 N156319 Port Group waziiiy Virtual Switch 9 Port Group
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3.3.6. 158419 Guest OS i 1

T#suuUfiAan1s Ubuntu 18.04 Tneneuazsiimsaine Guest OS fisipsnisiuidesiinis
Snlnanlilddviudnnsszuudjdanisidnlulu datastorel iy storageildiiutayaves

VMware ESXi nau

- 9 ntdufviinisadne Virtual Machine Tagidngvdmanues VMware ESXi WA2LABN

D-

ly Virtual Machines Aiuausudieiie 91ntiusinnns Create/Register VM Aegu#

3316

& locatbostiscaldomen - Vidwa X . NewTeb x

< C A Notsecure | 17248173251 /ui#/hostpom % 0

& Hetrash
v Status ~  Used space “  GuastOs

© Nomal | 4068 MAKIDSOR WINdows Secv.
© Nomal 331108 Ubunty Linux (64-08)

> [ Sworage
||+ €3 Networking

sUf 3.16 n15idenadne VM

v

- \flona Create/Register VM agidnguiinsinsnisadne Virtual Machine wenflvivinnis

Fanlufl Create a new virtual machine ﬁx‘igﬂ‘ﬁ 3.17

22



& locathestionaidompin - Viasre X © 4

€ > C A Notsucure | 172.18.173.251/un//hostfems

£ Now virtual machine

vEEESEESTISNR select creation type
2 Select & name and guest 0§
3 Select storage
4 Customize settings

5Byt comie e
1 0 mach i
i goer

How wour you fike to crests 3 Vietaa! Maching?

ine £om an OVF or OVA tie

g virtsal machine

‘U*?i 3.17 nsa¥ae VM ulng

- yhmsdsteuavidensyuuufUiRnsnavlddnsu Guest OS il lngluiiilazldidu

Ubuntu Linux (64-bit)

& Jocabostiocsksaosn « Vidasr X - AR
& 5 C A Netsecute | 172.18.173.251/ui/# host/vma

2 Seiect a e and Quest O

3 Seloct storage
4 Customize settings
5 Ready 10 complete

sUft 3.18 n1smadauazdenszuuufianastidu vm

° & A v & v - < g v P %
- INNskan storage V]Q%I"ULﬂU?J@lJ“a IﬂﬂLa@ﬂ datastorel %QLUU@WU%@;{I}aWﬂﬂaﬁq\T

U

JULINSDUAUNISAARY VMware ESX
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aldamain « Viowe

x4+

< C A Not secure | 172,18.173.251/ui/¥/hostvms

&5 New virtual machine - Ubunty (ESXi 6.5 virtual machine)

1 Select crestion type
¥ 1 Seiect 3 name and guest OS
V|

4 Customize settings

§ Ready to complete

Select storage

Select e s1orage type end datastore

. Ba%TE VMFS5

Azcesy v

Supgoted . Singe

JUT 3.19 n1siden Storage dwisumsiiudaya

- ntiuazidunisfeen Hardware Settings #9811150/M%UA Spec UoILATDY Guest

0S sdlamuauitzadlunisitnu InemMuruaANISRIAINIUAITIN 3.4

ms’m‘ﬁ 3.4 Hardware Settings U84 Guest OS ﬁ”z‘ﬁ 1

€[l » Chls

Memory 8 GB

Harddisk 25 GB

Network Adapter 1 VM Network

Network Adapter 2 internet

CD/DVD Drive Datastorel/ubuntu-18.04.2-desktop.iso

- Tundl

b4

99711115 Add network adapter WnTusNINANDN 1ALNB1A Guest OS 14

Y -

dusudtdumnesidala Inelddenldanu Port Group internet N@s19ld Aegun

Y

3.20 (Network Adapter #a7119gvui7 luld oune Guest OS MIUUALAAILITA

fnsanu HostwazAnraiuesnielu Host 1)
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& localhostlocaldomain - VMware X | =

& > C A Notsecure | 172.18.173.251/ui/#/host/vms

P 1 New \(jtmal !ngdlm - Ubuntu (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Select a name and guest OS Configure the virtual machine hardware and virtual machine addttional options

V' 3 Select storage T ) e

£ 4 Customize settings ? i MU OIS 16 GB
5 Ready to complete

» B3 SCS! Controlier 0 LSi Logic Faraliel
&5 SATA Controlier 0
USH controfier 1

» J Network Adapter 1 VM Network v | Connect

» M New Network Adapter internet Y ¥ Connect

¥ &4 CD/DVD Drive 1 VM Network

. Connect

» lveeo e e

{ Back ||

g‘dﬁ 3.20 n5EA Network Adapter 19U VM

- ead1s Guest OS @39 uNvIINIITANTINUTLLILaenAYs Power on Lieyi

nsignisiinaslutuneusely

3.3.7. n15ANAY Ubuntu Desktop 18.04
WialUan15ve1uaes Virtual Machine 1a319ld Aazidunisidgnisinadessuudusnns

aunlaaanty

- yhinsfinAsuuy Minimal Installation Ae3Ufl 3.21 Wordunisandsnlusndulunis

1Frusenly wdrldvianrsiansnsluntudunou Taeninun Hostname T

¥
1

Ubuntu 1@384171 server01
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Install

Updates and other software

What apps would you like to install to start with?
Normalinstallation

Web browser, utilities, office software, games, and media players.

© Minimal installation

Web browser and basic utilities.

Other options

This saves time after installation

Install third-party software for graphics and Wi-Fi hardware and additional media formats

This software is subject to license terms included with its documentation. Some is proprietary.

Continue

5UT 3.21 msideniinfs Ubuntu 18.04 wuu Minimal installation

Y

- dlevims@adaadafiviin1sidng v Desktop eidlus e IP Address uay

Default Gateway Wiy 172.18.173.26 uas 172.18.173.1 fagufl 3.22

Details Identity | IPv4 | 1PV6 = Security
IPv4 Method Automatic (DHCP) Link-Local Only
© Manual Disable
Addresses
172.18.173.26 255.255.255.0 172.18.173.1 (x)
(]
DNS Automatic [ | OFF.
| 8.8.8.8
I = P a
Routes Automatic | | oFF
()

31]17; 3.22 11504 IP Address 1#nu server01
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3.3.8. N1SANAYEIUUTZNDUINHLANAIUL Ubuntu 18.04 server
1AEYINNISAAR9@1UUTENOULAN LAY LAk NTP Server, Radius Server, DHCP Server uag
OpenSSH Server witelsf Guest OS fadlvimeinfildu Authentication Server @1msuanfinnIsian

Jamsgunsalluszuuiesedieuaginianisidnfiunsetienieluesing

v o

- SusuwsnAprinIsemanIestuvessruuUfURn1slagdngui Console warld

g
[

18N apt-get update

RO

- fiasa NTP Server lngldda apt-get install ntp

- 9INIASINERUNITVINIUYBS NTP Server lagldrndy service ntp status segu#

3523

root@server01: ~

File Edit View Search Terminal Help

:~# service ntp status

@ ntp. - Network Time Service

Loaded: Ioaded (/lib/systemd/system/ntp.service; enabled; vendor preset: enabled)

Active: active (running) since Tue 2019-10-08 21:15:01 PDT; 7min ago

Docs: d(8)

Main PID: 7708 (ntpd)

Tasks: 2 (timit:-2290)

CGroup: /system.slice/ntp.service

L7708 fusr/sbin/ntpd -p /var/run/ntpd.pid -g -u 122:127

:10 server01 ntpd[7708]: Soliciting pool server 2001:67c:1560:8003::c7
server®1 ntpd[7708]: receive: Unexpected origin timestamp ©xe147dd4f.1bcdd619 does not match aorg 000
4 server®1 ntpd[7768]: kernel reports TIME_ERROR: 0x2041: Clock Unsynchronized
server01 ntpd[7708): frequency error 565 PPM exceeds tolerance 500 PPM
server®1 ntpd[7708]: Soliciting pool server 2400:c540:1:132::15
server01 ntpd[7708]: Soliciting pool server 202.29.58.214
2 server®1 ntpd[7768]: Soliciting pool server 2001:67c:1560:8003::c8
server@1 ntpd[7768]: Soliciting pool server 2001:3c8:el10e:118::2
server®1 ntpd[7708]: Soliciting pool server 202.28.102.69
server01 ntpd[7768]: Soliciting pool server 2001:67c:1560:8803::c7

g‘i.]ﬁ 3.23 MILEANARAIULNANTNINIUVEY NTP Server

'
a

- yhmsdludsdn NTP Pool melulvd ntp.conf WElddsServeriilnddia 0 fo

Useinalney ﬁagﬂ‘?‘i 3.24 T@1dsfe sudo nano /etc/ntp.conf lagaunsadiiy

AUMINTP Serverl@ann https://www.pool.ntp.ore/zone/th
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root@server01: ~

File Edit View Search Terminal Help
GNU nano 2.9.3 etc/ntp.conf Modified

statistics loopstats peerstats clockstats

filegen loopstats file loopstats type day enable
filegen peerstats file peerstats type day enable
filegen clockstats file clockstats type day enable

.th.pool.ntp.org iburst
.asia.pool.ntp.org iburst
.asia.pool.ntp.org iburst

.ubuntu.com

I Undo

Hf Cet Help @ Write Out @l Where Is fy Cut Text ws| Justify @8 Cur Pos M-
R4 Exit Wil Read File @Y Replace WY Uncut Text @il To Spell Wl Go To Line [Ji§3 Redo

gﬂﬁ 3.24 n113574A1 NTP Pool nelulwa ntp.conf

- UANUUYIINTS Restart NTP Iagltmnds service ntp restart
o g Y 1 29 vo 2y ), o/ R P °
Walasadunisasanlivinnisudle Rules wisly Client dusniegluszuuaiunsain

NTP Server LUl a1ula Tnelded s sudo ufw allow from any to any port 123

proto udp

%

- fnRe OpenSSH Server alld1dnn151En Console ¥4 Ubuntu 18.04 laazaan

11T u lagldad e apt-get install openssh-server Ingiii oA ng 9Las a@11150

339apuUMIINNUlag YA service ssh status AIgUN 3.25
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Activities

ing o
tening on

L > 1 pc
systemd[1]: Started OpenBSD Secure Shell .
sshd[28153]: Connection closed by 172.18.173.137 port 49991 [
sshd[28171]: Accepted password for server®1 from 172.18.173.1 |
sshd[28171]: panm_unix(sshd:sesslon): session opened for user |
server®1 sshd[28662]: Accepted password for server®1i from 172.18.173.1
serverdt sshd[28662]: pam_unix(sshd:session): session opened for user |

31]171 3.25 NISUEAYNATAIUZNI5NI9IUVDY OpenSSH Server

¥
aa

° 1% « 1, e v v q v o o =
V]']ﬂ"l'iﬁ'i']\‘iﬂ'ﬁlﬂj@ﬂm@LW@SLMﬁ']EJ’IiﬂL‘U']‘I‘(NWU Ubuntu #UNU hostname A

'
[

server01 Hun9lusiamoa SecureShell(SSH) aae IP 172.18.173.26 lagnis A&

ssh server01@172.18.173.26 fa3Uf 3.26

Activities ] Terminal > . 1051

serveroi@serverot: ~

allation
L securtty. Activate at:

s can be updated.
are ] updates.

JUN 3.26 N13a319N1SIBRNABLTNEY server0l Hiuluslanea SSH
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- dewamsieureidulddgudl 3.26 Aliinisdeurds logout 1udwaTaduns

i
a (Y

AN OpenSSH Server waglud1uvoin1snaaaun s lguN1ulusnsy putty

ALVANANDIUUNT 4

[ '
a o L

- AnAg FreeRADIUS lngld@nds apt-get install freeradius W3oN14051980ULIDTTUY

w091UsUNTLFreeRADIUS TneldAds freeradius -v ﬁagﬂﬁ 327

root@server01: ~

Search Terminal Help

freeradius -v
IUS Version 3.6.16, for host x86_64-pc-linux-gnu, built on Apr 1
737261953t 412:59 255
FreeRADIUS Version 3.0.16
Copyright (C) 1999-2017 The FreeRADIUS server project and contributors
There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE
ou may redistribute copies of FreeRADIUS under the terms of the
GNU General Public License
For more information about these matters, see the file named COPYRIGHT

root@ )1:~#

sUM 3.27 N15ASIVEDULIDITUVDY FreeRADIUS N9 1580a9 Ly

)

N384 lUsuNSU FreeRADIUS Tvsin1suansnalog taeldAnd 9 sudo nano

/etc/freeradius/3.0/radiusd.conf L%”lVLULLf’ﬂ%mﬁé?\‘iﬁ’ﬂulWé radiusd.conf éﬁ'\igﬂﬁl 3.28

root@server0t: ~

File Edit View Search Terminal Help
GNU nano 2.9.3 etc/freeradius/3.0/radiusd.conf Modified

stripped_names = no

auth = yes

auth_badpass = yes
auth_goodpass = yesfl

¢ Get Help Write Out Where Is @¥ Cut Text Justify @€ Cur Pos
Wi Read File @\ Replace @Y Uncut Textgll To Spell gl Go To Line
o G ¢
JUN 3.28 n1saeA1nelulng radiusd.conf
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vimsdi clients (uiitifegunsailuszuuindetie) Whlulu FreeRADIUS Tnevinas
Lﬁuqﬂﬂsmﬂlﬁufi Management Switch, Access Switch, Wireless LAN Controller(WLC)

wag Cisco Access Point Ayl IP Address lumsned 3.3

root@server0l: ~
File Edit View Search Terminal Help
GNU nano 2.5.3 etc/freeradius/3.0/clients.conf Modified

172.18.173.201

client localhost {

Get Help ¢ Write Out E Where Is Cut Text Justify §e Cur Pos
@ Exit Wil Read File Replace Uncut Texti@l To Spell @l Go To Line

sUTl 3.29 nsuii Clients 19U FreeRADIUS

'
a

vinsadratd User dmdudniansetnenigluvesesdns uastiyd User idiavsidnds
n159an1sgUnIalaig g lussuuiesetnels lngvinnnsasialinnglu Jetc/freeradius/
3.0/users

WIn5Ans e DHCP Server TneldAds apt-get install isc-dhcp-server kagi1n15L4
U$uuAnsuaniP Address vas DHCP Server Tulwd dhepd.conf Tneldidnds sudo nano

Jetc/dhcp/dhepd.conf #s3uf 3.30
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Activities [ Terminal v Wed 01:35

root@server01: ~

File Edit View Search Terminal Help

GNU nano 2.9.3 etc/dhcp/dhcpd.conf

option domain-name “"example.org”;
option domain-name-servers nsl.example.org, ns2.example.org;

default-lease-time 600;
max-lease-time 7200;

subnet 172.18.173.0 netmask 255.255.255.8{
range 172.18.173.10 172.18.173.99;

option routers 172.18.173.26;

i

Read 116 lines
E Get Help O Write out ’\ Where Is @§ Cut Text J Justify C Cur Pos
Exit R Read File '\ Replace &Y Uncut Text T To Spell Go To Line

5U% 3.30 N1389AINT5MN9IUVDS DHCP server

3.3.9. N15AAae Wireless LAN Controller (WLC) wag Cisco Access Point

- 019 Initial setup Aaiiledinisi1 Wireless LAN Controller andnasluszuuifasiinisms

¥ (4
=] t %

Andesduliiugunsalneudsazaunsaldeuld Tnglundazimvuanisnsantesdiun

L

310U Twn

17
%

1. F4A7 username WA password Fllun1sid1anns Wireless LAN Controller
System Name fvuatdy wicjom
Management IP Address fwuaidu 172.18.173.223

yn15a519 WLANs usn taativumdy

Sl BRI

PMNUUILANNITOLU1IANTT Wireless LAN Controller H1un1eManagement IP
Address 1o

- Teewthdudmsunisdansasintiniasgui 3.31 uay 3.32
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QS wigom X g
€ C @ Notseoure | 172.18.173.223/screens/dashboard. hmi# /MainDas % O
e ”('I‘S.élcl). Cisco 3500 Series Wireless Controller Q AP o1 Cligat S Advance 8 &
a*R Monitoring
NETWORK SUMMARY [+
Clients
« Rogues
Nelwo Actess Point Active Ctienls Rogues terterses
Access Points kS 1612 0 AR O 2 46H 0
ents GHz 0 Cirer 0 5GHz 0
= Interferers
ACCESS POINTS = OPERATING SYSTEMS x
® Wireless Dashboard BY USAGE
AP Performance NO DATA TO DISPLAY
Client Performance
¥ Best Practices
=] y & Y
QUVI 3.31 BUILIUNITIANITVRY WLC 1
— %

icjerm X .+

17218473

MONITOR  WIANs  CONTROLLER  WJRELESS GQECURITY MANAGEMENT = COMMANDS HELP FEEDBACK

? ummary
Monitor
3 150 Access Points Supported
Summary =
b Access Points
# Cisco CleanAir
» Statistics
» COP
} Rogues Modet 3504,
Clients
Controlier Summary Rogue Summary
Sleeping Clients
Management %~
Multicast 1P Address 2 Rogue APs ]
» Applications 128 ve Rogue Clients 0
b Lync 851310 Rogues
S s on wired Network
Local Profiling %.5.108.0
Session Timeout
wigom
0 days, 1 hours, 14 minutes
Tue Nov 5 16:50:05 2019 Top WLANS
Disabled Brcfile Nome
+60C
+54C
Dizabled Reset Stoty
Reset S
eahind Canene "
v

JUT 3.32 wiIun133nn3eas WLC 2

- Yhnsufia NTP Server T#U Wireless LAN Controller wielsi@luss Ubuntu 18.04 Tae
\BandiwsiuController -> NTP Servers -> Add new Iagvinisuiial NTP Server ﬁ’dgﬂﬁ

835
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31117'i 3.33 13U NTP Server Ui WLC

- #eA Cisco Access Point Tnen1sladad af e capwap ap primary-base wicjom
172.18.173.223 F v udd i 19lun1558ysia Wireless LAN Controller i fiasnasli
Access Point [ousase Tngluiitasimualiinisideuseluss wicom AP Address
u 172.18.173.223 uazidlefinissaenli AP Wousefu WLC finnslsiGousonuds 9z

anunsadludans AP Mweusaidanlsithummdniures WLC dagui 3.34

a x

UM 3.34 mi1n153an15 AP Nlinnsizeusaitnan
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3.3.10. msasAszuvuduinudidnldanussuuiniodnenieglussdng

Taosarld WLC 1559 LUds RADIUS Server 7isinnsfassl3lu Ubuntu 18.04 @13y
TUsernagdnldarussuumsavnlamdnluiududinuiu RADIUS Server nau agidan
WU Security -> AAA -> RADIUS wa 2§ 9%1n15 L % RADIUS Authentication 4a®

Accounting Server ﬁ'ﬂgﬂﬁ 3.35, 3.36 Lay 3.37

MONITOR  WiANs CONTROUER WIRELESS SECURITY MANAGEMENT COMMANDS WELP  FEEDBACK & tome.

» Local EAP
Advanced LAP

+ Priotity Ordee

b Certificate

b Accens Contrad Lists

, Wirelesa Protection
Policies

» vreb Auth

* TrustSec
Local Poliches

» OpenDNS

¥ Advanced

€ C A Notrecsre

il
cisco MONITOR  WLANs CONTROLIER WIRDLESS STCURITY  MANAGEMINY  COMMANDS  WILP  FREDBACK

Security RADIUS Authentication Servers » New

* Local EAP

Advanted EAP
* Priority Order
¥ Certiticate

» Aooess Controf Lists

4 Wireless Pratuction
Policies

* Web Auth

» TrestSec
Local Polickes.

» OpanDNS

b Advanced

31]17; 3.36 n15LAiN RADIUS Authentication Server anelu WLC 2
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MENAGEMENT COMMANDS WELP  FEEDBACK

v ARA

» Local EAP

Advanced LAP
¥ Prioeity Order
b Certificate

BAC Providoming Eratie

» Accass Contred Lists

) Wireless Protection
Policies

» Web Auth

¥ TrustSec
Local Polickes

b OpenDNS

b Advanced

31]17; 3.37 nssiial RADIUS Accounting Server aglu WLC

3.3.11. Mmsmuuaa1 % WLANs ladinnsisenldnistuguaanunu RADIUS Server
T lusad1niely WLANs fideenisudainnisidenudiu Security -> AAA Servers
anuyinisiUaldiu Authentication ua Accounting Servers ilaiinnsiiiuieliud
Feguil 3.38

@ i x o+ — X

£ C A Notsecure'| 1721817322 3 crmng trames et i o 7w 0

el Saye Conbaguraban . [y Logout Bekreah

Cisco MOMITOR  WiANs CONTROULER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDSACK # Home
WLANs WLANs > Edit ‘jomLab’
* WLANs

iU

¥ Advanced

Select AAR servers below to sverride use of default servers on this WLAN
RADIUS Sarvers

RADSUS Sarvae Oveentite nterface [ IEnabied

Apphe Czo ISK Defput Settmgs Ensdled
Acxunting Servers EAP Parametces
¥ Enatied Enatie
Server 3 (IP72 v Era72.8,373.20, ;on:1e3Y v
Server 2 v Noew 12
Server 3 v Nome
Server 4 v Nome
Server 5 v Noee
Server & | have v Noee
RADIS Server Accountiog

Treesm Ledste k3 Ietarien terarat O Saconds

5Uf 3.38 n5:Walde1u RADIUS Server anelu WLANS

Y

nuuluvinn1saea 1 WLANs 7ALldan 1n155U IP Address Awanunain DHCP Servers
AegUN 3.39
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@ vigem X REDOJS Server Autherticamon e X | 4 e o X

C A Nobsecure | 17218173223/ screem/famuset - - T
Saye Corbguration  Ping  Logout Befresh
MONITOR  WIANS CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP  FEFDBACK A Home
WLANs WLANSs > Edit ‘jomLab' <ack gy ]
S r———

F Advanced

aligm ARA Dvermde Enabled oHce
Councagn Hols Detaction ¥ Erabled " DM Server ¥ Overnde
Enoble Seswon Timessd 5 1000 s

Sesan Timesa (secs) 17181738
Lironet 1¢ # bratied ORGP Server 19 Addr
R P ToCP Rdar Aswgnment Recured
Guerride Interface ACL 1Pv4 | None ¥ 188 [ Hone v OFAR
Layerd Act seone ¥ Spit Turne! Eratied
URL AL None ¥

P20 wecking Action Osabied . Banagement Frame Protection (1F¥)

Chient Excluson

180
Fnabeg
Timeout Value (secs)

9 OTEM Period (in beacon latervals )

s02.1wn{1-255) 3
£02.13/p/n {1 - 35%) 2

MAC

- 5N
A %) dx ING | =1

V29

gﬂﬁ 3.39 n15A9A LY WLANS 138nld91u DHCP Server

3.3.12. M38379 Guest OS §27i 2 (Active Directory)

2
v

Tdszuudufniswindows Server 2016 lnafitunaunisasuadieiun1saing Guest OS lu

JUADUN 3.3.6 lnumuualiiinn3nsA Hardware Settings AuR15199 3.5

CRU 2.LPUs

Memory 8 GB

Harddisk 50 GB

Network Adapter 1 VM Network

Network Adapter 2 internet

CD/DVD Drive Datastorel/en_windows_server 2016.iso

mi’mﬁ 3.5 Hardware Settings 984 Guest OS Giadi 2

- UL Y15 UAN15YIN9UYBY Virtual Machine Y uun ﬁ%Lﬂumm’hajmﬁmé’q
seuudfUanis Taelud dlivinisfnaaduwuy Desktop Experience Aa3ufl 3.40

WIpsanaztdunisAndaliintl GUI Nldanudevnliingnen1ssnns

3



gﬂﬁ' 3.40 n1sLaanfinfne Windows Server 2016 Desktop Experience

LIpAnAILASY %L‘td;lumil,‘ﬁﬂgimiﬁﬂm Administrator Password ﬁﬁgﬁﬁ 3.41

i jom-AD

gﬂ‘ﬁ 3.41 nN13014A1 Administrator password

3 o o v 2 v S < o 3 1
nd UL 8y lgeIun8 Administrator password Ag@1U1TAVIINITA AP
Address 9a4.a3 09ld 1agl#i1n1579AIP Address Lay Gateway W84 Ethernet0 1Ju

172.18.173.27 uay 172.18.173.1 flaguil 3.42
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4§ « Network and intemet » Network Co
Desable this petwres v Pimsmmca b dmmmobinn Do thie ooty
¢
Ethernetd

Hetwenng

Intesnet Protocel Version £ (TCP/IP ) Propesties

ansgred automatcaly i your netwerk soports
¥ou need 1o sk your network admnis slor

Obtan on 1P addess automatealy
®) Use the folowng 1P add e

¥ address

Subret mask

Detakt gatemay:

@) Use the followng DS seryer ek wssms
Profemed 06 parver

Akemate DS server

(D) vmidate settngs woon ext

5UT 3.42 n1sAeAn IP Address 15U Windows Server

U

3.3.13. n15ANAY Active Directory

N5AAASE Windows Server 2016 vihwmiiiidu Active Directory titeldiduniunlunis

Jaiutoya

- Tawvinsidng Server Manager Uagyinn1s Add roles and features fagu#i 3.43

E Server Maneger = a x|

Server Manager * Dashboard

B Dahboard WELCOME TO SERVER MANAGER
s ‘

i vet

ROLES AND SERVER GROUPS

= Fil Storag
P le z}nd Storage
Services

@ Manageabiity

g‘d‘ﬁ 3.43 n15:a9n Add roles and features 1inu Window Servers
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A3 O a & Cenificate error  bripsy/1 724817328/

sl Cisco Unified CM Administration
€I5€0  1or Cisco Unified Communications Solutions
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User Rank* i
Access Control Groups | e e
|| Add to Access Control Group |
Remove from Access Control Group |

Teature Group Temolate [« Nome > S ]
Warning: If no template & selected, the new ke features below will not be active.

Apply mack 1o eynond triephane numbers (0 crmate & new ke for muerted e
Mask
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Order ON Poot Start ON Pool End
Add DM Peat
FLDAP Server
Hust Marws or 1P Address bor Server* | LDAR Pert® e TLS
(23847327 " J G}

TRIA Rrsolher Redundant AT Server 7
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absje Cisco Unified Serviceability
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System versior

VMware Instal
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Copynight © 1999 - 2
Al rights reserved.

This product contans Ly hndis subject to United States and 1ocal country laws governing snport, expirt, trandfer and use. Delivery of Cisco tryptegraoh: oes ot imply third-party suthorty to import, expart, distribute o¢
wtors and users are responshie for compliance with U5, and lacal country lews. By usng this product you agree to comply with o Ae laws and regulstions. I you are unabie to comply with U.S, and loce!
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s/ TLIBATS,
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™ &8 [ oahoteamplecy - VM [T jom-AD - Console - VMwan [T} LDAR Directory | (1 Cisco Unified Semviceabs % o v/ - o ¢
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sioning Service
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Clsco AXL Web Service Actheated
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Security Services
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i i
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This site says...
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to be activated for single-server configuration.
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2. Cisco CTiManager
E RPN E P 3, Cisco Ovaled Numbser Analyzer Server
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Notes For multi-server duster configuration. please refer to on
ine help and change the selection accordingly.

T T
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LﬂﬁaﬂﬂallwaL@@iLLﬁSQWﬂIV]?ﬂWW@J@Q@

- Teglufilesvinisifeusaiu WLANs 190 testRADIUS warldUgdngnasialily

RADIUS Server Tun1saandu é"fﬂgﬂﬁ 4.8 wax 4.9

66



NTTAP_Guest

Pocket-BomB76

Cancel

Airplane mode

U7 4.8 nsiwewdainsetnelagldinydgldeulu RADIUS Server (Wausaain
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