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ABSTRACT

This cooperative education project presents a technique to implement the
supervisory control and data acquisition (SCADA) as well as the human machine
interface (HMI) by using MicroSCADA Pro SYS600 for substation automation system,
which is based on IEC 61850 standard. The proposed SCADA/HMI system is utilized to
control and monitor the operational statuses of major electrical equipment. The
electrical parameters, measured by power meter, the fault conditions of protection
equipment, and the information about events occurring in the system are monitored.
In addition, time-related reports of measured electrical values such as power, current,
voltage, and frequency in numerical and graphical formats are also provided. Factory
acceptance test (FAT) results confirm that the functions of the proposed SCADA/HMI

system are in accordance with the specified requirements.

Keywords: [EC 61850, HMI, SCADA, Substation Automation System
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4. gunsaiBiannselinddvaius (Intelligent Electronic Device: IED) [11]
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5. WBsHmas (Power Meter) [13]
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2.4 AIMIZIU IEC 61850
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Client/Server

@ = interfcace

Peer-to-peer

3UN 2.9 n15F0aUWUU Peer-to-Peer

- o o o
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fosfinuundedogs Tnsdusyiunissnoauuuy Multicast Asynchronous ¥o3@n 1Y
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Fumountstmunevesaniiliingon uagfmuady Generic Substation Event (GSE) Tu
2 JULUU ANAASIU 1EC 61850 o

- GOOSE (Generic Object Oriented Substation Event)

- GSSE (Generic Substation Status Event)
Yoyazuuuu GOOSE gnldlunistufinuuunszane uwazdaedranisldau
GOOSE shufiansdetayalluu Peer-to-Peer dmsunistasiunisdndesveswasiniusn

DS LLaslﬁﬂWiﬂmmiﬁ’auwﬂssmaé’wﬂﬁ‘l{fﬁﬁagagﬂl,l,uu GOOSE ann@uaanu Feeder

2.4.4 Hendunisnszanelaelduuudnaaadeing
gunsainantgnnnils aursaninualag Logical Device wil a3 avany
gunsal Fagnldimeusnilendulugunsalnianin lae Logical Node Wy @3$1991n Data

Classes %58 Data Objects Fausiazvsuil Data Attributes ﬁ’ﬁLLaﬂﬂugﬂﬁ 2.10
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Physical Device
(Protection device)

SUl 2.10 IEC 61850 Class Model

UIMs§IU IEC 61850 f?ﬁmu@LLmﬁﬂLLasngUNasme?m%’UQﬂJﬂsniﬁnNmamw
uwaglogical Device lag Logical Device gnnmualag Logical Node d115U Logical Node
ilFosueiteifunaznrsuszauilesdu ﬂaﬁﬁff’umé'\ﬁawgﬂa%ﬁﬁumwmEJ Logical Node
fiansaoglugunsalinmanionmiluanseiu %Qﬂx‘]ﬁ%ULMﬁ’]ﬁQﬂL%‘Em’ﬁ’]miﬂizmEJ AIULERS
Iugﬂﬁ 2.11 Logical Node 1¥axleslng Logical Connection daifiudaszannisidousena

nmealaglidmesidn dwuandduzui 2.10

Relay1/XCBR1$Loc$stVal

g, erilpees, et

L ------ Attribute

Logical Node

—— Logical Device

g‘th“/'l' 2.11 Object Name Structure
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SU# 2.12 Flexible Functionality of LNs in different IEDs
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wiorldlushsiisns uaifledasuidoumnnisalfiintuainuans 9 gunsaldidnnsedind
Srwivrlugudoya dufunamesgunanibidinnseindsaniosiomaisfondunanieu
loan@lningeeiinmnnisaising q du xfinsidusunudeyamgnisalsig 9 15l
manyiaeny Nudsasamsazindulalasgngndes 11msgIu IEC 61850 s¥y
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Time Protocol) kag SNTP (Simple Network Time Protocol) &yay1ading uag GPS (Global
Position System) a1ssaldii edslasludinan Adarudululdlunmquiid elldnng
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anudesnsivant teaann PTP Tdmugndestiosndn 1 Sadiunfl fenisnsmenaisiu
Swesidn PTP Mdananeduisuslataymilldsuanuiisundivunty ldiewsluszuy
solmwduresamillnihdoswindy widddlussuusnludfitouniifesnisnmsdddesiudina
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2.5 MicroSCADA Pro SYS600
seuvanlluihdnludladnisihssuuniseuny wasuanwaszezlnafiisuninand
1 (SCADA System) snltiiveiiusyansnmlunisadnauazusmsdanisteya lnglusunsy

MicroSCADA Pro SYS600 tJusensiwisailaluns munulazianinan1syauesaning
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2.5.1 83aUsenaun1eansansnlglulasesnu

1. RED670 - Transmission line differential protection [15]

lW;
= .

sUl 2.13 gunsalBidnnsedindsaaiey RED670

'
a =

RED670 +Jugunsaididnnseiindsaaiusfioenuuuandmsussuulosiu
ssuudhiiany uazmuauasdsliiuazasiadane q uenanidsannsodanisiu
wdostudialiin wazudoudadlndh ndouredileddusng q AN dmsunsimuneuay
Ainsaninuasifiudulident da

a

gunsalBiinnselinddaaiuz RED670 lesunsivunAarsmvin fvun

o v '
(4 | a

YIAUDINITNAFRBY UagAAIISIllneTiugIu welifinaslddiewazsaasa aunsal
sidnnsefinddaaiezmvardiiilsidunisvhaufiauysalnaunseUssyndldiuwesfnusn
v
neslavanguuy
gunsalBidnnsednddvaius RED670 finsdasiurnuunnsnswesnssua

wuuusninasmeanulilun1snsaugs waideninanyaensislagean 5 welluea

2. REF630 - Feeder protection and control [16]

D apwnnE &

i o

JUT 2.14 gunsaldidnnseilinddanies REF630

REF630 1 ugunsaididnvsedinddaaseynldlun1sianis Feeder #

AsounquamiunIslesiu nsiauasnisiiuguaaaiiluin REF630 \Jundnsdugives
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Uit LUl din Neglunsnavesgunsaldesiuuazamuny 630 silandrnuBangulunis
1991 wagn1sivuael REF630 dadiflsndunisauauiidniu deuszneulusieisnig
v o 2 &
wndgymdmsunismiuauug feeder
gunsaiBidnvseiinddanier nszna 630 Nsassuiuninsgiu IEC61850
SIUDINTHOEITUUU GOOSE kay DNP3 i aliiinnisiliousafisaiiaidnsuszuuanla

Fuvpsandlningeswaz syuvanian

3. RET630 - Transmission transformer protection [17]

'
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JUN 2.15 gunsaldidnvseiinddaaies RET630

RET630 ugunsaididnnsedindsanses ildlunisdnnisudeutaslviii 7
AspumgudmIunsdosiu mImugn M3in wagnsihseTmdeudatiniiigs vilaudas
Tl Step-up saupsaIearudalnd lundedielniinias RET630 Wundndusivos
U3t 1ol din feglunsna 630 Manuduanudangulunislianu wagnstmune
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gunsnidldnvseiindsaiued ses3ufuIAITgIUNISARans IEC 61850

WealmAnn1sdeunenoliasdnsusruueslnuduyasandinigesnagssuuanian

4. REB670 — Busbar protection [18]

JUN 2.16 aunsaldidnvseiinddenius REB670
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REB 670 ugUnsaldidnnsedndsanior fesnuuvundmiunsiosiu
waziihAnnuiaus, T-connections waznsidourauuy Mesh anlniussdiutunans U
uliusaiugs ungean 6 lgu (Zone) Lﬁaemﬂa;uﬂﬁﬂi%ﬁmﬁamﬁmae%’uﬁwmu /0 g1
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sufuvdesaiiausnines e niwasasumesinusnnesly
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AavAuBIANAANAINAEluLUY Phase-to-Phase way Phase-to-Earth Tussuulniiniiiinng
sy videRtaRumEunIL 18 Sniadaunsadanistuanuiianainuuunane

WaiueneenINszuUndAvuMuvesERugela

5. REU615 — Voltage protection and control [19]

=Evore |

JUN 2.17 gunsnididnvsefinddenios REU615
REU615 1ugunsaldidnnseiinddaniey fieonuuunuiionistosiu
wsarulniuazaudlussuudmuielnia wasndnluia sessulnsinaea IEC61850,

Modbus, DNP3.0 ey IEC60870-5-103

6. Ethernet switch [20]

31]17; 2.18 Ethernet switch
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Ethernet switch \Jugunsallddmsuideusiaszninansosneufinnes
\B31l383 (Server), Aaufiameasdmsuiidang, Remote Terminal Unit (RTU), uaz3iad
Tneldanelouiiuas uaranouau via RI45 Tunsideuse lasanunsaidoussligean 28
nosn
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lnglaseauilld Ethemet switch Ju AFS670 waeu3¥m Ladd d11in

7. Wesames [21]
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1. gaNALI5 SYS 600 Monitor Pro+

v

woNAwIs SYS 600 Monitor Pro+ 1JuganawIsNugIuves MicroSCADA
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Ul 2.20 feg1swesiLIg MicroSCADA SYS 600 Monitor Pro+

2. ¥oWAlIS External OPC DA Client Configuration Tool

s

%aNALIT External OPC DA Client Configuration Tool L‘T;JusszﬁLmﬁasg

UNNIA5§1U OLE for Process Control (OPC) ¥ @ s w33 External OPC DA Client

Configuration Tool $38lgnine (Client) ansnsaintisteyavedusvie (Server) uazgunsel

' A 1 A 9 v a
A € WL%@@JW@IUL?N?@%WBﬂUigUUﬂﬂqﬂﬂﬂLL‘U‘Unaqﬂi\i

J. 51 OPC Contiguration Tool
Fle Eait View Help
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TAATEIGOTATIZME 1
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3. wewAWIT PCM600
gaNALIs PCM600 (Protection and control IED manager) Durendusi
Tfugusasgiu 1EC61850 fiftardduionisimundmnsiiiessne o lunsideusieiu
BUNALAZIDNANG ATIVADUNITIARBLAN UL FYYIMUDIAINIIITNDIAN 9 Vaagunsel

Sldnnsafinddansesiaranunsauanlasiasienisdearsuesszuula

ABB PCM600

Version 2.9

Weicome to ABB's Protection and Control ED Manager PCME00. PCME00 provides versatie functionaities for

the entire ifecycle of ABB's protection and control ED applications. PCH600 heips you manage your protection
and control al the way fr to

Copynght 2005-2018 ABB. All rights reserved

G Lol Semver 57 - PO 640t

=S
emposke functon Bock  Winden  Help

[ Voo Teoh fomst waet 0 D’ C
DeEW &R :zaREFEOF «~DDE@Awm -SRIGENIDTDRE X in

v RETEN 323 8300051 F501
3 O Cortgrmen

Ul 2.22 fegrameniug PCM600

4. gaNALIs Communication Engineering Tool

foNALIs Communication Engineering Tool wie CET Lﬁu%W(ﬁLL’me‘ﬁ
Tunsidoudeiniovns IEC 61850 Augunsaididnuseindsaniey Tasld IE C61850 OPC

Server {ayavngunsaidiannseinddvasosiiogluinieviy IEC61850 azgnaulay

IEC 61850 OPC Server fuigguisauazainbinugunsaldidnvseiinddanies

o
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A'. ABB CET for IEC61850 OPC Server

Version 9.4.2

Weicome to Communication Engineering Tool for ECE1850 OPC Server. CET offers efficient configuration and
diagnostic functions for the EC61850 OPC Server.

Copyright 2005-2016 ABB. Al rights reserved.

Loading ObjectTypeFactoryWrapperCommon. |
e |

& Local ServenS1 - ABB CET for IEC61850 OPC Server - a X

192 168.1.101
127001

252552550
a

o |

gﬂﬁ 2.23 §19819%NALIS Communication Engineering Tool |
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0BYS-02

0BYB-01: /

o
|

0BYS-01!

™
oBYG-01l__ 1 |

BB

sUfl 3.2 Single Line Diagram #si1ta% 1

nuneay 1 WWudulaeusaszning Main bus (@uuu) fu Transfer bus (1&uans) 14

[

Tunsungeshw Yseneumegunsalddndsesunelanimisen 3.1

A13199 3.1 gunsaldmgylu Single Line Diagram visingiaw 1

o

aunsal AasuIY il
0BYB-01 \wosAnUsNINes whsgauazaiuay
0BYS-01 aindnnse whszTawazaiuny
0BYS-02 GRATETR whsyiazaiuny
0BYG-01 dintriaasiu hsed
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115kv LINE NO.1
TO SUBSTATION 1 (EGAT)

$ 2x400 Sq.mmARC

M
01YS-03 ‘J
01YC~-01
P2 W Pt L O1YP-01
01Y5-02 & J%
@\ [+ 01Y6-01 01YL-01 "[LY;
i
[ 5
| o
D1YB-01 1 /- e
bel | Ll e 217210
!’/ ™ mf‘:&mm&}%% Lo
m\'s-d% B B o e B
01Y6-02 '§: 0,50 "
:U OBYP-01
£8 ONLY
>
L]
"
o 1%
O Vi

31]17; 3.3 Single Line Diagram #3n8Lav 2

PUNYLAY 2 Lﬁuéawaqms%’ulWﬂ'uLiaﬁuqq 115kV 9nnstniEhendaduiane

!
v =t

Wifuann iy Useneumegunsalddydeesunglanmisad 3.2

A15199 3.2 gunsaldrdgylu Single Line Diagram wangLaw 2

o

gunsal A185U"Y Wil
01YB-01 \wosAnUsNINes uhszauagaIunu
01YS-01 GelaIln! AIUAY
01YS-02 fnddinsie uhszauazaIunu
01YS-03 AnTinne uhselauazarunu
01YG-01 AIntinoaAy s
01YG-02 AMnvRoaIAY e
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(M
02Y5-03 'J

D2YC~01

fz b
02YS-02
@X

Bt 510
soaF

02YB-011 /
DeB
@/
02YS~-01
02Y6-01

% 1x400 Sq.mm.AAC

% 02YL-01

.
V) 38 115-22k¢
§ 30/40/50MvA
;g Dynl, %Z=7.5/10/125
4
A = |

2x500 Sq.mm. Je Je

XLPE POWER CABLE @[]

12/20(24)kv g

;5‘1]17; 3.4 Single Line Diagram “u18wav 3

wineay 3 TP 1 Judiwveswmdeudasiniii 1 A5uRaveulumsudasliiuseiugs
115kv Tuulnihussdiutiunans 22kv eliiumneias 6 Ysznaumegunsaldfgds

asuelasannsen 3.3

]

A157471 3.3 ’q*dﬂi d1Aey Iu Single Line Diagram #uN8L@Y 3

aunsal Aa5uTY il
02YB-01 \wosAALUSNINGS hseiauaraiuay
02YS-01 dintsinse AIUAL
02YS-02 dnidinsie whseiauagmunu
02YS-03 dindrnse whszTauazaiuny
02YG-01 dindroadnu w13eis
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115KV LINE NO.2
TO SUBSTATION 4

$ 25400 Sq.mmAAC

03Y5—-03

33'!’(2"01
i i W £ 1 03YP-01
Js%

a2 » 0376401, |03YL-01 %
e -+ =
\ T%}‘

£ il
m%

| ?L%%P& 4
03801 1/«»3 1 2158
m‘:sl o S s T

T
mmﬁ s M} B
03Y6-02 ﬁ 10,00 o

31.]17; 3.5 Single Line Diagram #u1g4av 4

wineey 4 udresnssuliibussiuge 115kv anaaniilviges? ¢ Fadu

an1filueuian Yseneumegunsaldidndtesuielasinisied 3.4

o

A137197 3.4 gunsaldrrglu Single Line Diagram vy 4

gunsal AN95U"Y il
03YB-01 \wosAnUININes dhsgiuazmivay
03YS-01 findAnse AIUAN
03YS-02 dindnnsie whszawagamuny
03YS-03 dintsingie uhsyiuaraiuny
03YG-01 dndroadnu whsede
03YG-02 GRIENEhENOM! whseia
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Wl

04YS~03
04YC—01
2] 1T e
D4YS-02
@ =
5 515
BobF
!
04Y8-01 1 /
ocal
@/
04YS-01 LT
D4YG-01
% 1x400 Sq.mm.AAC
% 04YL-~01
P2
P P2 38 115-22kV
30/40/50MVA
(&8 Dynl, %2=7.5/10/12.5
jeagel ’g & PA-H
8 RO
Je Je 2x500 Sg.mm.
® (] XLPE POWER CABLE
12/20(28)kv
Ty & L& JMWWMW

31]1‘7; 3.6 Single Line Diagram vneLav 5

vaneiay 5 TP 2 Wudwvemideuvatinihi 2 Mfuiaveulunmsuuadlitusiugs

[

115kv Thidulwihusesiuliunans 22kv Uszneushegunsalddydsesuneldfmssd 3.5

A1919% 3.5 unsaldrdgylu Single Line Diagram Mneia 5

o

gunsal AN85U"Y el
04YB-01 \wosAnusnNines sz Tanazaiuny
04YS-01 dindsinsie AIUAY
04YS-02 dindinse whsziauagauny
04YS-03 dintdinsie uhsgiaazaiuny
04YG-01 aindrnashiu #1523
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31]17; 3.7 Single Line Diagram #u"gLa% 6

NUULAY 6 LﬁUﬂﬁﬁéJU‘lWﬁ’lLLNﬁu 22 KV AMNEaY 2 WIugesialusnnes

1BVB-01 Tun15tleenunisdnieas uwaznssuaiiu waziing 22kv MAIN BUS 7 1 iedaly

Fmelununang § aely

=1y ’
BUS COPPLER

-

3‘1]‘7i 3.8 Single Line Diagram Augwa 7

wneay 7 18u BUS TIE Tdhdeusaseing 22kV MAIN BUS 71 1 uay 22kV MAIN BUS
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gﬂﬁ 3.9 Single Line Diagram #u18La% 8

vineway 8 1umssulwiiusediu 22 kv annuelas 4 duwesiniusnines 2BVB-
01 lun15U8aiuN158m3935 Wagnseuaiiu wazitng 22kv MAIN BUS 71 2 ieddludmiieluy

fufisne 9 sely
3.3 1As9as19A1unsaeans
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3.3.1  laseadramesuandanas

> = Legend (Station Bus) (MMS)
SCADA System configuration
Interal M 1/0 cable
Avenna d oy Irternal SM 1/0 cable
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Mielay 1 SCADA Server Panel luduvesgszuuanin
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3.3.2  1as9ad1amesusanaLIs

ICD File for IHMI
IEC 61850 OPC Server |
C:\ProgramFiles(x86)\ABB\61850 L <\
OPCServer m,
*OPC Server with 1 sub network icd !
*OPC Server with 16 sub network u:d!

Substation Automation Engineering

CI868 IED Engineering :

Control Builder %

= Export CID/ICD File {—— v N

= Configure CI868 IED Template | —» + {Import CID File CiD Fu!e /
A v

.
|

Substation Configuration | Communication Conflgurauon

{sImport CID File

= Data Set Configuration

*Assign LN to Conductive Equipment
|* RCB Configuration

* GCB Configuration

* Substation Structure

*Single Line diagram

« Station Configuration Diagram
* Feeder Block Diagram

IED Application Engineerin
PCM 600
Export IED Configuration

|
|
!
‘

M = <

Third Party CID File, specified by | m

vendors | /i

Plant Explorer

l
|
|

* Upload SCD File for IEC 61850 l
Connect

H
* Control & Functional Structure
Creation

e

CET for IEC 61850 OPC Server

’W"i * import SCD File
| * Configuration
‘ * |EC 61850 OPC Server

< e + |EC 61850 Alarms & Events
mr (import SED File) +
’

Control Builder for Ci 868 IED

* |mport SCD File
* Download CI868 Configuration
into AC 800M Controller

=P |

PCME00 for ABB IEDS

i

L

e >I * Download Configuration to IED |

it

JUT 3.11 TAseadansieusenemugeniuag

n1sdeansluszuvaadinidnludfazii uduaingudayaly

TUSUASY MicroSCADA Pro SYS600 fiinnsivus ltem Name Wiitelunsindedeans lne
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item Name azlinsanasfussninsgidounmunalifugunsaididnnseiindsaniey Tne
Tdaansiuasizunin PCM600 (Protection and control IED manager) 193 Technical Key
assfunagldilsiduuden (Function Block) annifuazyinisimund wentasa (Address)
ntuagldeoniuas CET (ABB CET for IEC61850 OPC Server) lunnsa$ns OPC 1wy
gunsaldidnnietinddanies uwarldwenduas External OPC DA Client Configuration Tool

‘Lumsﬁmum@iﬂﬁizwammLﬂugﬂﬁdw (Client) Wawaunanula

3.4 n158519519N150UsMNeY9 9 uNTINIUYD I N AL ALY

£ 51 (101] - Object Navigator o X
Ot StondwdFunchon Edt Vew QOphore Jook Hep
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T4 e o AL % 1 751 WGVUNEY REDEM Mot sangind WA AATE 100141 24F_ gereesl
. Node & e Name (ND & I 12 W 1 BS) WSVUNE! REDEM ot samled WAL AATE 100141 2MF 153.0p gereral
9 Obrect Idereiier 0] oo T 951 IRV UNET REDETD Not samgled WAL AATE 100141 2MF 54.0p gerenal
1 OPC Narwe [ON) MW 1 051 USVUNEL REDERD Not samgied WATAAIETQOIALZMF_ I phsts
9 Evert Suce (ES} % WM 1 NS MEVUNET REDEN Not sangied WALAATE Q01 2MF 10 phok
% m 1 1251 NSVUNET REDEN oh Not samgied WALAATE 1G0IATIMF | C1 Op phel
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n Lul 1 1581 NSV UNEL REDETD Ao reciove comr ste M o) Not saogied 1_TRIP_NORMAL
2w 2 031 MSVUNE) BEDETD Auto raciose bockout Man Not sampied 1TRIP_NORMAL
B W 2 151 MBVUNE! REDETD Symehicriomng chech Man] Notsangled 1 OPERATE_NORMAL
[E VS0 4in u 0w 1 251 NSV UNE]  REFEX Divectonal 0/C phase A Backup) Not samgied 1LTRP_NORMAL
EHiln Moscument epats B W@ 1 351 UKVUNE! REFED Drectonal O/C phate § Backip) Not samgied 1L TRP_NORMAL WALAATE 100142 LD0
W W 1 45) NSVUNEI REFER Drechonal 0/C phase C Bach 5] Noltamgied 1 TRI_NORMAL WAIAATE 1002 LDO!
X VM@ 1 551 MRVUNEL REFEX Diectonal aash (o (Bach ) Nolsongied  1TA®_NORMAL WA AATE 100142 DO SPGG!
S1_UNE) 4 ] S1 NSV UNE) BEDEND Bl indstos block s (] SYS.A
S1_LINEY AL it] S1 NSV UNEY REDEMD Al indicaton selectied on wordor 0000 SYS N
[S1_UNEY ALY 0 0 1 651 NSV UNE! REFEX Under vohage step 1 B ackup) Not tampiead TALAAM_NOAMAL WALAAIE 1002 LDO PHPTUV 1 Op penecal
STUNET ALY n w2 1 781 NSV UNEY REFEXN Undes vobage step 2 [Backup! Not samgied 1_TRP_NORMAL WATAAE 1Q0W2 LDO PHPTUV2 Op genera
[ST_UNET ALY 2 o 1 851 1SV UNET REFEX) Over vakage step 1 [Backup] Not samgpind TALARM_NORMAL WATAAIE 100142 LOO PHPTOV1 Op panesal
S1UNET ALY W@ 1 951 MKVUNE! REFED Over votage step 2 Backic)] Notwangied  1TRAP_NORMAL WALAATETQ0IA2 LOOPHPTOV2 Op genersl
STUNETALY WoW 1 0! MBVUNE! REFN T dolayec (CE Fod) Notsargied  1TAIP_NORMAL WAIAAIE1G01A2 LDD CCBRERFY Opkx geresal
S UNETAL? 15 S1 1BV UNE!  REFEX 0 SAGR_FORMSFPEIN_3
s AL 1 $1 11V UNEY  REFEX o SAGR_FORMSFFBI1_T3
v S1 1V UNEY  REFEX 0 SAGA_FORMSFFRIL 39
"’ S1 NSV UNEY REFEX Alwm ndestor block ng: 0000 SYS A _J
” $1 MSRVUNE! REFEX Alwmndcao selected on mord 000 SYs A
0 m 2 251 MV UNE! REDEN Backup Pletwy DT laind Not sampied T ALARM_NORAMAL WALAATE 100141 LDO SPIEGGI02 ind stV ol
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JUN 3.12 msafesrenisiudsnifeadeddunisvhauresseniuisild

lumsafresenisfudsiitisadeslunsiauniegndona dwiuszuvanian/
wendule luszuveslnuduvesaandlwingos aldlusunsy MicroSCADA Pro SYS600 Tag
sudeyaszUsznouluse Attribute fadeludl

- LN (Logical Name) e Jovadngusiauys

- IX (Logical Index)  Aa siuvdaniszysuUsieglunguuasduys

P~ v

- Ol (Object Identifier) Aig AITEYMLMLIUBITILUTAITY

'
I IS v

- OX (Object Text)  AD UYBUBIAILUS Fansaiiu Point Name Tu 1/O List

e 2
ca a v

- EH (Event Handling) Aa fMdan1singnisalfiigitasiumuysi

- IN (Item Name) Ao Teldlunsdeureiu OPC
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MIa3 193U TYALB198m 1/O List NUsznaulumednusndrAgildlunisih

s¢39 wuseanu 5 wila laun Mwusaniue (Status) fuusiaufounistesiu (Protection),

AUsudaiou (Alarm) A2uUsAnds (Command) wazdusannisialasldiniiesimes

(Measurement) saianadusnagaieausdnlunised 3.6

A7 3.6 F§9E9 /O List

rocess Table, I/0 List

Document no.

rocess points description

MicroSCADA process database

definitions

ISubstation / Bay / Device Name Point Name Status LN IX
;rignal Type : Status

;1 115kV LINE1  02YB-01 1YB-01 Status Close / Open S1_LINE1 CBO1 10
1 115kVLINEL  02YS-02 1YS-02 Status Close / Open S1_LINE1_DS02 10
1 115kVLINEL  02YS-03 1YS-03 Status Close / Open S1_LINE1 DS03 10
1 115kVLINEl 02YG-01 1YG-01 Status Close / Open S1_LINE1 ESO1 10
1 115kVLINE1 02YB-01 Control Set On Local / Remote S1 LINE1 ST BAY 10
1 115kVLINEL REF630 43SC switch selection Sub / CSCS S1_LINE1 43SC 10
I;ignal Type : Protection

I;l 115kV LINEL  RED670 Distance relay zone 1 (Main) Normal / Trip S1 LINE1 ALl 10
1 115kVLINEL RED670 Distance relay zone 2 (Main) Normal / Trip S1 LINE1 AL1 11
1 115kV LINEL RED670 Distance relay zone 3 (Main) Normal / Trip S1 LINE1 AL1 12
1 115kVLINEl RED670 Distance relay zone 4 (Main) Normal / Trip S1 LINE1 AL1 13
1 115kV LINEL RED670 Distance relay phase A (Main) Normal / Trip S1_LINE1 _AL1 14
1 115kV LINEL RED670 Distance relay phase B (Main) Normal / Trip S1 LINEL ALl 15
1 115kVLINEl RED670 Distance relay phase C (Main) Normal / Trip S1_LINE1 _AL1 16
1 115kV LINEL RED670 Distance relay earth fault (Main) Normal / Trip S1 LINE1_AL1 17
1 115kVLINEL RED670 Synchronizing check (Main) Normal / Operated S1_LINEL1_AL2 13
1 115kV LINEL REF630 Under voltage step 1 (Backup) Normal / Alarm S1 LINE1_AL3 10
1 115kV LINEL  REF630 Under voltage step 2 (Backup) Normal / Trip S1 LINE1 AL3 bl
1 115kVLINE1 REF630 Over voltage step 1 (Backup) Normal / Alarm S1 LINE1 AL3 12
1 115kVLINEL REF630 Over voltage step 2 (Backup) Normal / Trip S1_LINE1_AL3 13
;ignal Type : Alarm

:1 115kV LINEL  RED670 Backup Relay DC failed Normal / Alarm S1 LINE1 AL4 10
1 115kVLINEl RED670 General DC supply failed Normal / Alarm S1 LINE1 AL4 13
1 115kVLINEl REF630 50BF Initiate Normal / Operated S1_LINE1 _AL4 16
1 115kVLINEl REF630 Low Gas Pressure Alarm Normal / Alarm S1_LINE1_AL4 17
1 115kVLINEL REF630 Low Gas Pressure Lockout Normal / Lockout S1_LINE1_AL5 10
1 115kVLINEl REF630 CB DC supply Fail Normal / Alarm S1_LINE1 _AL5 11
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51 115kV LINEL  REF630 CB AC supply Fail Normal / Alarm S1_LINE1_AL5 12
51 115kV LINEL  REF630 DS3 AC/DC Supply Fail Normal / Alarm S1 _LINE1_AL5 16
51 115kVLINEL  REF630 ES1 AC/DC Supply Fail Normal / Alarm S1_LINE1_AL5 17
51 115kVLINEL  REF630 Trip circuit supervision 1 (TC1) Normal / Alarm S1 LINE1_AL6 10
51 115kVLINEl  REF630 General AC supply failed Normal / Alarm S1_LINE1_AL6 14
51 115kVLINEl  REF630 General DC supply MCB off Normal / Alarm S1_LINE1 _AL6 15
ISignal Type : Command

ISl 115kVLINEL  02YB-01 1YB-01 open execute command S1 _LINE1 CBO1 13

1YB-01 close execute
51 115kVLINEL  02YB-01 S1_LINE1_CBO1 14
command = =

1 115kVLINEL  02YS-02 1Y5-02 open execute command S1 _LINE1_DS02 13
1 115kVLINEL  02YS-02 1YS-02 close execute command S1_LINE1_DS02 14
1 115kVLINEL  02YS-03 1YS-03 open execute command S1 _LINE1_DS03 13
1 115kV LINEL  02YS-03 1YS-03 close execute command S1_LINE1_DS03 14
ISignal Type : Measurement

;1 115kVLINELT  02YC-01 Current phase A A S1_LINE1 CT 10
1 115kVLINEL  02YC-01 Current phase B 51 LINB: ar 11
1 115kVLINE1  02YC-01 Current phase C A S1_LINE1 CT 12
1 115kVLINEL  THDI THD Current phase A % S1 LINE1 THDI 21
1 115kVLINEL  THDI THD Current phase B % S1_LINE1_THDI 28
1 115kVLINEL  THDI THD Current phase C % S1_LINE1_THDI 29
1 115kVLINEL  THDV THD Voltage phase A % S1_LINE1_THDV 27
1 115kVLINEL  THDV THD Voltage phase B % S1 LINE1 THDV 28
1 115kVLINEL  THDV THD Voltage phase C % S1_LINE1 THDV 29
1 115kVLINEL 02YP-01 Voltage AB kv S1 LINE1 PT 16
1 115kVLINEL 02YP-01 Voltage BC kv S1_LINE1 PT 17
1 115kVLINE1  02YP-01 Voltage CA kv S1 LINE1 PT 18
1 115kVLINEL  02YP-01 Frequency Hz S1_LINE1_PT 24
1 115kVLINEL PQ Active power P MW S1_LINE1_PQ 20
1 115kVLINEL PQ Reactive power Q MVar S1_LINE1_PQ 21
1 115kVLINEL  PQ Power factor S1_LINE1_PQ 23
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{8 (201911201 [NCC | Staton 218 Status of station 218 THigh siarm Ack
2019.11.291__[NCC | Stabon 217 tatus of stason 217 Togh sbrm
[10[2018-1120 1 _[NCC | Staon 216 |Sahus of a0 216 | Hgh serm A Vi
11201911201 [NCC_| Staion 215 |Swtusol staton 215 | High slam 3 \ y
12[2019-11:20 1. |NCC__| Stavon 214 | Stetus of staton 214 Highalem | e 2 T YOO, G Y &Y 2
13]2019-11.201_ |NGC__| Staton 211 Status of 51ab00 211 Figh slerm ~
FLEETING ALARMS. Couclia 8
tion time. Bay Object Text Status. -~
-29 1 | Station Stetus of station 222 [81] | Nomal
291 [Station Status of staton 221 [BI] | Normal
1  Station Status of station 220 [B1] | Norma
EF Staon__ Status of staion [ o V&
1 Station Status of Station
Stabon
Station
Station
Stabon
Staion
“Stabon_
Station
Station

Status of

tatus of station 203 [Bi]

tatus of staon 202 [BI]

Status of station 201 (B]]

tatus of station 10 (8]

3.6

-9

tatus of station 109 (Bi]

5UN 3.28 udulodmiuuens Alarm
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euduledmiuuans Event findu lnsuanamanisaliliniu nwaruos
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6. Visual Equipment Inspection

6.1 Hardware check list

Speciﬁcation

| Make sure that the hardware in station level complies with the specifications of the ofer.

1 Computer server

® SCADA Server GS

- 1U Rack PowerEdge R340 Server
CPU Intel Xeon Processor E-2124 3.30GHz,8M
Cache,4C/8T,
RAM 8GB 2400MT/s DDR4 UDIMM

- IxHDD1 HS/HZOORPM 3.5" SATA Hot Plug/
(RAID1)

- Redundant Power Supply 350 Watt Hot Plug/

- Optieal Dnve 8x DVD+/-RW S!\TA/

- Windows Server 2016 /

Manufacturer : DELL

Quantity : 1 set

® NMonitor

EN-< “TV100-
LED 18.5™ Momitor 052.
Manufacturer : DELL P1917s
Quantity ;| set
® Mouse and Keybord
Manufacturer @ _DELL V-sﬂ %O rdu, i_/ ]

Quantity : ] set

JUT 4.1 f9819T18N1IATIRED USRS
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6.2 Software check list

Test number Software installations
Make sure that the following software is instalked in the HMI compater
Section Equipment Serial no. Pass Remark
1 Windows Server 2016 64bit 00377- -00451- ; /_‘I"
| A o B
“"';'“ :\‘mdo\\ sl() l’;ofcssional 64-Bit : : 00391 -00000- : ,}

3 MicroSCADA Pro Control system SYS600 9.4 FP2

4 PCM600 L7

JUN 4.2 fM981518MINTINERULENAIS

4.3 WANITNAFBUANINADIYDINITINNBIAUYS
lumsmesouaugndesveinseedeiinls wldnisdrasser dedlmadelunas
Sravamansuuuy tneefiiu Alarm agvhnisdsdaiasaenistdans Simulation dofu
wiadiuea (Terminal) AMULUY 1OEA993 LLﬁ'sﬁ’aLﬂmdwﬁﬁﬁuuuanm’rjwmqﬁuﬁmmwmﬁdqm
w3oly NIMAFUiELAS Y Omicron axldvaeudimsuderudaiiou Protection Taanas
T1asAMIndnTzLaliy tIsussnuliuaziAinnIThduAsunIoly srudsdedygyiu
Measurement IfiagAnainszuuanauazisuieutuminestinosfifnmdining siuds
dnsinaindiinihg Wedraosnsila/Aaaindsng qimieeuansransmuvgviels

v W 9 1 ¥ v a L3 nﬂ' (% 1 o n.'/ t:lo'/
wazn1sly Simulation Box Aald1AumIsiad eSuAmIM&IN&IaInsyuvanInn
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Process point description

MicroSCADA

tem Du1a formay decripton — Criteria Display ] Control [ Event | Al
no. Sub.Name Bay Name Object Description List L=t
Status
1 St 115V LINE1 DTT switch status Off 7 v
On v Z
2 st MSKVLINET 87L swich status £ Off v 5
R On [ %
3 St 115V LINE1 85 Carrier Cut-off switch Off v v
On Vv v
4 s1 115V LINET 79 Auto Redosing Switch Status off & 4
On v IV
5 S1 118kV LINET Sync. selector cwitch status i Normal ¥ G e
Manual i £
Auto Vv g
Alarm
1 S1 118kV LINET REDE70 Backup Relay DC failed Nommal / Alarm "4 v 57
2 s1 115kV LINE1 REDE70 Backup Relay IRF faled Normal / Alarm / N4 v
3 St 115KV LINE1 RED670 DC MCB off (backup) Normal / Alarm v 7 v
4 S1 115kV LINE1 RED670 DTT Status TELE Normal / Alarm Vv 4 Vv
5 51 115V LINET REDE70 Carrier Receve TELE Normal / Alarm v~ v N
Protection
St 115«V LINE1 RED670 87L Diff. Prot. Start (Main) Normal / Trip v o v
2 S1 115<V LINE1 RED670 87L Trip Phace A (Main) Normal / Trip v 4 V4
3 St 115<V LINE1 REDE70 87L Trip Phaze B (Main) Normal / Trip A v e
4 St 115<V LINE1 RED670 87L Trip Phase C {Main) Normal / Trip / 7 7
5 St 115<VLINE1 REDGE70 Distance relay zone 1 (Main) Normal / Trip / oy v
6 St 116<V LINE1 RED6E70 Distance relay zone 2 (Main) Normal / Trip v v v
7 St 115«¢V LINE1 RED670 Distance relay zone 3 (Main) Normal / Trip / v Ve
8 St 115V LINE1 RED670 Distance relay zone 4 (Main) Normal / Tnp. v W/ [V
9 St 1155V LINE1 RED670 Distance relay phage A (Main) Normal / Trip > S a
10 St 1155V LINET RED670 Distance relay phase B (Main) Normal / Trip ot / P
11 St 115V LINE1 RED670 Distance relay phaze C (Main) Normal / Trip ¥ § VA v
12 S1 115kV LINET RED670 Distance relay earth fauit (Main) Normal / Trip Vv v A
13 St 115kV LINE1 RED670 Distance relay SOTF (Main) Notmal / Trip o o L/
14 S1 115kV LINE1 RED670 Auto reclose operate (Main) Normal / Trip v v s
15 1 115kV LINE1 RED670 Auto reciose lockout (Main) Normal / Trip "4 v S
16 S1 115kV LINE RED670 Synchronizing check (Main) Nomal / Operated |/ v B
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Process point description MicroSCADA
Nom anf format description Covida Display | Conva Event | Alarm | Remark
no. Sub.Name BayName Object Desoription List List
Status
1 St 115V LINE1 1YB-01 Breaker position indication Open v v
Closed v /
2 St 115V LINE1 1vs-2 Dizcon. pocition indication Open v /
- s 0 _ Closed v B G
3 St 115V LINE1 1vS-03 Discon. position indication Open v v
I : =i S = o
4 St 115V LINE1 1YG-01 Earth sw. pesition indication Open v 7
Closed Vv o
5 $1 115V LINE1 SO0BF Switch Status oft v v
On v v
6 S1 115V LINE1 __ Control Set On : Local o A 5
Remote v "4
7 51 115V LINE1 Selector control status suB v v
SEnchoyodin/iseokndi S in SR e 7 -
Alarm
1 S1 115¢V LINE1 REF630 SUSF Initiate Normal /Operated | ./ A Vo
2 St 115<V LINE1 REF630 Low Gas Pressure Alarm Normal/ Alarm e e o
3 S1 115¢V LINE1 REF630 Low Gas Pressure Lockout Normal / Lockout v 2 v
4 S1 115«V LINE1 REFB30 CB Spring Charge Failed Normal/ Alarm v v V4
5 S1 1154V LINE1 REF630 CB OC supply Fall Nomal / Alarm v { v
6 51 115«V LINE1 REF630 CB AC supply Fail Normal / Alarm Va4 ;/ v
T S1 1154V LINEY REF630 CB Ready (Backup) Normal/ Alarm g v v
8 s1 1154V LINEY REF630 DS$2 AC/DC Supply Fail Normal / Alarm o v v
9 S1 115V LINEY REF630 DS3 AC/DC Supply Fail Normal / Alarm v o v
10 s1 115&V LINE1 REF630 ES1 ACDC Supply Fai Normal / Alarm v v v
1 s1 115kV LINE1 REF630 Trip circuit supervision 1(7C1) Normal / Alarm v [V v
12 st 115kV LINE1 REF630 Trip circult supervision 2 (TC2) Normal / Alarm v P v
13 S1 115KV LINE1 REF630 Main Relay OC failed Normal / Alarm f 4 v
14 St 115kV LINEY REF8B30 Main Relay [RF failed Normal / Alarm v v v
15 s1 1158V LINE1 REFBE30 Genaial AC zupply failed Normal / Alarm v v e
16 S1 1150V LINEY REFBE30 General DC supply MCB off Normal [ Alarm e - ./
17 S1 115kV LINEY REF630 General PT MCB off Normal / Alarm s v v’
18 S1 1150V LINE1 REF630  p~ -Genasal PT MCB 115V Normal / Alarm v v s
19 s 1150V LINE1 REF630 / General DC supply Circuit Fail Normal / Alarm Vv v v
20 s1 1150V LINE1 REF630/  Lockoutoperated Normal /Lockout | w L%
21 S1 1150V LINE1 REFG:{! Trip Transfer Status Normal / Alarm V' v v
22 S1 115hV LINET REF6F0 RED670 PT MCB off Normal / Alam e v J
23 S1 1150V LINET REF?AD REFB30 PTMCE off Nomal/ Alarm v v v
/
L 1
e Lamp
Process point description MictoSCADA
Rem Dnl.- format description ; Py 4 Oiloy | Comtra Event | Alarm | Remark
no. Sub. Name BayName Object Descaription List List
Protection
4 s1 115<V LINE1 REF630 Directionsl O/C phase A (Backup) Normal / Tnp v / v
2 S1 115V LINEY REF630 Cirectional O/C phase B (Backup) Normal / Trip v v v
K} St 115<V LINE1 REF630 Directional O/C phase C (Backup) Normal / Trip v " v
4 St 115¢V LINEY REF630 Directional earth fau (Backup) Normal / Trip Vel v e
5 S1 115V LINE REF630 Under voitage step 1 {Backup) Normal / Alarm Vv v 7
3 st 1155V LINE1 REF630 Under vdtage step 2 (Backup) Normal / Trip \/ I/ L/
T s 115cV LINE1 REF630 Over voltage step 1 (Backup) Normal/ Alarm v v 7
8 St 115V LINE1 REF630 Over voltsge step 2 (Backup) Nocmal / Trip v o v
9 S$1 115kV LINE1 REF630 Time delayed (CB Fail} Normal / Trip Ve \/ e
Controt
,,1, : §1 it ISKVV LINE! 01vB-01 Eledugxew!e commvxdr e AT
L %4
2 St 115kV LINET 01vS-02 Disconn. execute command v v
= ' : S 5 % W |
3 S1 115kV LINE1 01YS-03 Dizconn. execute command 74 i
Vel
4 S1 115KV LINE1 01YB-01 Auto reciose execute command v v
A v
5 s1 115V LINE1 01YB-01 ,.v.aﬂﬂkeh Cb.'ﬁ b B
2xeeute Commahd Clzed v v
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Dwrplay
tem | Data format descrgtion e e ] S Remark
no, [ Sub.Name BayName Object Descnpton l
M easurement
1 St 115V LINEY cY Curentphace A 2% 3Co 36\ oo
- ) = 1839.7 | 3%0.%
% 11%02.0 | 1goz.1¢
2 81 115KV LINE? cT Current phase 8 2% ag 0 3@ 00
i so% 18399 J00.09
% [1%02.7 | 1802.70
3 s1 1150V LINET cT Curent phase C 2% 360 3900
il 8392 | B
o |1802.3 | 1p02.52
4 51 1156V LINES PT Voltage A-B 90% 10345 ,03 ¢ 44
o |irg. g0 | 1K, 93
o 2640 126 42
5 s 1156V LINEY PT Valtage B-C 0% 103_ 4,0 ‘03 4_’
ok Ina 32 | 14,90
W B 4 17¢.30
6 s1 115kY LNET PT Vorage C-A a% 103, % 103 . 44
100 14, 97| 14.3¢
110% 'ZG‘ 4‘0 'Z'; 47
7 st 115KV LINEY PQ Active power P -50% ~-179. i -[73»2_{;
Ay W |19, 1| 179523
4 | b 20 o Y e b 0
b 368. 2 | 35%. 52
s1 115KV LINEY PQ Reactive power Q -50% ~]7a, 1 ,’79 ls
§ om 2 179. 1_1179.23
S e 1 2 w20 AL M)
o~ — =~} 7R M
8 s1 115KV LINE? PQ Power factor cogj cosll) _D 001 0 00
CUTY (e ;im0 1°7 I ¢
cok1s0) | -0.367 | -0 87 :
10 s1 115KV LINET PT Frequency | 45 45 45
\\ = ) " 5o 50
55 55 73
Display
ltem Data format description (W= METER SCADA Remark
ne. Sub.Name Bay Name Object Dez cription
11 St 112V LINEY THDI THD current phase A 522% \S‘ 27 S 2’7
23.67% 23 Qs 23 ga
12 s1 115KV LINEY THDI THD eurrent phaze B 522% 5 34 S 34
mon | 23,60 [23.69
13 51 115V LINE1 THD! THD cutrent phaze C 522% 6‘ 25 5 ZQ
23.67% 2_3- Qo 23 6‘8
14 St M“q%vmm THDV THD voltage phaze A 522% S, ZC e _25 :
23.67% 9% . 6% 23, 2 0
15 S1 115V LINE1 THOV THD voltage phace B 522% 5 23 S 7.7
A 133.69 170,67
16 s1 115«<V LINE1 THDV THD voitage phase C 522% J % 27 S 27
e 193.94 123.7h

3U% 4.3 fMedrasenvageu 1/O Signal
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4.4 Nﬁﬂ’]’iVIﬂﬁE]ULE]‘ULSSJ‘lE]
4.4.1 n19nagau Alarm ag Protection Point
oudulovzuanina Alarm wa Protection Lﬁalﬁmmqmiaimmﬁmﬂﬂa N

SUM 4.4 wiesuanslumii Alarm List fagufi 4.5

Y

JU# 4.4 n1snadeu Alarm Uag Protection

# Activation time... Station Bay Device Object Text Status
1 12019-12-131... | S1 115kV LINE1 RED670 Distance relay phase C (Main) Alarm
2 |12019-12-131... |'S1 115kV LINE1 RED670 Distance relay phase B (Main) Alarm
3 12019-12-131... | S1 115kV LINE1 RED670 Distance relay phase A (Main) Alarm
4 |2019-12-131... |S1 115kV LINE1 RED670 Distance relay zone 1 (Main) Alarm

gﬂﬁ 4.5 uansanuy Alarm 7Aatu Tu Alarm List
4.4.2 n1snndaau Control Point

N13NAEeUNISARUNSAlARABNIUSEULANIAT andnTigunIninifedns

A9 UARINTENY Switch control Fuanlvinadsa Aagun 4.7 uae 4.8
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Switch Control

Object identification
S1115kV LINE1
TvB-01 (LN=S1_LINE1_CBO1)

Main |
Object status

Switch state: Closed
Object is simulated

Switch Control

Object identification (i) ’ e __]

S1115kV LINE1
1YB-01 (LN=S1_LINE1_CBO1)

Object status

| Swatch state: Open
= Object is simulated

JUA 4.7 wiene Switch control dmiu Close gunsaifingie

4.4.3 NISNAEBUNISHEAINAAT Measurement

YINITNAADUAINLAAIUUNLIDENTIA VUL AIAIINLATDS Omicron
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