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ABSTRACT

At present, the data and information storage management systems are from both
public and private sectors. Which has multiple storage structures. It makes difficult to access
to the stored data. The system developers believe that data storage should have the same
structure and standards for access to data faster and more efficient, therefore developing
the API Services for data control and management by using spring boot framework and used
CKAN system which is a data management system that is popular in foreign countries and
uses KeyCloak to help to manage the members of the system and security. For developed
APl Services running on the OpenShift Container Platform, data running on -various
containers is stored in GlusterFS. All APl will access via 3Scale, used to manage APl access.
And the system checks running OpenShift will be stored in Elastic Search and use Kibana
as a GUI to check the operation. In finally The Data Control and Management can manage

users and store data in the same standard structure.
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anunsaiiunaauUAlu I6iki1u extension 94 extension WwungRuTUsiaadiAgafuUsL Open
Data @1115014 CKAN ¥ portal lfazainuazsinisr dwmsudeyadianunsaieunsun CKAN 143
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m‘wﬁ 2.2 CKAN Feature
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i DataStore CKAN
PN AL : ]

z &3 f

.

\ Models
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System
1 Database Dotagiore [ PostgresQL

i s NS

mwﬁ 2.3 CKAN Architecture gy Extension



2.2 Spring Boot

e

Spring
boot

mwﬁ 2.4 Spring Boot Logo

Spring Boot tdu Project @1 Spring Framework figaevinliiaun Application 165301372
Fulpeilnis Config Areqlionlud® wazfinisilsd Tomcat Server Livilvnsauvinaumesiies

— :
L —=— e e
aEE T2 Sprng
Java EE ¥ Sprin
: A : : Spring boot
Java Enterprise Edition Spring Framework Gzhy?ﬁa%’wr\)/\/ bgA e
(Java EE / J2EE) L gedulgannuazaniu 2 elialely ';f Ho
Jakarta EE ; AN5a%99 Web application Spring Framework (ALT9YU
Java s5uen fiiy Library (aganlaseadneiiug i) : e Auto Configuration
AT . : o o v 3 e Embedded Server (Tomcat)
LgafiunNIsyin Web - e Config g4g1n Fudou : oy T A SO
Application .o rioninluFuuu Server 1oy gneluiSos Dependency
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\VEAA — el | (S |Gl of
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2N 2.6 57882L88AYBY Spring Boot
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AN 2.7 @aantnenssy Monolithic wag Microservices
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2.3 Rest API way Restful API

g Typical HTTP Verbs:
Rest API BaSlCS G%.e;ti Read !'rfv'wx Database
PUT -> Update/Replace row in Database

PATCH -> Update/Modify vow in Database
POST -> Create a new record in the database

HTTP DELETE -> Delete from the database
?‘ GET Database
; N /allUsers 5
i > Rest API :
:E O HTTP POST Recieves HTTP
N + /newUser requests from r
T ————| Clients and does
N
S / HTTP Vv:/ehec;ltsevfeer c":g;:: ¢ Our Rest APl queries the
PATCH s database for what it needs
/updateUser, 4
Response: When the Rest APl has what it
& needs, it sends back a response to the
clients. This would typically be in JSSON
Our Clients, send HTTP Requests or XML format.

and wait for responses

mwﬁ 2.8 Rest API Basics

REST 113910 Representational state transfer @21 APl 11910 Application Program
Interface 1ag/fi REST Dugvuwuuresaninenssurenduas 7 Roy Fielding Ph.d lefeSunglilu
Inenfinug doudd A 2000, 1lu “gUuuuanndnenssn” Alduseloviannelulad web
protocol wieldlunisashe Web Service

Architectural prdperties YoMNUAUBY REST architectural style 171%& 7 Usznaulume

1) Performance: Uszansninlunisisnau

2) Scalability: fanuanunsalunisusuvenelavilvaunsasessuaiulssnauinuiuuin

3) Simplicity: AIwSeUieveBumesmefinioui

8) Modifiability: Aawanusalunsusulasudiudssneusiianauausininudeinisd
Wasuwas (Wiluvnsfinenndiaduyhauey
5) Visibility: m’ﬁiJEJﬂLﬁumi%’eJaﬁSWdN Component WU Service agents

6) Portability: $1emani1slondreluaiutes Program Way Data

7) Reliability: Asndedslunisiumunnudumarlussuy

RESTful Web Services (RWS) il REST architectural style {ufidnfulude RESTRuL
web services (RWS). RESTful Web service auaalszuu Request uazidnfis Resource UuIU
Tneldgaendaiifmuniailiamidn Inefinislinouresssuudld REST avag uui ugutes
Hypertext Transfer Protocol (HTTP). Request agaaf1ualues URI 7R wATLDT response
nduuu Payload Tuwuy HTML, XML, JSON w3 format 3u 9

RESTul Usznaulusae Client i 919111 Request resources way Server i1y
T#u3n13 Resources

e

'
a

Architectural constraints of RESTfUL API 1 6 Tarfmunves RESTIul API §efie1duds
ddnylunisadne RESTFUl APl aumnsgudavilidasenisiaun wasviliduiisensu



1) Client-server architecture: Client lﬁﬁﬂLfJuﬁaﬂifaﬂiLﬁmﬁU Business logic n1elu Ll
futiieafunssafiutona dau Server fivtiniiifiu Resource uagliisndusiosdelsifeaiu
Ul Frontend #38an1usvasi3en

2) Statelessness: @1 Request U Response 917 Server WALAN

3) Cache ability: @13130 cache response & 113 Response EABIAWITAANUALATD
2y Cache n3alai latiaafulallsf User w3e Client Te¥udayai

4) Layered system: Un@ Client laji'iwﬁﬁwmwﬁammfu IfFeunalnensafu Server
Uanena viselugsnnanedu q seminams, Server finanmsanansadiuuginnuanunsalunis
veneszuuld nen1slda1unisin Load balance

5) Code on demand (optional): Server ansaveneldiang1a uiausuusinisinau
84 Client 16 fiaeg1aidu vi client-side scripts T JavaScript k

6) Uniform interface: foidudoddnyasfiuanszning REST API uag Non-REST AP Ty
wandliiiufeisnsiiasnedy Server InglardefsUssianvesgunsal wieussanves
application Uniform interface lausneanludn 4 989

6.1) Resource-Based: wu API/users

6.2) Manipulation of Resources Through Representations: wdle User get user_id
%50 Request list of users AN Delete %38 Modify user

6.3) Self-descriptive Messages: Wsiay Message ﬁ‘ﬁayjaLﬁmwaﬁ%ﬁwma%ma%%ms
Process message Wial# Server ¥n1siiaszsilding

6.4) Hypermedia as the Engine of Application State (HATEOAS): Fufusosd Links
dm3unn q Response Lt Client anunsadumlding

Standard operations: GET, HEAD, POST, PUT, PATCH, DELETE, CONNECT, OPTIONS
and TRACE

agUléin REST 1usUuuuvesanniingnssugeniuas filfuseloviannmalulad web
protocol it o4 lun15a319 Web Service gugf RESTRul sTnld il 081989 Web Service 714
anUnenssy REST

REST Wunsyurunsan1dnenssu %39 architectural paradigm.

RESTful tumsld wieonstvanrlnenssy %I using that paradigm.

2.4 Kubernetes

kubernetes

AT 2.9 Kubernetes Logo



Kubernetes %30 k8s 1ulwanwasuuuy Open-Source mmumﬂwmsﬂgummmm
Fifendosiu Linux Container annsavilalnednlud annsvuiunisindmievensuenndindu
A5uvu Container n3ananladn Hreliinwauraiunsasi Cluster nauvosload sy Linux
Container 1§ wae Kubernetes fdundasusmssanis Cluster wantudmiuldauuy Public,
Private uag Hybrid Cloud laagnsazamnsaniiiasfiusednsam

Kubernetes gniiaiuiuageaniuulaglrinsain Google Faduinimunfiuusng s
welulad Linux Container 1114 Aeunthil Google Tdunannlosy Bore lunisusnsdnmsnin
2,000 &1 Container fignad1atuluurazduai douflaztuszaumsaiiilduianndesonu
Kubernetes Lilou3n33nn13sguu Cloud V’T“wm’l,uﬁwﬁu

Fmsuusenditmalulad Container 1lduuds agnuiuenndinduuy Production
sinfimsifeusianateq Containers i1deiu s Containers idsusingninssuumanys Toad

Kubernetes 2sL0111978U58@1UA15%1974 (Orchestration) Wazu31159an1s Containers
mmsfnsauaznsveneszutluewan dwaliiniruaninseadwenndinduiideusonats
Containers Wde i fMvuANITeueeg §1113aTeN832UU wasnsRaeun syuauals
agaie fiddfeanunsonidumasingg lalaednluds

Node

containerized app

Deployment

Master

node processes

Kuberneters Cluster

m‘wﬁ 2.10 Kubernetes Cluster

Cluster fianguu3 server 7ito11%¥1970 container fian13i k8s 11ASEU cluster 1o1lF
iasiowdu server Tugjq 1A3oaiien laefida kés azdanistiesiteslsvhauegiiluu lu cluster
UsznouRiY master Waz node Unii Ing master §1t17dnn15 node dpevoglstne an
deploy #9971 master wazwAay node il process e kubelet L3neiu master uagdl
docker Tusuiiasu container

Deployment 1w configuration 7 13@3$19m3 a8 wmav app wazuenin app 8913
961413 (M3MuA desired state 184 app) 1087 k8s azweremqualsitduluniu config
naaAIan (self-healing) aad1e deployment wiarmun config uda k8s Azvhn1sasiauasien
wewmdtadulivhauegludsfifendn Pod



IP address

volume

containerized app

Pod 1 Pod 2 Pod 3 Pod 4

n’!‘wﬁ 2.11 Kubernetes Pod

Pod Lf’qu'gama nmam‘lumﬁm k8s object mwuﬂamaa container AU resource
maqmmﬁ]uawmu container ‘uuq L1 Storage, Network ip L@ Fufu config mmm 821U

container

Node

Pod

volume

containerized app

node processes

mwﬁ 2.12 Kubernetes Kubelet

Jloda Deployment 7ifl config 184 pod 1nlUuds f master vae ks Avgludanisies
1 pod azdesluegii node axls i pod tesfiaxdl Lifecycle Tn Deployment azdiuin1siails
finqua pod T wauwhiirmuals

Replica Set Aia moudias deployment tilulu k8s uanaInazase pod uddeasne
Replica Set T unndae wi1findnues Replica Set Aavinls pod fiduuiiuiivenlinaen
FI08199U #8301 pod my-app aviun 4 replica §13iAiu # Replica Set gsinsauiia dndl
toaninfiazadradinds (self-healing) UonaNALUBNT IR Replica Set §9vi Auto Scale 16
WU 1 CPU Usage LAu 80% 1#a3149 Pod \fiudn (Horizontal Pod Auto Scalers %158 HPA)

Deployment = Replica Set + Pod

1 Deployment ¢l 1 Replica Set uaxdl pod 1# 1 uuu usfivanee pod la1nn1s scale

1 Microservices = 1 Deployment

Insun@iuda Pod 93d Life cycle ¥09AuLaY A M1 node Mg AYN91U Replication
Controller 98154511974 pod wiarud g Tngasnere1uviia1y desired state 7
fvunlflaglifesauladn pod waiuazeyi node luu



Service tJudafingnenu abstract inegfieauaaly pod aunsavgaritnulalaglsl
dawansenuiu Front-end wasvihfifiddydnagnafieviinis routing léwn13luds pod Tigndes

Deployment

m‘wﬁ 2.13 Kubernetes Service

widusiaz Pod awdl Unique IP usi IP wduuaegldiuegudnielu @1 Service agvimihd
Group #a189 endpoint ¥asifag Pod Tilia endpoint Lie)
Kubernetes i Service type T¥idan 4 Uszian lagagaduisfiennuinnsievsdiias

Ussnnlann
TVGL\‘FKC

proxy

-

Sevvice

B o e

ﬂ’lwﬁ 2.14 Kubernetes Cluster IP

1) Cluster IP faf83n13 expose Service wisldiunely lanunsadnddldanateuen
WU AB3n13a31e Service §1utaya lae Client lalanunsnilengiudeyalnenss asdoaioniy
back-end Ao 39 back-end AAnsafug udoyaniunis Cluster IP 1 uideaglu network
\Aeafiu
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Service
7
N

vm

Port 30000\ port{30000/ Port 20000

mwﬁ 2.15 Kubernetes Node Port

2) Node Port #ian13 expose service aantudlanatsusniagld public IP ¥8s Node ii
y9 Cluster tuag usaziinisivun TCP port UUU random 33313 30000-32767 (@11150
fmundedld winn node dosil port Aldaulfuazdeseglugag 30000-32767) mnis1vhinig
re-deploy service i U848 port magmﬂﬁauuﬂaqléf TR Ao @11130 expose 1 client 1
e Faide fio &1 IP 289 Node Waeu client AaziSen service laild

Traf{ ic

g\_oo\é %o\qncer

Sexvice

ke
Pod Rod Rod

~Uuoei neis s JSTES

m‘wﬁ 2.16 Kubernetes Load Balancer

3) Load Balancer Iag Services finaniundnefuiiufinnsvih Load Balancing BYUATD LA
\Uu Internal Load Balancer vsngAuivng Pod 7i label A39iU selector 484 Service A¥ld5U
load 1119 fu &9 Service aviduianszatseiu uddndu Type vea Service #4911 Load
Balancer 9¥n@13814 External Load Balancer 318a11171 Load Balancer wsazduazlasunis
assign public IP ¥4 client Wialdlaeazdudnumeas Fixed IP Famungd1miunis expose
Service wi ol client 3anldlauuszuy production 18f Ae awnsaivuady Static 1P 16
5895 Protocol YngULUU 1Wu HTTP, TCP, UDP, Websockets, gRPC 498y Aa Cloud Provider
#89 Support Layer 4 Load Balancer (e.g. GCP, AWS, Azure) A93318A1 Public IP (@2ulvigjay
Twu3nisns
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Traﬁ‘(c

lngﬁe ss

; Other
'Foo.mB/éma\n .Com W\\j‘lkmaiﬂ -(vm/()af \e

Service Sevrvice Ser\nce

Pod \\’oa -/ \ ﬁ\-

Kubernetes cluster

m‘wﬁ 2.17 Kubernetes Ingress

4) Ingress Ao ld nginx.conf Fa1dun15¥0 Virtual Host (1 IP fiviate Domain) 3An1s
LiEN Certificate @%3U HTTPS Wazn15%1 Reverse proxy \Ju set of rules ‘Vlaﬂmalﬂi‘vi controller
R Load Balancer finsauazsy Ingress rules mmuu

Node Node

Pod Pod

Container Container -~

o Data

(((

(((

Data

m‘wﬁl 2.18 Kubernetes Basic Structure

Volume Uu Kubemetes Tuduves Pod awmiaLﬁﬂﬁuuawqﬂﬁwmlﬂmu life cycle
éilu Container § data v81 application fifadld wn Pod ngavheily deyafiazmmely Tedes
vhn1séne data Tu Container 88n3191n Pod 538 Tiasvili data Taiduetiu Pod 1nq Tu Cluster
Fau3en7 Persistent Volume 139 PV

2.5 3Scale

-;=:'..~s'=35c:ale

A 2.19 3Scale Logo
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Red Hat 3Scale L uleg Tundnn19d1usEUU APl Management 7 §1A214@ 14130
vanvanenaulandmuiaIn1Ingshalausgned

1) N15%1 Access Control uaz Rate Limit Tiu APl WiawaSuruiunsUasnsdauayainy
nuvuliiuuIms APl d@fiey :

2) 1@3u58uU Security Tun15i3unl99u APl 19U 11559950 Authentication Pattern tay
Credential ﬁ‘mmﬂﬁa’lﬁl

3) fissUU API Lifecycle RASUINDS RILANITINUALY, N1598NLUY, MIAAGIITY, 113
Waliuinis, n13muaunsldny, N130513a0Un15v19U, 13RI YeY R, N1UTULAS

- UsEANSAINNISYINNIU LaENSUNENUSNNS AP

4) §i Developer Portal \ilelusdnsniagninaninsofnudeyauasisnisisenlinu
AP Idpnutes Wslmanmsisdldau APl Idegrdisyansamannduluswian

5) fiszuuimsgideyanisliau APl nienssuuudadeudlofinmnnisalfinund ese
mequasnwuasuiletymene Afndy

6) finsasfialumshnanldsnuaradreseldinmms APl limdesldu dusntsfesnn,
mMseenluiass, N1siiudy wasnIsausEUUnRU Payment Gateway 7ifin1s

2.6 KeyCloak

AK

it 2.20 KeyCloak Logo

Wulusunsy Open Source Aild@msuuinisdnnisnistdnfedmsvnewnanduay
Uinsviuade saufanisiiunsiigaudauluduennaiaduuazuinis Hreiiuanuvaenionis
Whileloya msdanisgldanu

Q¢ Single-Sign On ey Standard Protocols Q Centralized Management U Adapters

Login once to mukiple applications ol OpeniD Connert, OALL 2 Foradmins and users Secure applications and s
2@%  LDAPand Active Director; Social Login 1dentity Brokering High Performance
0% y g Y g 8
& Connect:a existing user directories Easily enabie social login OpeniD Connect or SAML 2.0 IgPs Ughrweight, fast and scaia
e, Clustering Themes » Extensible Q Password Policies
= t
£ for scalability and avaliabific @ Custamize fo A Customize tnrough code Custamnize password p

Al 2.21 KeyCloak Features

2.7 OAuth 2.0

Al 2.22 OAuth 2.0 Logo
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OAuth? Fiassnnsgrunilsvesssuududuin uasdanisansniadldaussuusing 9 10y
1NASFIU rfc6747 TFd M3y Client iousariu Server fildlunns Authentication & Authorization
Wi lils¥udafisendn Access Token titalFunu Usemame waz Password (aunsaldassiy
Wl Token Ald e lulduusmsiun vilwiinnuvasnsounniu siufuenivindanivi
oxlslitheruuinisiu 4 wusihdeddaiu https Snduifernutaendiegsan

ADSIract Frotocol —iow

Application .

nt

Service API
mwﬁ 2.23 OAuth 2.0 Abstract Code Flow

A NG ] oy ey g
Authorization Code Flow

Application s Ao 24 ; Auth

Servet

AW 2.24 OAUth 2.0 Authorization Code Flow

1) Authorization Code Flow @135 Web Server il4 Code sundslumsidousedu
OAuth Server lnglildiUnneliasisaueiiiu esuialudnvasnisldnude dldaudt web
Site 92 71%nA Login Facebook, Twitter, Google w383 19 Lﬁ'aﬁﬁ‘ﬁjﬂﬂﬁ%‘ﬁ?uiﬁlﬂ Login i
Q’lﬁu%miifu q 6 Login Ludafssdnuduneuiily 5w;§‘lﬁu§mifuq 191 Facebook azlvina
vaufudeaynm diusnnazauiFosdnslumsaihiteyadausi derldnnayyn Aaznduinds
Web Site Tngluifaands Web Site a¢ld authorization code 13sudasudaa1ng1wusnng
ntums Web Site fannsaidinfstoyavosiliusnsdug Wmudvseygyals
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User

User agemnt
e Auth

,fi\ H}I[e ation
P s 2 Ser

AT 2.25 OAuth 2.0 Implicit Code Flow

2) Implicit Code Flow T9i@m3u App fa Client FdliidJugosdi Web Server uwmitou
N15ABS¥WI14 Web Browser Client iU OAuth Server A53 9 Wiz fumIndiawinedae Js 1wy
React)S, AngularJS ifesnsisdeyare Browser lag (sngiu Mobile Wufivey dnvaiznis
Veuadne 9 fude 1 uirgmetunsdlifesds Client Secret (HudsAdawmelfansnsausiiu

Resource owner
| Password credentals

Resource owner %
Password credentials

~Accessfoken
with optional
refresh token

F %

!

m‘wﬁ 2.26 OAuth 2.0 Password Credentials Flow

3) Password Credentials Flow 1@ 5y Application #iin158An158n5189 uidainig
Buduiausiniy §93sdlifes Redirect WglHUSMIBY Fdmnsfunsldauiiduinises
#2189 N3¢ username password AU NguAToTidewe token SlUTUIBHUL Server Buil
Tailedudves uanadn Ww1e1aaednten username password UGN A

4) Client Credentials Tuns i 4 UN15AYTENI 9 Application -> Service lagazly
Aeatesfudld enfegneinsonvaslideyadnegaudsoimsanulasnssidondupiesi
Tavs faunsods id uag secret fioanli Application @ti1va token taihia Service th 9 16

2.8 IWT

A mdi 2.27 JWT Logo
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JSON Web Token tiu standard awils 4ifieds claims 7vdu JSON seuinessuy Tu
environment 7if89n13 URL-Safe 191 HTTP Header 38 Query Param Us¥naudae 3 d@iu fe
Header Usenauseussunnuas Token uag Algorithm 7L, Payload Aadau claims 7idu JSON,
Signature Aeaneifusifieuanin header uaz payload gnAos

Encoded Decoded

HEAER

eyJhdCC101JTUZIINIT CISIKpAVCJY.eyJedN

VERFY SONATURE

AN} 2.28 JWT Example

2.9 OpensShift

RED HAT

OPENSHIFT

Container Platform

AN 2.29 OpenShift Logo

Openshift tUuunannasuwenndiAduAsuINULILEITILa1 Docker Uaw Kubermetes 17
nuINuLagiuANENsams ausaldoulfisuag sinsiddu

Develop, Deploy, and Manage Your Containers

ATl 2.30 OpenShift Feature

Application Images

Database images

IR R T T

Al 2.31 OpensShift Image

RED HAT
ENTERPRISE
LINUX
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How Red Hat OpenShift Container Platform Works

raine

i : =
7 B 1] ROUTING LAYER

b, b ...
PERSISTENT

MASTER NODE NODE NODE S ORACE
o0 oD oo pop S
[} ¢ c c

DEVELOPER ~ A =

Yoot ros o ron R =]

scm c c c c c c Eir)

m Nobe Noo Nobe REGISTRY
POD POD POD POD 0D 00

ceo c U & c & 5
HEALTH/SCALING
s son roo  po0 o sop
L c c (} c c

RED HAT
EXISTING ENTERPRISE LINUX i RHE G S AHECEEEE RHEL

AUTOMATION
TOOLSETS

é SERVICE LAYER
OPERATIONS { oo} <@ &
PHYSICAL VIRTUAL PRIVATE PUBLIC

AT 2.32 OpenShift Architecture

2.10 GlusterFS

)

jo¢fx RED HAT
cLusteR GLUSTER STORAGE

A 2.33 GlusterFS (Red Hat Gluster Storage) Logo

GlusterFS WWuszruulwduuunszaterenem (scale out) Trana3avnelidneg ssuulndsil
Wanu1 9 ulnaus¥n Gluster 7 19 ALAUT A2IUNUNIUA 0AINE ANAINYDITEUY (high
availability/fault tolerant) %‘EJEJEJ"NL‘f]uﬁ/nﬂﬂﬂﬂuﬁﬁlﬁ]]ﬂ’uﬁa Red Hat Gluster Storage ¥t
u§iu disk TugUres Block device Ao LA client Aidunldasuoatiu disk gvils annsasay
Storage 91NMA1Y 4 LA304 wazvihn1snsyatedayatiulaefisvuundng 9 RAID figneteafiuiaan
w3adlainoamiane Tne Access léane Protocol wdausinnsviluldnudvesls uag XrFs fie
filesystem suUuuUndls AdefUTIN NFS FAT32 Geanansadanistidlédsinisunn

dm5U Gluster FS Hlaseadnassuulid 2 dw

1) Brick A9 Directory fiegfuutsiaziaies Ingazadns Partition inann Partition Unf (9%
vJu Disk Tyl Disk 1AuAls wSeazldidu Directory Vfagjuu Partition LAnAla 1me recommend
anase partition AU xfs

2) Volume Aeyavasdayaiilinudnig 4 fie M3ten Brick Inusiasiedowliuimsniels
Volume 1 9 (WuIRaLREIiU RAID ﬁLLﬁa‘ﬁayjaLﬂud'su 9 83 HDD u RAID5 RAID10)

U521aM983 Volume 48361 GlusterFS
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' o= - Distributed Volume

serveri:/exp1 server2:/exp2

Mount Point

m‘wﬁ 2.34 Distributed GlusterFS Volume

1) Distributed GlusterFS Volume 1 default volume 284 clusterfs Aan134d aass
Tndadlu volume 1 9 flavnszanelusiuds Brick sine o dnadosluu Brick Welndlurteniufioz
fsluiemsglifidises doAireussndnituil daidefonistostulrdidevnetuagify Hardware
RAID A3atatnufien 18 q Aeviu venefiuiiiuienly Intwudes o ldudlitiudisos

” o S y ’ Replicated Volume

serveri:/exp1 server2:/exp2

Mount Point

A i 2.35 Replicated GlusterFS Volume
2) Replicated GlusterFS Volume gutuviazdimshanundeyalwdiy q luddnnios

FaagialmAundunnlanaiusazimvun 01 Brick Tawdefanunse Access IWdduaindn Brick wnu
\Wud1sesteya uiiuifi desadly

‘ - ISR ; Distributed Volume

; Replicated i Replicated
Mount Point = Volume 0 b Volume 1

servert

i Brick

G
H H
File 2

AW 2.36 Distributed Replicated GlusterFS Volume

3) Distributed Replicated GlusterFS Volume gULLUUﬁ%%U%auﬁu Inaunilsagivunli
wuddw dnelleginiadatng svuudanislies uidnudiundesaenadeiuiuim Brick
Aotemanns 142 ultiiieln drsestiunazldfiudldnuunndstu
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"'-‘ :g Striped Volume

serverl:/exp1 server2:/exp2

Al 2.37 Striped GlusterFS Volume

4) Striped GlusterFS Volume Aanislduannislude 1 tisAudsusnlnddasuaziiu
nseelunsazias o PreuAus2lun159U WIsE MuNeANI1ge Ul vl sazAaed
W@sninesaniineetiglioulaisitu

Distributed Volume

i
d Striped B Striped
Mount Point i Volume 0 O Volume 1
K ric

server1 server2

«

xpd)
3
@

A 2.38 Distributed Striped GlusterFS Volume

5) Distributed Striped GlusterFS Volume Aanasldnannislute 3 iwufudewsnlud
808 9 Lavtiunszaneuieaiy

2.11 PostgreSQL

PostgreSQL

Al 2.39 PostgreSQL Logo

PostgreSQL L uszuuNIITANITZIuT 0y aLTaTn-dUNUS (object-relational) WUy
ORDBMS Taamnsaldgunuumdwasniuw SQL lieurimun wenaniidaduszuugiudeya
Useknyn Open Source

2.12 Jenkins

m‘wﬁ 2.40 Jenkins Logo
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Jenkins 18u Open Source Tools fignieuden1w Java lag Jenkins gnasneluuniite
moUaUBd Concept 2 88191AN9 AB Continuous integration Way Continuous Delivery o ld
MuuAMasay Stage WalivnuauAI&s Flow 983 CI/CD

2.13 Git
it
A 2.41 Git Logo

Git fi® Version Control LUU Distributed fawnils ilussuudilddaivuazaiuqunis
WasuLasiind uiulnduidalafle luin9gidu Text File w3 Binary File w3ai38n11 Source
Code Tavanusnoduneusyleives Git Idd

1) @130 Track version 384 Source Code faunduls ednifulndidlulussuuaes
Git 93138091 Git Repository 4 a1fiud1saadayanaznnsiud suuvaswes Source Code vinls
anunsadeunduluiinesdulag neunth uazgsiasiBeansiudsuulameusiaziasduld

2) Pglumsiavenduifuiivaunsafviufinnswdsuiuaswes Source Code
esiudanlifl Local Repository Fsanunsaviiuldlasfilifeseriudunesidn uaziilodomnis
\Wabuwlasas Source Code hastudrgaliiuaulufinfaiutsnilazi Source Code Push Tu
TULfiudi Remote Repository (Git Hosting) iazaulufinfiaiunsa Pull viesdudgatiuunsy
(Auto Merge) fila3asnutas v Source Code Amunsiuiuiuaunelufiudunesdudan
GG %ﬂ{]ﬂaqﬂ’uﬁ Git Hosting #ana@aLay GitLab, GitHub, Bitbucket, Azure DevOps

2.14 GitLab

e

A 2.42 GitLab Logo

GitLab Aa Open Source Software ﬁgﬂﬁmm"ﬁumﬂ Git Favin 2 wihiivdnsheiu tude
L 111989AN5LA U Source Code UodumaglusLan (Git Repository) wagdianas CI/CD
(Continuous Integration and Continuous Delivery) 1ng GitLab aunsaldauld 2 suuuu @e 1)
WWaurinu waww.gitlab.com 2) Rafsuuaiaadinines (Self-Hosted)

2.15 JFrog Artifactory

JFrog Artifactory

USRNSSR

mwﬁ 2.43 JFrog Logo
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Tdusmsdnnisen Artifact Jagn Compile Wulwd Binary 3e813818u Source Code 7
gnAnAs Dependency frgqATndudnuuas nsaunsan Artifact danardluldnulaviud lay
nIvanves JFrog Wumnateiiid1andnnis Artifact iWrniukazandluaaluldau leedinng

iutuiinmesdu Wldnuiulusiardugld Tagasiiiu Library d1againatsusnu Cache wiuld
Waldanu

2.16 SonarQube

sonarqube

mwﬁ 2.44 SonarQube Logo

SonarQube tJuiA3asiiaNyIgliismIIvdaunmAIm Source Code UazuuzNTwily
TiAunMABITY (Code Review) 1u Open Source lngaunsnldnsivaey Code lhunnin 25
1w 19vin133AI1eY Code MLSNTBUAIBNUANTNUFIUAEY LU Duplicate Code (Code 711

Aulunatelnd | Bugs & Vulnerabilities (Yolnin3odsfioraasvirliiintgmi , Code Smells
(Code #liilavinnuiianainusaiunsausulslinaula

2.17 Selenium Robot Framework

Robot Framework LU Automated Test Framework 7 8anuuuNILA od1%s uldvin
Acceptance Test Driven Development (ATDD) Tagld dnwaenasideu Test case L0 uuuu
Keyword Driven approach fetdgutlun1wuywdunniu

2.18 Apache JMeter

@ APACHE
/ JMeter”
il 2.46 Apache JMeter Logo

Apache JMeter fia Opensource MJgume Java gnaanuiuuliivin Performance Test
LAy YI8TANATRINS Test Ia1u1507@sIeiladnetu 1neau1saase Test Plan @suvinnng
Test A1841UIU Thread, 371UU Request AU
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2.19 Docker

-" docker

AN} 2.47 Docker Logo

Docker fie engine FnflsfifnsheludnvazsastanmndoutuniuuAses
server Wieldluns Run service fidesnis finsvireumdiendaiu Virtual Machine 1 VMWare,
VirtualBox, XEN, KM widaunnaafidaaude Virtual Machine ﬁ%’é’ﬂﬁudauwﬁﬁﬁu L‘TJ‘Hﬂ’]‘i
$1a0ee 05 tieldnutasmndasnislday service a9 Sohnshasafiaduuy 05 tueq Lm
& m3U docker ud19¢19 container Tun1591809@NNLANEDNT LS LW@I‘NWU&’M?U 1 service i
Foamsid ity Tnglsidosidaumes 05 W lURedeumiiou Virtual Machines uq

Containerized Applications

Virtual Machine | | Virtual Machine | | Virtual Machine

Guest Guest
Of £ PV i o
System System

AppC

Docker

Host Operating System

Infrastructure

Infrastructure

m‘wﬁ' 2.48 Docker Architecture

2.20 Harbor Registry

L M
5 HARBOR
AW 2.49 Harbor Logo

Docker image 7ia319tutuatusanfiuliludeiiSenin Docker registry Fauvslaidu 2
881970 1) Public registry 8¢9 hub.docker.com t319¢A8amzifouii ovad Uny¥e{ 19799y

Y 2 I v A g I Y v o
ansadwlvan image LUNULILA 2) Private (Local) registry agillunisasnsiiivdiusa fitiiuves
MUY FeansaRARIULLA UG IWIBSIEAlA (Self-Hosted)

¢ ROCKET.CHAT

Al 2.50 Rocket Chat Logo

2.21 Rocket Chat

Rocket Chat SzuUUWInT@319ne JavaScript $893U Video/Voice Conference
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ANSONLUULAZNRIUN

TumsianszuunsAIvAuLazdaNIsToya wINITTUIUNITUAZLAT 0988V DevOps 11
Uszgnaldsunuszuudanaifialvin saungenduisiussansnmuagzsin,

3.1 FumeunsAdiuveny
1) ANw1ANABINITAILENETS TOR (Term of Reference)
2) AAsERiareonuUU APl Tudstuneunsinauwesssuy Anwimaluladdmsunis
WwlAsI waznuRumshaulumsiaulassulidudanslussesnaiinivun
3) Wannssuunufisenwuuly vua3es Local Tnensld Docker Shaesaninwinden
4) ¥1n13 Deploy APl U8 OpenShift
5) NAABUSEUUAMILENANS Test Case fiaenuuulilvivhanlsignsias
6) 9YINLONE55ULENIUNINTIN NTTUIUNTYINNU LaLlATIFS19UBITE UL

3.2 A2MUABINITVBITLUY
SEUUNITATUALLAZIANTTUBLAILA BIATAUARNAINAINAINITAANTIEAZL B AAIIY
#93n13 (Requirement) Feseluil
3.2.1 M3dnnsEidau
1) msihgsruy
2) NM30ONAINTTUY
3) myameidgugldanu
4) mstudunsamezideulaglinuiugiua
6) MsTdnsariuuagnsssen e uluntivesldan
7) Msruveyadldau
8) mstiial USuuss audeya gl
9) Msaydavselieuia fldnu
10) MsUavnydivesgldanu
11) nM3eysii e Undadvesldany
12) m3fAugldnu
3.2.2 msdamsansvaslday
1) ansnsamuuadninisidituaznsuannayavaya
2) amnsomvundnsnisdanisauAniiu
3) @NTAMPUAGNENNITIANITMSANU-FREY
4) annsamvuedvsnisuanaseIRnsldvseisenisteya
5) mstiin udle au Avsnsléeuesduszney
6) sty uAly au unumnisldanuvesgldo
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3.2.3 M133AN15YAUBYA
1) MIuanINENLarsuazidunuaaiaya
2) m3auyadeya
3) msmau“lwammaua
4) ﬂ’]iu'lL’U’]“UG]‘UEJ&J@IG]EJI‘ULLW@J’U@&J@WNS‘ULL‘U‘U CSV, JSON, TXT, GeoJSON, XML
5) NSUARINRMIAIAT (Show Meta Data)
6) M3t U5UUse aumaen (Add, Update, Delete Meta Data)
3.2.4 N153ANIITVUIBU
1) nnsiii U3udge au ey
2) M3AuMYBYant 189 (Search Department) IAgaNNTOMARITIENTUUIBT
Wuluaudeuluniséum
3.2.5 M3damvaIndaya visengudaya
1) annsatin USulge au Aumvsnadeya isevsnavsjdes
3.2.6 szuukanssEiRnsidvsemsvinsenisdeya
1) mstise Tinsldvsensvhaiensteyalumisenu
2) nsuantlszdanislinienisiisenisdeyalumite s laguaniniungs
Aldau mumvilgaugdlda
3.2.7 S3UUAUAALIY
1) N5ty USUUss au amnuAnuiu
3.2.8 S¥UUNNUABY ;
1) nsiiiudena Inefivsziandeninu 2 Ussian Ae dMnuuazdney
2) n1sUFuU TRy
3) Msautenuuyteanidu 2 wuu s 1 nsdavtaniudssandiniy au
Fornudszandmauiiieadeanielddaniueendanun 2 nsdlaudemiuussindnay 1
aufemmussiamdneueiuiissmenaien
0) mswamsdiormu annsouansndamussnnnouvessin iy
3.2.9 szuumsAunvaya
1) Fududeyaanmsimundoulsly wu Jeyndeya Jeudludeya amutaiaia
2) Aukuteyannidemdeyaniglusiosuredeya
3.2.10 Usuanngugldauluszuy
1) nquldanufigeaueg1uien (View only Users) Ae nquifldamditinung
enulagianty wlianseasiyateya nievinslwngideyald wiavaiunsagainiy-
AABY 189U %30 Lﬁammuﬁwéﬁlﬁ’ﬁ’uaqmymvhﬁ?u
ﬂﬁmﬂ‘ﬁmuﬁ%mﬁvﬁ%’auaLLaza'ﬁgNmamu (Analytic Users) A9 ﬂa'mﬂ%muﬁ
aunnaseyadeye Togn s (Upload) ¥adeyaliias waranunsadasigiuazdavintayall
A (Visualize) Hanngadoyavasmuiesuas ﬁmmauaﬂuamuaumummlm
3) ngufpuadnnIsuneIY (Content Administrators) Ae nauldauiianse
Fansiieniumau-fmeu LﬁaLm&Ju,wﬂﬁﬁ’u;:ﬂ%mw%wmmmmaq
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4) nquiuadIansURTNE (User Administrators) fia ngusldeuiivivini
Jansieniutn@dldnu mieuiflunisafelddldau nutdansifeiuenuie

A
IR,

5) nguRuagan (Super Administrators) fie ngudldnunians lunismvuae

YBITLUU LU §ANISUTLNNUAZ LAY T8IUNAIY N15TANTSutLdunen (Portal) wagnns
fuunulawie (Policy) lnesu Wusy

3.3 UNUNTNEBUNELATIEFIUATNITVINNIUTBLTEUY
3.3.1 UNUNINW Use Case Diagram
13981998955 UUAIVANLAETANTSToYR a1unsauansegluguvaununIn Use
Case Fnaneusosnsvesszuy Tnsgnuvadu Service duialuil
3.3.1.1 Member Service 1%9338841Tn

e

uc Member Service

Pt >4

|
- =4 Verifyemail )/ .o
e \ ity ') \fppmveu Jd
L N 4|
< o S W
; A T, /Rpprove ™\ Bl i
in. fS---oo. | fDeactivate \ { Deactivate ) | &)
NN «includes { ik ) & \Giliisers, / g ;]'_
N e
N =i -+ T3 \

( searchuser |
\ %

NN 3.1 Member Service

1) Use Case Login n1stingszuu Tneffiamsifeuduaundnuesszuuuda
wdedlddoffldnunazsianinu iilelddmsuidngszuu Wessuunsanaeuindeyagnies uaxd
feyaeglussuu awvhmsds Bearer Token Wialtidiu Access Token Tunnsldnu Service

2) Use Case Logout n13eenannszuy Tnerfidhgszuuudn svseninastd
Access Token fildsuluiflonauiingszuududuniiion Session feen

3) Use Case Register n13aanstfeuldu lngameifoud il
auninvessvuy dedesinnisdedeyadildamefougldanudaun Wessuunsisasuindeya
gnees wazlidriutoyaiiflegluszuy asvimsamedeul il

4) Use Case Verify E-mail n38usudanunasainameidou fefldldsy
Juaannisameidouud avdoudalinuandsdfidslunieniudua tevhmsBudusnu e
fududinudniiarviassemsuifandguassuudely

5) Use Case Reset Password i lgaudnsanulalle LAERBINITA AT
saiulnl FovdsdedldmuiFesnsdidaiainluidun ssuuardduandondsdiiiol i
sieavalugadldan
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6) Use Case Set New Password n1sssansifarinulusl fasvinnisifngssuu
uazld Access Token lunsdsriarinulmitniiteudlalussuy

7) Use Case Deactivate User #l491us1un150uiifanngauassuuudn uas
Fosmsonidnmsldnudadmedanisldiundminihauidudresudouaniusre wWaydiduse
audifiangauaszutlunmstaldan

8) Use Case Search User gauanasrumgldanusegluszuy

9) Use Case Manage User fauanenisdanisiuglda i au whly

10) Use Case Update Profile gldanudasnmsivdsudoyadius asfasssy
Tefwaafldan, dayadiusmiifesnsudly elfiuasudeyadaui

11) Use Case Assign User Type &g uafain1simuauseinnvesy 19
foaszylefivesildanu, Ussanveagldnu Weltiwdsuussianvasglday

12) Use Case Approve Deactivate User §auasusiain1staldnuvesind
wdnThudianuzvesadenldsudulatadudn

13) Use Case Assign Role ;:chLLaG’Tmmsﬁmuﬂﬁw%(W;ﬂ%mu

14) Use Case Manage Role fguadnnisavsuassfldan iy au udly

15) Use Case Recover User fguadasmsifuda@ildany dlevhauduse

LS P-4

sAsuaniuzadndunnidy Weldauuan

<

3.3.1.2 Dataset Service \wasiayadaya

wekan )

\ ( )
{ Disptay Dataset tist | \(”‘“’ Datsser /
AN / T

L

3 )
" ( update Dataset |
o N

[ Manage Dataset
( Metadata  f—

"/ Admin

AN 3.2 Dataset Service
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1) Use Case Display Dataset List §ld01uan21501an9318013 Dataset

2) Use Case Search Dataset Ao §l¥91uaunsnAum Dataset

3) Use Case Display Dataset Metadata fl¥auanunsauant Metadata

4) Use Case Search Resource §l8auAum Resource ¥84 Dataset

5) Use Case Download Resource aﬂ%mummaammﬁmﬂ Resource

6) Use Case Search Data Group §linuaninsadumnguuasdeya

7) Use Case Display Data Group Q’lﬁmummmmeﬂdmmfﬁayja

8) Use Case Create Dataset fjguaannsaifismpdoyalusl

9) Use Case Update Dataset fauaausaunluyntaya

10) Use Case Delete Dataset fauaaunsnauyadayala

11) Use Case Upload Resource fguativsiuiiudoyaiinniiyadoya

12) Use Case Manage Dataset Metadata {auainnsneazidenynieya

13) Use Case Assign Dataset Visibility GE@,LLaﬁmumisz{gﬂ%’aga

14) Use Case Create Data Group ;:J@LLaLﬁmajmaaﬂqﬂ%azga

15) Use Case Update Data Group {auiilunguvaiyntoya

16) Use Case Delete Data Group Houaaunguveyndeya

17) Use Case Assign User Data Group Q@LLaLﬁmuw%ﬂiuﬂzjmaaﬁqmﬁﬁa;ga

18) Use Case Upload Assign User Data Group Level & uan1nunszau
audnlunguvestoya

3.3.1.3 Activity Service Lwa3iananssu

uc CKAN /I
L2 8 v

Activity Service

gt
> Create Activity )

~ i < \_/
( & —

:% , < 73 / 7 \\\.

i s St Bt Display Activity )

/,/ .\‘ \\\ ,//

m‘wﬁ 3.3 Activity Service

1) Use Case Create Activity gldauldnussuu aziinstuiinsrenismsvia
Ranssusianun adlugiudoya

2) Use Case Display Activity sﬂ‘ﬁmummm@ﬂszi’amsﬁwswmsﬁgwm
vusyuula
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3.3.1.4 Department Service 9833811891

i ep: ent Se; e
j’ T RN

—‘erh \]

AN Department
LN /
&

Department /.
NSRRI N

~ \

Update \\
‘Departmem//‘\_ N .
el

g s
Deleterie) v Lo
{ Department /
amst <" Admin
y h\\ i
[ assignuser |

Department |

: 4

N

DT T
p N

(" assignuser
\ Department Level

e

A 3.4 Department Service

1) Use Case Search Department {l4Nua1nsnAumviigny

2) Use Case Add Department @QLLamm’imﬁuMﬁwmu

3) Use Case Update Department gauagnunsaunlyvideey

4) Use Case Delete Department auaaansnaumiiesy

5) Use Case Assign User Department ﬁ@LL@Lﬁmm%nmawmmm

6) Assign User Department Level fauamiviunseauveanfinlumiieau

3.3.1.5 Feedback Service w@a3$3aan3LiY

| uc Feedback s J
I
|
{ i
i 5 / \
| ) Display Feedback K |
(_ ) {| Display )
1 X ~
o Zs0 T &/
oo s ‘// N N "
| Createrecdback | (0 peedback }—t
| i & / \ / \
| /\ el s L " Admin
( LG
&
L e
| \ /’ N\
User { Remove Feedback [t
\ /
E i
| 2
L

mwﬁ 3.5 Feedback Service

1) Use Case Create Feedback g flismuaninsaasisniuiiilng
2) Use Case Display Feedback fie fl¥auaunsagainaniiula

3) Use Case Update Feedback e fldsuanmnsaunlumnudiule
4) Use Case Remove Feedback fia fldnuaunsoauninuiuld
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3.3.1.6 Q&A Service t¥9538ANDIU-AINDU

ucQaA service J
et

m‘wﬁ 3.6 Q&A Service

1) Use Case Display Question fia §l¥1uansnsagannny

2) Use Case Display Answer g dliuaunsagineuvesiiniy

3) Use Case Create Question fg gldvuaunsaasiadnidlng

4) Use Case Update Question fia flinuaunsaunludini

5) Use Case Remove Question fia gldauanunsaaudiniy

6) Use Case Create Answer i fliauannsaasiadneuvesihaniisey
8) Use Case Remove Answer g @fl%mummsaauﬁmawaaﬁwmmﬁizu

3.3.2 LNUNINW Sequence Diagram
WesRInsruuNIIAIUANLAE IANTUBYANTUAB UM TN UAINYANBTURBY LAY

UNTuRsudALgUda L AUl Iavindsesniuun1sinureInIsinuldazdunaueanuily
3ULUUTBY Sequence Diagram W a@1u15auanslyiiiudsdrdunisviauwasn1suduius
(Sequence of Interactions) MuaRUTBIIAINABULUNSS
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3.3.2.1 Function Register

3Scale | | Member Service

Keycloak

1 1
1 1 1 I
1 1 I

1
1
Register _ |

>
>

Register

Check exist email

alt [Em ail available]

Not found email

Check exist citizediD |

[CitizedID available]
Not found

{
Insert user |
i
i

Return useriD

) Send verify email to user,

i

i1

[CitizedID r!o available]
|

i
|
K |
i | Response error |
1

i
[Em ail not available] |
Found email |

&

| I Response error

b

I
1
_Response .
1

1

i
User

I | T |
| 3Scale % | Member Service Keycloak

mwf/’; 3.7 Sequence Diagram 984 Function Register
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3.3.2.2 Function Verify Email

| Keycloak ’

[ ks
IVenfy Email F

Forward request

1

1

1

!

I

|

I

I

<
Show page to click verify H
™

1

1

1

1

:

Forward request !

T
>

Marked user email verified flag

[

Show page \erify success

1
I
<
I
| | |

L Tl &
? | 3Scale ’ g—KeycIoak I

il 3.8 Sequence Diagram U84 Function Verify Email

3.3.2.3 Function Update Profile

Member Service

| Keycloak l
1 1 ] I
: Update Profile "-

Update profile(userlD)

>

Update profile(userlD)

1
1
1
1
1
1
|
; Update profile(useriD)
1
]
1
I
1
I
I
I
1

>
5 Return user information u
..................................... ;
Return user information :
!
__Return user information : :
T 1 1
I (__L___ L ;;__
User | ’
| 3Scale Member Service | Keycloak

AW 3.9 Sequence Diagram 984 Function Update Profile
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3.3.2.4 Function Deactivate

3Scale

Member Service

1
1
1

, Keycloak

Deactivate(useriD)_

[ : |
1 Deactivate f

1
I
I
1
1

1

Deactivate(userlD)_

Set user status wait-for-deactivate (userlD)_

Return

Member Service

|
Keycloak
e ]

AN 3.10 Sequence Diagram %84 Function Deactivate

3.3.2.5 Function Login

User
1

é 3Scale

I Keycloak I

Login (username,password)

1
User

Generate accessToken

1
- |
>

' Forward Request

>
>

T
—_—l

3Scale

e Generate accessToken

—_—

Keycloak

A 3.11 Sequence Diagram 984 Function Login
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3.3.2.6 Function Logout

| 3Scale | Keycloakl

1

I

[ ~
ILogout f -

1 1

Logout (accessToken)_ | i
1

i

!

Forward Request
>

Response
Response |

Response

T
L L

Lser | 3Scale | | Keycloak j

A7l 3.12 Sequence Diagram %843 Furiction Logout

3.3.2.7 Function Admin Approve

L B P LS - 5
% | 3Scale } I Member Service I | Keycloak ‘ | CKAN i
Admin L [BeeiS L :
i l

| AT R !

7
.

.

. { Admin'APprovey |
1

.

!

I
Approve (useriD),

Approve (useriD),

Find user (useriD)

alt [User found]
Return user information

Check exist ckanUserlD

alt [Not found ckanUserID]
Retum user information

Create CKAN user

>

Return ckanUserlD H

Set ckanUserlD

TFound ¢k 0]
Retum

Marked user status active

Update user information

Retumn

Send email approve status to user|

[User not found]

Retumn error

Return

I
|
! \ I .
Adrmin 3ScaIeJ { Member Service l Keycloak | | CKAN ]

AN 3.13 Sequence Diagram Function 983 Admin Approve
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3.3.2.8 Function Restore User

% ' 3Scale l | Member Servicel | Keycloak
Admin |

1
1
.
i JiRestoreilear, ]
1
1
1

Restore(userlD).

>

Restore(useriD),

Set user status active (userlD)

>

Send email recover status to user

Return

|
1
|
1
1
)
]
1
1
1
1
i
1
1
i Retum
1
1
]
i
I
i
i
|
i
i
|
"
i

Retum

T
1
1
1
|
1
1
|
|
1
1
'
1
1
'

'
Ad,I.min | 3Scale k l Member Service I | Keycloak

A 3.14 Sequence Diagram ¥®4 Function Restore User

3.3.2.9 Function Approve Deactivate

i | 3Scale LMember Service Keycloak ’
Adr.nm — -

1
i

| 7 1
: 1 Approve Deactivate f
1
I
1

1
i
| Approwe Deactivate(useriD)

Approve Deactivate(useriD)

1
1
|
1
'
i
'
1
|
'
|
!

Set user status deactivated (userlD)

>

Return

Send email deactivated status to user

Return

l
1
i
1
|
|
|
1
'
1
1
1
1
1
1
1
1
1
|
1
|
1
<

Retum i
)
|

1

Al 3.15 Sequence Diagram U84 Function Approve Deactivate
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3.3.2.10 Function Delete User

2 3Scale ] [Member Service Keycloak l
Alenn L L

T 1 "
' 1 | |

' Pl Frwt |
- > 1 Delete User F :
1 1 1 1
| Delete(useriD)_ | . !
i i '
: Delete(useriD), : :
1 '
: Delete(useriD) :
'
: Retum i }
Y ™
] Send email delete status to user :
' ]
' ]
' 1
i |
1 '
! Retumn 1
! 1
' i '
1 _ Retum 1 1
1 '
' '

| '

Admip ' 3Scale l I Member Service i ' Keycloak ‘

Al 3.16 Sequence Diagram U84 Function Delete User

3.3.2.11 Function Access CKAN Service

A VEe EPN 8 S 28
Keycloak | | Wrapper CKAN Service CKAN‘ X
User Loy CKANDB
) 7 T T
i | i i
|
f ‘ Access CKAN Service |

B ek

ith usemame and password

Forward request

‘( Generated access token | i

', o7 |

| Exec /api/3/action/package_list

: with access token from keycloak 'ﬁ

i
Forward Request | i |
by Bl e 4 L ! !

T e s ’
i Verify token | i
o i i
oken verified i )
i
Extract ckanUserlD from token y |
! T ail i
| ‘ [ 1
i i
alt [Gefuser s APl key by executing CAKN api as sysadmin]

i S e
4 Q Exec /api/3/action/user_show !
|

Get users APl key by using admin authority _

i retum ckanAPIKey
fe.rotume

[Get user s AP[Key quering C| Directlyj

| where userlD = ckanUseriD

L

| Select ckanAPIKey from user lublej

Get users API from CKAN Database

le retum ckanAPIKey

Exec ckan api as user

i i
with ckanAPIKey i

5 Authorized ckan gpi for the user |

|_ Response
< L B I ' '

User

AW 3.17 Sequence Diagram U84 Function Access CKAN Service
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3.3.2.12 Function Manage Feedback

;.

| 3Scale I [Feedback Service i Keycloak

7 .
! j .
1 '
| Display Feedback |= :
. .

. .

.

]

.

:

Display Feedback (accessToken) ¥

Forward Request,

Check role

Response
| Response

Get Feedback

Response

Response

|
e |
1 Update Feedback ;

1
Update Feedback (accessToken,feedbackld) |

Forward Request,

Check role

D
L Response |,

Update Feedback

|
'
'
L
'
'
1
'
'
'
'
'
'
'
'
I I
' 1
i i
i |
: Response H
' '
: Response E E
| ' ' '
\ o i i ' '
Delete Feedback
1 T | i
' T 1 '
! Delete Feedback (accessToken.feedbackid) _ ! ! -
| 1 i
¢ Forward Request_ | g
' '
; Check role 1
1
1
Response D
' foponasi 2 4
3 Delete Feedback |
: i
' '
' '
' '
i Response |
1 v '
' | i
1 _ Response | |
|
hd i i i
Admin

| 3Scalej [ Feedback Service l [ Keycloak]

A 3.18 Sequence Diagram U84 Function Manage Feedback

3.3.2.13 Function Create Feedback

1

3Scale i ‘ Feedback Service [
User

| |
Create Feedback f

I
i
i
Create Feedback | !
'
|
I

Forward Request,

Create Feedback

Responsed

€|
i
'
I
'
'
i
L
0
1
'
i
I
)
'
i
1
1
|
!
I
i
i
1 _ Response
I

et |

'

e 3Scale } [ Feedback Service l

Al 3. 19 Sequence Diagram ¥84 Function Create Feedback
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3.3.2.14 Function Display Question

§>+40

3Scale | QA Service J

| I i

' | '

! | PR e !

; 1 Display Q! =

1 T '

| Display Question_ | !

i '

4 Forward Request_ |

1

: Get Question

'

'

'

i

'

| Response

|

: Response :

: SR A
sBer | 3Scale l | QA Service

A 3.20 Sequence Diagram U84 Function Display Question

3.3.2.15 Function Manage Question

| 3Scale | QA Service { Keycloak}
Admin L L
1 i i [
| | i !
i Dst fattie) ' |
n 1 Create Q F ; :
| T ! !
! Create Questi Token,questioniD) _ ! ) }
h I |
] Forward Request_ | ¥
t !
! Check role 4
>
i
|
Response
' b0
; Create Question |
) i
i 1
: i
| |
| '
1 Response I
I '
i Response | H
\ .
i | 1 1
| e \ \
Update Q!
1 I : i
i ? T i '
! Update Questi Token ionlD)_ | i f
h | 1
" Forward Request_ | :
| '
3 Check role 4
I
|
' feResponse D
: Update Question |
| [ i
: '
! i
! |
| Response |
| '
H 1
1 _ Response ' |
" 1 |
| | | '
i Forsreereac] i '
Delete Q
' | Ecttabatbpladoantn il | |
| T | |
\ Delete Question(access Token.questioniD) _ | ) X
i | |
! | Forward Request_ | !
i I
! " | Check role H
|
|
' [ Response D
: Delete Question |
! !
y H
i '
| I
: Response :
i '
: Response : :
v I '
1 b | 1 1 s
Admin 3Scale I QA Service } Keycloak ]

A 3.21 Sequence Diagram 984 Function Manage Question
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13,3.2.16 Function Display Answer

X

User

3Scale , QA Service l

| | |
=—=: Display Answer :
T |
I
I
i
i
I

Display Answer(questionID)_ |

Forward Request,

Get Answer

Response

|

User

1

Al 3.22 Sequence Diagram U84 Function Display Answer

3.3.2.17 Function Manage Answer

T

P .

§ | 3Scale | QA Service | Keycloak
Admin { L
I T T T
' ' | |
Il oy g | | '
= 1 Create Answer ; ; .
1 T i 1
| Create A Token,answerlD,questioniD) _ | 1 !
I 1 1
! Forward Request_ | !
1 1
i Check role i
SRR s
'
I
; [ Response |
j Create Answer |
| '
: [ :
' Il
' '
'
' Response )
' '
' i '
' _ Response : |
' i 1 '
| A -l | '
T 1 Update Answer : ;
1 i i '
: Update Answer(access Token,answerlD,questionID) : : :
0 | I
! Forward Request_ | |
' '
; Check role i
———— 7
'
'
] (RestseD
i Update Answer |
i { i
' '
i i
| Response ]
' - 1
: Response i :
v 1
i i i i
' I | ' |
: Delete Answer i
| Seitenandadd '
' T ' 1
| Delete A Token.AnswerlD,questionID) _ | ! t
l ' 1
! Forward Request_ | |
' '
| Check role !
1
'
Response D
! fecapon=can ;
' Delete Answer |
' '
1 '
1 '
i i
H Response :
' '
i Response ] )
r '
i Al e e Sha sl : —
Admip | 3Scale } QA Service % Keycloak ‘

AT 3.23 Sequence Diagram U84 Function Manage Answer
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3.3.3 Database Schema Diagram
ludumesnisesnuuuneandeanimmuisuavedasaigudeys faahld
11181 Schema Diagram miﬂumsaammuLLazaSmfﬂmaiwqmaagmﬁagaﬁwmefm%’u
grudonaes KeyCloak uaz CKAN azuansamsluduiifianuifendesiulasaumin

Keycloak
credential g ot
| 5 keycloak_role
3 (
42 id: varchar(36) user_entity user_role_mapping 5 s
e - Y id: varchar
hash _iterations: int4 e A2 role_id: varchar(255) & ;
e 2~ id: varchar(36) "J-I 5 har(36) description: varchar(255)
salt: bytea y M user_id: varchar(
i har(255) ¢ email: varchar(255) % name: varchar(255)
type: varchari | —
e ! email_verified: bool
value: varchar(4000) A e
o enabled: bool 3
user _id: varchar(36) user_attribute
first name: varchar(255)
created_date: int8 name: varchar(255)
= last_ name: varchar(255)
counter: intd vajue: varchar(255)
z % username: varchar(255)
digits: int4 3 & user id: varchar(36)
created_timestamp: int8 A
period: intd 2 id: varchar(36)
algorithm: varchar(36)
N T o P L
CKAN
resource
user
e ;:f id: text =
package O url: text o e
= { name: text
2 id: text format: text g
b e apikey: text
¢ name: varchar(100) description: text
\ created: imestamp(6)
O title: text position. int4
about: text
version: varchar(100) state: text oo
password: tex|
url: text name: text activit
i fullname: text y
notes: text mimelype: text £
email: text 22 id: text
author: text size.int8 g P i
5 sysadmin: bool timestamp: timestamp(6)
author_email: text last_ modified: timestamp(6) 5
o | % state: text & user id: text
maintainer: text created: imestamp(6) TR AL 7 1] 8 R e |
¢ object d: tex
maintainer_email: text package id: text o
. R P N P activity type:text
» state: tex
< : '\ A group data: text
icense_id: tex =
A id: text
type: text member 4 A
S & name: lex!
owner_org: text > id: text
5 5 "( title: text
private: bool & group_id: text
| description: text
metadata_modified: timestamp(6) & lable id: text et
created: imestamp(6)
& creator_user_id: text state: text ot
slate: tex!
metadata_created: timestamp(6) table_name: text
type: text
capacity: text
image url: text
is_organization: bool
RSSO ol i
API Database
feedback
answers 4 S id-
questions J”:id: text
2 id:text ST email: text
> id: tex
question_id. text i category: text
message: text
message: text 2 g text: text
e created_date: timestamptz(6)
created_date: timestamptz(6) 3 | fod date-t : 2(6) created_date: imestamptz(6)
ast modified_date: timestamp
last_modified date: timestampltz(6) Tt last modified date: timestamptz(6)
createl text
created_by: text G created by: text
last modified by: text
last_modified_by: text last_modified_by: text

A il 3.24 Database Schema Diagram
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3.3.3.1 mselugnudaya CKAN

ANS199 3.1 A58 user Ty CKAN

Field Key Datatype Description
id : PK text 1avsava gy CKAN
name text Forlda
apiKey bool apiKey d1m3ule1u CKAN
created timestamp(6) fuﬁuaxnmﬁa%’mﬂ%ﬂ’m
about text seazBuaioiuliny
password text g RNy
fullname text %atﬁwﬂ%’mu
email text daveldnu
sysadmin bool Uizmmﬂ‘f{q’m (t = Admin , f = User)
state text an1ug (active , deleted)

AN51971 3.2 11379 group T CKAN

Field Key Datatype Description
id PK text G RNAGE RN
name text Fovesnguiioya
title | text Feifuvesngudoya
description text JaudunraIngulaya
create timestamp(6) Fuflwagafiasrsnguioya
state text dn1uy (active , deleted)
type text U5eLnv (group , organization)
image_url text fundeitiugunm
is_organization bool Wuesdns (t = 1y, f = Lidw)

AN51991 3.3 M54 activity T CKAN

Field Key Datatype Description
id PK text LAUIRAVDININTTY
user_id text wausaveldu CKAN
timestamp timestamp(6) Juiiwavnanfiasesenisianssy
object id | text lausTavesRanssuTientes
activity type text UselAnvasnangsy
data text U0AYRINANTIY




msnﬁ 3.4 #1579 member Tu CKAN
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Field Key Datatype Description

id PK text ausiavesanTniungudeys

group _id text \ausiaveIngulaya

table_id text LavIAYDY user , package

table_name text Foam9n¢ user , package

state text @01ug (active , deleted)

capacity text Group (@admin, member)
Organization (admin, editor, member)
Dataset in Group (public)
Dataset in Organization (organization)

15199 3.5 11519 package lu CKAN
Field Key Datatype Description

id PK text lavIRaYDY Package

name varchar (100) Foveq Package

title text Foufiuves Package

version varchar (100) nestuvesieya

url text funvestoya

notes text SUavBunYATaYR

author text Forirvastoya

author email text L1a94317IU0Ya

maintainer text %aé@ua

maintainer_email text davaHaLayntaya

state text @01y (active , deleted)

license text Usznv License 109unvaya

type text dataset

owner _org text LaUIHEUDY Group Organization

private bool g (t = O, f = ladw)

metadata_modified timestamp(6) ifuﬁuammﬁuﬁ‘lmsqm“ﬁaga

metadata created timestamp(6) ’"quﬁuau’amﬁa%a‘qm%aga

creator_user id text LAUIATDIRITY CKAN
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A157197 3.6 M1919 resource i CKAN

Field Key Datatype Description
id PK text usviaveurludeya
url text Fovowuitudeya
format text Usstnnvauludoya
description text swaviBunvaLiutaya
position Int4 auvesuitutayaluyaveya
state text an1uy (active , deleted)
name text Fovoauiludeya
mimetype text A5 IUNIABANUBABNENS
size int8 YnveLiudeaya
metadata_modified timestamp(6) Fuiiwazaniudluyadoya

metadata_created

timestamp(6)

Tuiwasliafiasnsyadeya

title

text

Falfuwd Package

3.3.3.2 m39lugiudaya KeyCloak

A15797 3.7 A3 user_entity Ty KeyCloak

Field Key Datatype Description
id PK varchar (36) LaYsiaredltu KeyCloak
email varchar (255) duavaenldanu
email verified bool n1stududiua

created timestamp

enabled bool nsilalgeuvesiyd
first name varchar (255) ‘?ia%%&;ﬂ%}mu
last_name varchar (255) winanad gy
username varchar (255) %a@‘i’fﬁm

(255)

Tuiasiafiadragldanu

A15797 3.8 A3 credential Tu KeyCloak

Field Key Datatype Description
id PK varchar (36) lavsHavDY Credential
user _id varchar (36) \aUIavel U KeyCloak
salt byteA Random Salt Mifiewdrswavessianiu
type varchar (255) Usetnnve9 Credential
value varchar (4000) AU94 Credential
created date int8 Fufluazianfiadna Credential
algorithm varchar (36) FaneSfiufiinsa 14 pbkdf2-sha2s6
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5197 3.9 A9 user_attribute Tu KeyCloak

Field Key Datatype Description
id PK varchar (36) aYsiava iy Attribute
user_id varchar (36) Lavsiaraeldany KeyCloak
name varchar (255) %o Key 989 Attribute
value varchar (255) %o Value v03 Attribute

AN319% 3.10 A5 user_role_mapping Tu KeyCloak

Field Key Datatype Description
role_id | PK varchar (255) Lav5%aae Role
user id PK varchar (36) LAvIRATD I LY
A5 3.11 71519 keycloak role lu KeyCloak
Field Key Datatype Description
id PK varchar (36) LaUTEYad Role
description varchar (255) az188ATDe Role
name varchar (255) 18a188nT09 Role

3.3.3.3 mslugrudoya API

A15199% 3.12 A9 feedback U API Database

Field Key Datatype Description
id PK text LaTSTEYDIAINLIAY
email text SuavesinuLiu
category text VLIANLUDIAI LAY
text text JaAINUTBIAIULTAY

created date

timestamptz

Fuivaziiadloasnannuiu

created by

text

Ha$19ANAY

Ll

last_ modified_date

timestamptz

T
U

FuvaztiandawAluainuiiy

last_ modified by

text

e

3
ANl ILLTAY

ql
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miwﬁ 3.13 M1519 answers M APl Database

Field Key Datatype Description
id PK text LAYIVEYDIAINDU
question_id FK text LAUTEYRIAINY
message text UYBAIUUDIAIANDUY

created date

timestamptz

Jukazailoaseeneu

created by

text

Haiedmau

last modified date

timestamptz

JuikaznailaunluAneau

last_ modified by

text

k%

AN lAImBaU

3l

A1519% 3.14 A1579 questions Tu API Database

Field Key Datatype Description
id PK text LavIRAVDIAI0N
message text UYDAINYDIAIN

created date

timestamptz

Juikaraiiaasdnniy

created by

text

v v

NAS19ANDY

3l

last_ modified date

timestamptz

Juiwazadiswnluiany

last_modified by

text

aunluny

3.3.4 API Design Document

M13199 3.15 APl Mg seuy

HTTP Request Method

POST

URL

/auth/realms/{realm}/protocol/openid-connect/token

Parameters

grant_type - Us£tANY03n13 login U authorization_code
%39 password

client_id - ID %89 application faanisldany
client_secret - secret 983 application figaanisldau
username - username VBILTNU

password - password %aﬂﬁ;’ﬂ%ﬂ’m

scope - scope V0Tl application Fosmsidnfls

Path Parameter

realm - 98 Realm

Response

access_token - ld@uiuLinlgnu Service duqluszuu
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A15199 3.16 APl N159BNANTLUU

HTTP Request Method

POST

URL

/auth/realms/{realm}/protocol/openid-connect/logout

Request Header

Authorization - access_token vesglduiifadnTs logout

Path Parameter

realm - ¥@ Realm

Response

success

A15197 3.17 APl M5 9aSTaNY

HTTP Request Method

PUT

URL

/auth/realms/{realm}/{id}/reset-password

Path Parameter

realm - %@ Realm
id - ID vaaldufideInissidn

Request Body

1A39a519203 request body $1984L4
https://www.KeyCloak.ore/docs-api/6.0/rest-
api/index.html#_credentialrepresentation

Response

success

A135197 3.18 APl m3awnzlewdldny

HTTP Request Method

POST

URL

/api/users/register

Request Body

fullName - Tafiuvosfldau

firstName - %a%ﬂéﬂ‘ﬁmu

lastName - uuanavaldam

email - email %adaﬂ%’ﬁu

password - password maag’{l‘ﬁmu

citizenld - saUnTUTEYIVY

telephoneNumber - nuetaulnsAnivegliany
organization - #gUYBIRITIY

department - wunBElHY

Response

userld - 1D Y@lEU
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A1319% 3.19 APl M3asAsTaRTUYeEld

HTTP Request Method

PUT

URL

/auth/realms/{realm}/users/{id}/reset-password

Path Parameter

realm - %@ Realm
id - 1D valdnuisensiagn

Request Body

TA59a313984 request body 1384l
https://www.KeyCloak.org/docs-api/6.0/rest-
api/index.html#_credentialrepresentation

A131991 3.20 APl m3Aumdeyagldau

HTTP Request Method

GET

URL

/auth/{realm}/dga/users

Request Parameters

search — TaANUARBINIAWNIIU username, T9, WINANE
%39 email

Request Parameters

client_id - ID 984 application

redirect_uri — URI 91994013144 redirect

A13199 3.21 APl matiiadeyanliau

HTTP Request Method

POSY,

URL

/auth/realms/dga/users

Request Body

1n398579994 request body 8198414
https://www.KeyCloak.org/docs-api/6.0/rest-
api/index.html# userrepresentation

M13199 3.22 APl M3tiuvayaridau

HTTP Request Method

PUT

URL

/auth/realms/dga/users/{id}

Path Parameter

id - ID vasgldnunfeInmUiuls

Request Body

1A59a513984 request body §1984l¢
https://www.KeyCloak.org/docs-api/6.0/rest-

api/index.html#_userrepresentation




A13199 3.23 API mMyaudayarlys

46

U

HTTP Request Method

DEEETE

URL

/auth/realms/dga/users/{id}

Path Parameter

id - 1D vasgldufideInisay

A1319% 3.24 APl myayslFglda

HTTP Request Method

PUT

URL

/api/users/{id}/approve

Path Parameter

id - 1D veulfnuniseinsauliinisamsiioy

mswﬁ 3.25 APl A19 Deactivate

Al

HTTP Request Method

RUI

URL

/api/users/{id}/deactivate

Path Parameter

id - ID maaéﬂ%@mﬁﬁ@ﬂﬂﬁ deactivate

597 3.26 APl Mse1sTR Deact

ivate fliny

HTTP Request Method

PUT

URL

/api/users/{id}/approve-deactivate

Path Parameter

id — ID YldnuNfeIN158siAn1s deactivate

A13199 3.27 API m3gAug ity

HTTP Request Method

PUT

URL

/api/users/{id}/recover

Path Parameter

id - 1D valdnunidesm ey

M13799 3.28 AP mafmuanguildanula

HTTP Request Method POST

URL /

api/3/action/group_member create

Request Body 1

AS9E31904 request body 919891ATN

https://docs.ckan.org/en/2.8/api/index.html#

ckan.logic.action.create.group_member create
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M13199 3.29 APl msfmuanIgnugltau

HTTP Request Method

POST

URL

/api/3/action/organization_member create

Request Body

1AS9851983 request body Bl
https://docs.ckan.org/en/2.8/api/index.html#

ckan.logic.action.create.organization_member create

713797 3.30 AP Msdansueiuvesyataya

POST

URL

HTTP Request Method

/api/3/action/package patch

Request Body

id - ID 494 dataset ¥9BINITANUAGNS

5 & v o & y P
private — True \WafeIn15lu dataset 1Uu private, False io
A9N13L dataset WU public
allowed_users — Yarl¥uiison15id1ds dataset 9

A1319% 3.31 APl MSUERAITIENNTYATEYA

HTTP Request Method

GET

URL

/api/3/action/package list

Request Parameter

Request parameter §89led
https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.get.package list

M131991 3.32 APl MIMIUAAITILaslBEAUDIYnTaya

HTTP Request Method

GET

URL

/api/3/action/package _show

Request Parameter

Request parameter 5’1&5@1@1"171
https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.get.package show

M13197 3.33 APl MIMsauyaloya

HTTP Request Method

POST

URL

/api/3/action/package delete

Parameters

id - ¥9 ¥139 ID 984 dataset NNBINTTAU
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M13197 3.34 APl M3nilvanyndaya

HTTP Request Method

GET

URL

/dataset/{dataset-id}/resource/{resource-id}/download

Path Parameter

dataset-id — ID 994 dataset

resource-id — ID 984 resource

A1519% 3.35 APl msasayndeya

HTTP Request Method

POST

URL

/api/3/action/package create

Request Body

Request body 8neBslei
https://docs.ckan.org/en/2.8/api/index.html#

ckan.logic.action.create.package create

A1319% 3.36 APl mathidyateyalagliuiludeya

HTTP Request Method

POST

URL

/api/3/action/resource create

Request Body

Request body 81844
https://docs.ckan.org/en/2.8/api/index.html#

ckan.logic.action.create.resource create

A15199 3.37 APl NMSUEARILUAINIAT

HTTP Request Method

GET

URL

/api/dataset/{id}/metadata

Path Parameters

id - ID U84 dataset fiNaIN1TUAAITBLA metadata

A15197 3.38 APl MIUTUUTAUUAIAAN

HTTP Request Method

DELETE

URL

/api/dataset/{id}/metadata

Path Parameters

id - ID 994 dataset #ifain13UTUUTI metadata

Request Parameter

file - file LaM Metadata
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A19199 3.39 APl MImsiiNdayaniie

HTTP Request Method

POST

URL

/api/3/action/organization_create

Request Body

Request body §1434léi
https://docs.ckan.org/en/2.8/api/index.html#

ckan.logic.action.create.organization create

A15799 3.40 APl MIUTUUT YA

HTTP Request Method

POST

URL

/api/3/action/organization_update

Request Body

Request body 8198414
https://docs.ckan.org/en/2.8/api/index.html#

ckan.logic.action.update.organization _update

A1519% 3.41 APl MIaUTRYANEIELIY

HTTP Request Method

POSk

URL

/api/3/action/organization_delete

Parameters

id - ¥9 %39 ID Y99UI8UNADINITAU

A1919% 3.42 APl MIAUMITBYaNLIENY

HTTP Request Method

GET

URL

/api/3/action/organization _list

Parameters

Parameters §1984l4i7
https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.get.organization_Llist

A15199 3.43 APl MaLfiuvintoya

HTTP Request Method

ROSTE

URL

/api/3/action/group create

Request Body

Request body $n¢84lsi A
https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.create.group create
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A15197 3.44 APl m3dTudmnadeya

HTTP Request Method

POST

URL

/api/3/action/group _update

Request Body

Request body 8153414l
https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.update.group update

A15199 3.45 APl MIauvLIntaya

POST

HTTP Request Method
URL :

/api/3/action/group _delete

Parameters

id - ID YasmnAnyiineinITay

M15197 3.46 API MsAumInadeya

HTTP Request Method

GET

URL

/api/3/action/group_list

Parameters

Request parameters 143447
https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.get.group_list

M15199 3.47 APl NMSWanIUTeIRMIUNLIE9UY

HTTP Request Method

GET

URL

/api/3/action/organization activity list

Request Parameters

Request parameters 8193314
https://docs.ckan.org/en/2.8/api/index.htm!#
ckan.logic.action.get.organization activity list

M15797 3.48 API MIUanIUsEIRMUVIIANY

HTTP Request Method

GET

URL

/api/3/action/group_activity list

Request Parameters

Request parameters §1933l¢
https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.get.group_activity list
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A15199 3.49 APl N1suanauseiRn1u Dataset

HTTP Request Method GET
URL /api/3/action/package activity list
Request Parameters Request parameters 9198417

https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.get.package activity list

A13199 3.50 APl MsuanaUsy IRmugldanu

HTTP Request Method GET
URL : /api/3/action/user activity list
Request Parameters Request parameters 91484167

https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.get.user_activity list

A1919% 3.51 AP mnﬁummﬁmﬁu

HTTP Request Method POST
URL /api/feedback
Request Body email — email AsBINSIARARDNAU

category — MUIANYVBIAI AR
text - ANUAAWIUARDINSLRY

A13199 3.52 APl MIUFUUTIAILARLILY

HTTP Request Method PUT

URL /api/feedback/{id}

Path Parameter id - ID YasPARiuTiFesMsUTUUT
Request Body email - email figpsnslifnsondy

category — NIAVLVDIANUARLIIU
text - ANUARWILTARBINTTIY

A15199 3.53 APl NMSAUANLAALTAU

HTTP Request Method DELETE

URL /api/feedback/{id}

Path Parameter id - 1D Y9IANUANALTIRDINITAY




A15199 3.54 APl mSLALAaNL

52

HTTP Request Method

POST:

URL

/api/questions

Request Body

message - TAUVBIAINIY

A15199 3.55 APl MSHiLAIRBU

HTTP Request Method

POSIlk

URL

/api/questions/{id}/answers

Path Parameter

id - ID Y89fMauARBINSHRNAINDU

Request Body

message - 19AUYDIAADY

A15199 3.56 APl msunluAniy

HTTP Request Method

PUT

URL

/api/questions/{id}

Path Parameter

id - 1D YasMmuTifBINITUTUUS

Request Body

message - T9ALYBIFANNUTABINITUTUUR

A15199 3.57 APl msunluAnau

HTTP Request Method

POST

URL

/api/questions/{questionid}/answers/{answerld}

Path Parameter

questionld - ID ¥89AM
answerld - ID ¥83A%8U

Request Body

message - ToANNVBIAMBUNRBINTUSUUT

M15199 3.58 APl MsauAIny

HTTP Request Method

DELETE

URL

/api/questions/{id}

Path Parameter

id - ID Y89A0NARBINITAU

RTRGEY

AUANMBUTILNYIUBIN18TAR DN LLLE DNTINLA

A15199 3.59 APl MSWAAIAINTL

HTTP Request Method

GET

URL

/api/questions
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715799 3.60 APl NSAUAINBU

HTTP Request Method | DELETE

URL /api/questions/{questionld}/answers/{answerld}

Path Parameter questionid - ID maﬁwmu
answerld - ID m@ﬂﬂqﬁ@UWﬁaﬂﬂqiaU

A19799 3.61 APl N1SUEAIAINDU

HTTP Request Method GET:
URL /api/questions/{id}/answers
Path Parameter id - 1D UBIANNILTIABINITUAAIAIN OV

m15197 3.62 APl m3nudeya Teyadeya Yeutludaya

HTTP Request Method GET
URL /api/3/action/package search
Request Parameters Request parameters £719841a%

https://docs.ckan.org/en/2.8/api/index.html#
ckan.logic.action.get.package search

3.4 ﬂ'lWi'JEJ‘UE]\?'iZ‘U‘UﬂﬂiﬂQUﬂﬁJLLﬁzﬁlﬂﬂ”ﬁ‘l’J’ﬂﬁda

RED HAT

[ Dataset Service

OPENSHIFT
Container Platform
~
{Member Service O "] - £ b )
o ’ i
[CKAN Wrapper Service {@)7""" Q] Lo g bleau )
Data Visualization
)
[Q&A Service ;P ] (-'Iﬁ - N\
T —’ $orlEnbmm
[Feedback Service O } \ J
Data Storage
[ Hadoop Service ]
§ J
- \ —’
o ckan

GlasterFS

[ Department Service

Persistent Storage

%

)
)
Activity Service }
[ }

Search Service olr

[
=

MWl 3.25 MNTIVBITLUUNIAIUANLALINNTTBYE
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srUUAIUANLAZIANITTayauUteandy 3 dwu fie @i Front-End d@3u Back-End Uae
druresszuumahnsmiinsgideyanyadeya Jemefdavinldsuiaveuludiuvesssuy
Back-End Fazdsvnaulufeniseanuuuiasiann APl saunsaudanisandasiasnesyuy
seuuazgnasnuuuLiiu Microservices d9azusnnisvhanuves APl sonaniu lngaunsn
dnldianu AP dknulUsarea HTTP wlefl Request nunlussuuagiinu 3Scale APl Gateway 3
Vmihdinges Traffic seafidhurlussuu dWumnavaendelunisdnds APl fovuade Endpoint
e Taganansautauannisidifiausiag Service W1 Context Path Tag NGINX agvimiiniidu
Router Wdandunislud APl anaqfifvual’ Tne AP 7119992791u8¢ U OpenShift Container
Platform Fazfinsmuaunsvihauves Pod Tidulusuiidvunnasaian e CPU Sassiiv
fisaril5aedinng Scale Pod Tummusuaudinald
API Services Wudunuiigesianntunlniiislinseiuanudons neiinisldnm
Java e Software e Tnefinsld Sprine Boot Framework 1 Framework ndnlunns
waun enisiauasedu @ Application Suagiemiluguuuumes Container Service fign
Amauay Deploy ’e]gnlu OpenShift Container Platform
3.4.1 Member Service
Mdusudansaudnimusluszoufunisdeusrssyuvaundnues CKAN uas
Tableau wagld KeyCloak Wusananslunsdnnisaundn
3.4.2 CKAN Wrapper Service
Tddmsududmuauauvasndslunisidife APl Tu CKAN Tagawi User ID
289 CKAN TUAumI API Key ﬁagﬂugwu%’agawaa CKAN %#a331nla APl Key 11672 Service agad
Request salUT APl 489 CKAN 79
3.4.3 Q&A Service
Tdmsuinnsifeafusany-fney
3.4.4 Feedback Service
Tddmsudanismnuiu
3.4.5 CKAN Services
CKAN &1 API finsoumquAILAMAeINT §9h138Uy CKAN Gadumenduisad
Auasadmiununsinnisteyalaianis Inareniigauluiausemadenld dany
yndefioge saufisszuuvas CKAN dmsllalidnldou APl uasnsafuaudainisvesseuy
1ay CKAN %Qﬂamﬁgwu OpenShift wazdl CKAN Wrapper Service 11A39UN13119414089 CKAN
Snass Lﬁamwaaummﬂaamﬁa
3.4.5.1 Dataset Service
Tddmiuiansyateyauazdnnis Resource fAqluyadeya
3.4.5.2 Department Service
T wmsudamamisnunazannsadanstuyadeyadiisidosiumieny
3.4.5.3 Activity Service
Tdwsudanshanssuiintulussuuseg
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3.4.5.4 Search Service
Tddmsudumdayasineg wu yndaya, Resource vesyateya, dlfau

« @B rhisk Chanyowiwatkul ® 0 & @

Datasets Organizations Groups About _

# Datasets

T Organizations

Y Groups Q
° @
1 dataset found Crder by
T 1)
Y gs Test Dataset
elic € 1HAdY
E3
Y Formats
Y Licenses
@

ATNWA 3.26 Front-End U89 CKAN @1u204 Dataset

}]Ckﬂn Datasels ~ Organizations ~ Groups  About —

#& Organizations = Test Organization = Test Dataset
Test Dataset

Fo =
0
Test Dataset

{17 Organization WRUILA

Data and Resources

23 books.xml #* Explore ~
EZs  example_1.json #* Explore v
£
E ES  example_2json * Explore »
Test Organization
Test
i Social Additional Info
0 Tvitter Field
0 Facebook Last Updated
Created
& License
sais

AT 3.27 Front-End v89 CKAN @1u999 Resource lu Dataset
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M ckan O |

# Organizations

© Wnat are Organizations?

2 organizations found Order by

James Test
Organization QOrganization
1Dataset

it 3.28 Front-End ¥83 CKAN &7uv8s Organization

4 ckan vases orgmcaions s oo (S

# Groups

© Wnat are Groups?

£ Add Group

3 groups found Order by

E B

Group Marlo Group

A 3.29 Front-End ¥83 CKAN @183 Groups

mckan Datasets  Organizaions  Groups  About _

# Users  Phijak Chanyawiwatkul
& Manage

£ Add Dataset

Test Dataset

[ xa]

Phijak Chanyawiwatkul

0 1
42
Username

Email

Member Since

State

AW 3.30 Front-End 989 CKAN @113 User
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3.4.6 OpenShift Container Platform
OpenShift Container Platform Anaailiu Version 3.11 Tng#i OpenShift Container

Platform uu LLayaﬂmmw OS 89 RedHat Enterprlse Lmux version 7.4

Iﬂams Cluster v83 OpenShift TuazAnsamun 10 Nodes lngazidu Master 3
Nodes a@ufidaazidu Compute Node (2 Infra Nodes + 5 Worker Nodes)

Master 1

infra 1

Worker 1  Worker 2 Worker 3 Worker 4 Worker 5

.U OPENSHIFT

Container Platform

A3 3.31 Cluster Nodes 794 OpenShift

31971 3.63 IP Address gy Hostname 7ifnsa OpenShift

IP Address Hostname Node
164.xxx.xx.21 openshiftm1 master
164.xxx.xx.22 openshiftm2 master
164.xxx.xx.23 openshiftm3 master
164.xxx.xx.24 openshiftil infra

164.xxx.xx.25 openshifti2 infra

164.xxx.xX.26 openshiftal worker
164.xxx.xx.27 openshifta2 worker
164.xxx.xx.28 openshifta3 worker
Reserved IP openshiftad worker
Reserved IP openshiftas worker

[root@openshiftml ~1# oc get nodes -o wide
INAME

ROLES
compute
compute
compute
infra

infra

master
master
master

lopenshi ftm3

VERSION

v1.11.0+d4caccO
v1.11.0+d4cacco
v1.11.0+d4caccO
v1.11.8+d4cacc@
v1.11.6+d4caccO
v1.11.6+d4caccO
v1.11.0+d4cacco
v1.11.0+d4cacc@

EXTERNAL-IP  0S-IMAGE

Red Hat Enterprlse Linux
Red Hat Enterprise Linux
Red Hat Enterprlse Linux
Red Hat Enterprise Linux
Red Hat Enterprlse Linux
Red Hat Enterprise Linux
Red Hat Enterprise Linux
Red Hat Enterprise Linux

KERNEL - VERSION
3.10.0-1062.el7.x86_64
3.10.6-1062.el7.x86_64
3.10.0-1062.e17.x86_64
3.10.0-1062.el7.x86_64
3.10.0-1062.e17.x86_64
3.10.0-1062.e17.x86_64
3.10.0-1662.e17.x86_64
3.10.6-1062.e17.x86 63

A 3.32 As19deUAnIUE Cluster Nodes Uu OpenShift

CONTAINER-RUNTIME
docker://1.
docker://1.
docker://1.
docker://1.
docker://1.
docker://1.
docker://1.
docker://1.

13.1
131
13.1
13.1
13°1
13.1
13.1
13.1
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n8ld OpensShift Container Platform HuN15¥uA99 9gNNI¥AENITVINU
ganlUlvinn Node lu Cluster Fan13nszanenisvihautuduegiuniinfives Node uag Pod 1y
eAoITUNUS Y

i’
\
|
|
|
|

( Openshift Cluster

Al 3.33 M3n32R18FAVa3 Pod UL Cluster 489 OpenShift

n13fnes OpenShift Cluster Tuguluy Architecture 9e¥inly OpenShift Cluster
Wuflawi¥efief gau 1ws1831n1391191U9849 OpenShift Cluster HUa1U1INYNNTLINENNS
v ulugs Nodes du9 e Tunstifl Node #as5un1svinautaguuny Down adly

OPENSHIFT CONTAINERPLATFORM  Appicsion Concoe -

0]
0]
o) i
(©)
(0)

O

Al 3.34 OpensShift Container Platform Overview

AT 3.35 OpenShift Container Platform Application Monitor
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3.4.7 GlusterFS Software Defined Storage
GlusterFS 1 ud 1ufl #99v1971us U OpenShift Container Platform ag i
GlusterFS Yuagldifiu Data Weludiuwes System Data wag User Data fiamunvasszuy tnesn
GlusterFS uuaﬂmmﬂu Mode U84 Replica 2 szdmiwm’luim‘ULLU‘UU System Data Wag User
Data auaﬂmﬂmaanb IRIGHE Lwaimamamamaimwmmu

Persistent Volurne (PV)

AN 3.36 NM3¥NNUTDS GlusterFS WUy Replicated Volume /U OpenShift

N131191U3 WA UAY OpenShift Container Platform ﬁgu%a%’wa TCP Network
Connection 1¥i1nM38uLazifeuteyanoguy Glusterts e GlusterFs 165U Request N3
\euteyaannynsila OpensShift Container Platform uda GlusterFs agsihmsifisudayaasly
1 2 Bricks Adldgnadaliluudasieiosas GlusterFs Cluster

A15197 3.64 IP Address uae Hostname 7ianga GlusterFS

IP Address Hostname Host
164.xxx.xx.29 glusterl GlusterFS Server 1
164.xxx.xx.30 gluster2 GlusterFS Server 2

[root@gluster2 ~1# gluster peer status [root@glusterl -vlt‘ gluster peer status

unber of Peers: 1 Number of Peers:

JHostname: glusterl Hostname: gluster2
uid: 88c5131c- d225-44ff- 875‘) 4bad643ac02c Quuid: 16df98c9 f8a7-470c-8701-869bbf3115¢0
State: Peer in Cluster (Conn ) State: Peer in Cluster (Conne d)

AR 3.37 msﬁawiasum GlusterFS 15 2 Lf-ﬁaq

[rooteglusterd ckanl# gluster voluse

2NN 3.38 N15ES1waLNISLY Volume UULAIDY GlusterFS
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3.4.8 3Scale APl Management Platform
3Scale APl Management Platform ThildRageun OpenShift Container Platform
e Tivaneues 3scale APl Management ¥ty Gateway dmsumsiSenldeu AP nuadl
wldgnitaunduanivl wasdaimihfiu Authentication service fne

e

Your APl Team

Dashboards

3
Your Backend Systems

Your APIs

| 2] Developer Portal

e
2R

AT 3.39 N159197UT84 3Scale APl Management

msvieumely 3scale Auuuiy e 3scale API Management platform 65y
Request 98¥iNN15a9 APl request tulun Backend System LilefiazUszaiana Request 7o



61

RED HAT 3SCALE API MANAGEMENT

Quenview

RED HAT 3SCALE API MANAGEMENT

AN 3.41 3Scale APl Management Integration
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3.4.9 KeyCloak Identity and Access Management
HNUIMT995UNITVINIULUY Single-Signed on 1neil User Information wag User

Credential vivun 9vgniiusIusaulin KeyCloak wiaidl Request APl 191311 KeyCloak 283
Authentication/Authorization kazds Role Miduvas User iidngszuutundululuguuuuves

JWT Encrypted Token

|
: N
©) \
@ » | 3scale e » %3
\ APIS0
/ ®
{ )

KeyCloak

AN 3.42 NSYIULE3 KeyCloak

N1939119711909 KeyCloak 9% Integrated 591U 3Scale APl Management Platform
Wi @19 1du Authentication Wag Authorization service 7 built-in 117U 3Scale lag
KeyCloak ﬁ’u%gﬂaﬂﬁﬂugmmwﬂaﬂ Container Y4 OpensShift Container Platform

GIKEYCLOAK

Dga

Realm Settings

&
B Roles
= Identity Providers

£ User Federation

@ Authentication

2 Admin v

% Events

& import

X Export

A 3.44 N335 User Tu KeyCloak
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3.4.10 Beats, Elastic Search wag Kibana

#1915V Elastic Search gy iy Log Centralization ¥84%)n API iy gn
smuntunlmilunanelulasanns Taeft Elastic Search 1wy anmmuwﬂaaﬂlﬂmn OpenShift
Container Platform Tngmsfindaiuasfindsluguuuuvas Elastic Search Cluster 3998573013
191u4 3 elastic node Tnei Log 984910 AP ﬁv‘mmasﬂusmwmaa Container fuavaﬂ
Feed ®8n1191n OpenShn‘t Container Platform 728 Beats LLaumadm&N Elastic search Cluster

wazviidu Index Wit Log uulﬂmmmm‘uaaﬁmm uazvh Analytic folauy Kibana

A 3.45 weluladues Elastic Search

Visualize

{ Pod t @nm:“?}v ]%
[ poaz Bsaso ]%i

Aibiinedl Elastic Cluster

Feed<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>