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ABSTRACT

Openstackis so population in Cloud computing on IAAS, that mean however you see openstackso
lot in the social of cloud, you will see the Openstackdo or duty. Openstackis use many computer get to

connection each other to use service of Cloud infra

This Project I will show you why we choose Openstack, how to install and how to use Openstack
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® OpenStack Orchestration (code-name Heat)

® OpenStack Database (code-name Trove)

® (penStack Data Processing (code-name Sahara)

® OpenStack Bare-Metal Provisioning (code-name Ironic)

Your Applications

Compute

=

e
ngs

Networking ‘K! Storage

—

OPENSTACK

CLOUD OPERATING SYSTEM

OpenStack Shared Services

Standard Hardware

51/ 2.1 1n398519U049 Openstack




d
2.3 3n152NOVUBY Openstack

° a 4 o U 4 1
A13¥191UY04 Openstack NATLINBIALTZABUNAIS AU NN Openstack component 1A

Y
J 9 v
1131 Havana 1/52n@1428 Component A4l

® Nova Module

® Neutron Module

® Swift Module

® (Cinder Module

® Keystone Module
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® Horizon Module

® (Ceilometer Module

® Heat Module
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= a a o
Nszganimmlumsmaugs
3.1 syuunlYy

1) 52UVURUAMST : Ubuntu 16.04
2) Core : 8core vCPU
3) Ram: 16GB vRam

4) Harddisk : 160GB vDisk

3.2 M9I9NUUUUDIITUY

o o ¥ I 1 ' °
s1uflude% Controller Node ag Compute Node 9¢4 Node duiludiuziolunisviiau Tag

I @ 4 o
Controller Node 321ilu@aA21aN Node 814 Tumsiam
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openstack

CLOUD SOFTWARE

Controller Node

Compute Node

¥
51 3.1 Tasaard1eWug1uvea Openstack

Networks for VMs

Networks for VMs

Network for VXLAN

External Router

nova- « I

nova-api | hova-cert hedul S SRR e e Bl e DS
scheduler | dashb | neutron- neutron-
neutron- | nova- nova- | asnboara L3-agent dhcp-agent
server | consoleauth| conductor ; ; neutron- o
nova-spiceproxy i %
[ TRRR S  or] ?eet?‘:iaxa metadata
Control Node AP Node =
’ : = Network node
neat-engine | memcache | cinder Designate-backend
designate- ; : neutron- neutron-
engine glance | keystone Openstacieaplipioxy, ovs-agent | Ibaas-agent
| rabbitmq | apache2 | mariadb apache2 \memcache openvswitch | haproxy

Management traffic for
Openstack and Systems

Internal Router

51 3.2 Tnseadran1eluvos Openstack
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UNN 4

MInaasdasHanIINeasy

4.1 EMNNAAONUBITTUY

[

Y 9
Tumsanas Openstack (11U All-in-One node A0 spec DY all

1) szuul1ians : Ubuntu 16.04
2) Core : 8core vCPU
3) Ram: 16GB vRam

4) Harddisk : 160GB vDisk
4.2 IuUndUNIANAI Network Time Protocol (NTP)

4.2.1 Controller Node
4.2.1.1 Gl"ff?ﬁﬁﬂ sudo su !ﬁmﬂ@ﬁlﬁff)ﬂu root user

4.2.1.2 14ees apt —get update 11Q% apt —get —f install 1 update Ulﬁlﬁ)gmlu version ’chq 9]

4.2.1.3 ANAY packages Tagldmda apt install chrony

4.2.1.4 139 NTP SERVER Tagl9@1d4 /etc/chrony/chrony.conf 11miu 11 NTP

I~ A a 9 a A 1 [
SERVER 1511 th.pool.ntp.org ieidlan13 14411 NTP SERVER ved Ine uazilanisiyenaeny node Tag
M3 allow 10.0.0.0/24

e < Y Y o v )
4.2.1.5 Lﬁﬁ]@]ﬂmm’i%ﬁﬂugaﬂiﬁ restart S UUAIATT service chrony restart

4.2.2 Other nodes
4.2.2.1 Glclgf)f’ﬁﬁ’ﬂ sudo su Lﬁﬂlﬂﬂi‘fi}ﬂu root user

4.2.2.2 19 apt —get update Q¢ apt —get —f install 1o update 113{6@:111 version Tchf;fﬂ
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y v
4.2.2.3 AAAY packages Taaldmds apt install chrony

4.2.2.4 uR1% NTP SERVER Tae 14144 /etc/chrony/chrony.conf 91011 11118 NTP

I : Y v o
SERVER 1)U server controller iburst Lﬁ@slﬁhl‘lgf Server [A8INUNY controller
A a Yy S A 9 Y Y o v .
4.2.2.5 13ioARUa5580508 19 restart 2 UVAWAITA service chrony restart

NGt I 4 ' ' o v
NS RARAR oD Y0015 192 AT IIEANTIFONABYDA node A1) 1AALAIES chronyc sources 1Y

<3| v
witlumwdagildhedu

# chronyc sources

210 Number of sources = 2

MS Name/IP address Stratum Poll Reach LastRx Last sample

£ 922019 2 7 12 137 -2814us[-3000us] +/- 43ms

A% 192.0.2.12 2 6 177 46 +17us[ -23us] +/- 68ms

< 4 '
31 4.1 15AN131%BUAD node 910 Controller Node

# chronyc sources

210 Number of sources = 1

MS Name/IP address Stratum Poll Reach LastRx Last sample

A% controller 3 9 377 421 +15us[ -87us] +/- 15ms

51 4.2 Eamsi¥ese node 910 Other Node
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4.3 TUNDUNIANAI Openstack Package
4.3.1 T¥aumda apt install software-properties-common
4.32 1¥aumds add-apt-repository cloud-archive:newton
433 % update i&’ﬂﬂ@i]ﬁ‘]ﬁlﬁlﬂﬁﬁf 3 apt update && apt dist-upgrade
a c,l)/ Y o o
4.3.4 9AAY client YD openstack AIUA1TY apt install python-openstackclient
4.3.5 restart 52UVAwMsDanazidanioelnl
4.4 TUABUNSANAI SQL database

v J
4.4.1 9993 packages SQL database RERALE apt install mariadb-server python-pymysql

4.42 95 mmzuﬁ'"lm”l%lﬁ /etc/mysql/mariadb.conf.d/99-openstack.cnf Tl mysqld ﬁlﬂg 1

bind-address = 10.0.0.11
default-storage-engine = innodb

innodb_file per table

max_connections = 4096

collation-server = utf8 general ci

character-set-server = utf8

31Jﬁ 4.3 N7 setting f11 database
A a oy Y 99 Y o & ;
4.4.3 teud luiFoudeeudn1v restart s2UUAAAT service mysql restart

v v '
4.4.4 1N 1AAAAT mysql AI8ATE mysql_secure_installation
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4.5 IUABUNSAANT Message queue
a g 9y o o
4.5.1 9AAN package AIYATY apt install rabbitmg-server
2 o &
4.5.2 319 user YUIAWAI rabbitmqctl add_user openstack RABBIT_PASS

i Yy oo ; roie
4.5.3 set permission AI8AE rabbitmqctl set_permissions openstack ".*" " *" " k!

4.6 TundUMIAANI Memcached
Ay 9y o &
4.6.1 AAA3 package AIYAH apt install memcached python-memcache

% d' A'( [ Y a ;s =3 [ 1Y 9 o W
4.62 18 1 ip address Mrouae il ip address 1A8INUNY controller node AYAAI

/etc/memcached.conf
A 3 A v Y q ¥ Y o @ :
4.6.3 mauﬁ"lmaimsﬂmaﬂua’a"lw restart S$UUAIWAN service memcached restart
aY S A v
4.7 MIAANAZAINIZVUIVBINY
) 2 Y, Y o d
4.7.1 @319 sql YUNIAWY root user AYATAN mysql -u root —p
2 S
4.7.2 9519 keystone Yuly database ABAH mysql> CREATE DATABASE keystone;
a 3 y o o
4.7.3 AnM 3 keystone package AIYA1TY apt install keystone

4.7.4 udlv keystone “ludm@haqﬁegﬂﬁ’wﬁﬁa /etc/keystone/keystone.conf

connection = mysql+pymysql://keystone:KEYSTONE DBPASS@controller/keystone

51 4.4 M3 config AN keystone TUAIUVDY database
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provider = fernet

51 4.5 M3 config A1 keystone 11A2UVD4 token
Yol ' Y o .
4.7.5 AIMINDYVD keystone AUAIH su -s /bin/sh -¢ "keystone-manage db_sync" keystone

9y v
4.7.6 3613 Feret key L1ag Bootstrap aoMadangld1ears

# keystone-manage fernet_setup --keystone-user keystone --keystone-group keystone

# keystone-manage credential setup --keystone-user keystone --keystone-group keystone

# keystone-manage bootstrap --bootstrap-password ADMIN_PASS \
--bootstrap-admin-url http://controller:35357/v3/\

--bootstrap-internal-url http://controller:35357/v3/ \

--bootstrap-public-url http://controller:5000/v3/ \

--bootstrap-region-id RegionOne

' )
gﬂﬁ 4.6 #AAN Fernet key L1¢ Bootstrap keystone
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4.8 M3a319 domain, projects, users, and roles

v
4.8.1 TUADUMTA34 service project

$ openstack project create --domain default \
--description "Service Project” service

ommmmm e o +

| Field | Value

oo e +

| description | Service Project

| domain id | default

| enabled | True

|id | 24ac7f19cd944f4cbald77469b2a73ed |

|is_domain | False

| name | service

| parent id | default

oo eee e +

v
51/4.7 TunoUMI A3 service project
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v
4.8.2 TUADUNTA319 demo project

$ openstack project create --domain default \

--description "Demo Project" demo
oo e +
| Field | Value
e B +
| description | Demo Project
| domain id | default
| enabled | True
|id | 231ad6e7ebbad7d6aleSTelcc07ae446 |
|is domain | False
| name | demo
| parent id | default

e R +

v
51 4.8 TunoUM A3 demo project
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4.8.3 msﬂ%’w demo user

$ openstack user create --domain default \
--password-prompt demo

User Password:

Repeat User Password:

e e +

| Field | Value

fmmmm e e +

| domain id | default

| enabled | True

|id | acda23aa78f44e859900e22c¢24817832 |
| name | demo

| password expires at | None

R e +

31] 4.9 miﬁ%j'lﬂ demo user
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4.8.4 m’iﬁ%}%‘l user role

$ openstack role create user

fommmmeeee e -

| Field | Value

oo e +

| domain _id | None

|id | 997ce8d05fc143ac97d83{dtb5998552 |
|name | user

ommmeeeee e +

51 4.10 M5a519 user role

4.8.5 M3L1eA user role 1911111 demo project

$ openstack role add --project demo --user demo user

51 4.1 m3uea user role 11 11/1u demo project

4.9 M3 Verify operation

4.9.1 1%M1d9 unset OS_ AUTH URL OS_PASSWORD



4.9.2 Gl“lsi} admin user ’c’hﬁﬁlﬂmﬁlﬁlﬂﬁaﬂ token

$ openstack --os-auth-url http://controller:35357/v3 \
--0s-project-domain-name Default --os-user-domain-name Default \

--0s-project-name admin --os-username admin token issue

Password:

| Field | Value

| expires | 2016-02-12T20:14:07.056119Z

|id | SAAAAABWYi7 BSkKQD9wdXac8MoZiQldmjEO643d-¢ j-XXq9AmleglbA7UHGPY |
| atnN21qtOMjCEWX7BReJEQnVOA; 3ncIRQgAYRsfSU MrsuWb4EDtnjU7HEpoBb4 |
| 060zsA NmFWEpLeKyOuNn WeKbAhYygrsmQGA49dcIHVnz-OMVLiyM9ws [

| project id | 343d245¢850143a096806dfaefa9atdc ‘

|user id |ac3377633149401296f6c0d92d79dc16

51 4.12 admin user A9 190N 31914 token




4.9.3 1% demo user AIFAIVONIIHID token

$ openstack --os-auth-url http://controller:5000/v3 \
--os-project-domain-name Default --os-user-domain-name Default \

--0s-project-name demo --os-username demo token issue

Password:

| Field | Value

| expires |2016-02-12T20:15:39.014479Z

|id | s AAAAABWYVi9bsh7vkibySBpCCnc-JkbGhm9wH3fabS cY7uabOubesi-Me6IGWW |
| yQqNegDDZ5jw7grl26vvgy1J5nCVwZ _zFRqPiz_qhbq29mgbQLglbkq6FQvzBRQ |
| JcOzq3uwhzNxszZ) WmzGC7rJE_HOA a3UFhqv8M4zMRY SbS2YFOMyFmp_ U

| project_id | edOb60bf607743088218b0a533d594 31 \

|user id | 58126687cbcc4888bfa%ab73a2256127

-t

51 4.13 demo user dF1¥ON131A104 token
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4.10 M15a519 OpenStack client environment scripts

4.10.1 ud lv admin-openrc

=Default

31] 4.14 U 1 admin-openrc

4.10.2 U 1 demo-openrc

~DEMO _PASS

=http://controller:5000/v3

31] 4.15 U 1 demo-openrc



4.10.3 11109 admin-openrc Laz 30471 token

$ . admin-openrc

$ openstack token issue

e e +

| Field | Value

o o -

| expires | 2016-02-12T20:44:35.659723Z
| SAAAAABWY]Yj-Zjfe8WXFaQnUd1DMYTBVrKw4h3flagiSNoEmh21U72SrRv21rl |
| IWFYhLi2 uPR311gf6A8mH2Rw9kv_bxNoljbLNPLGzW uSFC7InFqx0OyYtTwale |
| eq2b0f6-18KZyQhs7F3teAtal43kJEWuUNEYET-y7u29y0bel 64KYKM7E |

| project id | 343d245e850143a096806dfacfa9afde

|user id |ac3377633149401296f6c0d92d79dc16

oo e e e +

51 4.16 Tvaq admin-openrc 1az §04A token

4.11 M3AAAY Image service

4.11.1 14 root user #3149 database Tagl¥mda mysql -u root —p

v
4.11.2 #3719 glance LIDEHIN glance

25




mysqgl> CREATE DATABASE glance;

mysql> GRANT ALL PRIVILEGES ON glance.* TO 'glance'@'localhost' \
IDENTIFIED BY 'GLANCE DBPASS"

mysql> GRANT ALL PRIVILEGES ON glance.* TO 'glance'@'%' \

IDENTIFIED BY 'GLANCE DBPASS';

a Py Y
31]”" 4.17 931 glance LIS ANAN glance

4.11.3 7519 glance user

$ openstack user create --domain default --password-prompt glance
User Password:

Repeat User Password:

| Field | Value

| domain_id | default

| enabled | True

|id | 3f4e777c4062483ab8d9edd7dff829df |

| name | glance

| password expires at | None

gﬂﬁ 4.18 #5149 glance user

4.11.4 a59 glance service enity
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$ openstack service create --name glance \
--description "

frommm - e +

| Field | Value

oo e +

| description | OpenStack Image

| enabled | True

lid | 8¢2¢7£1b9b5049¢a9e63757b5533¢6d2 |

| name | glance

| type | image

v '
4.11.5 AAAY glance package AeAea apt install glance



Y
4.11.6 uf luar lu /etc/glance/glance-api.conf ludauveq database 118 keystone Aail

connection = mysql+pymysql://glance:GLANCE DBPASS@controller/glance
thtoken]

auth_uri = http://controller:5000

auth url = http://controller:35357

memcached servers = controller:11211

auth type = password

project domain name = Default

user domain name = Default

project name = service

username = glance

password = GLANCE PASS

tflavor = keystone

gﬂﬁ 4.20 uf lvalu /etc/glance/glance-api.conf




[

4.11.7 ud v lu /etc/glance/glance-registry.conf ludiuveq database L keystone Al

connection = mysgl+pymysql:/glance: GLANCE DBPASS(@controller/glance

auth_uri = http://controller:5000
auth_url = http://controller:35357
memcached servers = controller:11211

auth_type = password

project domain name = Default
user domain name = Default
project name = service
username = glance

password = GLANCE PASS

flavor = keystone

31|ﬁ 4.21 A luanlu Jete/, glance/glance-registry.conf
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4.11.8 restart 3¢1U1J image service fumd

# service glance-registry restart

# service glance-api restart

31Jﬁ 4.22 restart 3¥11) image service

4.12 M3AAAY Compute Service 34 Controller Node

4.12.1 cl“ls)'l root user L%ﬂwﬁiﬁ)fﬁl database meﬁ%}N nova database

$ mysql -u root —p

mysql> CREATE DATABASE nova_api;

mysql> CREATE DATABASE nova;

mysql> GRANT ALL PRIVILEGES ON nova api.* TO 'nova'@'localhost' \
IDENTIFIED BY 'NOVA_DB<PASS':

mysgl> GRANT ALL PRIVILEGES ON nova_api.* TO 'nova'@'%' \

IDENTIFIED BY 'NOVA DBPASS'";

mysql> GRANT ALL PRIVILEGES ON nova.* TO 'nova'@'localhost' \

IDENTIFIED BY 'NOVA DBPASS';
mysql> GRANT ALL PRIVILEGES ON nova.* TO nova'@'%' \

IDENTIFIED BY 'NOVA DBPASS';
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4.12.2 ’d%jN nova user g ﬂlﬁl admin L%E):Uﬁi’e] nova user

$ openstack user create --domain default \
--password-prompt nova

User Password:

Repeat User Password:

e S +

| domain id | default

| enabled | True

|id | 8a7dbf5279404537b1c7b86c033620fe |
| name | nova

| password_expires_at | None

oo e -

$ openstack role add --project service --user nova admin

a g Y 5 A '
51 4.24 9519 nova user tiaz 11 admin 1¥01AD nova user
a g 9 °o W
4.12.3 @AY package AIUAIEY apt install nova-api nova-conductor nova-consoleauth \

nova-novncproxy nova-scheduler



[

4.12.4 Llfﬂﬂl?’iﬂu /etc/nova/nova.conf Glﬁnlﬁlwﬁ a7l

connection = mysql+pymysql:/nova:NOVA DBPASS@controller/nova api

connection = mysqltpymysgl:/nova:NOVA DBPASS@controller/nova

g‘ﬂﬁ 4.25 uﬁ'"lmﬂ'ﬂu /etc/nova/nova.conf

[

4.12.5 uA luar 1y RabbitMQ 19 1anasatl

auth strategy = keystone

auth uri = http://controller:5000

auth url = http://controller:35357
memcached servers = controller:11211
auth_type = password

project domain name = Default

user domain name = Default

project name = service

username = nova

password = NOVA PASS

31 4.26 ud lua1lu RabbitMQ
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'
o

4.12.6 u compute database 11914 su -s /bin/sh -c "nova-manage api_db sync" nova Ll su -s

/bin/sh -¢ "nova-manage db sync" nova

v '
4.12.7 restart SEUUNINUAALAIF

# service nova-api restart

# service nova-consoleauth restart
# service nova-scheduler restart
# service nova-conductor restart

# service nova-novncproxy restart

4.13 M3AAAI Compute Service Tu Compute Node
g Y o
4.13.1 @AM package AIYAHN apt install nova-compute

4.13.2 Llﬁ,‘lﬂlﬁﬂu /etc/nova/nova.conf 1ﬁ’tﬂu\lﬂﬁl\‘lﬁ

auth strategy = keystone

auth uri = http://controller:5000

auth url = http://controller:35357

memcached servers = controller:11211
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auth_type = password

project domain name

user domain name =
project name = service
username = nova

password = NOVA PASS

gllﬁ 4.28 Llﬁnlsllfhﬁlu /etc/nova/nova.conf

2 ! 1] % dSI
4.13.3 11 [DEFAULT] iumaannegas lasil

my 1p = MANAGEMENT INTERFACE I

use_neutron = True

firewall driver = nova.virt.firewall. NoopFirewallDriver

° 4 1w ' ) o v
4.13.4 fvuald compute node 1oUADAY hardware chflu VM A8A184
egrep -¢ '(vmx|svm)' /proc/cpuinfo
4.13.5 restart 3$UUUDI compute service AR service nova-compute restart

4.14 M3AAAY Networking Service 114 Controller Node

[

' : S : ]
4.14.1 19 root user lTuMs1¥ouAD database 117U client ATH mysql -u root —p



4142 9 %} 19 neutron database

mysql> CREATE DATABASE neutron;

mysql> GRANT ALL PRIVILEGES ON neutron.* TO 'neutron'@'localhost' \

IDENTIFIED BY 'NEUTRON DBPASS';
mysql> GRANT ALL PRIVILEGES ON neutron.* TO 'neutron'@'%' \

IDENTIFIED BY NEUTRON DBPASS';

4143 A %} 1 neutron user

$ openstack user create --domain default --password-prompt neutron
User Password:

Repeat User Password:

| Field | Value

el Hoeem

| domain _id | default

| enabled | True

lid | 319134694728440eb8tfcb27b6dd8b8a |
| name | neutron

| password _expires_at | None
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A - Y o v 5 ;
4.14.4 1Y admin 19111/ 1% neutron user A2EAA openstack role add --project service --user neutron

admin

4.14.5 514 neutron service entity

$ openstack service create --name neutron \

--description "OpenStack Networking" network
|Field | Value
| description | OpenStack Networking
|enabled | True
|id | £71529314dab4addB8ecad27¢701d209e¢ |
| name | neutron

| type | network

Y ]
4.14.6 restart 3¥UVNINUAAOAINA

# service nova-api restart

# service neutron-server restart

# service neutron-linuxbridge-agent restart
# service neutron-dhcp-agent restart

# service neutron-metadata-agent restart

# service neutron-13-agent restart
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4.15 M3AAN4 Networking Service Tu Compute Node
4.15.1 ANAY package Tagldmaa apt install neutron-linuxbridge-agent

[

[ I -4
4.15.2 LLfgllvl"Umnlu /etc/neutron/neutron.conf 11:1} 15uaatl

transport url = rabbit://og ABBI S@controller

auth strategy = ki

auth uri=

auth url =
memcached servers =
project domain name =

user domain name = Default
project name = se;

username = neutron

password = NEUTRON PASS

gﬂﬁ 4.33 uﬁ'"lwiﬂu /etc/neutron/neutron.conf

v
4.15.3 restart 52 UUNINUAUDI Networking Service 11 Compute Node

# service nova-compute restart

# service neutron-linuxbridge-agent restart

v v
gﬂﬁ 4.34 restart IS UUNINUAVDI Networking Service Tu Compute Node



4.16 M3AAAI Dashboard

9 '
4.16.1 AMAY package A apt install openstack-dashboard

[

4.16.2 1A luanu /etc/openstack-dashboard/local_settings.py Tiiudail

OPENSTACK HOST = "controller"
ALLOWED HOSTS =[*, ]
SESSION ENGINE = 'django.contrib.sessions.backends.cache'
CACHES = {

'default’: {

'BACKEND': 'django.core.cache.backends.memcached.MemcachedCache',

'"LOCATION': 'controller:11211', }
OPENSTACK KEYSTONE URL = "http://%s:5000/v3" % OPENSTACK HOST
OPENSTACK KEYSTONE MULTIDOMAIN SUPPORT = True
OPENSTACK API VERSIONS = {

"identity": 3,

"image": 2,

"volume": 2,

OPENSTACK KEYSTONE DEFAULT DOMAIN = "default"
OPENSTACK KEYSTONE DEFAULT ROLE = "user"

OPENSTACK NEUTRON NETWORK = {
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1

TIME ZONE ="TIME ZONE"

31 4.35 un TuAr 11 Dashboard

4.16.3 restart ST UUAIWAAS service apache?2 reload
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