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ABSTRACT

This project aims to investigate the network system of the organization and
adjust the network systems work smoothly, By considering to ITILv3 standard, settings
of network devices and installing the monitor to track the performance of a device.
So, import the data to assess the risks that will impact the organization. Moreover,
change the device and test the results of the work after the changes. Therefore,

prepare the document send to clients with advice how to improve the system.
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UTP Categories - Copper Cable

UTP Category Data Rate  Max. Length Cable Type Application
CAT1 Up to 1Mbps - Twisted Pair Old Telephone Cable
CAT2 Up to 4Mbps - Twisted Pair Token Ring Networks
CAT3 Up to 10Mbps 100m Twisted Pair Token Rink & 10BASE-T Ethernet
CAT4 Up to 16Mbps 100m Twisted Pair Token Ring Networks
CATS Up to 100Mbps 100m Twisted Pair Ethernet, FastEthernet, Token Ring
CATSe Up to 1 Gbps 100m Twisted Pair Ethernet, FastEthernet, Gigabit Ethernet
CAT6 Up to 10Gbps 100m Twisted Pair GigabitEthernet, 10G Ethernet (55 meters)
CAT6a Up to 10Gbps 100m Twisted Pair GigabitEthernet, 10G Ethernet (55 meters)
CAT?7 Up to 10Gbps 100m Twisted Pair ~ GigabitEthernet, 10G Ethernet (100 meters)
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2.1.4.3 lpseasnawuuia (Bus Topology)
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2.1.4.4 Tasea¥awuuaeumu (Ring Topology)
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2.1.5 Auau (VLAN)
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2.1.6 AMURUYVDI Access Port LLay Trunk Port
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2.1.6.2 Trunk Port
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2.1.7 Ysznnnas Encapsulation Uy Trunk Port
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2.1.7.2 802.1Q
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2.1.10 Routing Protocol
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2.1.13.3 Remote Access VPN
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2.1.14 Wsunsuildlunas Monitoring
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U#t 2.24 Firewall traffic monitored [10]
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2.1.15.1 Router
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(ﬁm . http://telco.ge/main/product)

2.1.15.2 Switch
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(ﬁm . https://www.cisco.com/c/en/us/support/switches)

2.1.15.3 Firewall

M$290d (Firewall) ApszuusnunnuUanniovounsou1unpuRLnes b

° Y A oa a v ot | a ¢ Y &
NIUIMUALALUA N1TLUI0991NA8UDN (Lu INDURDILUR) ﬂ’liL‘U’lﬂ\iLﬂ‘ia‘U’WﬁJmﬂu

22



(W in3etenteluesdns wierouamesdiui) Iduandusud 2.27 uioorayalddnlng
2wadnwmilousuminUseguaspouiomes Fen1sidadeannisusnazdelilnioad
AsIvdauNaulIdINIsasruuasevitenivlulanselil lavlWsieadazinisiivue
ngsudeuleduldianzindetne Gamunsauiminnisidhisiugndesmuilngead

Y

Avuald Assdnduesorsld winlunsefagidndalale

FMMETEBFERTE AT aEEmtw

g
== B0  Frwy rers

5UM 2.27 51008

U

(Fan https://www.fortinet.com/products/next-generation-firewall/mid-range.html)
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NanN1INn&aas

4.1 TAS9a$1955UULASYELAY

lusideilazuanslaseainessuuiniovisifn (Network Diagram) s18%egUnsnd
wun8lav IP ¥83gUnsal Rack Diagram wagwoinfilisusoriugunsalie 4 vesszuuiaiette
o/ ] - € 5 crdl
lngazvvesniegruiiusding Cisco 3560 uazgunsniduszuandlunianun

4.1.1 Network Diagram

s

a = 1 = d 14 o v o -:l
Network Diagram %8sszuuiasotnuipuiddnvilaitildisa ssuanslugun 4.1
o ¢ o =l ¢ v wo & a ¢ & d W
Lars1etegUNTallanInIn1I19n 4.1 lngesAnsnldiinisasiaaeuiidussdnsiiieaiu
o s W ova v ¢ A0 TR a v v
gaavnssiled Jelddinsldauinireadidudwninafienaasussuulitunsgniives
(3 - 1 < 1 ¥ v [l o 1 1 L3
99AN3 MIlouspvesTTULIATeYIBiagAeshugunsaiiluswaunnousengdumasiin

wadln$roadildnundndie Fortigate 110c ol adunaieinldeangddunasiia

g

h
Lioon Porimle 1000 bemamatyin

SU# 4.1 Network Diagram 843 UUiAa



ol = ¢ & a
M990 4.1 5']U’UE]Qﬂﬂim‘ﬂ@@i:ﬁUULﬂﬁ@‘UjﬂLﬂﬂ

No. Devices IP Management Access Method Ref.
1 DELL PowerEdge 1950 - - 222
2 DELL PowerEdge 2950 - - 223
3 Juniper SRX240 192.168.99.15 HTTP 224
4 Check Point 4400 - = 22.5
5 Fortigate 110C 202.183.152.6 HTTP 226
6 Juniper $5G20 192.168.100.1 SSH LAl
7 FortiAnalyzer 100C 192.168.2.99 HTTP 2.2.8
8 Cisco 1841 - - 229
9 Sophos Astaro 110/120 192.168.1.1 HTTP 2.2.10
10 Cisco ASA5505 58.137.180.2 console 20211
i) Sonic Wall APL24-08E C-11189 - - 2.2:12
12 Cyberoam CR25i 58.137.88.5 HTTP 221
13 WatchGuard XTM 330 192.168.99.11 HTTP 2.2.14
14 Juniper MX80 58.137.59.17 console 22,13
15 Foundry Edgelron 2402CF il #1816 Telnet 2.2.16
16 Juniper IDP 75 - - 22400
1§ Cisco 3500XL Y] console, Telnet 2218
18 HP Tipping Point 2400E 58.137.32.102 HTTP 2.2.19
19 netintact packetlogic PL7800 v e 2.2.20
20 Cisco 3500XL 1.1.1.4 console, Telnet 2221
21 IPOQUE PRX-2G 58.137.59.19 HTTP 2222
22 Cisco 3560 192.168.100.10 console, Telnet, SSH | 2.2.2
23 DELL PowerEdge 860 . g 2224
24 DELL PowerEdge R610 - - 222
25 HP Tipping Point SMS Server - £ 2.2.26
26 DELL PowerEdge 860 - - 2227
27 DELL PowerEdge 1950 - - 2.2.28
28 SUPERMICRO SUPERO - B Luid
29 IBM System x3650 - - 2250
30 Cisco 1800 Series - - 2251
31 DELL PowerEdge R200 - - 2232
32 SonicWall UMA EM s = 2:2.35
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4.1.2 Rack Diagram

Rack Diagram wedszuuinTetnefiy uansluguin 4.2

IO SEsssssssEaEEEEsERRREEEE
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U7 4.2 Rack Diagram 8352 UUMATUIELAL

4.1.3 Port MWausanugunsal

a ¢

gunsadaing Cisco 3560 wanenagunl 4.3 wazidundayavesgunsaluantianisng
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¥l 4.2 uay woiniensariugUnsalang 4 uanfsm1sed 4.3

T 1 1 i T £ 1
@ ) ) i o) 5 G I st v
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U7 4.3 &ind Cisco 3560
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M3NN 4.2 SwazBungUnInl

Hostname COPS_LAN_FW IP Address 192.168.100.10
Brand Cisco Model WS-C3560-24TS
Serial Number CATO951Z1PW Software Version 12.2 (25) SEE2
Location Data Center EOL Status EoL’
License Type - License Expire Date | -
7157971 4.3 miﬁamiamadqﬂmai
Source Device Destination Devices
No. Port Connect to Port Ref.
il Fa0/1 Check Point 4400 g 2.2.8
5 Fa0/2 DELL PowerEdge 1950 Gb1 4228
3 Fa0/3 SUPERMICRO SUPERO EthO 2229
il Fa0/4 [BM System x3650 2 2.2.30
5 Fa0/7 Cisco ASA5505 Eth0/0 £.2.11
6 Fa0/8 Astaro 110/120 EthO £2.10
7 Fa0/10 IBM System x3650 1 £.2.30
8 Fa0/12 IPOQUE PRX-2G MGT K.2.22
9 Fa0/13 netintact packetlogic PL7800 Admin 222
10 Fa0/14 DELL PowerEdge 1950 Gb2 2.2.28
1l Fa0/15 DELL PowerEdge R610 Gb2 2225
12 Fa0/16 Sonic Wall APL24-08F C-11189 LAN 2212
13 Fa0/17 Cyberoam CR25i A 2.2:13
14 Fa0/19 WatchGuard XTM 330 1 2200
15 Fa0/20 Juniper SRX240 0/1 2.2.8
16 Fa0/21 Check Point 4400 2 225
17 Fa0/22 Juniper 55G20 Etho/1 22t
18 Fa0/23 Fortigate 110C i 2.2.6
19 Fa0/24 HP Tipping Point 2400E SEG2 A 2219




4.2 M3nA1aUnIalATaYIeLAY

TudruveansmiArsyuuiaseviaiundnviazuaninisnsrivasinsioasd
Fortigate 110c \#igafude7 lagnisasrvesgunsaiduasianslunipuwan n

4.2.1 Fortigate 110c
4.2.1.1 Interfaces

a L4 d o I al
suwesianldlunsiweuseuanslugun 4.4

EEEEEE O O

O Create hew ~ L | Group by Type @I
| vStatus | 7 Mame YMembers | YIP N A Y IS R TR h
Physical (13)

[+] porti (tan} o L FING WTTPS SSH SNMP 66

o port? (D2 0 i PING 1

[s] portd ® Ptysce (]

o part1 & Physical 0

[&] pors 00000008 B yswal []

o porth 0N00a0000 W Pryacal 0

o port? B Physcal o

o port8 & Physical 0

[+] wean (Cl-Wan 202183152 6 255.255.255.252 B Physcal PING HTTPS 20

° wan2  (Csi-intema 10.200.24.36 255,255 255.0 B rtyscal FING 17
wiFi (1)

[+] DARK_13 (@551 fortinet) WA = Wi 2

UM 4.4 Buimesinaveslwiread Fortigate 110c

4.2.1.2 Routing

Static Route va4lW$19aa Fortigate 110c LLamd'lu;sUﬁ 4.5

0000000 202183152 % want
10.00.0 255.0.00 10.200.24.2%4 wanl
10'1.1,0/255.255.255.0 192 168.99.15 portl Janiper SRX
10.10.3.0.255.255.255.0 Test_AWN VPN: Test_AWN (Created by VPN w
10.15.200.0 255 255.255.0 To_Koye
10.212.134.0 235.255.255.0 sl root
11.11.11 .0 255.255.255 0 192.168.99.13 portt CheckPont
172.11.31.0 2% 192.168 99.13 portl ChackPoint DMZ
192168 1.0.25 5 192.168 99.17 portl Sophos
192.168.11.0 255 255.235.0 192.166.99.11 portl WatchGuard
192.168.69.0 255 255 255 0 192 168 99 16 portl PaloAlto
192.168.93.0 795.255.255.0 192.168.99.12 portl Cyberoam
192 168.100 0 255.755.255.0 192.168.99 10 port) Juniper $5G
192.168.168.0 255.255.255.0 162.168.99.14 port} Somcwall
200 146 4.20 255 255.255.295 10.200 24 254 wan2
203.146.16.10 255.255.255.255 10.200.24.254 wan2
3.146.30.0 255.255.255.0 10.200 24 254 wan2
203.146.42.0 235.255.255.0 10.200.24.2%4 wan2
203.146 .64 0 255 255.255.0 10.200 24 254 2
20.146.88.240 255.255.255.240 10 200.24.254 wanl
10.200 S wan 2
10.200.24. 254 wanl

10 200 24 254

Ul 4.5 Static Route vadlWs10ad Fortigate 110c

Y
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4.2.1.3 WWslnAoa SNMP

TWslanea SNMP waslW$read Fortigate 110 uandlusuil 4.6

SNMP Agent [#1Enable
Description FG110C
Location PSE
Contact
Apply
SNMP v1/v2c
O Creste New (J b |
IR ™ Enable
cslOxinf0 (/] (/] “
shor (/] (/] +
ENMP v3

O Create New  J j

i unl I.ov anﬁnuon Host

5UT 4.6 Wslmmea SNMP weslw$aead Fortigate 110c

4.2.1.4 Policy

Policy veslwi10ad Fortigate 110c wandluguil 4.7 uae Ui 4.8

Sy Sowre st it ion S st b ervioe Adtion WAT
* B8 PN - wenl (O Was) (1 1)

v * web i ey

108 VPN ange man T shmaye a1 - ACCEPY Qs
= 108 VPN - wanl (Col-intemnat) (2 - 2)

105 VPN renge - o - ST « Accret @i
¥ perti (Lan] < parti (Lan) (3 - 3)

(O] [ T ateeays = ann v MCCERT o3t Cumatia
* portl (Lan) - portd (D) (4 - 4)

W Intermat [D1G Tortiansly Budiys cau + accar 0 Cnable
® porti [Lan) - Test_Awn (3 - 5)

R Test AW s K rest Amm ressats T abarn e « mccaer O cuatie
¥ poril (Lan) < Yo_Noye (4 - &)
W port] (Lan) - wanil (Col-Wan) (7 %)

L Croup Megisier gan T ateeips ML v ACCEFY Qr-ste
* poril (Lam) - wond (Ol Internal) (10 - 1)

L Graup_ Ragistar

e sifcses e " ahanp O At v ACLEPT Qirvm
® portd (Gemz) - wani (Cof Wen) (11 - 11)

L3 £ Fortiensly o 3 simeys & au « axxirt Dtsatse

g'ﬂﬁ 4.7 Policy veslW529ad Fortigate 110c

w salroet (ssivpa tunnel interface) - port] (Lan) (13 - 13)
B SSLVPN TUNNEL ADDR)
& 55 Group

¥ wal.rost (ssivpn tunnel lnterface) - wanl (Col-wan) (13- 1)

MW internal = shways AL ¥ ACCLPt

i SSUVPN TURNEL ADDRI
& 55 Group
¥ sslroot (ssivpn tunnel interface) - wend (Col-Internal) (14 - 14)

T  aieays AL v ACCHRT Groavie

SSLVPH TUNNEL ADDRS
G Dawp " i ¢ AccEpT Girat
551 Group

W Tasl_AWN - pert] (Lan) (15 - 15)

Kl Test AWN_remote K Test AWN_local 7 stways ALl v ACCHPT

w To_Noye - portl (Lan) (16 - 18)

w wani (Col-Wen) - parti (Lan) (17 - 17)
(B ] VIF NOX O alweayy * moe v ACCEPl
¥ wanl (Col-Wan) - partd (D) (18 - 18)
S0P 442

i (o] Tortianaly T atways ¢ ACCEPT
THITPS
* Tmplicht (19 - 19)
" (o (e T atway 1 au @ vy

gﬂﬁ 4.8 Policy waslWs20aa Fortigate 110c (#@)
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4.3 NANISUOTNLNDIIZUULATDVILAL

= L1 <4 [l [ [l = Y a’{ s ]
mueilinesssuuintetludiumvilaivewnsgu ML Tngluideiniaddniay
vauanINan1suolneTUnIlWII0ad Fortigate 110c LBefLAgIuasHanailnes Traffic

igsdumaivai) lavazuanmaneliinesvesguniaiindslunianuin a

4.3.1 nan1suatinas CPU

nan1suelines CPU Ay Auluuil 1/10/18 12:00:00 PM - 7/10/18 12:00:00

] ' =i
PM uandlugui 4.9 uavuansinlunswi 4.4

Sensor: CPU
Network Infrastructure / 192.168.99.1 (Fortigate 110¢)

018
AM

(s

£ 1072
10/2/2018
12:00 PM

10f4/2018

£ 12:00

1
i

i 12100 AM
~ 10/7j2018

B Dovntime {%) M fgvd ent cpu usage

guﬁl 4.9 nansuetilnas CPU 51084 Fortigate 110c

M5197 4.4 mamsldau CPU Twd10ad Fortieate 110c

CPU Usage | Down time

Maximum | 99.4 % | 0 %
Average 99 % 0 %
Minimum 99.1 % 0 %

4.3.2 nan1suainas Memory

nan1suaflinesd Memory fifiu iuluSudl 9/10/18 12:00:00 AM - 16/10/18

12:00:00 AM LLam’luguﬁ 4.10 uazuanIATUANSIST 4.5
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Sensor: Memory
Network Infrastructure / 192.168.99.1 (Fortigate 110c)

Mt 39.0%
351 s 360 %
30
25
20
15
10
5
o
[ - @ o . @ 0 o o © 0 @ .- . @ @ ®© .
8% 8% 8% 8% S%E g% g% 5% pg& 8% gf g% gi
d8g &35 8 a3 & Es &g & a & g &85 N,
28 g8 28 78 8 58 Z8 B g8 pB8 g8 8 gF¢
aH g gH r_;,:“_i gH 9’_‘ ECJ agH gH gd :O:.f..* 25..‘ :q'-
St 3 H1IXN i ]
B Dowintime (%) W fgvd ent mem usage

ASNT 4.5 Han1sidu Memory In$a0ad Fortieate 110c

Memory Usage Down time
Maximum 39 % 0%
Average 37 % 0 %
Minimum 36 % 0%

4.3.3 uansuatines Ping

nanisuedines Ping Mifiu tAuTutuf 1/10/18 12:00:00 AM = 7/10/18 12:00:00

< i -
AM uansluguil 4.11 uaruaniailumsng 4.6

Sensor: Ping
Network Infrastructure / 192.168.99.1 (Fortigate 110c)
100.00
80.00
60.00
40.00
20.00

t 0.0
Q q E Q= QE Q sz Q z 9 E oF az &= Qs QE
R AE RE@E RZ RE VR: B8 ‘A #R¥ R: RS
g8 g8, =8 @8, 8 8 8 28 g8 98 58 £8
gd gHd gd gd. g gH gd gHd gd gdH gf g¥
Mt ann 1911159 4° trerace
B Downtime (%) M Ping Time (msec) W Minimum (msec)
B Maximun ac) M Packet Loss (3

AN91971 4.6 wan3 Ping IW§ead Fortigate 110¢

Ping time Packet Loss Downtime

Maximum 4.60 msec 0% 0%
Average 3 msec 0% 0%
Minimum 2.28 msec 0 % 0 %

51



4.3.4 wan1suaines Traffic
4.3.4.1 Interface WAN1

nanIsueiies Traffic Ay iivluu? 1/10/18 12:00:00 AM - 7/10/18 12:00:00
AM uamsluguil 4.12 uasuansailunnsnsdi 4.7

tiry
W Traffic Out (kbut/s)

5UM 4.12 uamsuetilnes Traffic Inimead Fortigate 110c

151971 4.7 wan1sldeu Traffic Adumedia WANT Iniead Fortigate 110c

Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum | 2,958 kbit/s 2,856 kbit/s 102 kbit/s 0 kbit/s 0 kbit/s 0 %
Average 179 kbit/s 154 kbit/s 25 kbit/s 0 kbit/s 0 kbit/s 0 %
Minimum 17 kbit/s 8 kbit/s 9 kbit/s 0 kbit/s 0 kbit/s 0%

4.3.5 wan1suadines Ping aanduLAasLiin

= Fida a A 2 = =
HaN15uetwes Ping sanduwmesidainiiu Tny Ping luiivaneia IP 8.8.8.8 Fudy

nu18Lae IP v99 Google ivnalududl 15/10/18 12:00:00 PM — 22/10/18 12:00:00 PM

o ! =l
LLﬁﬂ«ﬂ,‘L{E‘U‘V] 4.13 LaguAnIATLUAITINN 4.8

sUTt 4

Y
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-=|' . a s = A =
A1 NN 4.8 Nan19 Ping aanauLiasluAUeITsUULIATaYNELRY

Ping time | Packet Loss | Downtime

Maximum 32 msec 0% 0 %
Average 28 msec 0 % 0 %
Minimum 26 msec 0 % 0 %

4.4 HANITATIVFDUTZUULASDVIELAL

2 2 [ 2/ - £ e s £ e
nmsdauaaglinuluesdnsnudinisldnudunesidelutagiuldaulddunn
Yo o & MYe w a 1 a wa av v a o
naganvidalaidoyannuineseninimsesnufifieu wadildarnmsueiinesunvinnis
a L3 J A = <4 1 o < 1 5 dy v
WAz naznsuisssuuaietglutigiu lnemsnssaevszuuinietieaseilldny
o A 1=l v v ) v o a ¢ & = i '
Uaywvdanae lulnmsadadunsdrsesliiieldlumseendumefidn Jsoradmansenuse
Q 2/ = £ a = Ao o = 1 = A v s
msiulsmndsaiianumdeny uazdywindrAndnodfe lonasiigadesiuszuu
wnseveliilullagiu 1y Tassaiisszuuiniotne vusiau IP si¥a (Password) usun ng
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£ default-route  0.0.0

ethemnet1/3 ip-address 5813784045 default 0 unicast

ol 10.0.0.0/8 ethemetl/4  ig-address etauit 10 unecast
B Jnpersax  10.1.10/24 ethemett/l  ig-address 1 defauit 10 unica
) CheciPoint. . 11.11.11.0/24 ethemetl/l  ip-address 1 ] cefaut 1 »
Y Chedpoint| 1721110024 ethemetl/l  ip-address 152.168.99.13 defautt 10 unicast
Sophes 192.168.1.0/24 cthemetl/]  ip-address 192.168.99.17 defaut 10 unicast
4 intchGoard - 192.168.11.0/24 cthemetl/)  ip-address 192.168.99.11 defautt 19 unicast
Cyberoam 192.168.93.0/24 cthemetl/)  ip-address 192.168.9912 defat 10 urucast
Juniper S5G 192.168.100.024 cthemet/1 - ip address 182.168.99.10 defauit 10

Soaicival 192.168.188.0/24 ethernetl/1 ip addrets efaut 10

ol cthemetl/4  p-address ault 10
ethernet1/4 el ault 10
ethemetl/4 efault 10
ethemetl/4 default 10
ethemett/4 fault 1
ethemeti/4 defauit 10
ethernet1/4 default 10
ethernet1/4 deladt 10
ethemetl/4 defauit 10
ethernet]/4 el

‘31.1‘\7{ 4.22 Psaen Static Routing wa4lws19aa paloalto PA-200

4.9 6an1s Monitor S¥UULATRUY I

o o

luhdellazuanaanisueiinesveslniioad paloalto PA-200 MEdavinlasiasaiiy

vinlulusguuidn Tngazuaninanetimesvesgunsniniaelunianuin A
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4.9.1 wan1sualiwes CPU

HanSuRTlADS CPU iy TuSufl 12/11/18 4:00:00 PM — 15/11/18 12:00:00 AM

wansluzui 4.23 uazuandAlumisned 4.12

CPU Load
192.168.88.254 (Paio Alto)

z E wE fF mME % =% =% <E = ;
=8 =8 =8 =8 =8 =g =8 =8 I8 = =
& & R - (] =ty - N g
L} [ s [

5UT 4.23 wamsueiimed CPU nl$10ad paloalto PA-200

19799 4.12 mansldau CPU Insaaad paloalto PA-200

Processor 1 | Processor 2 | Down time
Maximum 21 % 1 % 0 %
Average 14 % 1 % 0%
Minimum 8 % 1% 0 %

4.9.2 nan15uaiilnas Memory

Kan1suadimed Memory AU Tusufl 12/11/18 4:00:00 PM = 15/11/18 12:00:00

AM uansluzuil 4.24 uasuansrnlunisnedl 4.13

Sensor: Memory: Siot-1 Management Mamory
Network Infrastructure /.192,168.88.254 (Palo Alto,

40 T AT
2 e g s AR BN >
0
HE 0% 0% 0% nE nfd nf % =% =% i i
58 38 58 =8 58 =58 58 38 =8 38 58 38
o TN - & o w o Hg o & o &
o} e %) [ Percent Avadable Memory (%) M Total Memary (MByte)
JUT 4.24 wan1sueilnes Memory IWs79ad paloalto PA-200
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715747 4.13 wansldanu Memory w5088 paloalto PA-200

Available Memory Down time
Maximum 41.2 % 0%
Average 41 % 0%
Minimum 39.6 % 0 %

4.9.3 wan15uelinel Ping

wan1suaties Ping A Tutuil 12/11/18 4:00:00 PM - 15/11/18 12:00:00 AM

=l '
wanslugui 4.25 uasuansdnluansiedl 4.14

Sensor: Ping
Network Infrastructure [ 192.168.88.254 (Palg Alta)
20
1.8
16
1.4
47
a 1.0
~ 0.8
0.6
0.4
02PN L~ o e 0,09 mam
0.0 B =
NE “mE A% 0% (n o & ot W,
=8 8. 38 38 . 58] =8 79 .15
W =N & - <
" P -
B Dovntime %) M Ping Time (msec) M Minimurr
B Maomum (msec) M Packet Loss

'gﬂﬁ 4.25 wan1sueatmes Ping IWs0aa paloalto PA-200

19797 4.14 wan1sldau Ping IW§aead paloalto PA-200

Ping time Packet Loss Downtime
Maximum | 0.46 msec 0% 0%
Average 0 msec 0 % 0 %
Minimum 0.09 msec 0 % 0%

4.9.4 Han15ualmes Traffic

4.9.4.1 Interface eth1/1

NANTSUBTULMDS Traffic ﬁLﬁ‘U ’Lui’uﬁ 12/11/18 4:00:00 PM - 15/11/18

12:00:00 AM LLamlugﬂﬁ 4.26 UazLARIATIUANTIIT 4.15
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Uil 4.26 wamsueiiwes Traffic eth1/1 TWiread paloalto PA-200

i
15197 4.15 Han1sldanu Traffic eth1/1 Tw$1ead paloalto PA-200
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum 314 kbit/s 138 kbit/s 176 kbit/s 0 kbit/s 0 kbit/s 0 %
Average 50 kbit/s 12 kbit/s 37 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 38 kbit/s 8.88 kbit/s 29 kbit/s 0 kbit/s 0 kbit/s 0%

4.9.4.2 Interface eth1/3

nani1suetined Traffic ALAy TuYufl 12/11/18 4:00:00 PM - 15/11/18

12:00:00 AM wansluguil 4.27 wasuanaalumsnei 4.16

5U 4.27 wamsuetiines Traffic eth1/3 Inl$1ad paloalto PA-200

oNSon

Natwork Infrastructure

6] WAN Traffic

192.168.88.254 (Palo Alto)

15197 4.16 wansldeu Traffic eth1/3 2044 paloalto PA-200
Traffic Total Traffic In Traffic Out Errors in | Errors out | Downtime
Maximum 283 kbit/s 155 kbit/s 128 kbit/s 0 kbit/s 0 kbit/s 0%
Average 24 kbit/s 19 kbit/s 5.19 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 13 kbit/s 13 kbit/s 1.26 kbit/s 0 kbit/s 0 kbit/s 0 %
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4.9.5 wan1suailinas Ping pandunasiin

nan1suefiwes Ping andunesiiniiivu lay Ping luiivaneian IP 8.8.8.8 Fadu
nUELaY IP U993 Google \umaluiudl 12/11/18 4:00:00 PM — 15/11/18 12:00:00 AM W@

Tuguii 4.28 uasuansanlunsnadt 4.17

M Dovntime B Ping Time msec] M Mnirmum
W Mawr {msec) M Packet Loss '

= a o a ¢ A '
U7 4.28 wanmsueiines Ping sandumesidavesszuuiniotisln

A . = § @ = 1 1
M19199 4.17 Nan13 Ping 2ONBUNBSLLATITZUULATBYY I nY

Ping time | Packet Loss | Downtime
Maximum | 27 msec 0 % 0 %
Average 26 msec 0 % 0 %
Minimum | 24 msec 0 % 0 %

4.10 NANIT LWIIUTZUULATD U 1A

s =Y ::‘ = 1 (] o [ U A v
wianNAnasszuLRIeveivi ginvitlanageunisldaumiuinisesdnsdenis

%]

TaeLaAnINARIL

4.10.1 n15lYuBuUIneILIn

Janvinldnaasanisldaudumesidndions Ping LUl IP 8.8.8.8 uansluguil 4.29
uae Traceroute tiaguiumaiiiuuesgunsal uansluguit 4.30 Tngdnduiivilsdelniioad
paloalto PA-200 Buwmesine ethl/1 uasdduiansioisnmed Juniper MX80 Buimaiina
ge-1/0/1 LLﬁﬁqaanlﬂﬁqﬂﬂ‘ifﬁmauaﬂ Tne IP oandunesiinfe 1P fivianis NAT

(58.137.84.155) uansluguil 4.31
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B Command Prompt = O X

< ) a ¢
JU7 4.29 vadou ping pondulnesLiln

B Command Prompt : m| b4

5U7 4.30 tan3 Traceroute paNduinosiin

PING (+) DOWNLOAD Mt UPLOAD ™

CPaninantlst

CS LoxInfo | Speedtest.net

U7 4.31 nageuanuiilunisldiudumesiin
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4.10.2 Block Bit

TYasr o

1% =] a 19 " =
Ranvilavmassudeanisanilnandn denismeaeduan BitTorrent uandlugui

1.32 Tnenaitlédoliaunsaanilinandnldnu Policy Mlaaalifilnsaeas paloalto PA-200

@
@ liew
& @ Upgrade 1o Pro
& Toments (1)
& Comrmadey (1 +& & W L] 3+ Q) 20N
4 Smeng 8 * Mame Fiaytact Sae Statin DownSpesd  UpSpesd 1A P
1 Yoot 0408 rissbng - 1200
o Computes
O sama
o o
+ B Labehs
I Foods | v BiFies Oife L Pen - Toces G Speed ]
e
Fath Sae el - " Pacm bhace Pragrey Pt Ferchaon  Durstecn -
—_padding i’ 10408 on 2% i whp
—_paddng i1 1% (1] 19 shop
_pedding 113 1 on sy
—padding fia\ 11 Y] o '1N ship
padding fie 12 (] o ‘19 e
___paddiny i\ 13 1rame (1} 0% g
_padding tie' 14 1o o8 5% wip
—_padding bie 13 G on o% ship
__padding Fie. 16 1 M o 3% i sy
__paddng e 1T 10 11 2% e
e padding Vig\ 1 1M 1] % e
oedding e’ 1 130 o h ™
W1, Watng W teg o DOOM T R GAMAT LT nw

3U71 4.32 Block Bit

4.10.3 VPN Client to Site

Yo o a ' [
Tunismeans VPN giavinlaldlusunsa GlobalProtect Tun1siausaannniguanidn

U

Aa al P (e d] - vy e
undunsuianiglusinnsuanslusun 4.33 uazilleousadiii93ale ping UM IP nely

aaAnTuansluzun 4.34

GlobalProtect |

Connected
I Your connection has been secured |
| |
| |
o |
|

gﬂf/’i 4.33 L‘?i'amia VPN ;meluswnsy GlobalProtect
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1 B Command Prompt — O X

SUT 4.34 ping 1l IP nneluasdns
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UNA 5

dyunauazdalauanue

5.1 dgunanisaiueu

AINNITENTIVILUUAIBUELAUVDINBIANT WUILBNaTSTLAEIRUSEUULAS aelsl

< o '3 o o LY 1l 17 L7 o a §f @ =l
Wudaguu 2UNIAUUIAIIIUNLN quﬂ'l'iﬂ‘iﬂﬂtm.m'ma’ﬁENIUﬂ"I'ia@ﬂEIULﬁ]E]‘SL‘UG] SR
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= s o =t

gunsalnangfivuansaduayuanniegnda §invidaldvienansiiferiussuuiadete
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DIANT WIBUNUBDNRUUTEUULATRUEIMINLENNITYIN91URDNN TEUUIAT LAY TaeLiy
a & ¢ | wood g o w ° dll P ¢ - %
m@r‘ULLas“l‘vh'aaaa"[wuaaammmﬂumimLaumamiauwaﬂimqﬂﬂimawwLwaLm‘Utgm
P 1 v ey ~==p | v a ¢ a
Sesmundanlunsldaunuinesgiu ML Teeszuuaistrelvslannsaldaudumediin

= . % = L3 17
vdeAn1salnanin wag VPN wuu Client to Site mufinisasdnssainisld

5.2 Usrlorivaslngeeu
1) Drelinsddasaiauaenmsldaueessuuaionislutiagiu
2) drglmauivansueaadymilunisldaussuuaiey

3) aelviEnunsnnaunusuiionansznusng 9 deaneasrnsiiogiiiuseaninm

5.3 Uymuazguasia
msUFulsisEdvSnmszuuiaietisaudeufi iR mLv3 dwsugnamnssuledinld
MmsasIvapuLazeenuuUszuUlnld nisesdnsldfienansiteafuszuuindedne iy
Pa30u wWu mueiav IP wazsia (Password) Fadawalwlaianansaidluifiunisdse (confie)
lugunsalurednld warlianansadnludsdluslanea SNMP ileneilimesaunsalls
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I

BEEEE rvedi Converter
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1. Fortigate 110c

1.1 Interfaces

Group by Type
de sl 4 Y
o portl (Lan) 192 16899 1 & Prysseal PING WTTPS SSH SNMP ™
o port? {Dma) 192,168 2 ol PING " )
(] portd B rhyscal o
o portd & Froical a
o ports & tosal 0
] porth 0o & rrymienl o
] ports a0000 B sl o
o porth 000000 B il o
o] o wani 202 183152 6 255255 295 953 & ol PING HTTPS 0
+] wan? (Cw 10.200 24 3 255 255 255.0 LR PING 17
WIFI (1)
DARK_17 (%5770 tartinet NA - wn 2

1.2 Static Route

T 1P/ Netmask ..
0.0.000.0,0.0 1831528 wanl
10.0.00 255.0.0.0 20024 254 wanl
10.1.1.0 255 285.255.0 192.168 99.15 porti Juniper SRX
10.10.3.0 255:755.255.0 VPN Test AWN (Created by VRN w.
1015 200.0 255.255 295.0 o_Koyo
10.212.134.0 255.255.255.0 ssl.roct
11.11.11.0 255255 2550 192.168 99.13 portl CheckPont
172.11.11.0 255.255.255.0 192.168.99.1) portl CheckPoint DMZ
192168 1 0 255 255 2550 192 16899.17 pontt Sophos
192.168.11.0 255.255.255.0 192.160.93.11 portl WatchGuard
192,168 69 0 255 255 2550 192.168.99.16 portl PaloAl
192,168 93.0 255.255.295.0 1921689912 portl Cyberoam
192 168.100.0 255.255.255.0 192.168.99.10 port! Juniger $5C
192.168.168.0 255.255.255.0 192.168.99.14 porty Soncwall
203,146 4 20 155 255.255.255 10.200 24 254 wanl
20).146.16.10 255 295.255.255 10.200.24.254 wanl
203.146.30.0 255.255.255.0 10.200 24 254 wan2
20%.146.43.0 255.255.255.0 10.200 24.254 wang
203.146.64.0 255.255.255.0 10.200 24.254 wanl
203.146 88,240 255.255.255.240 10 200 24.254 wanl
203 146 237 222 10.200.24 254 wanl
203.146.237.242 255 255.2 10.200.24.2%4 wand
203 170,160 159 255.255 10 200 24 254 wan2

1.3 SNMP

SNMP Agent HiEnatle
Description FG110C
Location PSE
Contact

Apply

SNMP v1/v2c R N S i — -

© Create New & ¥
Queries

cslOxIn0 a (/] 4

calon 0 ) ’

SNMP v3
Q Create New g 2
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1.4 Policy

AV " Web Filter * Applic

W JOS VPN - wanl (C-waa) (1 1)

' 1 10S VPN _range @an Syra— 2 att « AccreT Dnssie
W 108 VPN - wan (Col- Imternad) (2 - 7)

2 105 VPN_renge Loon T wbays ST « ACCEPT Diraia
W portl (Lan) - poetd (Lan) (3 - 7)

mea o 1 atwrys 3 au v ACCEPT 3 Cinatie

= portl (Lan) - portd (Omz) (4 - 4)

. (O Te—— (& £Q Fortianaly 3 shways 3 AL « RCCEPT O Osatie
w port] (Lam) - Tast_AWN (3 - 5)

s K rest_Awn_lecal I Test_AWN_remate BT & au « ACcEFt Qomasie

w port] (Lan) - To_Keye (6 - §)

w port] (Lan) - wanl (Col-Wan) (7 9)

. L roup Registar @en shears T AL @ ACCLPY Qrrave
w portl (Lan) - wand (O Internal) (10 - 18]
Q) Croup_Register
B T abmaps T AL < ACcEey Qi ru
W Register
w portd (Dma) - wand (Col-Wam) (11 - 11)
(510 Fortionaly o S shwens 2au ¢ MTUPT Greatee
= salrost (sshvpn tunnel interface) - ports (Uan) (12 - 1)
B SLVER_TUNNEL ADORI
2 1w intarmal 7 aiwars T AL v ALLLPT J0iase
& 55 Group
= wslreat (ssivpn tunnel interface) - wanl (Col-Wan) (13- 13)
A SSLVIPM_ TURNEL ADDRI
1 an T atwayy T ALL v ALCEPT Qe
& W51 Growp
= sslroet (ssbvpn tunnel interface) - wan (Col-Internal) (14 < 14)
B SSLVEN TUNNEL ADDRT
1 o T always T AL v ACLEPT Girnavin
&8 Group
* Tast AWM - portl (Lan) (15 - 13)
1 W Vest AWM, remote I Fest Awn iocal R % AL v ACLEPT

* To_Kaye - porti (Lan) (16 - 16)

¥ wani (Cl-Wan) - portd {Lan) (17 - 17)
it (5w vir wox J atways @ mor CACFT LDuatie

¥ wanl (ColWan) - portZ (Ome) (18- 18]

. TR A
T (O] rortianaty T ahways 9 v ACCEPY [
L
] 7 ahwayy Sau @ veny

2. Juniper SSG20

2.1 Interfaces

Name etk foe | we | CmT | et _conigue
adslifo 0.0.0.0/0 Null Unused Down . Edit
bgroupd 0.0.0.0/0 Null Unused Down . Edit
bgroupl 0.0.0.0/0 Null Unused Down Edit
bgroup2 0.0.0.0/0 Null Unused Down - Edit
bgroup3 0.0.0.0/0 Null Unused Dawn Edit
ethernet0/0 0.0.0.0/0 Untrust Layer Down = Edit
ethernet0/1 192.168.100.1/24 Trust Layer3 Up Edit
ethernet0/2 1.1.1.1/24 Manage Layer3 up Eda
ethernet0/3 58.137.172.86/29 Untrust Layer3 up = Edit
ethernet0/4 10.10.100.1/24 Trust Layer3 Down v Edg
serial0/0 0.0.0.0/0 Null Unused Down ® Edit
serial2/0 0.0.0.0/0 Null WAN Down s Edit
tunnel.1 unnumbered VPN Tunnel Up Z Edit
viani 0.0.0.0/0 VLAN Layer3 Down = Edit
wireless0/0 172.16.100.1/24 Trust Layer3 Down > Edit Activate
wireless0/1 0.0.0.0/0 Null Unused Down = Edit
wireless0/2 0.0.0.0/0 Null Unused Down * Ede
wireless0/3 0.0.0.0/0 Null Unused Down Edit
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2.2 Routing

192.168.100.0/24 ethernetd/1 < Root
= |e2168100.022 etherneto/1 H Root
= 192.168.99.0/24 ethernetdil 3 Root
o 192.168.99.10/32 ethernetly/1 H Root 3
- 1.1.1.0/24 ethernet/2 < Root .
3 111112 ethernety2 H Root
= [ss7a728020 ethernetd/d 3 Root
= [ssrnranssn ethernetd’3 W Root
10.10.100.0/24 ethermetd/4 c Fool -
10.10.100.1/32 etherneto/4 " Root
172.16.100.0/24 wirelessd/0 c Root
172.16.100.1/32 wirelessd/0 H Root
= |o0000 58.137.172 81 ethernetd/ s s 1 Root Remave
= |ie2168.168.0/24 ‘wunnel.1 s 10 1 Root Eemovy
- 203146640120 192.168.99.1 ethernetd/1 s 20 1 Root Remeve
= 203146200124 192.168.99.1 ‘ethenetd/t s 20 1 Root Remave
= 201276732 192.168.99 1 | ethernetos1 s 20 1 Root Eamove
= |20 14542024 192.168.09.1 ethernatd/L s 20 1 Root Ramove
- |203170.160 150132 192168.09.1 ethermetd/L s 20 [ Root Ramove
b 192.168.2.99/22 192 168.99.1 | ethernetd/1 S 0 1 Root Eemave
~ Activeroute  C Connected 1 Imporied €8 EBGP O OSPF 1 OSPF external type 1 H Host Route
P Permanert S Static AMto-Exported |8 IBGP R RIP E2 OSPF external type 2
O Dynamic N NHRP
l.
2.3 Policy
From Trust T Ustrogl, Tats padcy 9
81| e 192 108 100034 ABAST0S_3810.10.0 e ok [T S - . =] -
Internal_192. 160.100.0_24 SR242,100 19 v <& i Qe |fesnm 4 i
Trterma 192168 100 034 CAIT_I5216 900 an % B |Oms  |fesns L -
98 1] intama 192 168160 634 ASLIGAN01081 0 Ny o e jame |pesre L -’
61 | vtenat_ 192198100 0,34 O ITIT 1LY v o B2 lces  |teess = —
0 | terma 192 108 100,029 Herani_192 150 1380 any o . i |Cem  |eemen & -
‘ ndereal_ 192 188 100,034 001721400 axe o8 8 o |mesas = —
AR e ® o R [ees  |memse r -
W
=.Il'
1 Shivatn L e ® Wi [P I [~ P [ P -
10.10. 100,04 |
; AT216 1008 24
Srom Untrest Ta Trust. tote polbcr iD
| o va v oy o - IR e [Nemse P -
| asassor g0 10 100 Dereal_197 198.000.0_34 ey * (7% Oare ey = -
L e X Tetena 100,100 100.0 14 o o i |Oee |Semen L4 e
] Intsrma_192 160.0100.0 34 o . i |oss | eemaw = -
| asc1i0 19230810 Intermal 192 168400 0 34 Ay e R |Csee Bamare, F -
g'} f CR4400_11.11. 110 Istarnal_192 166.100.0_34 ey o BB |Oas aaye F -
[ Merski_192 164.120.0 Marna_197.168.1000 M any o Bk (Coes  {Bempa L4 b
| Paz00 1721600 Iaternal_192,168.100.0_34 v & s |Core Eamgre L =)
" v o . @ i fome  |memen r d
| W 7 LHE A [ ] B [Cee  [mmes I nd
From Trust To Masage. total pokcy” 1

3 | ioterral_192.188.1000,24
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3. Cisco ASA5505

ASA-COPS# sh run

: Saved

ASA Version 8.4(4)

|

hostname ASA-COPS

domain-name default.domain.invalid
enable password BOEA.NWAV.g9ZwlV encrypted
passwd ZKFQnbNIdl.2KYOU encrypted
names

I

interface Ethernet0/0

interface Ethernet0/1

shutdown

interface Ethernet0/2

shutdown

interface Ethernet0/3

shutdown

interface Ethernet0/4

shutdown

interface Ethernet0/5

shutdown

interface Ethernet0/6

shutdown

interface Ethernet0/7

switchport access vlan 100
interface Vlan1

nameif Inside

security-level 100
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ip address 10.10.10.1 255.255.255.0

interface Vlan100

nameif Outside

security-level 0

ip address 58.137.180.2 255.255.255.248

boot system disk0:/asa844-k8.bin
ftp mode passive

clock timezone ICT 7

dns domain-lookup Outside

dns server-group DefaultDNS

name-server 203.146.237.237

name-server 203.146.237.222

domain-name default.domain.invalid

same-security-traffic permit inter-interface

same-security-traffic permit intra-interface

object network NW_10.10.10.0_24

subnet 10.10.10.0 255.255.255.0

object network NW_192.168.100.0 24

subnet 192.168.100.0 255.255.255.0

object network NW_58.137.172.80

subnet 58.137.172.80 255.255.255.248

object-group protocol TCPUDP

protocol-object udp

protocol-object tcp

access-list Inside_access_in extended permit object-group TCPUDP object NW_10.10
.10.0_24 any eq domain

access-list Inside_access_in extended permit ip object NW_10.10.10.0_24 any
access-list Outside_cryptomap extended permit ip object NW_10.10.10.0 24 object
NW_192.168.100.0 24
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access-list Outside_access_in extended permit ip object NW_192.168.100.0_24 obje
ct NW_10.10.10.0 24

access-list Inside_authentication extended permit tcp object NW_10.10.10.0_24 an
y inactive

pager lines 24

logging enable

logging timestamp

logging buffer-size 10000

logging console notifications

logging buffered debugging

logging trap debugging

logging asdm informational

logging facility 23

logging host Outside 58.137.172.82

mtu Inside 1500

mtu Outside 1500

ip local pool VPN_Pool 10.10.10.100-10.10.10.110 mask 255.255.255.0

icmp unreachable rate-limit 1 burst-size 1

icmp permit any Inside

icmp permit any Outside

asdm image disk0:/asdm-702.bin

asdm history enable

arp timeout 14400

nat (Outside,Outside) source dynamic NW_10.10.10.0 24 interface

nat (Inside,Outside) source static NW_10.10.10.0 24 NW_10.10.10.0_24 destination
static NW_192.168.100.0_24 NW_192.168.100.0_24 unidirectional no-proxy-arp

nat (Inside,Outside) source dynamic NW_10.10.10.0_24 interface

access-group Inside_access_in in interface Inside

access-group Outside_access_in in interface Outside

route Outside 0.0.0.0 0.0.0.0 58.137.180.1 1
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timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

dynamic-access-policy-record DfttAccessPolicy

aaa-server AD protocol ldap

aaa-server AD (Inside) host 10.10.10.10

ldap-base-dn dc=ians,dc=net

ldap-scope subtree

ldap-naming-attribute sAMAccountName

ldap-login-password ****#

ldap-login-dn cn=administrator,cn=users,dc=ians,dc=net

server-type microsoft

user-identity domain ians aaa-server AD

user-identity default-domain LOCAL

user-identity action domain-controller-down ians disable-user-identity-rule
no user-identity inactive-user-timer

aaa authentication ssh console LOCAL

aaa authentication enable console LOCAL

aaa authentication http console LOCAL

aaa authentication match Inside_authentication Inside AD

http server enable

http 0.0.0.0 0.0.0.0 Inside

http 0.0.0.0 0.0.0.0 Outside

snmp-server group 1 v3 priv

snmp-server group tee v3 priv
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snmp-server user teel tee v3 encrypted auth md5 f0:d6:1d:ff:41:93:b2:f3:c6:22:eb
€2 5e3afel priv 3des f0:d6:1d:ff:41:93:02:f3:c6:22:eb:c2:75:e3:af:c1:80:52:
b5:¢3:fb:85:8d:38:bd:4f:3e:ba:f3:51:6b:86

snmp-server user admin 1 v3 encrypted auth md5 23:65:d7:00:ch:fb:ce:85:d9:f9:65:
48:bf:4b:ca:86 priv des 23:65:d7:00:ch:fb:ce:85:d9:f9:65:48:bf:4b:ca:86

snmp-server host Inside 192.168.99.111 version 3 admin

snmp-server host Outside 192.168.99.111 community ***** version 2c

no snmp-server location

no snmp-server contact

snmp-server community *****

snmp-server enable traps snmp authentication linkup linkdown coldstart warmstart
snmp-server enable traps syslog

crypto ipsec ikevl transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac

crypto ipsec ikevl transform-set ESP-AES-128-MD5 esp-aes esp-md5-hmac

crypto ipsec ikevl transform-set ESP-AES-192-SHA esp-aes-192 esp-sha-hmac

crypto ipsec ikevl transform-set ESP-AES-192-MD5 esp-aes-192 esp-md5-hmac

crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac

crypto ipsec ikevl transform-set ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac

crypto ipsec ikev1 transform-set ESP-AES-128-SHA-TRANS esp-aes esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-128-SHA-TRANS mode transport

crypto ipsec ikevl transform-set ESP-AES-128-MD5-TRANS esp-aes esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-128-MD5-TRANS mode transport

crypto ipsec ikevl transform-set ESP-AES-192-SHA-TRANS esp-aes-192 esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-192-SHA-TRANS mode transport

crypto ipsec ikevl transform-set ESP-AES-192-MD5-TRANS esp-aes-192 esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-192-MD5-TRANS mode transport

crypto ipsec ikevl transform-set ESP-AES-256-SHA-TRANS esp-aes-256 esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-256-SHA-TRANS mode transport

crypto ipsec ikevl transform-set ESP-AES-256-MD5-TRANS esp-aes-256 esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-256-MD5-TRANS mode transport
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crypto ipsec ikevl transform-set ESP-3DES-SHA esp-3des esp-sha-hmac

crypto ipsec ikevl transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac

crypto ipsec ikevl transform-set ESP-3DES-SHA-TRANS esp-3des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-3DES-SHA-TRANS mode transport

crypto ipsec ikevl transform-set ESP-3DES-MD5-TRANS esp-3des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-3DES-MD5-TRANS mode transport

crypto ipsec ikevl transform-set ESP-DES-SHA esp-des esp-sha-hmac

crypto ipsec ikevl transform-set ESP-DES-MD5 esp-des esp-md5-hmac

crypto ipsec ikevl transform-set ESP-DES-SHA-TRANS esp-des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-DES-SHA-TRANS mode transport

crypto ipsec ikevl transform-set ESP-DES-MD5-TRANS esp-des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-DES-MD5-TRANS mode transport

crypto ipsec security-association replay disable

crypto map Outside_map1 1 match address Outside_cryptomap

crypto map Outside_map1 1 set pfs

crypto map Outside_map1 1 set peer 58.137.172.86

crypto map Outside_map1 1 set ikevl transform-set ESP-AES-128-SHA ESP-AES-128-MD
5 ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AES-256-SHA ESP-AES-256-MD5 ESP-3DES-
SHA 3DES-MD5 ESP-DES-SHA ESP-DES-MD5

crypto map Outside_map1 1 set nat-t-disable

crypto map Outside_map1 interface Outside

crypto ca trustpoint _SmartCallHome_ServerCA

crl configure

crypto ca trustpoint ASDM_TrustPoint0

enrollment self

subject-name CN=ASA-COPS

keypair cops

crl configure

crypto ca certificate chain ASDM_TrustPoint0

certificate be6ele59
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quit

crypto ikevl enable Outside

crypto ikevl policy 10
authentication crack
encryption aes-256
hash sha

group 2

lifetime 86400
crypto ikevl policy 20
authentication rsa-sig
encryption aes-256
hash sha

group 2

lifetime 86400

crypto ikevl policy 30
authentication pre-share
encryption aes-256
hash sha

group 2

lifetime 86400

crypto ikevl policy 40
authentication crack
encryption aes-192
hash sha

group 2

lifetime 86400
crypto ikevl policy 50
authentication rsa-sig
encryption aes-192
hash sha
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group 2

lifetime 86400

crypto ikevl policy 60
authentication pre-share
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 70
authentication crack
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 80
authentication rsa-sig
encryption aes

hash sha

group 2

lifetime 86400
crypto ikevl policy 90
authentication pre-share
encryption aes

hash sha

group 2

lifetime 86400
crypto ikevl policy 100
authentication crack
encryption 3des

hash sha
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group 2

lifetime 86400

crypto ikevl policy 110
authentication rsa-sig
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 120
authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 130
authentication crack
encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 140
authentication rsa-sig
encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 150
authentication pre-share
encryption des

hash sha
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group 2

lifetime 86400
telnet timeout 5

ssh 0.0.0.0 0.0.0.0 Inside

ssh 58.137.172.80 255.255.255.248 Qutside
ssh 202.183.152.6 255.255.255.255 Outside
ssh timeout 5

ssh key-exchange group dh-groupl-shal
console timeout 0

management-access Inside

threat-detection basic-threat
threat-detection statistics port
threat-detection statistics protocol
threat-detection statistics access-list

no threat-detection statistics tcp-intercept
ntp server 203.146.30.185 source Qutside
ssl encryption 3des-shal

webvpn

enable Outside

anyconnect image disk0:/anyconnect-win-4.1.04011-k9.pkg 1
anyconnect enable

group-policy SSLPolicy internal
group-policy SSLPolicy attributes
wins-server none

dns-server value 203.146.237.237
vpn-tunnel-protocol ssl-client
default-domain none

group-policy DfltGrpPolicy attributes
dns-server value 203.146.237.237
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vpn-tunnel-protocol ikevl ikev2 (2tp-ipsec ssl-client ssl-clientless
group-policy GroupPolicyl internal
group-policy GroupPolicy1 attributes
vpn-tunnel-protocol ikev1l
username csl password Ap66Zz1WtDVyx5rG encrypted privilege 15
username copsadmin password F5bkeofjkgHBvXCa encrypted privilege 15
tunnel-group DefaultWEBVPNGroup general-attributes
address-pool VPN_Pool
default-group-policy SSLPolicy
tunnel-group 58.137.172.86 type ipsec-12(
tunnel-group 58.137.172.86 general-attributes
default-group-policy GroupPolicyl
tunnel-group 58.137.172.86 ipsec-attributes
ikevl pre-shared-key *****
|
class-map inspection_default
match default-inspection-traffic
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect ip-options

inspect netbios
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inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
inspect icmp
!
service-policy global_policy global
prompt hostname context
call-home reporting anonymous
call-home
profile CiscoTAC-1
no active
destinationaddresshttp
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly
subscribe-to-alert-group configuration periodic monthly
subscribe-to-alert-group telemetry periodic daily
Cryptochecksum:48032645b296e32f197d995814a9894c

cend
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4. Juniper MX80

root@cops# show
## Last changed: 2018-09-26 13:50:52 ICT
version 13.3R6.5;
groups {
global {
system {
root-authentication {
encrypted-password "$15s0GIEDYBSOBajzZTHeN 1/sOtUSq2VA/", it

SECRET-DATA

}

}
apply-groups slobal,
system {
host-name cops;
domain-name csloxinfo.net;
time-zone Asia/Bangkok;
root-authentication {
encrypted-password "$1SRvD2gIMvS$7LOZIZUMWZBIEECDczZGt0"; ## SECRET-
DATA
}
name-server {
203.146.237.237;
203.146.237.222;

syslog {

user * {
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any emergency;
}
host 58.137.70.58 {
any error;
}
file messages {
any notice;
authorization info;
}
file interactive-commands {
interactive-commands any;
}
file jnpr {
any none;
daemon info;

match "(* UpDown gr-.+ )|(* Add er-.+ *)";

}

max-configurations-on-flash 5;
it
## Warning: statement ignored: unsupported platform (mx80)
i
max-configuration-rollbacks 5;
ntp {
server 203.146.30.185;

}

chassis {
fpc 14
pic 1 {
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tunnel-services {

bandwidth 1g;

}

interfaces {
ge-1/0/0 {
unit 0 {
family inet {
address 202.183.152.2/30 {
primary;
}
}
}
}
ge-1/0/1 {
unit 0 {
family inet {

address 58.137.59.17/29 {
primary;
}
address 203.172.32.1/29;
address 58.137.180.1/29;
address 202.183.246.9/29,
address 58.137.3.113/29;
address 202.183.152.5/30;
address 58.137.32.97/29;
address 58.137.88.1/28;
address 58.137.228.41/29;
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address 58.137.70.57/29;
address 58.137.150.145/29;
address 58.137.164.225/29;
address 58.137.90.49/28;
address 58.137.84.145/28;
address 58.137.172.81/29;

}
or-1/1/10 {
unit 0 {
tunnel {
source 202.183.152.2;
destination 202.183.152.1;
}
family inet {
unnumbered-address ge-1/0/0.0;
}
}
}
o0 {
unit 0 {
family inet {
filter {
input 1;
}
}
}
}
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snmp {
community cslox {

authorization read-only;

}
routing-options {
static {

route 58.137.88.2/32 next-hop 58.137.150.146;
route 58.137.180.5/32 next-hop 58.137.150.146;
route 58.137.180.6/32 next-hop 58.137.59.18,;
route 202.183.231.242/32 next-hop 58.137.150.146;
route 202.183.246.10/32 next-hop 58.137.150.146;
route 203.172.32.2/32 next-hop 58.137.150.146;
route 58.137.164.232/29 next-hop 58.137.164.226;
route 0.0.0.0/0 next-hop 202.183.152.1;
route 203.146.78.85/32 next-hop 202.183.152.6;
route 58.137.84.17/32 next-hop 58.137.150.146;
route 58.137.228.44/30 next-hop 58.137.3.114,
route 58.137.196.252/32 next-hop 58.137.70.58;
route 202.183.128.10/32 next-hop 202.183.152.6;

}
protocols {
oam {

gre-tunnel;

}
firewall {
family inet {
filter 1 {
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term 1 {
from {
address {
58.137.88.0/29;
58.137.172.80/29:
202.183.152.0/29;
}
destination-port ssh;
}
then accept;
}
tEgrgh 2 {
from {
source-address {
0.0.0.0/0;
}
destination-port ssh;
}
then {

discard;

}
term 3 {

then accept;

[edit]
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5. Foundry Edgelron 2402CF

Vty-O#show running-config

building running-config, please wait.....
!

hostname Core_SW

SNTP server 0.0.0.0 0.0.0.0 0.0.0.0

!

default-vlan-id 100

!

snmp-server community public ro
snmp-server community private rw
snmp-server community cslox ro

!

username csl access-level 15
username csl password 7 f71d7b86d4e68d6258b3a6f06f6alced
enable password level 15 7 9f1fcd483e68f07a570bf328fb6e5647
!

vlan 1 name DefaultVlan

untagged ethernet 1/1 to 1/18

!

vlan 100 by port

untagged ethernet 1/19 to 1/26

!

vlan 200 by port

!

spanning-tree mst configuration
interface ethernet 1/1

!

interface ethernet 1/2

!
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interface ethermet 1/3
|

interface ethernet 1/4

|

interface ethernet 1/5

|

interface ethernet 1/6

|

interface ethernet 1/7

|

interface ethernet 1/8

!

interface ethernet 1/9
!

interface ethernet 1/10
!

interface ethernet 1/11
!

interface ethernet 1/12
!

interface ethernet 1/13
!

interface ethernet 1/14
interface ethernet 1/15
!

interface ethernet 1/16
|

interface ethernet 1/17
I

interface ethernet 1/18
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|
interface ethernet 1/19
!
interface ethernet 1/20
!
interface ethernet 1/21
!
interface ethernet 1/22
!
interface ethernet 1/23
!
interface ethernet 1/24
!
interface ethernet 1/25
!
interface ethernet 1/26
|
interface VLAN 100
IP address 1.1.1.2 255.255.255.0
|
IP default-gateway 1.1.1.1
I
no spanning-tree
no map IP precedence
no map IP DSCP
!
line console
|

line VTY
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end

Viy-0#show version

Unit1l

Serial number : AN08140811

Hardware version : RO1

Module A type : Combo 1000BaseT SFP
Module B type : Combo 1000BaseT SFP
Number of ports : 26

Main power status :Up

Redundant power status : Not present

Agent (Master)

Unit ID ]
Loader version A
Boot ROM version 12208

Operation code version : 2.2.7.31

6. Cisco 3500XL

COPS_Publicftsh run

Building configuration...

Current configuration:

!

version 12.0

no service pad

service timestamps debug uptime
service timestamps log uptime
service password-encryption

|

hostname COPS_Public
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1
enable password 7 0152260A485B080338
|
username csl password 7 03457B05155F2F4057
!
no spanning-tree vian 1
no spanning-tree vlan 100
ip subnet-zero
|
interface FastEthernet0/1
!
interface FastEthernet0/2
switchport access vian 100
!
interface FastEthernet0/3
I
interface FastEthernet0/4
!
interface FastEthernet0/5
I
interface FastEthernet0/6
!
interface FastEthernet0/7
!
interface FastEthernet0/8
!
interface FastEthernet0/9
|

interface FastEthernet0/10
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interface FastEthernet0/11

I

interface FastEthernet0/12
I

interface FastEthernet0/13
!

interface FastEthernet0/14
|

interface FastEthernet0/15

!

interface FastEthernet0/16
switchport access vlan 100
|

interface FastEthernet0/17
switchport access vlan 100
|

interface FastEthernet0/18
switchport access vlan 100
l

interface FastEthernet0/19
switchport access vlan 100
|

interface FastEthernet0/20
switchport access vlan 100
!

interface FastEthernet0/21
switchport access vlan 100
!

interface FastEthernet0/22

switchport access vlan 100
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|
interface FastEthernet0/23
switchport access vlan 100

!

interface FastEthernet0/24
switchport access vian 100

I

interface GigabitEthernet0/1

!

interface GigabitEthernet0/2

!

interface VLAN1

no ip address

no ip directed-broadcast

no ip route-cache

shutdown

!

interface VLAN100

ip address 1.1.1.3 255.255.255.0
no ip directed-broadcast

no ip route-cache

!

ip default-gateway 1.1.1.1
snmp-server enginelD local 0000000902000003E3A64980
snmp-server community cslox RO
I

line con 0

transport input none

stopbits 1

line vty 0 4
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login local
line vty 5 15
login

end

7. Cisco 3500XL

COPS_WAN_FW#sh run

Building configuration...

Current configuration:

!

version 12.0

no service pad

service timestamps debug uptime

service timestamps log uptime

service password-encryption

I

hostname COPS_WAN _FW

!

enable password 7 1344371C185C0A2632
!

username csl password 7 041A2B081C71424210
!

no spanning-tree vlan 1

no spanning-tree vlan 100

ip subnet-zero

!

interface FastEthernet0/1

|

interface FastEthernet0/2
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|

interface FastEthernet0/3

|

interface FastEthernet0/4

|

interface FastEthernet0/5

|

interface FastEthernet0/6

I

interface FastEthernet0/7

!

interface FastEthernet0/8

|

interface FastEthernet0/9

|

interface FastEthernet0/10

!

interface FastEthernet0/11

|

interface FastEthernet0/12

!

interface FastEthernet0/13

!

interface FastEthernet0/14
switchport access vilan 100

!

interface FastEthernet0/15
switchport access vlan 100

!

interface FastEthernet0/16
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switchport access vlan 100
!

interface FastEthernet0/17
switchport access vlan 100
|

interface FastEthernet0/18
switchport access vian 100
|

interface FastEthernet0/19
switchport access vlan 100
!

interface FastEthernet0/20
switchport access vlan 100
I

interface FastEthernet0/21
switchport access vian 100
!

interface FastEthernet0/22
switchport access vlan 100
I

interface FastEthernet0/23
switchport access vlan 100
|

interface FastEthernet0/24
switchport access vian 100
interface GigabitEthernet0/1
I

interface GigabitEthernet0/2
|

interface VLAN1
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no ip address

no ip directed-broadcast

no ip route-cache

shutdown

!

interface VLAN100

ip address 1.1.1.4 255.255.255.0
no ip directed-broadcast

no ip route-cache

|

ip default-gateway 1.1.1.1

snmp-server enginelD local 000000090200005080583240

snmp-server community cslox RO
!

line con 0

transport input none

stopbits 1

line vty 0 4

login local

line vty 5 15

login

end

8. Cisco 3560

COPS_LAN_FW#sh run

Building configuration...

Current configuration : 2411 bytes

version 12.2
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no service pad

service timestamps debug uptime
service timestamps log uptime

service password-encryption

!

hosthname COPS_LAN_FW

I

enable password 7 15532B02177A252831
!

username csl password 7 15532B02177A252831
no aaa new-model

vtp mode transparent

ip subnet-zero

ip routing

!

no file verify auto

!

spanning-tree mode pvst

spanning-tree extend system-id

no spanning-tree vlan 1,100,888

[

vlan internal allocation policy ascending
!

vlan 11,100,888,999

|

interface FastEthernet0/1

switchport access vlan 11

!

interface FastEthernet0/2

switchport access vlan 11
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!

interface FastEthernet0/3
switchport access vian 11

I

interface FastEthernet0/4
switchport access vlan 11

!

interface FastEthernet0/5
switchport access vian 100

[

interface FastEthernet0/6
switchport access vlan 100

!

interface FastEthernet0/7
switchport access vlan 100
switchport mode access

|

interface FastEthernet0/8
switchport access vlan 100

!

interface FastEthernet0/9
switchport access vlan 100

!

interface FastEthernet0/10
switchport access vlan 100

!

interface FastEthernet0/11
switchport access vlan 100

!

interface FastEthernet0/12
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switchport access vlan 100
!

interface FastEthernet0/13
switchport access vlan 100
|

interface FastEthernet0/14
switchport access vlan 100
!

interface FastEthernet0/15
switchport access vlan 100
!

interface FastEthernet0/16
switchport access vlan 100
interface FastEthernet0/17
switchport access vlan 100
!

interface FastEthernet0/18
switchport access vlan 100
I

interface FastEthernet0/19
switchport access vlan 100
|

interface FastEthernet0/20
switchport access vian 100
I

interface FastEthernet0/21
switchport access vian 100
!

interface FastEthernet0/22

switchport access vlan 100
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I
interface FastEthernet0/23

switchport access vlan 100

!

interface FastEthernet0/24

switchport trunk encapsulation dotlqg
switchport trunk native vlan 100

switchport trunk allowed vlan 1,100,888,999
switchport mode trunk

!

interface GigabitEthernet0/1

!

interface GigabitEthernet0/2

!

interface Vlanl

no ip address

no ip mroute-cache

shutdown

|

interface Vlan100

ip address 192.168.100.10 255.255.255.0

no ip mroute-cache

!

ip classless

ip route 0.0.0.0 0.0.0.0 192.168.100.1 name Defauft_Route
ip http server

ip http secure-server

!

snmp-server community cslox RO

control-plane
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!

line con 0
line vty 0 4
login local
line vty 5 15
no login

end
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2.2.2 DELL PowerEdge 1950 (Unused)

Device Information

Hostname - IP Address =
Brand DELL Model PowerEdge 1950
Serial Number - Software Version -
Location Data Center EOL Status -
License Type - License Expire Date | -

Port Information

Source Device Destination Devices

No. Port Connect to Port Ref.
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2.2.3 DELL PowerEdge 2950 (Unused)

Device Information

Hostname -

IP Address

Brand DELL

Model

PowerEdge 2950

Serial Number -

Software Version

Location Data Center

EOL Status

License Type =

License Expire Date

Port Information

Source Device

Destination Devices

No. Port

Connect to

Port Ref.
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2.2.4 Juniper SRX240

[l Juniper’ """

SRX340

p—

- la QZTT. o8 e

TRl 0 e ]

Device Information

Hostname - IP Address 192.168.99.15
Brand Juniper Model SRX240
Serial Number AG1512AA0005 VSoftware Version -

Location Data Center ECL Status EOS’

License Type 2 License Expire Date | -

Port Information

Source Device

Destination Devices

No. Port Connect to Port Ref.
1 0/0 Cisco 3500XL Fa0/19 2221
% 0/1 Cisco 3560 Fa0/20 2203
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2.2.5 Check Point 4400

S _ H ,—| o
o R | 1R 21
Device Information

Hostname = IP Address -

Brand Check Point Model 4400

Serial Number 1310802056 Software Version z

Location Data Center EOL Status EOS®

License Type - License Expire Date | -

Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 Cisco 3500XL Fa0/21 2.2.21
2 Cisco 3560 Fa0/21 2223
3 Cisco 3560 Fa0/1 £.2.23
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2.2.6 Fortigate 110C

FoariGare. 1] OC

F RTINET.

=N =R= ]

Device Information

Hostname FoetiGate IP Address 202.183.152.6
Brand Fortinet Model Fortigate 110C
Serial Number FG100C3G11614130 Software Version v5.2.9,build736 (GA)
Location Data Center EOL Status EoL?
License Type - License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
f 1 Cisco 3560 Fa0/23 8223
2 2 Fortinet 100C 1 .28
3 WAN1 Cisco 3500XL Fa0/23 p.2.21
4 WAN2 Juniper EX4600 - -
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2.2.7 Juniper S5G20

Device Information

Hostname ITS Service IP Address 192.168.100.1
Brand Juniper Model S5G20
Serial Number 0164062007000681 Software Version 6.3.0r16a.0
Location Data Center EOL Status -
License Type 5 License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 Etho/1 Cisco 3560 Fa0/22 8223
2 Eth0/2 Foundry Edgelron 2402CF Fa2l 2.2.16
3 Eth0/3 Cisco 3500XL Fa0/22 $.2.21
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2.2.8 FortiAnalyzer 100C

FRRTINET.

ForAnayzwr 100C

Device Information

L] " " L L] .
L T LY T -

Hostname FAZ100C IP Address 192.168.2.99
Brand Fortinet Model Fortigate 110C
Serial Number FL100C3910000656 Software Version v5.2.9-build0780 160920 (GA)

Location

Data Center

EQOL Status

EoL®

License Type

License Expire Date

Port Information

Source Device

Destination Devices

No. Port

Connect to

Port Ref.

1 &

Fortigate 110C
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2.2.9 Cisco 1841 (Unused)

H?
,Ei
-

Device Information

Hostname - IP Address -
Brand Cisco Model 1841
Serial Number - Software Version -
Location Data Center EOL Status =
License Type - License Expire Date | -

Port Information

Source Device Destination Devices

No. Port Connect to Port Ref.
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2.2.10 Sophos Astaro 110/120

Device Information

Hostname - IP Address 192.168.1.1
Brand Sophos Model Astaro 110/120
Serial Number A15042O7E97E9SB3 Software Version -

Location Data Center EOL Status -

License Type - License Expire Date | -

Port Information

Source Device

Destination Devices

No. Port Connect to Port Ref.
1 EthO Cisco 3560 Fa0/8 2223
2 Ethi Cisco 3500XL Fa0/14 B221
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2.2.11 Cisco ASA5505

6666666

Device Information

Hostname ASA-COPS IP Address 58.137.180.2
Brand Cisco Model ASA5505
Serial Number IMX1123Z15) Software Version 8.4(4)
Location Data Center EOL Status FOS®
License Type . License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
il Eth0/0 Cisco 3560 Fa0/7 4225
2 Eth0/7 Cisco 3500XL Fa0/15 2221
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2.2.12 Sonic Wall NSA 220 APL24-08E C-11189

Device Information

Hostname - IP Address -
Brand Sonic Wall Model APL24-08E C-11189
Serial Number 0017C5C0434C Software Version -

Location

Data Center

EOL Status

One-Year Support

License Type

License Expire Date

Port Information

Source Device

Destination Devices

No. Port Connect to Port Ref.
1 LAN Cisco 3560 Fa0/16 3223
2 WAN Cisco 3500XL Fa0/16 221
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2.2.13 Cyberoam CR25i

Device Information

Cybe‘r‘oam | CR25ia

o]

Hostname - IP Address 58.137.88.5
Brand Cyberoam Model CR25i
Serial Number C016200554 Software Version -
Location Data Center EOL Status EOL*
License Type - License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 A Cisco 3560 Fa0/17 22.23
2 B Cisco 3500XL Fa0/17 2221
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2.2.14 WatchGuard XTM 330

Device Information

Hostname - IP Address 192.168.99.11
Brand WatchGuard Model XTM 330
Serial Number 80BD0042F-CDC7 Software Version 5

Location Data Center EOL Status EOS?

License Type - License Expire Date | -

Port Information

Source Device Destination Devices

No. Port Connect to Port Ref.
1 0 Cisco 3500XL Fa0/20 2221
b 1 Cisco 3560 Fa0/19 8223
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2.2.15 Juniper MX80

A ’:H""_'_| Juoper

MXBO48T ©

g 28 o 2

Device Information

Hostname root@cops |P Address 58.137.59.17
Brand Juniper Model MX80
Serial Number - Software Version -
Location Data Center EOL Status -
License Type - License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 Ge-1/0/0 = =
’ Ge-1/0/1 Foundry Edgelron 2402CF Gi26 2216
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2.2.16 Foundry Edgelron 2402CF

Device Information

Hostname Viy-0 IP Address 1.1.1.2

Brand Foundry Model Edgelron 2402CF
Serial Number AN08140811 Software Version 22731

Location Data Center EOL Status

License Type - License Expire Date

Port Information

Source Device Destination Devices
No. Port Connect to Ref.
1 Fa21 Juniper 55G20 P27
2 Fa22 Juniper IDP 75 2217
3 Fa23 HP Tipping Point 2400E 2219
il Gi26 Juniper MX80 Ge-1/0/1 2.2.15
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2.2.17 Juniper IDP 75

- hatipee

Device Information

Hostname - IP Address -
Brand Juniper Model IDP 75
Serial Number - Software Version -
Location Data Center EOL Status EOS?
License Type - License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 MGT Cisco 3500XL Fa0/23 £2.18
2 0 Foundry Edgelron 2402CF Fa22 2.2.16
3 i) Cisco 3500XL Fa0/24 2.2.18
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2.2.18 Cisco 3500XL

CATALYST 35350

[y iy iy iy | - ERED
e Sk ‘JL". = ==

Device Information

Hostname COPS Public IP Address 1:1.4.3
Brand Cisco Model WS-C3524-XL-EN
Serial Number FABO516Q0HY Software Version 12.0(5)WC17
Location Data Center EOL Status FoL?
License Type - License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port ~ Ref.
1 Fa0/19 DELL PowerEdge R610 Gbl £2.25
b Fa0/20 DELL PowerEdge 860 Gbl 4227
3 Fa0/21 HP Tipping Point SMS Server Gb2 B.2.26
il Fa0/22 HP Tipping Point 2400E MGT 2.2.19
g Fa0/23 Juniper IDP 75 MGT 2214
6 Fa0/24 Juniper IDP 75 1 2217
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2.2.19 HP Tipping Point 2400E

9>
39> V%

S w— g

Device Information

Hostname COPS-IPS IP Address 58.137.32.102
Brand HP Tipping Point Model 2400E
Serial Number 8VQO9A0GA19765 Software Version -
Location Data Center EOL Status EOL’
License Type - License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 SEG1 A Foundry Edgelron 2402CF Fa23 2.2.16
9 SEGrl B netintact packetlogic PL7800 B £.2.20
3 SEG2 A Cisco 3560 Fa0/24 2223
4 SEG2 B IPOQUE PRX-2G EXT 2222
5 MGT Cisco 3500XL Fa0/22 2,218
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2.2.20 netintact packetlogic PL7800

Device Information

Hostname - IP Address -
Brand Netintact packetlogic Model PL7800
Serial Number - Software Version -
Location Data Center EQOL Status -
License Type 7 License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 Admin Cisco 3560 Fa0/13 P 223
2 B HP Tipping Point 2400E SEG1 B 4219
3 3 Cisco 3500XL Fa0/24 2221
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2.2.21 Cisco 3500XL

s BEEE AU

Device Information

Hostname COPS_WAN_FW IP Address 1.1.1.4

Brand Cisco Model WS-C3524-XL-EN

Serial Number FAAQ50910LP Software Version 12.0(5wWC7

Location Data Center EOL Status EOL’

License Type - License Expire Date | -

Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.

1 Fa0/14 Astaro 110/120 Ethi £.2.10
2 Fa0/15 Cisco ASA5505 Etho/7 2211
3 Fa0/16 Sonic Wall APL24-08E C-11189 WAN B2.12
q Fa0/17 Cyberoam CR25i B p.2.1
5 Fa0/19 Juniper SRX240 0/0 224
6 Fa0/20 WatchGuard XTM 330 0 2214
T Fa0/21 Check Point 4400 1 225
8 Fa0/22 Juniper SSG20 Eth0/3 220
9 Fa0/23 Fortigate 110C WAN1 226
10 Fa0/24 netintact packetlogic PL7800 @ 2.2.20
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2.2.22 IPOQUE PRX-2G

Device Information

Hostname - IP Address 58.137.59.19
Brand IPQUE Model PRX-2G
Serial Number - Software Version -
Location Data Center EOL Status -
License Type - License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 EXT HP Tipping Point 2400E SEGZ B £.2.19
3 INT Media Converter - -
3 MGT Cisco 3560 Fa0/12 g.2.23
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2.2.23 Cisco 3560

Device Information

Hostname COPS_LAN_FW IP Address 192.168.100.10
Brand Cisco Model WS-C3560-24TS
Serial Number CAT0951Z1PW Software Version 12:2/(25) SEE2
Location Data Center EOL Status EOL’

License Type - License Expire Date | -

Port Information

Source Device Destination Devices
No. Port Connect to Port Ref.
1 Fa0/1 Check Point 4400 3 2.2.5
3 Fa0/2 DELL PowerEdge 1950 Gb1 2.2.28
3 Fa0/3 SUPERMICRO SUPERO EthO £.2.29
il Fa0/4 IBM System x3650 2 2.2.30
5 Fa0/7 Cisco ASA5505 Eth0/0 2211
6 Fa0/8 Astaro 110/120 EthO 2240
7 Fa0/10 IBM System x3650 1 2.2.30
8 Fa0/12 IPOQUE PRX-2G MGT 222
9 Fa0/13 netintact packetlogic PL7800 Admin 2.2.20
10 Fa0/14 DELL PowerEdge 1950 Gb2 22.28
11 Fa0/15 DELL PowerEdge R610 Gb2 2225
12 Fa0/16 Sonic Wall APL24-08E C-11189 LAN 2212
13 Fa0/17 Cyberoam CR25i A 22,13
14 Fa0/19 WatchGuard XTM 330 1 2214
15 Fa0/20 Juniper SRX240 0/1 2.2.48
16 Fa0/21 Check Point 4400 2 225
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Destination Devices

Source Device

No. Port Connect to Port Ref.
17 Fa0/22 Juniper SSG20 Eth0/1 2270
18 Fa0/23 Fortigate 110C il 226
19 Fa0/24 HP Tipping Point 2400E SEGZ A 2.2.19
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2.2.24 DELL Power Edge 860 (Unused)

Device Information

Hostname -

IP Address

Brand DELL

Model

PowerEdge 860

Serial Number -

Software Version

Location Data Center

EOL Status

License Type -

License Expire Date

Port Information

Source Device

Destination Devices

No. Port

Connect to

Port Ref.
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2.2.25 DELL PowerEdge 1950

Device Information

Hostname -

IP Address

Brand DELL

Model

PowerEdge R610

Serial Number -

Software Version

Location Data Center EOL Status EoL’
License Type - License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 Gbl Cisco 3500XL Fa0/19 g.2.18
2 Gb2 Fa0/15 42.23
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2.2.26 HP Tipping Point SMS Server

Device Information

Hostname - IP Address -
Brand HP Model Tipping Point SMS Server
Serial Number 8VLATX000053 Soﬁware Version -
Location Data Center EOL Status %
License Type & License Expire Date | -

Port Information

Source Device Destination Devices
No. Port Connect to Port Ref.
1 Gb2 Cisco 3500XL Fa0/21 2.2.18
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2.2.27 DELL PowerEdge 860

'@ . L4
A ‘,.\r)..{_.«,:,.é.e‘.—,‘u’-‘

IR}

Device Information

Hostname g IP Address -
Brand DELL Model PowerEdge 860
Serial Number 5GW2N1S Software Version -
Location Data Center EOL Status -
License Type - License Expire Date | -

Port Information

Source Device

Destination Devices

No. Port Connect to Port Ref.
1 Gb1 Cisco 3500XL Fa0/20 22.18
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2.2.28 DELL PowerEdge 1950

Device Information

Hostname

IP Address

Brand

DELL

Model

PowerEdee 1950

Serial Number

Software Version

Location Data Center EOL Status EoL’?
License Type = License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connectr to Port Ref.
1 Gb1 Cisco 3560 Fa0/2 2223
2 Gb2 Cisco 3560 Fa0/14 2225
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2.2.29 SUPERMICRO SUPERO

Device Information

Hostname - IP Address -
Brand SUPERMICRO Model SUPERO
Serial Number - Software Version -
Location Data Center EQOL Status -
License Type - License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 EthO Cisco 3560 Fa0/3 E223
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2.2.30 IBM System x3650

Device Information

Hostname - IP Address o
Brand IBM Model System x3650
Serial Number 99BZ648 Software Version X
Location Data Center EOL Status EOL?
License Type = License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
1 1 Cisco 3560 Fa0/10 g223
2 2 o i5cr<737 3560 Fa0/4 2223
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2.2.31 Cisco 1800 Series (Unused)

Device Information

Hostname - IP Address -
Brand Cisco Model 1800 Series
Serial Number - Software Version -
Location Data Center EOL Status 5
License Type 2 License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
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2.2.32 DELL PowerEdge R200 (Unused)

Device Information

Hostname

IP Address

Brand

DELL

Model

PowerEdge R200

Serial Number

Software Version

Location

Data Center

EOL Status

License Type

License Expire Date

Port Information

Source Device

Destination Devices

No.

Port

Connect to

Port

Ref.
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2.2.33 Sonic Wall UMA EM (Unused)

y .' 888880 '-..I-.-‘...I." &

o)
S50 80000000 m:o.oo / @

Device Information

Hostname - IP Address =
Brand Seonic Wall Model UMA EM
Serial Number - Software Version -
Location Data Center EOL Status -
License Type - | License Expire Date | -
Port Information
Source Device Destination Devices
No. Port Connect to Port Ref.
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3. WAN/LAN with Logical Diagram

3.1 WAN/LAN Diagram Overview

Cisco|3560

nterpatNetwork

Network Zone Overview

No Zone Name Zone Type
1 Internet | External
2 Server Internal
3 CSL Internal Internal
4 Internal Network Internal
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3.2 Internet Connection

Fortigate 110c

Route to Internet on firewall (Fortigate 110c)

No Destination Interface Gateway Metric

1 0.0.0.0/0 WAN1 202.183.152.5 10
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3.3 Virtual Private Network (VPN) Connection

IP Subnet :
10.15.200.0/24

IP Subnet :
10.10.3.0/24

Security Algorithm of VPN Connection

No | Connection Name | Protocol Phase 1 Phase 2 Status
DES SHA1
1 To Koyo IPSec DES SHA1 Active
Group 1
AES256 SHA1
2 Test AWN IPSec AES256 SHA1 Active
Group 2
Access List of VPN Connection
Interface Destination
No Destination
IP Subnet Subnet Mask | IP Subnet | Subnet Mask
1 To _Koyo 192.168.99.0 | 255.255.255.0 | 10.15.200.0 | 255.255.255.0
2 Test AWN 192.168.99.0 | 255.255.255.0 10.10.3.0 255.255.2550
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4. VLANs and IP Subnets Schema

VLAN ID VLAN Name IP Subn_et. Subnet Mask Describtion
1 VLAN 1 10.10.10..1 255.255.255.0 -

100 (1) VLAN 100 58.137.180.0 255.255.255.248 S

100 (2) VLAN 100 192.168.100.0 255.255.255.0 =

100 (3) VLAN 100 1:1.1:0 2552552550 -
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1.1W$2044 Fortigate 110c

PM

1.1 A5k CPU

nansuatieesd CPU iy Tuiudi 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Maximum

99.4 %

0 %

Average

99 %

0 %

Minimum

99.1 %

0%

1.2 1519974 Memory

nanisuadines Memory fviu Tutufl 1/10/18 12:00:00 PM — 7/10/18 12:00:00

Sensor: Memory

Network Infrastructure / 192.168.99.1 (Fortigate 110c)

Mo 8.0 %

2
£ 20
15
10
5
]
8% E% SE B2 Ff B= pEF 53 SE B: BE pI gi
58 &8 S8 58 98 58 S8 58 8% {8 ®8 8 ¢
= — ! = e ~ ) H 3] £ & )
aH &' s g% gH sd gH ad 8H 3H a4 a¢
Vgt vy ' ' a . = = ’ 12520 .":.'-'._'i ﬁi-s::ﬂ 'ﬁ
M Downtime (%) M fgvd ent mem usage
Memory Usage Down time
Maximum 39 % 0%
Average 37 % 0%
Minimum 36 % 0%
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Sensor: CPU
Network Infrastructure / 192.168.99.1 (Fortigate 110c)
Min: 99.1%
80
60
A
20
0
o= @ X QE QsF == 3 ¥ = QzxE Qs QE =3 |
RE BRI BPeiie—fe~Gs Hi RE R 7
as ao s & T8 ¥ 78 we > 8 B = 8 =
g4 g9 g8 88 §4 g9 g4 wgH. g4 gd g8 g
el dor 18343 2303 8:12¢ i D 124
B Downtime %) Wfgvd ent cpu usage (%)
CPU Usage | Down time



1.3 Ping

wan1suedined Ping MLAvU tAuluTudl 1/10/18 12:00:00 PM - 7/10/18
12:00:00 PM

Sensor: Ping
Network Infrastructure / 192.168.99.1 (Fortigate 110¢)

58 g4 g% 59 g oNugd go gdo a4
WO M Ping Time meec) W -
B Maom W Packet )
Ping time Packet Loss Downtime

Maximum 4.60 msec 0 % 0 %

Average 3 msec 0% 0%

Minimum 2.28 msec 0 % 0 %
1.4 Traffic

1.4.1 Interface WAN1

nanisuailmes Traffic MAy tAVlLTA 1/10/18 12:00:00 PM — 7/10/18 12:00:00

PM
W Cowntime ¢) W Traffic Total (kb M Traffic In
W Traffic Out (5 ) W Error (# W Errors out =
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum | 2,958 kbit/s | 2,856 kbit/s 102 kbit/s 0 kbit/s 0 kbit/s 0%
Average 179 kbit/s 154 kbit/s 25 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 17 kbit/s 8 kbit/s 9 kbit/s 0 kbit/s 0 kbit/s 0%
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1.4.2 Interface WAN2

nan1suedines Traffic Ay Tudufl 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (002) Cd-Intemal Traffic
Network Infrastructure / 192.168.99.1 (Fortigate 110c)

B T e e e
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum 694 kbit/s 350 kbit/s 344 kbit/s 0 kbit/s 0 kbit/s 0%
Average 70 kbit/s 42 kbit/s 27 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 2 kbit/s 0 kbit/s 2 kbit/s 0 kbit/s 0 kbit/s 0%

1.4.3 Interface Port 1

Han1suatiees Traffic Ay Tuduf 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor (005} Lan Tralfc
Network Infrastructure / 192.168.99.1 (Fortigate 110¢)

1A gk "y
B Downtime (%) W Traffic Total {kbit/s] I Traffic In
W Traffic Out (kbitss) W Errorsin (#/s) I Errors out
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum | 2,964 kbit/s 550 kbit/s 2,884 kbit/s | 0 kbit/s 0 kbit/s 0 9%
Average 256 kbit/s 61 kbit/s 194 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 27 kbit/s 10 kbit/s 17 kbit/s 0 kbit/s 0 kbit/s 0%
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1.4.4 Interface Port 2

nansuetiwes Traffic fwfiu TuSuil 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (006) Dmz Traffic
Network Infrastructure / 192.168.99.1 (Fortigate 110c)

80.00 0.80
40.00 0.40
0.00 0.20
d
g8
gu
W Downtime (%) W Traffic Total (kbit/s) W Traffic In (kbit/s)
W Traffic Cut (kbit/s) M Errors in (#/5) W Errors out (#/s
Traffic Total Traffic In Traffic Out | Errors in | Errors out | Downtime

Maximum 177 kbit/s 8 kbit/s 169 kbit/s 0 kbit/s 0 kbit/s 0%

Average 25 kbit/s 1.14 kbit/s 24 kbit/s 0 kbit/s 0 kbit/s 0 %

Minimum 10 kbit/s 2 kbit/s 8 kbit/s 0 kbit/s 0 kbit/s 0%

2. Juniper MX80
2.1 nsltieu CPU

nanisuaimes CPU iy Tudui 3/10/18 12:00:00 PM - 10/10/18 12:00:00 PM

Sensor: Junos Health: TFEB MX80
Network Infrastructure / cops (Juniper MxBO) [RMON]

0.0
B aF Qs 1 X "2E a5 ] R E = - aF = Q-
i % & = [ g Fox - E =5 5 E
o8 Hs f=2-8s8 H8 ¥s B fs-fs 8s f&s £s
gimpg g go g g gH gffH g8+ 9§ ol
= g =] = =] g =] 3 g

M Downtime (%) M CPU Load

CPU Usage | Down time

Maximum 6.2 % 0 %

Average 6 % 0 9%

Minimum 5.5 % 0 %
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2.2 M54 Ping

nansueilwes Ping M lufufl 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: Ping
Ketwork Infrastructure / cops (Juniper Mx80) [RMON]

v Y Wha .
Ping time Packet Loss Downtime
Maximum 7.04 msec 0 % 0%
Average 3 msec 0 % 0%
Minimum 2.27 msec 0 % 0 %

2.3 Traffic
2.3.1 Interface Ge 1/0/0

nanisuatieas Traffic v Tudud 1/10/18 12:00:00 PM = 7/10/18 12:00:00 PM

Sensor: (516) ge-1/0/0 Traffic
Network Infrastructure / cops (Juniper Mx80) [RMON]
Max. 16,238 kbitfs

s a8, a8 'gHd g% g%,99 Lg% g8 a4 gd
B Downtime (%) I Traffic Total (kt/s) M Traffic In (kbit/s
B Traffic Out bit/s)
Traffic Total Traffic In Traffic Out | Downtime
Maximum | 16,738 kbit/s | 10,156 kbit/s | 6,582 kbit/s 0 %
Average 2,378 kbit/s | 1,491 kbit/s 887 kbit/s 0%
Minimum 272 kbit/s 100 kbit/s 172 kbit/s 0 %
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2.3.2 Interface Ge 1/0/1

nanisuatiees Traffic A Tusufl 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (517) ge-1/0/1 Traffic
Network Infrastructure / cops {Juniper MxB80) [RMON]

Max: 16,871 kbit/s

100.00

16,000
14,000 80.00
12,000
2 10,000 60.00
O 8,000 A On
= 6,000 i 40.00
4,000 ) 2 20.0¢
200 M v n s:-u/LM‘ v :
D § ' - = Qs (=] ': -— ; X m v : q 5 = .L.r N 5 —.'G-— "l"‘EiltuJ
gy gH o afl g g on g o an a o g f
B Downtime (%) M Traffic Total Ncbetys) - M Traffic In
B Traffic Out (kibit/s)
Traffic Total Traffic In Traffic Out | Downtime
| Maximum | 16,671 kbit/s | 6,582 kbit/s | 10,156 kbit/s 0 %
Average 2,315 kbit/s 854 kbit/s 1,461 kbit/s 0 %
Minimum 182 kbit/s 112 kbit/s 70 kbit/s 0 %

3. Cisco 3560

3.1 N1k CPU

nansLatmes CPU iy Tudud 1/10/18 12:00:00 PM = 7/10/18 12:00:00 PM

Sensor: CPVU Load

Netwark Infrastructure / COPS_LAN_FW {Cisco 3560)
HET 500N
5.0 [
M 200 %
4.0
£ 30
1.0
. e 22V gEQ eI R T\ 23”3 83
fig e R NVEsl B3 '8z 8% 0= 2
gd wgH ugd g4 gd g¥ g4 gHd gd
W | _Jae d
CPU Usage | Down time
Maximum 6% 0%
Average 6 % 0%
Minimum 5% 0%
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3.2 M5 14997%U Memory

Han1sueilines Memory Fufu Tuiudl 9/10/18 12:00:00 PM - 16/10/18 12:00:00
PM

L T —— - . A — i
% Mae 55.1 MBytel 60
5 RS e e = b
50
40
] 40
@ 30 30
20 20
10 10
= (
QE Qs 2z Rz Qg Qx QF
a RS 3 ) 2] § 3 &
88 Bs B§s 82 8= fs 8=
g4 gd g+ Qb g - ad =R
T it 1342
[ ] | . e ' ) M Percent Avalable Memo
Process
W Available Memory 2 ( W Fe Avalabie Mem: )

Available Memory 1
Down time
(Processor)

Maximum 57.3 Mbyte 0%

Average 56 Mbyte 0 %

Minimum 55.1 Mbyte 0%

3.3 Ping
HaN1SUBHWes Ping AAu Tuud 1/10/18 12:00:00 PM = 7/10/18 12:00:00 PM

Sensor: Ping
Network Infrastructure / COPS_LAN_FW (Cisco 3560)

10 )
8.0
i 0
2 60 o
E :
0.0
20 in =00
az a2z RE 2 8z 2 2 E asz
g% 2z ZE Z% ogd 2% ZzE g%
1o 1 Ho 1 = 1o 3 c
=0 a8 =] ol 8 5 F O br. 8 =3
gH g g ad gH gy a4 g
- s LRy
WD () | Time msec) M M mse
W Ma T msec) W Packet Loss (%

Ping time Packet Loss Downtime

Maximum 4.60 msec 0 % 0%

Average 3 msec 0 % 0 %

Minimum 2.28 msec 0 % 0%
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3.4 Traffic

3.4.1 Interface Fa0/1

nansuailaed Traffic v lusudl 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sen FastEy
Network 1 COPS_LAN_FW (C
s 100.00
0
1 80.00 8
|
: } 60.00
= | e
2 bao -
4 f\ i -« 0
¥ 9 9F 9z 9

B T s mE ey S, 3
Traffic Total Traffic In Traffic Qut | Errorsin | Errors out | Downtime
Maximum 105 kbit/s 6 kbit/s 99 khbit/s 0 kbit/s 0 kbit/s 0%
Average 5.07 kbit/s 0.73 kbit/s 4,34 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 1 kbit/s <1 kbit/s <1 kbit/s 0 kbit/s 0 kbit/s 0%

3.4.2 Interface Fa0/2

nan1suatiies Traffic Ay lusud 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (1

Network Infrastructure

0002) FastEthemat0/2 Traffic

COPS_LAN_FW (Cisco 3560)

= o s
T, o o 3
7 AP, SXNE) Ay e BT L W,
f:_:‘f aH :“'; :,:-.": ;:—’ 1': l‘:—‘ f :‘.‘k E-—‘
W Cownt: 4 M Traffic Tota b W Traffic In
M Traffic Out ( W Ercors in s) W Emror
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum | 2,449 kbit/s 500 kbit/s 1,949 kbit/s | 0 kbit/s 0 khit/s 0%
Average 192 kbit/s 160 kbit/s 32 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 29 kbit/s 19 kbit/s 10 kbit/s 0 kbit/s 0 kbit/s 0 %
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3.4.3 Interface Fa0/3

nansuatimes Traffic iy TwSui 1/10/18 12:00:00 PM - 7/10/18 12:00:00 PM

3 Traffic

) Bh s
Traffic Total Traffic In Traffic Out | Errors in | Errors out | Downtime
Maximum | 2,352 kbit/s | 1,931 kbit/s 421 kbit/s 0 kbit/s 0 kbit/s 0%
Average 190 kbit/s 32 kbit/s 158 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 29 kbit/s 19 kbit/s 10 kbit/s 0 kbit/s 0 kbit/s 0 %

3.4.4 Interface Fa0/4

nansLatimes Traffic Ay WWSuf 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (10004) FastEthermet0/4 Traffic
Network Infrastructy

sra f COPS_LAN_FW (Cisco 3560)

B }o.00
B e O 2 Bl T Erogs :
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum | 0.634 kbit/s 0 kbit/s 0.634 kbit/s | 0O kbit/s 0 kbit/s 0%
Average 0.61 kbit/s 0 kbit/s 0.61 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum | 0.589 kbit/s 0 kbit/s 0.589 kbit/s | 0 kbit/s 0 kbit/s 0%
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3.4.5 Interface Fa0/7

nan1suetiwet Traffic Ay TwSui 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (100

Network Infrastruct,

asEthemetd
COPS_LAN_FW (Cisco

3560)

8.0 100.00 1.00
oMb SN e AN g M fes o
577 Min: 4.09 it/ 000 1‘40 -
3 -1 q 1“ h o
88 & Rg Bg
WO e W Traffic Total | G I
BT (kbit/s) M Er T
Traffic Total Traffic In | Traffic Out | Errorsin | Emors out | Downtime

Maximum

6.76 kbit/s

0 kbit/s

6.76 kbit/s

0 kbit/s

0 kbit/s

0%

Average

4.88 kbit/s

0 kbit/s

4.88 kbit/s

0 kbit/s

0 kbit/s

0 %

Minimum

4.09 kbit/s

0 kbit/s

4.09 kbit/s

0 kbit/s

0 kbit/s

0%

3.4.6 Interface Fa0/8

namsuednes Traffic M lusudl 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sansor: (10008) FastEthernetd/B Traff
Network Infrastructure / COPS_LAN_FW (Crsco 3560)
s p 00
| so.0¢ 0.80
} 60.00 860
F | ~
- g ] - | 40.00 .40
3000 4 t 2000 020
oAl M A o i) o .. | 000 0.00
mr—@g. Az (g /az &7 ¥z o=F 9z agpo8z aF
i BEoRZ RE B2 AL AfEE R 8E Ri &g
= gd gd g gd gH g ed gu g g4
WO me (%) M Traffic Total kbt/s) I Traffic In
| RE {kbit/s) B Errors in (#/5) M Errors out
Traffic Total Traffic In Traffic Out | Errors in | Errors out | Downtime

Maximum

8,020 kbit/s

7,405 kbit/s

615 kbit/s

0 kbit/s

0 kbit/s

0%

Average

959 kbit/s

875 kbit/s

84 kbit/s

0 kbit/s

0 kbit/s

0 %

Minimum

4 kbit/s

4 kbit/s

0 kbit/s

0 kbit/s

0 kbit/s

0 %
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3.4.7 Interface Fa0/10

nanIsuetimet Traffic My Twiud 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

e e g s
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum 6.80 kbit/s 0.7 kbit/s 6.1 kbit/s 0 kbit/s 0 kbit/s 0 %
Average 4.92 kbit/s 0.62 kbit/s 4.30 kbit/s | 0 kbit/s 0 kbit/s 0 %
Minimum 4.13 kbit/s 0.7 kbit/s 3.43 kbit/s | O kbit/s 0 kbit/s 0%

3.4.8 Interface Fa0/12

nan1suelaed Traffic AU lufufl 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (10012) FastEthernet0/12 Traffic

Network Infrastructura / COPS_LAN_FW (Cisco 3560) )
. ; i A Y. jA'U\.\{ Ma b ,_fﬁ-“\,\/\"\-_".\,\.j\/\. A \'VL ) NN M m_,\','w j\/\f\\“ - J . <
B Downtime (%) M Traffic Total (kb
W Traffic Ou kbt/s) W Errors 0 (#
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum 6.80 kbit/s 0.7 kbit/s 6.1 kbit/s 0 kbit/s 0 kbit/s 0%
Average 4.92 kbit/s 0.62 kbit/s 4.30 kbit/s | 0 kbit/s 0 kbit/s 0%
Minimum 4.13 kbit/s 0 kbit/s 4.13 kbit/s 0 kbit/s 0 kbit/s 0 %
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3.4.9 Interface Fa0/13

nan1sNatMes Traffic ﬁLﬁU ’Lui’u‘fl 1/10/18 12:00:00 PM - 7/10/18 12:00:00 PM

Sensor: (10013) FastEthernet0/13 Traffic

Network Infrastructure / COPS_LAN_FW (Cisco 3560)

ot MM iian ;)
;: .L‘_‘.‘
WO ime ¢) W Traffic Tota kb W Traffic In t
W Traffic Out (kbit/s) M Errorsn (# M Errors cut =
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum 7.39 kbit/s 1.2 kbit/s 6.19 kbit/s 0 kbit/s 0 kbit/s 0 %
Average 5.12 kbit/s 0.12 kbit/s 5 kbit/s 0 kbit/s 0 kbit/s 0 %
Minimum 4.30 kbit/s 0.1 kbit/s 4.20 kbit/s 0 kbit/s 0 kbit/s 0 %

3.4.10 Interface Fa0/14

nansLatiees Traffic iy Tiudl 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (10014) FastEthernet0/14 Traffic
Network Infrastructure / COPS_LAN_FW (Crsco 2560)

g v
U: \u‘ lu 00
W Downtime Kbt
B Traffic Out #
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum 812 kbit/s 780 kbit/s 32 kbit/s 0 kbit/s 0 kbit/s 0%
Average 238 kbit/s 217 kbit/s 21 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 8 kbit/s 5 kbit/s 3 kbit/s 0 kbit/s 0 kbit/s 0%
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3.4.11 Interface Fa0/15

nansuaaed Traffic AU lufui 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

B T O Wi i i W
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum | 1,479 kbit/s | 1,044 kbit/s | 435 kbit/s V 0 kbit/s 0 kbit/s 0%
Average 608 kbit/s 139 kbit/s 469 kbit/s | 0 kbit/s 0 kbit/s 0%
Minimum 13 kbit/s 3 kbit/s 10 kbit/s 0 kbit/s 0 kbit/s 0%

3.4.12 Interface Fa0/16

nanIsuatiwes Traffic Ay Tudui 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor. {10016) FastEthemet0/16 Traffic
COPS_LAN_FW (Cisco 3560)

Network Infrastructure

B T On a1 o VE gt s
Traffic Total Traffic In Traffic Out | Errorsin | Emors out | Downtime
Maximum 163 kbit/s 5 kbit/s 158 kbit/s | 0 kbit/s 0 kbit/s 0%
Average 11 kbit/s 2.66 kbit/s 8.66 kbit/s | 0 kbit/s 0 kbit/s 0%
Minimum 6 kbit/s 2 kbit/s 4 kbit/s 0 kbit/s 0 kbit/s 0%
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3.4.13 Interface Fa0/17

nan1sueilmes Traffic AAv lui’uﬁ 1/10/18 12:00:00 PM - 7/10/18 12:00:00 PM

B T ot M- e 8 bon o
Traffic Total Traffic In Traffic Out | Errorsin | Emrors out | Downtime
Maximum 1,476 kbit/s 1,056 kbit/s 420 kbit/s 0 kbit/s 0 kbit/s 0%
Average 602 kbit/s 463 kbit/s 139 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 9 kbit/s 4 kbit/s 5 kbit/s 0 kbit/s 0 kbit/s 0 %

3.4.14 Interface Fa0/19

nanIsuanes Traffic AU Twuf 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Network [

19} FagtEtharmatn/19 Trafi
ure / COPS_LAN_FWY (Cieco 3560,

n‘: MM'WMM’\N\,_}NV\JE_MW\WMJ wm oo foe 4
25 835123 4
g Hg Bg Hg
g9 84 39 §4
M Downtime (%) W Traffic Total (kvt/s) M Traffic In (kbt/s)
W Traffic Out (kbit/s) B Errom n (#/s) M Errors out (%/3)
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum 6.81 kbit/s 0.1 kbit/s 6.8 kbit/s 0 kbit/s 0 kbit/s 0%
Average 4.94 kbit/s 0.08 kbit/s 4.86 kbit/s | 0 kbit/s 0 kbit/s 0 %
Minimum 4.15 kbit/s 0.01 kbit/s 4.14 kbit/s 0 kbit/s 0 kbit/s 0%
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3.4,15 Interface Fa0/20

nanIsuetnad Traffic AU Tusuf 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

0020) FastEl 20 Traffic

0T
@ / COPS_LAN_FW (Cisco 3560)

B30 Moo B3 ki } 100.00 1
00 A o0 .
600
« 500 | 60.00 060
7 400 & -
%0 40.00 0.40
¢ 2000 to2o
100 i
0 S— = = 0.00 0.00
aF a 2 2 Q3
o & 1 o o
G8 & 5 8 E
R S8 a8t go
. Downtime ) . T'e ! 3 (kbat/s - "ﬂf: In
W Traffic Out M Errorsin (#/5) W Errors out =

Traffic Total

Traffic In

Traffic Out

Errors in

Errors out

Downtime

Maximum

812 kbit/s

30 kbit/s

782 kbit/s

0 kbit/s

0 kbit/s

0%

Average

238 kbit/s

16 kbit/s

222 kbit/s

0 kbit/s

0 kbit/s

0%

Minimum

8 kbit/s

2 kbit/s

6 kbit/s

0 kbit/s

0 kbit/s

0 %

3.4.16 Interface Fa0/21

Hansuetives Traffic iU Tutudl 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (10021} FasEthemetD/2] Traffic

Network Infrastructura / COPS_LAN_FW (Clsco 3560

89 i 100.00 00
" . DJ‘\M 80.00 0.80
A & VAL v AA A A
= ANG AN e, AN M M fom o fow
.91" B 4.4 hbitfs L i Gia -
5
0.0 0.00
Ay 2§ mg A2F &3 i 93 2F
Hgr-Bg fg Rg Bg Bz g Js
q & g e g gn gH - ] agd
B Downtime { M Traffic Total (kbit/s). I Traffic In t/s)
W Traffic Qut (ko M Errors in (#/s) M Errors out (#/s)
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime

Maximum 6.81 kbit/s 0.01 kbit/s 6.8 kbit/s 0 kbit/s 0 kbit/s 0%
Average 4.93 kbit/s 0.01 kbit/s 4.92 kbit/s | 0 kbit/s 0 kbit/s 0%
Minimum 4.14 kbit/s 0 kbit/s 4.14 kbit/s 0 kbit/s 0 kbit/s 0 %
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3.4.17 Interface Fa0/22

nanSuatmes Traffic TiAu Tuiudt 1/10/18 12:00:00 PM - 7/10/18 12:00:00 PM

Sensor: (10022) FastEthemet0/22 Tra!
Network Infrastruct

ure (?9‘u’ F¥! \E’:SJ

M 16 66 kbs

B Tt O g b P Memnos
Traffic Total Traffic In Traffic Out | Errorsin | Errors out | Downtime
Maximum | 20.55 kbit/s 7.9 kbit/s 12.65 kbit/s | 0 kbit/s 0 kbit/s 0%
Average 18 kbit/s 6.60 kbit/s 11 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum | 16.66 kbit/s 6.1 kbit/s 10.56 kbit/s | 0 kbit/s 0 kbit/s 0 %

3.4.18 Interface Fa0/23

nansualaes Traffic AU lwduil 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor (1\;2 FastErthemaet0/23 Tra fic.
re 7 00PS UAN.FW (Cie

Natwork Tnfrastrich

8 e o ot bt g 1 oo B o
Traffic Total Traffic In Traffic Out | Errorsin | Emors out | Downtime
Maximum | 2,691 kbit/s | 2,911 kbit/s 50 kbit/s 0 kbit/s 0 kbit/s 0 %
Average 257 kbit/s 194 kbit/s 62 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 27 kbit/s 10 kbit/s 17 kbit/s 0 kbit/s 0 kbit/s 0%
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3.4.19 Interface Fa0/24

nansuatiwes Traffic My luiuf 1/10/18 12:00:00 PM — 7/10/18 12:00:00 PM

Sensor: (10024) FastEthe

Network Infrastructure

mietd/24 Traffic
§ COPS_LAN_FW (Cisco 3560)

e = B :
Traffic Total Traffic In Traffic Out | Errors in | Errors out | Downtime
Maximum | 9,098 kbit/s | 1,105 kbit/s | 7,984 kbit/s | 0 kbit/s 0 kbit/s 0 %
Average 1,128 kbit/s 98 kbit/s 1,030 kbit/s | 0 kbit/s 0 kbit/s 0%
Minimum 26 kbit/s 15 kbit/s 11 kbit/s 0 kbit/s 0 kbit/s 0%

7 a ¢ =
4. {8 Ping 29NaULADILUA

Google

& = & \ Py -
n15 Ping 8andulnosLin 9¢ Ping lunmuneias IP 8.8.8.8 Mdununeae IP ved

1 : SIS
- @ 7] w e} w0 w @ @® w © @ w
5% 5% 8% 5fs® £, 52 gF 8% 5 g% BEf B
¢ £5n08.05 08 88§83 78828 ZaHe it §
g4 3d A s5H gH g4 g4 gH ::EJ gH 5d4 gHd 9
M Downtime :) M Ping Tum ec) HW u msec)
M (m WO -
Ping time Packet Loss Downtime
Maximum 36.0 msec 0% 0 %
Average 27 msec 0% 0 %
Minimum 24.6 msec 0% 0 %
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5. Traffic TuvaIwaILaNIUY

Sensor: (516) ge-1/0/0 Traffic
Network Infrastructure / cops (Juniper Mx80) [RMON]

Maxg 229 kbit/'s

500 -
0 |"m 388 ibit/s .
z e z z z z z 3
: 8 : g g
| e %) H Traffic Total fbit/s) M Traffc In
W Traffic Out
Traffic Total Traffic In Traffic Out Downtime
Maximum 2,829 kbit/s 487 kbit/s 2,512 kbit/s 0%
Average 1,514 kbit/s 314 kbit/s 1,200 kbit/s 0%
Minimum 388 kbit/s 217 kbit/s 147 kbit/s 0%

6. paloalto PA-200

6.1 wan1suafiwes CPU

nani1suaiiwas CPU ﬁLﬁU 'lu’;’ui?'l 12/11/18 4:00:00 PM —= 15/11/18 12:00:00 AM

Sensor: CPU Load
Network Infrastructure [ 192.168.88.254 (Palo A'to)

15 ". ] -
ha \./
N\
l‘ =k zE
B Cowntime W W Froce:
M Froce:
Processor 1 Processor 2 | Down time
Maximum 21 % 1% 0%
Average 14 % 1% 0 %
Minimum 8 % 1% 0%
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AM

6.2 Han1suailines Memory

wansueiined Memory iy lutudl 12/11/18 4:00:00 PM - 15/11/18 12:00:00

Sensor: Memory: Slot-1 Management Memary
Network Infrastructure / 192.168.88.254 (Palo Alto)

40 tFETATIW —— + 2,448.00
35 Min: 396 % l 244700
= 2,447.80
- L 2.447.70
251 =1 2,447.60 o
15
10
5
o)
NE mE nE 0fF qFogt adoedoz: w3 i zE zf
58 =8 58 358 8 38 =8 =8 =Z8wz=8 58 z8 38
@ Ty - N - 6 o @ 5 - ©
mC . ) B Percent Avaldabié Memoty %) W Total Memory (MByte
Available Memory Down time
Maximum 41.2 % 0%
Average 41 % 0 %
Minimum 39.6 % 0%

6.3 HAN1INaUADS Ping

e suames Ping 7uiu Tuiuf 12/11/18 4:00:00 PM — 15/11/18 12:00:00 AM

Sensor: Ping
Network Infrastructure / 192.168.88.254 (Palo Alto

2.0

1.8
1.6
1.4
S o8
i
0.2
mD me ) BPngT | | e
o Maomem 0 (msec ) M Packe
Ping time Packet Loss Downtime
Maximum 0.46 msec 0% 0 %
Average 0 msec 0 % 0%
Minimum 0.09 msec 0% 0%
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6.4 nan1sUaIMas Traffic

6.4.1 Interface eth1/1

nantsueines Traffic Ay Tufudt 12/11/18 4:00:00 PM - 15/11/18

12:00:00 AM
[
B Cowntme ). M Traffic Total (s W Traffic In
M Traffic Out ) M Ecors [ W Erc t
Traffic Total Traffic In Traffic Out Errors in | Errors out | Downtime
Maximum 314 kbit/s 138 kbit/s 176 kbit/s 0 kbit/s 0 kbit/s 0 %
Average 50 kbit/s 12 kbit/s 37 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 38 kbit/s 8.88 kbit/s 29 kbit/s 0 kbit/s 0 kbit/s 0 %
6.4.2 Interface eth1/3
A P el 0. s
nan1suefiines Traffic AuAv TufuA 12/11/18 4:00:00 PM - 15/11/18
12:00:00 AM
¥ o) ':1 :
Z % nEmEondoedow% z: £ zE zi -—
8 B 38 38 38 =8 = B 38 38 8
W Cowntime (%) M Teaffic Total (kbit/s) M TrafficIn t/s)
B Traffic Out (kbit/s) I Errors in (#/5) W Errors out #/5)
Traffic Total Traffic In Traffic Out Errors in | Errors out | Downtime
Maximum 283 kbit/s 155 kbit/s 128 kbit/s 0 kbit/s 0 kbit/s 0%
Average 24 kbit/s 19 kbit/s 5.19 kbit/s 0 kbit/s 0 kbit/s 0%
Minimum 13 kbit/s 13 kbit/s 1.26 kbit/s 0 kbit/s 0 kbit/s 0%
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7. nan1suailinad Ping sandulnasiinvasszuuiazatng vy

nan1suailned Ping sendumesiiafiiu Ty Ping lufivaneiav 1P 8.8.8.8 Fuiu

YuwLaY IP U89 Google Aunaluiufl 12/11/18 4:00:00 PM — 15/11/18 12:00:00 AM

Ping time | Packet Loss | Downtime
Maximum | 27 msec 0% 0%
Average 26 msec 0% 0 %
Minimum | 24 msec 0% 0 %
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