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ABSTRACT

This thesis proposes the design of a system for detecting estrous
opportunities of dairy cows by measuring the movement of dairy cows, which is
divided into 3 systems: sensor system for measuring the amount of movement of
dairy cows, motion rate processing system and the movement rate data transmission
system via the LoRaWAN network. Which the movement rate data is stored in the
database, showing results with an average movement rate graph per hour and a

system of estrus warning of dairy cows.
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2.1.4 mswndeulvivedla
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WissuAnsinnduvedlaminiy msznisiadoulmdy q Ausnunilosnmsiiiuiy
Juldegaldzuuuu (Pattern) lianansatalilagaziden uAiiswaninisadoulmdiy
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1) nMsAmMihuveala (6]
WIBUNISIANYRLA (Gate Cycle) Aasrazlunisiiunsnaziiivesda
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- foot load \Wusseznauin L‘TjuisﬂsﬁLﬁwaﬂﬂé’aﬁmagﬁuﬁuﬁu’h
Wi wagiinsiaimiinaaitensah

- heel-off LUuszoz3uA1 Wuszes A lndumindy wazis
dhminlufvdumii

- toe-off 1usyeeA1 Wusresfineusnindulusuieninguie

w A o Y = ] o = o
111 LWBVH]&ﬁﬂaU‘l‘lJWis 3ﬁ 1 %99 foot-load 8nAS3

start

Gate cycle

foot load heel-off toe-off foot load
Ui 2.3 2s0UnTsiiuvedls

2) mafunisideulwizada

TaaiSuannnisimunsn Threshold Alduinainaunsit 2.1 Suihe
U Milli-Gs w38 mg uagA 0.48828125 me/LSB faAn Sensitivity Scale Factor 91910
Datasheet 989 MPU6050 @uf1 Ax, Ay Way Az Aol X,Y uag Z 97n Accelerometer @4
{udn Normalize Tnaiilor Threshold unnndwewiniu 4 me wazdlamuiie 120 msec

Tyfuen Activities 1Ju 1 Activity

2
(Axprem'ous - Axcurrent) 4 (2.1)

(A_‘_ previous — A_‘_cur?"ent)z + [ % 0.48828125 = Threshold

2
(AZ previous — Azcurrent)

wilnsifiuen Activities fiavauunaufie s aniu q wn 4 Falusls
o/ ql' 1 ar o 2 »:J r_'l o 1 o e c.l"
Tududsiisneiu uaviindnaunisi 2.2 iiefuanmen Average Activities / Hour 4015

Aad 10 Aensihewduvimadey 1nduiadeanfiduinldlufivu Database (Influxdb)

N1UsEUU LoRaWAN Tneavdedoyann 4 dalua



. N, current - N, 4hours 22
Average Activities/Hour = e A= P 10 (

t(‘ - t411
il N current = WU Activities au. J9qUu
N, 4hours = $17u Activities Wie 4 $alusrloy
] = nantaqgiu
t = nale 4 Fluanoy

2.2 LPWAN (Low Power Wide Area Network) [7]

Hunsidoudeiifinrudeinsndanus fusatunielddesg 9 LU M2M
(Machine to Machine), WSN (Wireless Sensor Networking), IoT (Internet of Things) ¥
fu Jagdumudaansmansaaiaiiasiszuuilémsdeudeuuy ubiquitous Tuynityn
a1 uagiusgavsnwmanisldiunines LLaxﬁmwummsaL%amiaqﬂnim'lélﬂwmaé’m

M7
2.2.1 #3194 loT/LPWAN

YV = J 0.‘; 1 A = E=3 o v
loT IdAnduss 1T 1999 lupeutiuisiiareSuredefnanmeeanisly RFID
5 |:B = Ve @t o 3 d o [ P =
A Sabifannmslineurquinueesynguuuuiivimadetayaluil cloud saus
f‘J G.J 2 o 2/ $ at o 1 1 1=l 1
gunsalfiannsodslivihaunslnald Fwaredndralaldnanlva witioguaronmssy

wdluide M2m

loT uag M2Mm Lﬂummwﬁ'ﬂﬁamﬂuLLwﬁaiﬂa"LﬁimJ'ﬁuan’Ussﬂaumim%aﬂha
Tnswamzilowdinding Ericsson Tévuednludl 2020 wwilgunsaiifouseduis 5 niugnu
2 lunmsiiadlufegagaiiu dussneunsiadetesndusemaunaumaluladdnduuinag
iU wazaunsaigeaialiediesina uarfesdanudevedlasinsia
lasgnamnssn M2M azanunsaliusslovdanuinnssuveanalulad Mobile fifin1s

al '
WasuwUategnesinisa
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2.2.2 \A39718 loT / LPWAN

130118 loT 1luiATedsuuy Wide Area Mlimdsaus uavosnuuun
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LPWAN vinlvigunsalaunsaioudelalusveynie 24 AlawasTagyusyanm
lniflangrosuumaoiuiuds 10 Y funuiinn nslimdanum wazanuvasadeluszuy

fowdu 3 Addnlunsadauesedts loT
2.2.3 LoRaWAN n1ai@anvas loT

LoRaWAN iTulassaieiiugiuves LPWAN MTuiuy open source fiadnsiu
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nawmaliaffmuald inaluladgnesnuuuuuiiely cateway w3edan1lgiuainisa

Aseunquituivailesialusydunatsiosnissilawnsly szeznisviramuduiu
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i
= o

LoRa awnsavhaulaluseiudiygradisinda noise floor f4 18 dB data chirp w84 LoRa
9%iin19%11 forward error correction ¥n1#usiuna symbol LAGNIHAINFY YIUTUNIUA
aunsafAudoyatls uanam‘ﬁasﬁa%’wﬂdumaaﬁ@qﬁ@mmeaﬁau (virtual) Wumsiiia
A11UUDY gateway MI1AITOYATDI LORaWAN szilfaud 0384 50 Kbps Tufu

configuration ¥89 chirp
2.2.3.1 M3LU9 Class 989 LoRaWAN

AU Class ved LoRaWAN gniusmunssudadtyaiaild 3 class
IneiganaiuAe

1) Class A (Bidirectional end-devices) 8Unsaliatanig
lu Class A avanunsaviinisdaansuuy 2 fiamals Tnenisds uplink vesgunsaludazas
AW downlink receive window du 4 2 479 slot Tlunasdadoyadidagunsel

s v d"’ (- 2/ & 1 1 e
damsieliagiuegiuanudosnislunisdeans Tnesinisdumaanan (random time) A
wuuldslamea ALOHA n1svinaulu class A Wuspuuiigunsalvanemaldndaausiiiian
o L2 2/ Ei L = d' 4 1 s €
wngdmiunsldaniinensifisinisdeans downlink 99 Server liuundsanngunsal

o W - | o Y o £%

ﬂaww’m‘mnﬁawa:ﬂla uplink #@UN15@8&13 Downlink 910 Server lua1du q whese

UNIEANTTIANITNTAL uplink ASamely

2) Class B (Bidirectional end-devices with scheduled
receive slots) Uantuilad1n random receive window 11 Class A ud9 gunsal Class B 9z

13100 receive window #itAwAIIa1NdAn151917 Insasededyy 1o beacon

pt )

o i P W P3 Vs
 gateway lun1s synchronize 1381 tia9191 Server wlazigunsaluaremsarldsuile

P
Yayauials

Y

©

3) Class C (Bidirectional end-devices with maximal
. ¢ a a . . 1 T_—
receive slots) gunsaluatemslu Class C ilouaziinisila receive windows aghaseiiieg

a @ | P =l Ioa
wUanaalilalinsasdyiu
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ATBUARNNUNAVITIWTNIURY LoRa Alliance lewengnuidmgusenaunislaild
- v oa & v = 1<l
1518 LoRa lunsliiuinis loT wilas q Aewnsodeaniilsm LoRa Wiesanieslai
2 = @ = ! & Y oa w | @ [ 2 = ' .
TDUMIUYUAZANATDUINVRINUTULA UTEMAN 9 veahuTumdeouadeie Private
= e = ﬂ’j 1 d =) 1 = a dl s 2/
Network lasuidnansnsafinnuaiotievesnuondedniinuiilunamegsafisessuld
Fanmngdunmsnessuuamen Tdlindusedudsyme visalunsalngliuinislaseine LoRa

anliuinis andsanunsafadunerisvesnaiemasduiugsha loT deluls



15

2.3 Ua3a Arduino

Wuvesialulasaoulnsiaesnszga AVRALAna1nn15813Ul0d
lulnsmeulnsameinszgadiie q anldswiuluniw C ifdnwasiamslunsdoulaund

Y99 Arduino ¥uUu11e4 Hn15WAUILUY Open Source Aadinsilnngdoyariesiu

YV o o -]

Hardware Uay Software ins1anugivinlisuese Arduino anenAnIuhlunAnuazane

Y

2
o a =t

panaanlusAiigninn 9 uazfignasnuuuanlildeuliing faiudanunzdmdu

EY

2/
LYY 3

Sunufinw Meldldnudiausednulas daiy audesearssivain welusunsy

X
U
folaonee
v A % =% | o | %3 e
NsaTIwATeInUIIuNIsIedaulmIvedlaul vin1sidenld Arduino MKR
& =Y Ad =1 2/ 73 Ol =1
WAN 1300 LWﬂsL‘T‘JuuasmLamwﬂu@a LoRaWAN $A71LABINTS AU Lazduunaian

¢l ° v d @ a = =1
AsMNIAUsTRATIz AT rInUS N sindeulmvedlaunlua sl

2.3.1 Arduino MKR WAN 1300 (LoRa connectivity)

1
a oA =

MKR WAN 1300 Huuedaiiiiuszavinimdesaumsinuues MKR Zero uay
LoRa connectivity L?Jumaaanﬁﬁﬁm%’u@'ﬁﬁmmsaanLLUU‘Iﬂ‘iqms loT feuszaunsai
taglunsliinderenfigunsaindsaus ‘Tidlﬁgﬂa@ﬂLLUU&JWLﬁBﬁ’]LﬁU@LLaSJJBUI‘UQ“ﬁLUﬁﬁ
UssdvBniwdue danfuinfanniifoanisiis LoRa connectivity fussuuindatenn d

ﬁag}'uuﬁug'lwuaa Atmel SAMD21 uazluga Murata CMWX1ZZABZ Lo-Ra

nseenuUUETERNannsalunsendanulriuuefalnglduunnod
AA vi3e AMA Be 1.5 Taas vi3alummadniguen 5 Thas nmsaduainuassieviisludan
unasdnenilesanseinlaeSaludd Adensuszanana 32 Tnfindeadeiuuedn MKR
ZERO FuiuynBumasing VO Aimsldiuivarnvansnisdeasiuy Lo-Ra Aldndany
M wazaudielunisldan Arduino Software (IDE) dmutinWauartn@eulusunsy
auantinamnidvinldvesadumadeniidonisdmiulasenis loT #Fléndenuann
LuamamLazvuanETada nash USB gﬂﬁmﬂ%lﬁaﬁhﬂmzualw (5 Thad) Teiduuasa
Arduino MKR WAN 1300 mmm’lﬁmulﬁ[maﬁﬂ‘%aiﬂﬁuumLma‘%ﬁsiaagju.asﬁmﬂ%wé’mu

7

910
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2.3.1.1 Tayamanaiinues Arduino MKR WAN 1300

gunsalazgniunldednagnissuduezdeidoyanraunaiaves

) €alle

'
=

auUnsal 9 Arduino MKR WAN 1300 ﬁ%’ayamamﬂﬁﬂﬂﬁwLﬂuﬁa&ﬂnmmummw 2.1

ZDhe

9
f4

M54 2.1 Jeyamamaiiaves Arduino MKR WAN 1300

?’J’ayawmwﬂﬁﬂ

ANasuY

lulasmaulnsalass

SAMD21 Cortex-M0+ 32bit low power ARM MCU

uviasanelwvaauasa (USB/VIN)

YuIn 5 1an

N195993ULUALADS 07U AA Y38 AAA §9U7U 2 fau
WAl nneluees Y 3.3 1an
291 Digital 1/0 U 8 U
P20/ By 3 S, 6, 7,8 10, A3 -or 18 -, Ad -or
U1 PWM
19)
SPI 11
12C 11

YIBUNALOUZADN

7 (ADC 8/10/12 bit)

PN MNAUBUZERN

1 (DAC 10 bit)

Interrupts n1guan

8A0, A5, 6/ 8.LAL 0k-16-, A2 ~or ¥T)

nszualnasman 170 7 mA
Flash Memory 256 KB
SRAM 32 KB
Clock Speed 32.768 kHz (RTC), 48 MHz
QMGEGAGRIRRRRE 2dB
g1umudl 433/868/915 MHz

Arduino MKR WAN 1300 faslda@eainia GSM dewdiuvasase

Yo UFL vuiaan Tsensiaaeuitansasumudlalugieuas LoRa (433/868/915

2 I
v = (Y =

MHz) w3ali uaziolilinadwsnanviuRndiasenafuiuinlans wu Tasese Wudy



24 Iuﬂa GY-521 (3-axis Accelerometer/Gyro Module)

Waz Gyroscope WUU 3 unu Aelududnfeiusznaudy luma GY-521 Fallauudugge
= v i3 <@ =1 =
\lesannrelugnussydiegunsainisulasuausdondud
Converter %30 ADC) wuv 16 On dmfuudavdesduaias (Channel) seulugadanuise
e 2 agslunanderiude Tdnsivasuiianienisiadeudt waznsieasuaimicaly

nswasuulasitanie saiindaanlugaiedidnuarnugud 2.4 uasdidesunendyaia

WwULEDS MPU-6050 124 InvenSense nelulsznauligne Accelerometer

AIUANTIN 2.2

a o

UM 2.4 Tuga GY-521 [8]

9197 2.2 AeBuudyaianes luga GY-521

il | Fovdyaa A5 UY
1 VCCAN iloulridsslugaludsiuuuseiudy 3.3 lan
2 GND YINTIIN
3 SCL (Serial PFYINUIRNT vuld 12C
Clock)
4 SDA (Serial Data) | M@ utoua vula 12C

U

aNa (Analog to Digital
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3N 2.2 Medusndyniuves luga GY-521 ()

il | Fevdymym Aa5UY
5 XDA (AUX_SDA) | ndeysyraudiaya uua 12C ( 12C Master Mode is
enabled)
6 XCL (AUX_SCL) | 1adftygyrauwnidnd uutdia 12C (12C Master Mode s
enabled)
i ADO flegad 12C Slave LSB (ADO)
8 INT Interrupt

2.4.1 Accelerometer sensor

= A 1 &
Accelerometer LJuBUMUsznaveglu Tuga Gv-521 uazidugunsal

a a ¢d e Yo ' Vg | ' v
Suannselndfyimtihniausenanuise wsamaiotaauduusened wy wsaltugaalan

P ol W w - < o Ad a o P

nnsznenIyana vsee1ailluusanlineiniinainnisindouniniodu Accelerometer lag
L7 =% 1 :s'v A v ] =1 &
nﬁmﬂsmmaammL'sau:u"umwauLuamwmﬂLLiq‘Ium’anaﬂa'mﬁnmymLaawaqqﬂn'ifu
Idlaisuiuiulan wasidensuusuimuanuseildni avannsadiasziiensnseui

vesgunsnils

nsilazfammuidined Accelerometer uane s Accelerometer Ingaulug
dnldnannisues Piezoelectric Effect Judundnnisvesgunsalnsiafausanasine 1wy
WSITU AWLS MSEY USY LIRS MSoUsINSYIEY 7 Ingidsundanunamerilmniu
waenuliih anglu Accelerometer agillpssairanieluiivsznevludasndnlnsate
gan1A (Microstructures) faglaunanundy (Stressed) inlshAnussdulnii 8n3auisie
M3AsIsdunsiasunlainug thiflassairmaninaesiafiogintuiiioinnnuise
Lﬂﬁaué’wimqa%ﬁaﬁ;amﬂéﬁ’wf’i@%ﬁwa’lﬁmmﬂmmmLﬂﬁauLLUaGIU uaztifolfinagns
wuasm gl nduusadiulnineglinisyinuues Accelerometer faif3anssnannune
Tun138519 Accelerometer 52114 Piezoresistive Effect, Hot air bubbles uazsneisnis

NILLEN
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2.4.2 Gyroscope sensor

Gyroscope Uuu 3 unu ansadnausiseuwnuld 3 wnu liun x, y uay z
%9 Gyroscope UMmamnsaTalAfswnuiemEo 2 wnuwinty us Gyroscope WUU 3

dy o = v = =l = d @ 1 !
wnulanisaInnuEIsauLnule 3 wnun1eluduiien dyuantannit 1A laung bRy

<

Wundeudnaie n13v191u89 Gyroscope azduvhaufdoiainnisdes fdawsdes

) = = LA W | Qs | M 2/ 1=l <@
vsaianisindeuln usllloingegils Gyroscope axiamlils wsrelaifiann

2.4.3 ANNULANAIN9ZAI9 Accelerometer Laz Gyroscope sensor

L%mwmﬁﬂﬁudwﬁ’uﬁwaﬁ’ULmﬁwm‘naq Accelerometer laBnse HITU

= 1 ala

10 1MNMUe3 Accelerometer axlaiiintmynilaudiasudaniisly wowinaidailenitistu-as

Re

Fuscl

a < ) 1 o e = ! < y S0} L3 v v o
inan1sasuulasnaaniian Fasanuiu Gyroscope Mvdesiisliaominailafay sl
i o 13

a & ¢ [T Y) X
NANTTIUAgULUAY Lazaduovinaved Gyroscope unldudnnas Discrete Integral Ny

S a X vw ¢ w.‘ . & < < o
AnsananaTule wsisteinaues Gyroscope lumuidudsmu Hidumgnaiivi
Liiian1ssan Sensor @ewsiail vilhinguiiintusnsesiuuinune 19y Kalman Filter,

Complementary Filter Tumsldnsnannaudanvovisans Sensor
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N1990NUUULAZNTINVINUSeYyTinus

a a & ' & o = 1Y o o v 59 o o
Usyarinusluduiazdmguiuazudnnisiiierdesussgndldiie
pRNLUUNMSWaNsiagUnTaluayn1swwesssuy dudlonluunilasndniiseazidenly
= i ' ¥ v 4 & oo [y
NsgenuuUUNsWeNAesTUdasiIneiu insosleniunldlunismaaes waznisdmiv

HANIINARBIINUNTAIAN 9

3.1 N1599NLLUU
3.1.1 N1399NULUULAZINUSIuNITIAFaulvva slau

N13AN®INISYI19IUYDY Arduino MKR WAN 1300, Iucg]a GY-521, mema'%i
UAZAN8INA GSM (850/900/1800/1900 MHz) u&s seunazidiunisiafagunsaiidn
fawiu faquin 3.1 sulufamsdeuTusunsuiauimamsiadoulns asuu Arduino MKR
WAN 1300 aasiumausiail

U7 3.1 msveusiegunsalidhmeriu
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1) 4191 5V, GND, SCL uag SDA vasluga GY-521 siawdhiuted 5v,
GND, SCL way SDA 9949 Arduino MKR WAN 1300 snugdsiv

= -7 1 AU & v v o
2) \deummeununmeIivgunsaiidnfeiu
3) wRE1E91INA GSM 1W1AU Arduino MKR WAN 1300

4) Hinfa Arduino SAMD Boards (32-bits ARM Cortex-Mo+) by

Arduino Uu Arduino IDE W1y Board Manager Uu Arduino IDE
5) finsia MKRWAN Library 1t Arduin IDE s Library Manager

6) ﬁﬂﬁg\‘l MPU6050 Library Ul Arduino IDE 310 https://github.com/
jarzebski /Arduino-MPU6050

2
o

7) finAy RTCZero Library uu Arduino IDE #1u Library Manager

8) lWeulusunsuTavSurunisiedaulnisiu Arduino IDE a9uy
Arduino MKR WAN 1300 Tngazuanen1sniauveslusunsuinusunanisindaulnay

UHUNTN Flowchart siegui 3.2



wa¥ Duration

Threshold »= 4 uay Duration >= 120

TRUE

U Activities

Actwvities / Hour

N9 4 4ls

UM 3.2 wwulsmsviauvedivsunsuiadSmunisiedeulmveslauy

20
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3.1.2 N1999NLUV Gateway U89 LoRaWAN [9]

N1398ALUU Gateway U84 LoRaWAN azlduasn Wemos TTGO LORA32 868
/ 915Mhz SX1276 ESP32 Oled-display Bluetooth WIFI Lora fifinnsindsanganniaeiu

923 MHz 1@113ud7 Inedunauesnuuy gateway (Uuadl

1) nd esp32 by Espressif Systems Uu Arduino IDE #1U Board

Manager 910 https://sithub.com/espressif/arduino-esp32

o
= as

2) AnMY Library 994 Single Channel LoRa Gateway U Arduino
IDE 970 https://github.com/thingsdu/ESP-1ch-Gateway-v5.0

3) 14 Source Code 184 Single Channel LoRa Gateway Tunns

BONLUU LoRaWAN Gateway

4) 1 UnlWd ESP-sc-gway.ino kagyiin1suAly Code n1alulg

MIUAI19N 3.1 fadl

A7 3.1 MSRIRING ESP-sc-gway.ino

aeudl Aunsiiudly uflowdu

\Uant ESP-sc-eway.h msaviate ity #define LFREQ 923

. #define LFREQ 868

2 Wte #define SPREADING SF9 Hdefine _SPREADING SF10

3 | Wil #define CAD 1 #define CAD 0

4 | ¥lo #define PIN OUT 1 #define PIN OUT 4

5 | ¥le #define STRICT 1CH 0 #define STRICT 1CH 1
Wit #define AP NAME T9ild SSID wee Access point way

6 "YourName" Waziata #define Password U84 Access point
AP_PASSWD "YourPassword"

7 | ¥te #define OLED 2 #define OLED 1
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A3 3.1 msealug ESP-sc-gway.ino (sia)

3 3 v o
ANaun Aunanundley

wiluu

U9 #define TTNSERVER

‘router.eu.thethings.network"

#define TTNSERVER

"router.as2.thethings.network" Lag

8 £ s
ABINIINUNTT Register Gateway Uu
The Thing Network Tudail 3.1.3.1
9 Wv0 Gateway Ident definitions anusauslumudeanisie

@

10 W30 #define NTP_TIMEZONES 2 #define NTP_TIMEZONES 7

v v

WIUD wpas wpa[] =

Tudlunaduly Array 7 2 1Ju ssiD
U9 Access point Wag PASSWORD

11 ,
U4 Access point t4U { "ECC510-
2.4Ghz", "telecom510" }
Wi loraModem.h wAlwussiad 96 9 111 auftuans
12

Flaguii 3.3

i N Y SR S Y

i e i o Y
i
o

9¢ $elif _LFREQ==923

87 // U8902=5928

3 // AUS15-928

) int fregs []1 = {

// Uplink

923200000, V4
D2 923400000, rf
03 523600000, £
D4 523800000, Y
05 524000000, /7
DE 924200000, 7/
07 924400000, T
08 924600000, i
1] 924500000, //

924800000

// Downlink

Channel 0, SF7BW125 to SF10BW125 primary
Ch 1, SF7BW125 to SF10BW125

Ch 2, SF7BW125 to SF10BW125
Ch 3, SFVBW12S5 to SF10BW125
Ch 4, SF7BW125 to SF10BW125
Ch S5, SF7BW125 to SF10BW125
Ch 6, SF7BW125 to SF10BW125
Ch 7, SF7BW125 to SF10BW125
Ch 8, SF8BWS500

gﬂﬁ 3.3 Source Code ¥89%11 loraModem.h
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5) wd19i1n131UA Serial Monitor La¥¥1n15 Compile and upload

AIUDSA

k4

6) UM Serial Monitor 93 TufasUR 3.4 wiqlden 1P Address 1y

Y
uldilauu Web Browser asuansvtiniu ESP Gateway Config 31 flaguil 3.5

¥ =f

a} a L =)
7)na7 Expert mode ka7 Refresh 113U wd739nala CAD
M99 Gateway Settings 31N UIAY Gateway ID 911 Serial Monitor #38 @54 System
Status vuntniu ESP Gateway Config teldludunaunisoonuuu Network Server

284 LoRaWAN sall

coM4
l

A WlanStatus:: CONNECTED to exynos8890

Host esp32-feB6e4 WiFi Connected to exynosB8850 on IP=192.168.43.125
Local UDP port=1700

Connection successful

Gateway ID: 30AEA4FFFFFE86E4, Listening at SF10 on 923.20 Mhz.
setupOta:: Started

Ready

IP address: 192.168.43.125

Time: Friday 11:07:37

Gateway configuration saved

WWW Server started on port 80

OLED ADDR=0x3C

A readUdp:: NTP msg rcvd

gﬂﬁ 3.4 Serial Monitor
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ESP Gateway Config

Version: \'5.3 3 H; 1808252
ESP alive since Friday 14-12-2018 11:09:11, Uptime: 0-00:01:43
Current time Friday 14-12-2018 11:10:41

‘ [locumentation I Expert Mode , Log Files |

Package Statistics

ounte

Packages Downlink 0
Packages Uplink Total 0 0
Packages Uplink OK 0
SF7 revd 0 0 0 0 0%
SES revd 0 0 0 0 0 %
SF9 revd 0 0 0 0 0%
SF10 revd 0 0 0 0 0%
SF11 revd 0 0 0 0 0%
SF12 revd 0 0 0 0 0 %
Message History

Time Node C Freq SF pRSSI
Gateway Settings
CAD | ON || OFF
HOP | ON || OFF
SF Setting 10 _- |+ |
Channel 0 | -\ =

E‘Uﬁ 3.5 ESP Gateway Config
3.1.3 n1999nUUV Network Server 984 LoRaWAN [10]

N1708n0WUY Network Server Huazld The Thing Network 1H1u Network
Server LﬁaL‘TJuﬁaﬂawmamuqumidﬂ-%’wﬁ'mﬂafuaq Node, Gateway Way Application
Server 989 LoRaWAN

3.1.3.1 n19 Register Gateway Uu The Thing Network @11158

Register Gateway lanudunausiil

1) asfpsaunnuudules The Thing Network 910 https:/

console.thethingsnetwork.org/



o <l
LAAINIFUN 3.6
REGISTER GATEWAY

Gateway EUI

L

0 Gt

* I'm using the legacy packet forwarder
5 e

Serntech packet foryy

Description
L

Frequency Plan

fresucey plan t

Asia
Router

ttn-router-asia-se

‘gﬂﬁ 3.6 M1 Register Gateway UU The Thing Network

3) w11 Register gateway lindngnniin I'm using the
legacy packet forwarder waald Gateway EUl w58 Gateway ID 3MNTUADUNITODAUUY
Gateway 184 LoRaWAN

4) ¥ade Description Tldde Gateway flosnaa ualufiy
19%8 ECC510 Gw1

5) ¥adie Frequency Plan TWidonanuaudild ualuiild
AMUA 923 MHz 3udenld Asia 923-925 MHz

6) ¥te Router d Aol Asia 923-925 MHz AWl ttn-
router-asia-se ¥9faaidonliduiusfunisfeAinouduneueaniuy Gateway 194

LoRaWAN »33 #define _TTNSERVER "router.as2.thethings.network" #7¢

7) ¥t Location Tldsumisnings Gateway

25

2) 1 Uit Gateway Wd1viinisne Register gateway
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8) W1¥a Antenna Placement 14ldd1a1801n1dv09
' A o4 a . ¥ = o i
Gateway agn18lu wienuaneints luiitlidien indoor udr34%i1n15na Register
Gateway filagldiminiuleddaguil 3.7
GATEWAY OVERVIEW o set
Gateway ID
Description FCC510_GW1
Owner (O} taeinwzaa & T
Status connected

Frequency Plan Asia

Router ttn-router-asia-se
Gateway Key o

Last Seen 15 minutes ago
Received Messages 725

Transmitted Messages 338

fgﬂﬁl 3.7 w1 Gateway Overview Ul The Thing Network

3.1.3.2 N13 Add Applications Ui The Thing Network @11150 Add

Applications lamuaiuneusiail
1) nauuvwth Console %an

2) Wt Applications wdvitmsna Add Applications

s

3)f93U 3.8 599298 Application ID 1914 1D vo4

U

1o
aSa )

Application Fewaluozlsild urlufitdeia ecc_lora007

4) aff Description 1ildTevas Application Fadaidiuesls
Al wiluiidie ECc510_APP

5) 9t Application EUI 1 The Thing Network azasnsly

b

o A % » 4 o [} :J 1 12
6) 11U Handler registration Ilienamdunifiaglng

: 4% _ Y . y v
figa lufididen tn-handler-asia-se 91nunna Add Applications wad29gldniin

Applications Overview ﬁdg‘dﬁ 3.9
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ADD APPLICATION

Application ID

The unique identifier of your application on the network

© Application 1D must contain at least 2 characters
Description
A human readable description of your new app

Eg My sensor network application

Application EUI

An application FUIwill be issued for The Things Network biock for convenience. you can add your own in tF pplication settings page
I Ly k

Handler reglstration

Select the handler you want taregister this applicotion to

ttn-handler-asia-se

U7 3.8 wih Add Applications U The Thing Network

u

APPLICATION OVERVIEW

Application ID
Description ECC510_APP
Created last month

Handler ttn-handler-asia-se

APPLICATION EUIS o

UM 3.9 i Applications Overview Uy The Thing Network

3.1.33 119 Register Device WUU OTAA UuU The Thing Network

o

&11159 Register Device Wuu OTAA lamudunausiadl

1) anvdluanlwdainhttps:/sithub.com/gonzalocasas/

arduino -mkr-wan-1300

2) 1UalWd mkrwan 01 get deveuiino hagvi1nas
Compile and upload asuasa Arduino MKR WAN 1300 a1nduilla Serial monitor wan

, _ a4 , . Y .
\iuA1 device EUI fiuuy Serial monitor ietluldludunsusely
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3) vuni Applications Overview uu The Thing Network

1vinm Register Device mswiat Device ilaifiugunsal wde Node wnluluszuy

4) i Register Device #a3U#1 3.10 n59wada Device ID

Tld ID 284 Device Fasaluzlshild wiluiitdain wanoo2
Y . [0 . P 2
5) 8 Device EUI TildAn device EUI ildanda 2
6) Wat® App Key AuUlad The Thing Network azadnsly

7)Wade App EUIL3Ul®# The Thing Network 93191
APPLICATION EUI snldlilnesnlusfd 91nifuna Register Aazuanantin Device Overview
Flaguil 3.11

REGISTER DEVICE

Device ID
This is the unique identificr for th yice i this app. The d

Device EUI
T fee EUT s the unigueidentih o thisdeviceonthencivaorie Yoo can dhdige the EUN later

o

App Key

s Uhis e wll

App EUI

7@ B3 D5 /E U2 B 40 F9

‘gﬂ‘ﬁl 3.10 w1 Register Device Ui The Thing Network



DEVICE OVERVIEW

Application ID  ecc_lora007

Device ID mkr_002

Activation Method OTAA

Device EUI <

Application EUI <>

~

AppKey <«

Device Address <>

Network Session Key <

App Session Key <>

AB 61 BA 34 32 20 7C 04

70 B3 D5 7E DO 01 40 F9

26 04 2F 23 3]

Status 25 days ago

29

gﬂﬁ 3.11 w1 Device Overview UY The Thing Network

8) ndulufiuiin APPLICATION OVERVIEW linmms s

:J ¥ o s i =l [=) L4
Payload Formats #l¥dmivuuasteyanuandlu Packet arntavsiudunnliuanaiy

Joyan1ufoIns

9)M2tUs Payload Format 1%idan Custom wazidon

decoder A53A1Ua19%270 Payload Format antiuld Code Aa3UN 3.12 ud9na Save

Payload Function

decoder converter validator encoder

1 function Decoder(bytes, port)

2 // Decode plain text; for testing only

3 return {

4 receivedString: String.fromCharCode.apply(null, bytes)
5 ¥5

6 }

5UM 3.12 Payload Format
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3.1.4 n399nLluyU Node Red [11]

N1500NLUY Node Red AINa145¢1119 Network server uag Application

Server 984 LoRaWAN 9ziin15l497u VM instances 184 Google cloud Platform

1) @¥1452UU VM instances Junilneiden Region LT u asia-
southeast1 wazidon Machine type Wu 1vCPU wag Boot disk tdu Ubuntu 16.04 LTS
waz Firewall T¥1d0n%a Allow HTTPS traffic way Allow HTTPS traffic uazne Create

Faguil 3.13

Name

cowdb
Region Zone

asia-southeast1 (Singapore) v asia-southeast1-b v
Machine type

Customize to select cores, memory and GPUs.

1vCPU - 3.75 GB memory Customize

Container
Deploy a container image to this VM instance. Learn more

Boot disk

'-i?‘ New 10 GB standard persistent disk
Image

f Ubuntu 16.04 LTS Change

)
1 L.}

:,I o .
JUN 3.13 N156eAN 52UV VM instances
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2) Wlana connect Lalousafiu VM instances udraglantigg

Command Line 9849 Ubuntu ﬁdgﬂ‘iﬁi 3.14

Welcome to Ubuntu 16.04.5 LTS (GNU/Linux 4.15.0-1026-gcp x86_ 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

0 packages can be updated.

0 updates are security updates.

Last login: Thu Jan 24 07:37:53 2019 from 173.194.93.100
:~$ .

‘gﬂﬁ 3.14 %1619 Command Line 989 Ubuntu

3) T dsdaimudrduiitoadra Node Red Tuszuudfumnag
Ubuntu Tneduanaids sudo apt-get update, sudo apt-get upgrade \ieswanszuuli
Lﬂuﬂﬁ]gﬁu, sudo apt-get install nodejs-legacy \oRnds Node.js, sudo apt-get install
npm WeRnd Node Package Manager, sudo npm install -¢ --unsafe-perm node-red
node-red-admin Lﬁ;aﬁwﬁ?ﬂ Node Red, sudo ufw allow 1880 LﬁaLﬂmwa‘im 1880 Lay

node-red 1iiailal44 1 Node Red

4) lWgmiiiiures VM instances nafign 3 9 F1udnaves Conect
\iia1d View Network Details nadl Firewall rules fnudnefiovaaiiu a1ntune Create
Firewall Rule (&7 ﬁga%ammﬁaams \aen Target LUy All instances in the network
@7u Source IP ranges 1Hu 0.0.0.0/0 Way Protocols and ports LaoN Allow all uagna

Create ﬁ\‘igﬂ‘ﬁ' 3.15



& Create a firewall rule

Network
default

Priority
Priority can be 0 - 65535 Check priority of other firewall rules

1000

Direction of traffic
@ |Ingress

Egress
Action on match
® Allow

Deny

Targets

All instances in the network

Source filter

IP ranges

Source IP ranges

0.0.0.0/0 €

Second source filter

None

Protocols and ports
@ Allow all
Specified protocols and ports

* Disable rule

UM 3.15 Vudmiudeem Firewall
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5)nadouandtdi Node Red #18 http://External IP 983 VM

instances:1880 fagUil 3.16

Flow2 + i infa

input Information

Flow Description

mot

5U#t 3.16 Node Red

6) N13MIATMA Node Red yiausalusiiuy VM instances Tildienas

Uu Command Line /3l sudo vi /etc/systemd/system/node-red.service aan1ulsy Copy

&

wae Paste Code sinlufl
[Unit]
Description=Node-RED

After=network target

[Service]

Type=simple

ExecStart=/usr/local/bin/node-red-pi --max-old-space-size=128 -v
Restart=on-failure

KillSignal=SIGINT



34

WorkingDirectory=/home/g58011254

User=g58011254

[Install]

WantedBy=multi-user.target

H’:’ 2/ at d 1 d 18/ £ 1
AAUULALY g58011254 Tnseiuianay @ VI9YAMUUUTDINUINN

. o a ¢ < & ez £ o @ 1 & o
Command Line Wanm Esc WagWuw :wq 1o save nUURLNA & luln1uasu sudo
systemctl daemon-reload, sudo systemctl enable node-red.service, sudo systemctl

start node-red.service Way sudo systemctl status node-red.service

7) §19189n15%4 Username way Password L1414 Node Red
v TiRwAEs node-red-admin hash-pw DUl Password figosnns uaz
copy A1 hash 18114 W&IRUNA1&e sudo vi ~/node-red/settings js 97111 a1 ¥
/adminAuth \flavn wag uncomment Tnen1sien // ean udr3aden userame 83
nn | euly uaziaren hash Alduiieumthanley hash fiiloguén uasdas uncomment
#a section usan 910t save Tngna Esc wasfu ‘wa Waran13n node-red fefds
sudo systemctl restart node-red.service Wazaawl1 Node Red w1u http://Extermnal IP

284 VM instances:1880 Tyl
3.1.5 n1399nkUU Database Server (Influxdb) 9249 LoRaWAN

Influxdb w%e Database Server l¥dwiuifiudoya Tnsanusadansdoyals

WY Command Line w89 Ubuntu

1) Rufama TRt curl -sL https://repos.influxdata.com/
influxdb.key | sudo apt-key add - =% 8 source /etc/Isb-release waz echo "deb
https://repos.influxdata.com/${DISTRIB_ID,,} ${DISTRIB_CODENAME} stable" | sudo tee
/etc/apt/sources.list.d/influxdb.list 97nuvin1sing Lagdinay Influxdb &ei sudo

apt-get update && sudo apt-get install influxdb Way sudo service influxdb start
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2) @514 Database #7180 15RUNAIES influx AUEI8A1Es CREATE
DATABASE cowdb a8 cowdb 1flufavas DATABASE anunsadalaniuaesnis waziss

USE cowdb waldd@msudnnis Database

3) @AU50E5719 Measurement H3afiiadugosvas DATABASE #il4
ﬁw%’mﬁu%’agalﬁuﬁﬁaﬁ 3.15 laa1u1309 Measurement Telneldf1ds USE cowdb
UMY show measurements LLasﬂ"ffaHaViLﬁUiﬂu Measurement WU SELECT * FROM
n n "! ‘ﬂ'é‘d{ dl 4 v ;28 ¥
2" 9918 2 1141/114?18%‘1180 Measurement 11857191 ammawaya‘tu Measurement a78
ﬁ?ﬁﬂ DROP SERIES FROM "2" 5@ DELETE FROM "2" WHERE time = 154827159427

1597389 ieaudeyafiiulifinainiu Timestamp fanan

v < v T <
4)1i71UN Node Red udanadudydnuwaiaiuia 1den Manage
palette uagnA#l Install ¥1A177 Influx 91ATURAGT node-red-contrib-influxdb WALy

A1 ttn INUURAAY node-red-contrib-ttn

5) ANuEeiiarad Node Red T9ian ttn uplink node, function node

uay Influxdb node 4171905971919 waviTeuRaiUAIgUR 3.17

mkr_002 5 127.00.18086/condb2 |
7i7 onne T.‘ . OO . u ¥

U7 3.17 m3iveusie Node s 9

6) fudamani ttn uplink node udiarlense Name wag Device
ID 1%l Device ID anuwiin DEVICE OVERVIEW %84 The Thing Network Console @154
App Iﬁﬂﬂﬁ'gﬂﬁuaa ﬁﬁgﬂﬁ 3.18 939 App 1D Wld Application ID muviin DEVICE
OVERVIEW 984 The Thing Network Console @1un33 Access Key T#ld ACCESS KEYS 1y
W11 APPLICATION OVERVIEW 984 The Thing Network Console wagdau Discovery
address 1#1d discovery.thethingsnetwork.org:1900 u&139nA Update uaz Done
T45U7 3.19

Y
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Edit ttn uplink node

Delete Cancel Done

v node properties

¥ Name mkr_002

& App ecc_lora007 v 4

M Device ID mkr_002
Y Field

U*?i' 3,18 NI3RAAN ttn uplink node Wi 1

Edit tin uplink node > Edit ttn app node

Delete Cancel Update

LJApp ID ! ecc_lora007]

&, Access KEBY  sescsrercrnaresencncnscseccnscsrsasesscssrsscsnnansscsens
@ Discovery

address discovery.thethingsnetwork.org: 1900

‘U‘*?J; 3,19 pnsweAn ttn uplink node Wil 2

7) fuidandnd function node nsa%ae Function 1414 msg.
payload receivedString = Number(msg.payload.receivedString); Tuussvindi 1 arntuld

msg. payload = msg.payload receivedString; Tuussinfl 2 uarld return msg: luussia

P o o |
¥ 3 37nUuNA Done pNgUN 3.20



Edit function node

37

Delete Cancel Done

v node properties

¥ Name

# Function

g~

a

1 msg.payload.receivedString = Number(msg.payload.receiy

2 msg.payload = msg.payload.receivedstring;
3 return msg;

{

22 Outputs 1 B

o 30 J
JUM 3.20 N1389A1 function node

8) auLtiamdnd Influxdb node ASIMI1D Serveriﬁﬂﬂgﬂﬁuaa

91N4uA3e Host 1ld 127.0.0.1 du Port 14ld 8086 uazmss database lddpgiudoya

= | & ] = ! o v v
Feluiitide cowdb uavnm Update Mzuil 3.21 uay 3.22 daunsaiadio Measurement 11

ldTedudoyes DATABASE fil#dmiuiudoya luiifie 2 udr3ena Done

Edit influxdb out node

Delel® vancy m

v node properties

Server 127.0.0.1:8086/cowdb A 4
N Measurement 2
Advanced Query Options

¥ Name

31J17i 3.21 n3#aA Influxdb node WiA7 1
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Edit influxdb out node > Edit influxdb node

Delete Cancel Update

£ Host 127.0:{5;1\ - Port 8086
£ Database cowdb

& Username

& Password

Enable secure (SSL/TLS) connection

¥ Name
g‘lh?i 3.22 N13%An Influxdb node T 2
3.1.6 N1589NLUU Monitoring Server (Grafana) 994 LoRaWAN [12]

8/

Grafana Wussuuilddmiugdeyalu Database Insuanaaluguuuusing q

[

e

U N5 wIem1519 Wudu wasfanunsosemliaunsondaieulaaneae

1) lufiniiins Command Line 483 Ubuntu ¥n1sAnda Grafana
PR weet https://dl.grafana.com/oss/release/grafana_6.0.1_amdéd.deb a1
A& sudo dpkg -i grafana_6.0.1 amdéa.deb niuldAds sudo service grafana-server
start 1BI3UN159191U84 Grafana AouRuiAEq systemctl daemon-reload A1uA2Y
A1d9 systemctl start grafana-server ANAFIEANEY systemctl status grafana-server Uag
AINAI8ATEY sudo systemctl enable grafana-server.service tila 1% Grafana %1414

99lUsTAuUY VM instances

2) \Un Grafana U1 Web Browser #a8 http://External IP 784 VM

instances:3000 14 Username : admin L.ag Password : admin Tunisignld

3) NA Add data source La8n influxDB A1ANURZL luEIUYDINAS
AaAT 599299 Name a¢ld InluxDB tJumn Default d2umsesii4e URL 2¢ld
http://localhost :8086 d@uiadia Access agidan Server (Default) uazasa94e Database

9¢1d%o Database 184 InfluxDB lufitRe cowdb WaznNe Save & Test ﬁagﬂﬁ 3.23
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Data Sources / InfluxDB

5= Settings

Settings

Name InfluxDB ¢ Default

HTTP

URL http://localhost:8086
Access Server (Default)

Whitelisted Cookies

Auth

Basic Auth With Credentials
TLS Client Auth 2] With CA Cert

Skip TLS Verify

InfluxDB Details

Database

gﬂﬁ 3.23 N15d514 data source UU Grafana

4) NANLATDINNILUIN wazas1d Dashboard L94 tBonns vy
Aau1sana Panel Title wadans Edit iiowAlunisuansaavensinle fagun 3.24 lay
faian 1 Megasuiido FROM Aedis Measurement d7u Select aansauluguiuunis

wanansmla 1wy Wagudunsidudiads 3o A1 Moving Average (Hudu

JUT 3.24 MIAIAINISUARIHATBINT N
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3.1.7 N50BNUUULATAYAINITLINABUKY Line Notify [13]

Line Notify lddmiundadeumanisalsine q auifmuasiu Line voq

fldanu anunsoassldsetunousai

1) ianiteuiide LINE Notify uu Line vosgldan fequil 3.25

Q line notify

m

SHANIAUN)
@ LINE Notify -
Connect Everything ;&

sUTl 3.25 ileuilte LINE Notify

2) Wi UR https://notify-bot.line.me/th/ a1nwu login wazaanii
My page a3l 3.26

(> @ ttps/notify-botlineme (@) ¢

LINE Notify TaE SumYea v

My page

Manage registered services

Log out

JU7 3.26 Mamtihsae Page

A ! s 2] = I i o
3) NN Generate token AgUN 3.27 wazideniivzdsdoyalwiu

ALoaUdT9nA Generate Token Uazyin1T copy 5 Token olinou
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Generate access token (For
developers)

By using pe nal access tokens you can

configure notifications without having to add

v L

a web service

LINE Notify APl Document

EUﬁI 3.27 Generate access token

4) WU MYAU Grafana Mo http://External IP 984 VM instances:
3000 nAfigUnsEAs Lazidan Notification channels 91nTunA Uu +New Channel ua
FaAin ﬁ’ag‘uﬁ 3.28 Iny Name Tldmusiosnis @ Type 18an Line wazth Token fifAasn
17 unndludes Token

‘ Alerting

A, Notification channels

Edit Notification Channel
Name Dairy Estrus !
Type LINE
Send on all alerts o
include Image (1] v
Disable Resolve Message 0

Send reminders o

LINE notify settings

Token Jo2Yo7GYdXFHAGNEILMLNRK!

] 9/
= al

UM 3.28 N136i9A1 Notification channels

5) lufiiin Dashboard wdazanunsassainng q lukdelngiide
Alert 161 flagud 3.29



88 COWDATA

Graph General Metrics

| Asert Config Alert Config

Name Dairy Numnber 001

Notifications

Etatd oy Fraluste every 1s

Delete
Conditions

last ()

H no data or all vakues are null

I execution ofror of timeout

Tost Rule

JUT 3.29 M3eeAInIs Alert
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6) amunsaunletanuiazIiudafoulalunin Notifications @1y

88 COWDATA

e Activities / Hour
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3.2 wsesdlanldlun1snaans
3.2.1 Arduino MKR WAN 1300

ua¥A Arduino u MKR WAN 1300 1fiduin3esinusunanisindsulmves
TAuy wazidu Node 999 LoRaWAN Imaﬁau%amﬁﬂﬁ’du@ﬁ GY-521 waza1ea1n1d GSM

Fagui 3.55

R Y

ARDUING.CC
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5UM 3.55 Uasa Arduino 31 MKR WAN 1300

3.2.2 Wemos TTGO LORA32 868 / 915Mhz SX1276 ESP32 Oled-display
Bluetooth WIFI Lora

UDSA Wemos TTGO LORA32 868 / 915Mhz SX1276 ESP32 Oled-display
Bluetooth WIFI Lora 14LTu Gateway wa3 LoRaWAN Tnedeaideudafuaiseinirgiy 923
MHz sauofnazdl OLED luda 14 ESP32 1Tu Microcontroller 14 SX1276 1y LoRa

Modem wazansaiousio Wi-Fi wag Bluetooth L& saguii 3.56
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gﬂﬁ 3.56 Ua3A Wemos TTGO LORA32 868 / 915Mhz SX1276 ESP32 Oled-display
Bluetooth WIFI Lora

3.2.3 @18 USB A to micro USB

a6 USB A to micro USB ¥ msuidensiouasn Wemos TTGO LORA32 868
/ 915Mhz SX1276 ESP32 Oled-display Bluetooth WIFI Lora W@y Arduino MKR WAN

1300 Wifiumauialmes e Upload lusunsuasuain NIDANAGWEN4 Serial Monitor
AaguUn 3.57

SU 3.57 @w USB A to micro USB
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3.2.4 Dipole Antenna %38 GSM Antenna

Dipole Antenna %38 GSM Antenna (850/900/1800/1900 MHz) l9iuuasa
Wemos TTGO LORA32 868 / 915Mhz SX1276 ESP32 Oled-display Bluetooth WIFI Lora
w3e Arduino 1 MKR WAN 1300 fis3ul 3.58

gﬂﬁl 3.58 Dipole Antenna %38 GSM Antenna

3.2.5 923 MHz helical antenna

923 MHz helical antenna ldfiuuasa Wemos TTGO LORA32 868 / 915Mhz
SX1276 ESP32 Oled-display Bluetooth WIFI Lora #58 Arduino MKR WAN 1300 G‘fﬂgﬂ‘ﬁ'
3.59

g‘dﬁ 3.59 923 MHz helical antenna
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3.2.6 luga GY-521

Lﬂuzu@aﬁﬁﬁﬁ Accelerometer aig Gyroscope Tuda wagld MPU-6050
faguil 3.60 ld5aufuuesa Arduino MKR WAN 1300 dsuinusunanisindeulmues
Tauy

5U 3.60 Tupa GY-521

3.2.7 The Thing Network

The Thing Network t¥u Network Server Lﬁaﬁuﬁuﬂawﬂﬁmuqun'ﬁ%’u-éa

‘ﬁ’azﬁla'ﬂad Node, Gateway ilaz Application Server U849 LoRaWAN ﬁ'ﬂ‘gﬂﬁi 3.61
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APPLICATIONS GATEWAYS

E‘U‘ﬁl 3.61 The Thing Network
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3.2.8 Node Red

Node Red tUu#3na1952m319 Network server wae Application Server
8 LoRaWAN Uil 3.62
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E‘Uf/’i 3.62 Node Red

3.2.9 InfluxDB (Database Server)

Influxdb 58 Database Server lédwiuiiudoya lnsanansodnnistoyals
I . [ o
WU Command Line Y94 Ubuntu Asguv 3.63

=) g58011254@cowsys: ~ - Google Chrome

@ https://ssh.cloud.google.com/projects/first-skein-229506/zones/asia-s
Documentation:
Management:
Support:

//help.ubuntu.com
//landscape.canonical.com
/fubuntu.com/advantage

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

can be updated.
are security updates.

New release '18.04.2 LTS' available.
[Run 'do-release-upgrade' to upgrade to it.

ystem restart r ired ***
Last login: Fri Mar 9:08:20
:~$ influx

Connected to http://localhost:8086 version 1.7.3
InfluxDB shell version: 1.7.3
nter an InfluxQL query
> use cowdb
s database cowdb

T * FROM "5"

5

2019 from 173.194.93.33

‘gﬂﬁ 3.63 InfluxDB (Database Server)
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3.2.10 Grafana (Monitoring Server)

t

Grafana \Juszuuiilidmiugdeyalu Database lnsuanswaluguuuusng 4
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2/
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W NI wsen1s e Wiy wardanunsasailvanunsaudaiaulasnde Magun 3.64

;s‘LJﬁl 3.64 Grafana (Monitoring Server)

3.2.11 Line Notify

: " ] a9 ¥ o @ v e &1 o o '
Line Notify 1Juszuuilddmivudaioumanisalaing g auiidvuasiumia
. 2 @ -
Line ve3g 41 fa3un 3.65

@ t: Test notification -
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notification within grafana.
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r;;orm = B8.41
Xnorm = 8.96
Xnorm = 5.42
Xnorm = 10.4
Xnorm = 11.24

Znorm = 79.76
Znorm = 77.65
Znorm = 76.83
Znorm = 76.77
Znorm = 74.44
Znorm = 73.98
Znorm = 72.58
Znorm = 73.5

Znorm = 75.2

Xnorm = 10.13 Ynorm = B8.66
Xnorm = 6.61 Ynorm = 6.13
Xnorm = 0.57 Ynorm = 313.63
Xnorm = 304.78 Ynorm = 304.43
Xnorm = 253.02 Ynorm = 297.98

Znorm = 76.33

Xnorm = 281.59
Xnorm = 272.55
Xnorm = 260.35
‘ Xnorm = 253.5
| Xnorm = 265.26
‘ Xnorm = 258.53
| ¥norm = 268.16
‘ Xnorm = 278.43
Xnorm = 250.09
Xnorm = 303.11
Xnorm = 2.6 ¥
‘ Xnorm = 8.61
Xnorm = 10.36
| Xnorm = 6.72
‘ Xnorm = 8.7 Y
| Xnorm = 9.71
| Xnorm = 6€.47

g'ﬂﬁ 4.1 A Xnorm, Ynorm, Znorm 10 Serial monitor

Ynorm = 292.04
Ynorm = 287.72
Ynorm = 281.59
Ynorm = 280.15
¥norm = /278:.73
Ynorm = 270.595
Ynorm =
Ynorm = 292.48
Ynorm = 301.43
Ynorm = 309.05
norm = 10.88
Ynorm = 10.37
¥Ynorm = 5.86
Ynorm = 5.25
norm = 8.04
¥norm = B.59
¥norm = 10.65

287.05

Znorm = 74.5

Znorm = 71.22
Znorm = 68.04

Znorm = 61.36

Znorm = 55.42
Znorm = 54.23
Znorm = 56.38
Znorm = 59.52
€3.92
Znorm = 70.57
Znorm = 78.61
Znorm = B82.79
Znorm = 88.05
Znorm = 89.16
Znorm = 93,45
Znorm = 90.8
Znorm = 97.21

Znorm

A19199 4.2 WAN1SAIUIAT Xnorm, Ynorm Wag Znorm 270 Serial monitor B28aums

Werunisadoulm
e Xnorm Ynorm Znorm Aniildann
aunng

il 8.41 6.36 79.76 -

2 8.96 6.19 77.65 1.06
2 9.42 6.57 76.83 0.49
q 104 7.74 7677 0.74
o 11.24 8.18 74.44 1.22
6 10.13 8.66 73.98 0.63
i 6.61 6.13 12.58 2:22
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M15799 4.2 NaNISAIWIEUAT Xnorm, Ynorm Wwag Znorm 10 Serial monitor #a8aunis

ﬂ‘ L2 A 1
Walunswasuln (sa)

deui Xnorm Ynorm Znorm Afilaann
GEUANP]
8 0.57 313.63 73.5 150.17
9 304.78 304.43 5.2 148.61
10 293.02 297.98 {633 6.57
11 281.59 292.04 74.5 6,35
12 21255 287.72 1122 5.14
13 260.35 281.59 68.04 6.84
14 2535 280.15 61.36 4.72
3 265.26 278.73 Sl 6.47
16 258.53 270.95 54.23 306
17 268.16 287.05 STarte 9.22
18 278.43 292.48 59.92 512
19 290.09 301.43 63.92 7.43
20 0BT 309.05 70.57 8.05
21 2.6 10.88 78.61 206.74
22 8.61 10.37 82.79 .58
25 Q.36 5.86 88.05 3.48
24 6.72 £.25 89.16 1.88
25 Syl 8.04 93.45 2.67
26 9.71 8.59 90.8 1.41
27 6.47 10.65 97.21 3.64
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4.2 NANTISNAARINITIVDNAD LoRaWAN Ltasﬁﬂﬁaa&atﬁ'ﬂmﬁuuu Database

Server (InfluxDB)

wwdunsvadeunaifiensis LoRaWAN sewinaaSesinuiunmnisiadoulm
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AUliuu InfluxDB (Database Server)
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Gateway f9MU190984 Gateway ﬁﬂxLLﬁﬂﬁL?ﬁﬂﬁlﬁ%Uﬂam“a, A1 RSSI, A1 SNR, Address
VDIKAT UAzAIHETIVDITBYE ﬁa‘gﬂﬁ 4.2 uazdleantiniu Esp Gateway Config A9y
Funaiuinddeyadewiiu Gateway 31 lagna1niIU0 Message History wlﬁﬁ’qguﬁ 43
waziilaidauiin APPLICATION DATA uuiiuled The Thing Network Taenadl Data Tuwth

5/ =i

Application Overview %Lﬁulﬁ’j’lﬁmm&am The Thing Network 1#5U31n Gateway Wav
Ww3suinnasaeneluda Node Red waz Node Red vgdstoyaly Database Server 19
Fauanaagudl 4.4 Tnediinsideu Code nMsuvasdoyalu Payload Format 1ineundy
2/ d (g 4 8/ =Y dl -y

vayangniuaIzuanagdns 4 Teyauwuuiavgiudunn wasiiiola Dashboard U84
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Source Code wa4lUsunsuinUsSutansindauluivelauy

#include <Wire.h>

#include <RTCZero.h>
#include <MPU6050.h>
#include <MKRWAN.h>

#include "arduino_secrets.h"

MPU6050 mpu;
int steps = 0;
inthl = §;

int h2 = 0;

int h3 = 0;
inthd =0;

int h5 = 0;

int hé = 0;

int activity = 0;

/7 Select your region (AS923, AU915, EU868, KR920, IN865, US915, US915 HYBRID)
_lora_band region = AS923;

LoRaModem modem(Seriall);

String appEui = SECRET_APP_EUI;
String appKey = SECRET_APP_KEY;
/* Create an rtc object */

RTCZero rtc;

/* Change these values to set the current initial time */
const byte seconds = 00;
const byte minutes = 35;

const byte hours = 14;



/* Change these values to set the current initial date */
const byte day = 13;

const byte month = 03;

const byte year = 19;

void setup()

{
Serial.begin(115200);
delay(20000);
rtc.begin(); // initialize RTC

// Set the time
rtc.setHours(hours);
rtc.setMinutes(minutes);

rtc.setSeconds(seconds);

// Set the date
rtc.setDay(day);
rtc.setMonth(month);

rtc.setYear(year);

Serial.printin("Initialization MPU6050");

while (Impu.begin(MPU6050 SCALE 2000DPS, MPU6050 RANGE 16G))
{
Serial.println("Can not find MPU6050 - check connection!");
delay(500);
}

// Additional delay for powering the accelerometer 3ms
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mpu.setAccelPowerOnDelay(MPU6050 DELAY 3MS);

// Turn off hardware interrupts for selected events
mpu.setintFreeFallEnabled(false);
mpu.setintZeroMotionEnabled(false);

mpu.setintMotionEnabled(false);

// Set the bandwidth filter
mpu.setDHPFMode(MPU6050 DHPF 5HZ);

// Set the limits of motion detection to 4mg
// and a minimum duration of 120ms
mpu.setMotionDetectionThreshold(4);
mpu.setMotionDetectionDuration(120);

}

void loop()
{
Vector rawAccel = mpu.readRawAccel();

Activites act = mpu.readActivites();

// If motion is detected
if (act.isActivity)
{

steps = steps + 1;

// Print date...
print2digits(rtc.getDay());
Serial.print("/");
print2digits(rtc.eetMonth());
Serial.print("/");



print2digits(rtc.getYear());
Serial.print(" ");

// ..and time
print2digits(rtc.getHours());
Serial.print(":");
print2digits(rtc.getMinutes());
Serial.print(":");
print2digits(rtc.getSeconds());
Serial.print(" ");
Serial.print("steps=");
Serial.println(steps);

}

delay(50);

//time to activation LoRaWAN at 23.55
if (rtc.getHours() == 23 && rtc.getSeconds() == 00 && rtc.getMinutes() == 55)
{

// change this to your regional band (eg. US915, AS923, ..)

if (Imodem.begin(AS923)) {

Serial.println("Failed to start module®);

13

Serial.print("Your module version is: ");

Serial.printin(modem.version());

Serial.print("Your device EUI is: ");

Serial.printin(modem.deviceEUI());

int connected = modem.joinOTAA(appEui, appKey);
if (lconnected) {
Serial.printin("Something went wrong; are you indoor? Move near a window and

retry");



int connected = modem.joinOTAA(appEui, appKey);
}

// Set poll interval to 60 secs.
modem.minPollinterval(60);
// NOTE: independently by this setting the modem will
// not allow to send more than one message every 2 minutes,
// this is enforced by firmware and can not be changed.
}
delay(50);

//set time to sent Average Activities / Hour at 00.00
if (rtc.getHours() == 00 && rtc.getSeconds() == 00 && rtc.getMinutes() == 00)
{

sendsteps1();

}
delay(50);

//reset Activities at 00.01
if (rtc.getHours() == 00 && rtc.getSeconds() == 00 & rtc.getMinutes() == 01)
{
steps = 0;
}
delay(50);

//time to activation LoRaWAN at 3.55
if (rtc.getHours() == 03 && rtc.getSeconds() == 00 && rtc.getMinutes() == 55)
{
// change this to your regional band (eg. US915, AS923, ...)
if (Imodem.begin(AS923)) {
Serial.print(n("Failed to start module");
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Serial.print("Your module version is: ");
Serial.printin(modem.version());
Serial.print("Your device EUl is: ");

Serial.printin(modem.deviceEUI());

int connected = modem.joinOTAA(appEui, appKey);
if (lconnected) {
Serial.println("Something went wrong; are you indoor? Move near a window and
retry");
int connected = modem.joinOTAA(appEui, appKey);
}

// Set poll interval to 60 secs.
modem.minPollinterval(60);
// NOTE: independently by this setting the modem will
// not allow to send more than one message every 2 minutes,
// this is enforced by firmware and can not be changed.
}
delay(50);

//set time to sent Average Activities / Hour at 4.00
if (rtc.getHours() == 04 && rtc.getSeconds() == 00 && rtc.getMinutes() == 00)
{

sendsteps2();

}
delay(50);

//time to activation LoRaWAN at 7.55
if (rtc.getHours() == 07 && rtc.getSeconds() == 00 && rtc.getMinutes() == 55)

{
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// change this to your regional band (eg. US915, AS923, ...)
if (Imodem.begin(AS923)) {

Serial.printin("Failed to start module");
7
Serial.print("Your module version is: ");
Serial.printin(modem.version());
Serial.print("Your device EUI is: ");

Serial.printin(modem.deviceEUI());

int connected = modem.joinOTAA(appEui, appKey);
if (Iconnected) {
Serial.printin("Something went wrong; are you indoor? Move near a window and
retry");
int connected = modem.joinOTAA(appEui, appKey);
}

// Set poll interval to 60 secs.
modem.minPollinterval(60);
// NOTE: independently by this setting the modem will
// not allow to send more than one message every 2 minutes,
// this is enforced by firmware and can not be changed.
}
delay(50);

//set time to sent Average Activities / Hour at 8.00
if (rtc.getHours() == 8 && rtc.getSeconds() == 00 && rtc.getMinutes() == 00)
{

sendsteps3();

}
delay(50);



//time to activation LoRaWAN at 11.55
if (rtc.getHours() == 11 && rtc.getSeconds() == 00 && rtc.getMinutes() == 55)
{

// change this to your regional band (eg. US915, AS923, ...)

if (Imodem.begin(AS923)) {

Serial.printin("Failed to start module");

g

Serial.print("Your module version is: ");

Serial.printin(modem.version());

Serial.print("Your device EUI is: ");

Serial.printinilmodem.deviceEUI));

int connected = modem.joinOTAA(appEui, appKey);
if (lconnected) {
Serial.println("Something went wrong; are you indoor? Move near a window and
retry");
int connected = modem.joinOTAA(appEui, appKey);
}

// Set poll interval to 60 secs.
modem.minPollinterval(60);
// NOTE: independently by this setting the modem will
// not allow to send more than one message every 2 minutes,
// this is enforced by firmware and can not be changed.
}
delay(50);

//set time to sent Average Activities / Hour at 12.00
if (rtc.getHours() == 12 && rtc.getSeconds() == 00 && rtc.getMinutes() == 00)
{

sendstepsa();
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}
delay(50);

//time to activation LoRaWAN at 15.55
if (rtc.getHours() == 15 && rtc.getSeconds() == 00 && rtc.getMinutes() == 55)
{

// change this to your regional band (eg. US915, AS923, ...)

if (Imodem.begin(AS923)) {

Serial.println("Failed to start module");

5

Serial.print("Your module version is: ");

Serial.printin(modem.version());

Serial.print("Your device EUI is: ");

Serial.printin(modem.devicetUI());

int connected = modem.joinOTAA(@ppEui, appKey);
if (lconnected) {
Serial.println("Something went wrong; are you indoor? Move near a window and
retry");
int connected = modem.joinOTAA(appEui, appKey);
}

// Set poll interval to 60 secs.
modem.minPollinterval(60);
// NOTE: independently by this setting the modem will
// not allow to send more than one message every 2 minutes,
// this is enforced by firmware and can not be changed.
}
delay(50);

//set time to sent Average Activities / Hour at 16.00
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if (rtc.getHours() == 16 && rtc.getSeconds() == 00 && rtc.getMinutes() == 00)
{
sendsteps5();

}
delay(50);

//time to activation LoRaWAN at 19.55
if (rtc.getHours() == 19 && rtc.getSeconds() == 00 && rtc.getMinutes() == 55)
{

// change this to your regional band (eg. US915, AS923, ...)

if (Imodem.begin(AS923)) {

Serial.printin("Failed to start module");

7

Serial.print("Your module version is: ");

Serial.printin(modem.version());

Serial.print("Your device EUI is: ");

Serial.printin(modem.deviceEUI));

int connected = modem.joinOTAA(appEUi, appKey);
if (lconnected) {
Serial.println("Something went wrong; are you indoor? Move near a window and
retry");
int connected = modem.joinOTAA(appEUi, appKey);
}

// Set poll interval to 60 secs.

modem.minPollinterval(60);

// NOTE: independently by this setting the modem will

// not allow to send more than one message every 2 minutes,

// this is enforced by firmware and can not be changed.



delay(50);

//set time to sent Average Activities / Hour at 20.00
if (rtc.getHours() == 20 && rtc.getSeconds() == 00 && rtc.getMinutes() == 00)
{
sendstepsé();
}
delay(50);

void print2digits(int number) {
if (number < 10) {
Serial.print("0"); // print a 0 before if the number is < than 10
}
Serial.print(number);

}

void sendsteps1()

{
h1 = steps;
activity = abs(((h1 - hé) * 10) / 4);
int err;
modem.beginPacket();
modem.print(activity);
err = modem.endPacket(true);
if (err > 0) {

Serial.println("Message sent correctly!");

} else {

Serial.printin("Error sending message :(");
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Serial.println(*(you may send a limited amount of messages per minute, depending
on the signal strength");
Serial.println(*it may vary from 1 message every couple of seconds to 1 message
every minute)");
}
delay(5000);
}

void sendsteps2()
{
h2 = steps;
activity = abs(((h2 - 0) * 10) / 4);
int err;
modem.beginPacket();
modem. print(activity);
err = modem.endPacket(true);
if (err > 0) {
Serial.println("Message sent correctly!");
}else {
Serial.printin("Error sending message (*);
Serial.println("(you may send a limited amount of messages per minute, depending
on the signal strength"),
Serial.printin("it may vary from 1 message every couple of seconds to 1 message
every minute)");
}
delay(5000);
}

void sendsteps3()

{
h3 = steps;



activity = abs(((h3 - h2) * 10) / 4);
int err;

modem.beginPacket();
modem.print(activity);

err = modem.endPacket(true);

if (err > 0) {

Serial.println("Message sent correctly!");

}else {

Serial.printin("Error sending message (");

93

Serial.printin("(you may send a limited amount of messages per minute, depending

on the signal strength");

Serial.printin(*it may vary from 1 message every couple of seconds to 1 message

every minute)");
}
delay(5000);

}

void sendstepsd()

{
had = steps;
activity = abs(((h4 - h3) * 10) / 4);
int err;
modem.beginPacket();
modem.print(activity);
err = modem.endPacket(true);

if (err > 0) {

Serial.println("Message sent correctly!");

}else {

Serial.printin("Error sending message «(");

Serial.println("(you may send a limited amount of messages per minute, depending

on the signal strength");



Serial.printin(*it may vary from 1 message every couple of seconds to 1 message

every minute)");
}
delay(5000);

}

void sendsteps5()

{
h5 = steps;
activity = abs(((h5 - hd4) * 10) / 4);
int err;
modem.beginPacket();
modem.print(activity);
err = modem.endPacket(true);

if (err > 0) {

Serial.printin("Message sent correctly!");

telse {

Serial.printin("Error sending message :(");
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Serial.printin(*(you may send a limited amount of messages per minute, depending

on the signal strength");

Serial.println("it may vary from 1 message every couple of seconds to 1 message

every minute)");
}
delay(5000);

}

void sendstepsé()
{
hé = steps;
activity = abs(((h6 - h5) * 10) / 4);

int err;
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modem.beginPacket();
modem.print(activity);
err = modem.endPacket(true);
if (err > 0) {
Serial.println("Message sent correctly!");
}else {
Serial.println("Error sending message «(");
Serial.println("(you may send a limited amount of messages per minute, depending
on the signal strength");
Serial.printn(*it may vary from 1 message every couple of seconds to 1 message
every minute)");
}
delay(5000);
}

Source Code 484 arduino_secrets.h

// Replace with keys obtained from TheThingsNetwork console
#define SECRET_APP_EUI "70B3D57ED00140F9"
#define SECRET_APP_KEY "E327BAD9F4C251F10AB8D217CACTA2F1"





