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ABSTRACT

The purpose of this project was to apply eduroam wireless network in Thepsatri Rajabhat
University. This project was divided into two parts: internal connection at university level and
external connection at national level. The project aimed to conduct installation and configuration
of authentication wusing IEEE802.1X technology. Theoretically, this project aimed to
comprehensively explore fundamental content of authentication. During the process, proxy server
would be set based on the university’s applications. When the developed system is finished, the
University’s user can access to the username and password, both inside and outside at the same
time; the user can operate eduroam from each educational institution. Besides, users who are
members of other organizations can access to eduroam wireless network in Thepsatri Rajabhat
University through username of their parent organization.

This system is developed on Open Architecture platform using Debian operating system,
LDAP, OpenSSL and Free Radius as a basic tool set. The final result application is cost effective

and allows users to have more convenient if compare with other systems.
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4 = MD5-Challenge

§= OTP {One Time Password)

& = GIC (Genere Token Card}

7= Eot Assignei

8 = Not Assigna

1 Byte 4 = RSA Public Key Alitherticalion

10 = DSS Unilateral

¥ =KEA

12 = KEA-VALIDATE

3= EAP-TLS

4 = Defender Token (AXENT)

15 = ASA Becurity SecutlD EAP

16 = Arcot Systems EAP

17 = EAP-CiscoWireless (LEAP)

18 =Nokia IP Smart Card Authantication

19 = BRP-8HA1 Part 1

20 = SHP-SHA2 Part 2

21 = EAP-TTLS

22 = Hemote Access Service

23 = UTMS Authentication.and Key Agreement
24 = EAP-GCom Wireless

25 = PEAP

26 = MS-EAP Authentication

27 = Mutual Authentisation wiley Exchange (MAKE)
28 =CRYPTOCard

28 = EAP-MSCHAP-V2

30 = DynamiD

31 = Rob EAP

32 = SecuriD EAP

33 = EAP-TLY

34 = SentriNET

35 = EAP-Actiontec Wireless

36 = Cogent Systems Biometrics Authentication EAP
37 = AirFortress EAP

38 = EAP-HTTP Digest

39 = SecureSuite EAP

40 = Device Connect EAP

41 = EAP-SPEKE

42 = EAP-MOBAC

43 = EAP-FAST

44 — 191 = Not Assigned; Can Be Assigned by
JANA on the Advice of a Designated Expert
192 — 253 = Heserved. Requires Standards Action
254 = Expanded Types

255 = Experimental Usage

Identifiar (to match
request-respense)

gﬂﬁ 2.9 EAP Request and Response packets
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3) EAP Success and Failure
i o o 3w { I =
qamenduilolin1syi1 EAP exchange 13 912 mafig 191450 Afio Success 3o luif
= . a = 9/ [ -~ | A i
Fail %4 authenticator 92915019 1nA s antdeudoyasudidnuionioly Tas Success

(code3) %359 Failure (code 4) A x’igﬂﬁ 2.10 (Krishna Sankar, Sri Sundaralingam, Darrin Miller,
Andrew Balinsky. 2004)

0 il 2 4
AR AR AR AR
L ] ®
Code
1 Byte Lt=mgt0hzf g’:;a(;lt_)engih
1 = Request
2 = Response 2 Bytes
3 = Buccess LA
4 = Failure

Identifier {to Match
Hequest-Response)

1 Byte

gﬂ‘ﬁ 2,10 EAP Success and Failure packets

2.2.2 RADIUS (Remote Authentication Dial-In User Service)

= o AN ) A o A 9 45 &
BTG} Lﬂuwﬁa’]uﬂlﬂq Livingston Enterprises LW?J'S’J‘JJ?’JM‘]JEUﬂFﬂﬂ’JLWENW%‘MN1fJ

' = o = g ~ s £ @ " Y < 3 = -3 @ A
MBNITUINITIANT uﬂummaﬁmauwmﬁ’immﬁwﬁmu Inansnisdnne naziuind

@
o

AAA (Authentication, Authorization; Accounting) S ¥ug ldminsverdh1daiund ot

Access Client Network Access Server RADIUS Server
ﬂ%— “RAS Authentication
P
@ Authorization
{o—
Firewall f
i Ly
Telecommunication .
:21‘7‘.““ VPN
I~
L Lol Lo
T e e
——— 0
= Dutsourcing Frt— e
Smali Office ——

t:i Y o =
gﬂfn 2.11 Iﬂﬁx‘iﬁﬂx‘lﬂﬁ?ﬂ\ﬂﬂﬁ&ﬂﬂﬁ



&z d‘ ¥ o [ ¥ - = & 1 ¥ o £ L83 14
wnanstluenansnanulidmsunisidauienis@nwiringy ldeugnlviluldusslemismunisen

Lidnsdilag edu Snvieiudlvidauwdasiom uavdessdadadivedenarsynasaninisunluly
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siRealdnmsmvmuanesae1uiiunianis laeld UDP wesa 1812 damsu n1s¥h
RADIUS Authentication tag 1% UDP wesa 1813 d1#15Un13%11 RADIUS Accounting Farmua
1B Internet Assigned Numbers Authority 0¢14'l5Am foufissfinisiweda 1812 uay 1813
il 1dTims1dwosa 1645 uaz 1646 mAeud st laildseyethailumensuan ldnaoun

o ¢ A & . ' s &
iWunwesanug1ulun13%1 RADIUS Client/Server 1141919011 04A1/5gnouiugIvves

¥
A w A

RADIUS Server (Remote authentication dial-in user service server) @44
" | = o o < Y g
Access Clients A0 1n50enouN A0 v3ogUnsaing ldnudildfanessu e ld

o 4 ' ¥ a <
a1 Taeld 11511050 Dial-Up Net working 79974 Modem 1¥iaause o 1Fa1udumesiin

u’c{ o ::1 1 [ = 1
Network Access Servers (NAS ) fin gilnsainvhmihNidoudenazinminisAnde

! - . : o 9 ~ 4 1 y ]
52%919 Access Clients 1182 RADIUS Server @4 NAS 12¥1%1i 1911115092018 (¥ oude

U

£ a £

T AHUAANT Y09 Access

a

[ = ad o 1 1 (% EY q 9 p
ﬂ‘]JL'ilﬂEJﬁL“If‘iVIH'ﬂiET\‘]N"I‘L!LLﬁgﬂﬂﬂ?iﬂ]ﬂyjﬁﬂi‘ﬁiuﬂ'ﬁﬁiﬁﬂ’ET?J‘]_IET‘VI
" 4 . £ oA & Y VA w ) Aq v
Clients 18 Access Clients 393U OLTOUNIVEADINDIBOHUIII NAS N’IHI‘W'EIV]ﬂ@ﬁ'Vﬂ‘H
lunisaeiyauais J 1914 PPP (Point-to-Point Protocol), SLIP (Serial Line Internet Protocol),
i . < 2 o g = RN Y w N
Extensible Protocol 8¥ 7 41 udu e uiludnafins dsiiubor IBuazsiamiuain Access
@ @ é’; I i 1 "
Clients 41839 NAS ¥ad910UY NAS ﬂxﬁﬂﬁagﬁﬁﬁﬂlﬂumﬂ & LYW Username, Password, NAS
¥ & N &y ad & Al a
IP Address, NAS Port Number URgURYDDU 4 qﬂﬂtﬁtﬂﬂﬂl“ﬁ‘iwmﬂilwfﬂﬂ]@ﬁﬁ’Ji]ﬁ'E'J‘Uff“ﬂ]i
(Request Authentication)
= ad ¢ o TS 9 9 A~ [
Lilﬂﬂﬂl"ﬂ‘i'ﬂnEJTV'I"Iﬂ"lﬁ@]i?ﬂﬁﬂﬂﬁﬂﬁiﬂﬂcl“lﬁj'ﬂlluﬂﬂ NAS @931 (Access-Request)

o g

@ 9 o =1 ad 4 = 9 A 1
Audeyandamny I3 luismaasviiesios niovngudayanisuen au 9 @y MS SQL
Server, Oracle Database, LDAP Database 59 RADIUS Setver Ry (G‘ﬁ’ UTOANITAINIUNIS
' 3
ATIADVANTUVUHI Proxy)
Ay %’, 9 = ad o " a Al 1
Tunsaindayananuagnas usiAeadsnige s vsd IWadusouNTITONAD (Access-
1 v
Accept) 30 T1iguvan (Access-Reject) Tunsaiiidoyalugndes un NAS a1t NAS 9
4 1 a T 4 H o ad o =Y
(FOUFONS 08NEANNITNITAEBNMUNAN 1A 1IN HReaET Wi Famuilsnauds NAS a2
v 2 Y 1 ] v o A 5/ kY A =1 = ad o 7
Yo uNAYoYyaA1s q U U a1 ol lH uazdeyaou q 1R IsiRemasviied(Accounting
4 ad do o o | ad o A v o ¥ 9
Request) 1o 19 1sieadsvineisamnudoyansodenn I isiRomasWnesdu Smnume 14

Tumsilszuanadu q aeluasgii 2.12



15

RADIUS Server

Access Client | I NAS |
[:] EAP,PPP or SLIP — < RADIUS Request/ -
o Negotiation T Response = |

Access Access RADIUS RADIUS
Client Server Client Server

Ui 2.12 mavhaumsdadeyasyndng Access Client, NAS, RADIUS Server

Attributes

317 2.13 RADIUS Packet Type

1) guuvudeyaues RADIUS
= of Woaed el il S T d o =t ) Y 1
gy uiinifedoyaves sidua Tasuaazuimanvaas Romivez 9mads
9/ ey g o tg
UYDYALUY UDP Packet 1n89zinnnn1e &) Aail
a <q ¥ Y e P Y
Code : Huuta 1lua Iuanagilininyes RADIUS Message filadii liigndoans

o a 19 = Y a a dy
QﬂmmﬁﬂﬂmﬂiﬂU"lmmmmsmmsﬂsmmm

1 = Access-Request

2 = Access-Accept

3 = Access-Reject

4 = Accounting-Request

5 = Accounting-Response

11= Access;Challenge

12 = Status-Server

13 = Status-Client

255 = Reserved

Identifier field : WuTladiaomanluns request 4% reply HaTiAPLIT

message request LIQ1Z reply

1 = =1 < 4
Length : 1HUBNDIAINEIVEY iNina lagsauyn o Wad
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. 9 a £ Y] ~ ad 4
Authenticator : 1¥1un1sasraaeudns lagazaeunaunin isdemdswiies lag
T ¥
Access Request Packet mmm‘%mgﬂmwuu%zﬂizmuaﬁ’wmmgm 8 1M 16 nan 19 lums
rog ~t Il @ = ad 7= 9/ st

i:‘L.I’ﬂLﬂu message NTINAVIIN LiLﬂUﬁL“ﬁiﬂL’]’ﬂiﬂgﬂﬂﬂ& Taoaiily Access-Request packet
] ' : ] o i 2 v v ow Y oA
121Juf1 RADIUS Client guauun wazihianil hlidrswaduduswariuvesdld d20fdn

w & . Ay v o ' %
ATINUNA client LA server Lagrai laazii U 1a1y Attributes username/password lu message

Access-Request

[
IS

. I ' ' ' . o o a 1w '
Attributes : l,ﬂumu‘ﬂmuaﬂm%m@mm G?\?N‘Iﬂ?’]il‘ﬂTEﬂuiﬂﬂ’liﬁﬂﬁﬂﬂuﬁzﬁj'iﬁ

RADIUS node 1452 UUINDDE IRERE Authentication, Authorization, configuration ;E’ 1147

¥
@ A

wasguimua 131y RFC 2138 fidAnydall
Access-Request RADIUS Client 351015 64H850940 N15A3I9a0ULazy00 LA
iNovhMFouAenn A3 0110 Access-Request 37811 RADIUS Client 8131501350160 11)
a o @ = { 5. . y a &4
ey 1A Access-Request $1uifudnsiivaya Hiuililuszy RADIUS Client iodns Moz vons
ASADUUAZIANUADIN TR
1 =) ad oA @
Access-Challenge 3¢ a4 108 151A @ 1559120510 A DUN AUV Access-Request
A 9 9 F ety ——— R A o a A LV
Message [1DADINSUBYAINMAN ATUTLNBA LT TATIAOUWI 00 IR
U =t - Aad adq Y s
Access-Accept 3209 198 1T 1ROAF W05 17 11UAITADUNT UV Access-Request
4 _ ‘{ 4 1 (-] ]
Message 1N0UBN RADIUS Client 105 1um3&sua0 Access-Accept 1113 0R1HUAA LA
Joyalumayoudola
3 1 = ad o 9N s
Access-Reject 909 1a0 19180a@ 5 w195 19 1UA 1500 UASUUDY Access-Request
T [ F
Message I#0U8N RADIUS Client §30151§ier5 71515060 RADIUS Server 12 d3don213]
a  d A T (=] = A P A 1
winans lumavouse ludlues wde luians lunmsaoudo
Accounting-Request 1% @91au RADIUS Client 1193 0990 %@yﬂ Accounting RTETEE
éll i dr Yar ar
Wouneh IAsumsvensy
. = ad o =~ 9T A s g
Accounting-Response 1510185 W0F 921l ugds iN0naUNGY Accounting-Request
A v N Yo i o d
Message o1 RADIUS Client 1851 Accounting-Request Message N WFuazilszuiana
2) RADIUS Attributes Format
4 A =]
RADIUS Attribute Value Pairs (AVP) 14 lun1sinudeyanisdosve uaznis
ADVAUDIFINTUNITH authentication, authorization, and accounting AMNNY1IVOI RADIUS

I = 2
packet 1%1uﬂ’l§ﬂﬂﬂ@ﬂﬂﬂﬂﬂﬂuf:ﬂﬁaﬂ AVPs
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0 78 1516 31
Type Length Value
31/t 2.14 RADIUS Attributes
minﬁ 2.2 RADIUS Attributes Code List
AVP Type | Assignment AVP Type | Assignment
1 User-Name 45 Acct-Authentic
2 User-Password 46 Acct-Session-Time
3 CHAP-Password 47 Acct-Input-Packets
4 NAS-IP-Address 48 Acet-Output-Packets
5 NAS-Port 49 Acct-Terminate-Cause
6 Service-Type 50 Acct-Multi-Session-1d
i Framed-Protocol 51 Acct-Link-Count
8 Framed-IP-Address 52 Acct-Input-Gigawords
9 Framed-IP-Netmask 53 Acct-Output-Gigawords
10 Framed—Routing 55 Event-Timestamp
11 Filter-I1d 60 CHAP-Challenge
12 Framed-MTU 61 NAS-Port-Type
13 Framed-Compression 62 Port-Limit
14 Login-IP-Host 63 Login-L AT-Port
15 Login-Service 64 Tunnel-Type
16 Login-TCP-Port 65 Tunnel-Medium-Type
18 Reply-Message 66 Tunnel-Client-Endpoint
19 Callback-Number 67 Tunnel-Server-Endpoint
20 Callback-Id 68 Acct-Tunnel-Connection-ID
22 Framed-Route 69 Tunnel-Password
23 Framed-IPX-Network 70 ARAP-Password
24 State 71 ARAP-Features
23 Class 72 ARAP-Zone-Access
26 Vendor-Specific 73 ARAP-Security
27 Session-Timeout 74 ARAP-Security-Data

146484
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28 Idle-Timeout 75 Password-Retry

29 Termination-Action 76 Prompt

30 Called-Station-Id 77 Connect-Info

31 Calling-Station-1d 78 Configuration-Token

&l NAS-Identifier 79 EAP-Message

33 Proxy-State 80 Message-Authenticator

34 Login-LAT-Service 81 Tunnel-Private-Group-1D
35 Login-L AT-Node 82 Tunnel-Assignment-ID

36 Login-LAT-Group 83 Tunnel-Preference

37 Framed-AppleTalk-Link 84 ARAP-Challenge-Response
38 Framed-AppleTalk-Network 85 Acct-Interim-Interval

39 Framed-AppleTalk-Zone 86 Acct-Tunnel-Packets-Lost
40 Acct-Status-Type 87 NAS-Port-1D

41 Acct-Delay-Time 88 Framed-Pool

42 Acct-Input-Octets 90 Tunnel-Client-Auth-1D

43 Acct-Output-Octets 200 IETF-Token-Immediate
44 Acct-Session-Id

Attributes Nd1

=

LIGh)

19U Telnet, Rlogin W

callback

destination address 1130 gateway address

g = o a v { ! .
Service-type 111 Adtribute ilFfmunriiaun service NF1H40390 195U Login,

g ° ' ' ' ) @
Framed-MTU 1umsimuamvivaelumsdadeyagagadiviud1dam

Framed, Callback login, Callback framed, Outbound, Administrative, NAS prompt ﬁJuﬁ’u

: 3 . i 4 {1 | H ° . '
Login-IP-Host 11/u Attribute 7l l9u0ninsoausiviovesszuigldnummaveuse

: o = = ] ! a i ] a o
Login-Service 111 Attribute 11910suonfianimsfing 1dd1Fnuaondudr 14
3 = o o o
Callback-Number 111 Attribute 114 1un1sAmuanuiomyInsdninldlunns

< { 4 1 T
Frame-Route 1111 Attribute 11duandoyamsnudunianisivonde 19g 14w 1
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v
=)

“ . <3 . = g o ' a = =

Session-Timeout 11]1 Attribute 1 1¥lumsdsArgegalumiteiuiifiezeyanalii

Msaerudeya neusziAMIoABANITITDNRBUDA session H3BABUNGLIIN prompt
" =] R ~ o g’; ' 1 =) A =

Idle-Timeout 11 Attribute N lFhmuadsmigegalumiieiuiiifezeyanaliing

deriudoya nowszshmsonianmayouse
. : 5 = i ° v A o4 2 =

Termination-Action 11U Attribute 19 nuanisssinileoduganisldusnsuda

NAS 192914613 l5de
i ; I . FEER = i
Calling-Station-ID 13/ Attribute N1 1¥1U3U0nD4 calling party number
. ) . = 1 @ d‘l c‘.';

Proxy-State 11l Attribute ngna 1l proxy server 1ada server DuLile proxy server

MMIAINY Access-Request message
= 1 3/ . [] o
NAS-Port-Type 111 Attribute 911504 physical port Y93 NAS #4149 1un15%191u
@ 1 1 I~
ma%ﬁamﬁ%’am UNAIDYNIBU asynchronous, synchronous, ISDN Flugdu
3) Password Protocol
(119991NN 1989 Access-Request THYBILNTNTYO Authentication H175 a5 ¥ arr 1w
@ = ad o o_“d o w @ 1 [ "

110 NAS Tds isideadswne s niludosdilatenamlasasovos siariu danan
a 3’; &2 = 3 o o Y T ‘33 & 9
Aviuvamsaselns Inneadmsuldanludwiivuds Taun

1) PAP (Password Authentication Protocol) 1HURIZNANITUDIF 0NN D (User

3 ¥

Negotiates) 310 Access Clients #1169 NAS n13a9siariu luvuaouilazda luinisidrsiWa
(encrypt) 1o ) s¥erkuagand s 1ugahiu “Clear Text” 1510 NAS Tyusudoyaiifivine

dmsuaie Access-Request 112 NAS 92 Encrypt Password Taw14 Authentication Shared Seeret

fignimuald udade Access-Request Kana12 W8t RADIUS Server i RADIUS Server 1451
Access-Request 91171 NAS 1829291013 Decrypt Password ﬁulﬁ§ u1atle Authentication Shared
Secret sy 131150 NAS dadand1h Tns Tnaoa pAP ansaldlanusifeadivieina
7

2)  CHAP (Challenge Handshake Authentication Protocol) @11151 CHAP 1dgn
a9 nanidoantsdes KR LY “Clear Text” Inuaisd User Negotiates 110 NAS
FUMTI0087 NAS 920379 Challenge Taogdudasnys udadandulUsa Access Clientifo Access
Client 1851 Challenge 92¥11139319 Digest 1 111 Challenge 71 l&5 Ao M3 o 1LE211
13 Encrypt 1111 one-way Encryption (MD35 Algorithm) Uaaaa Digest ﬁ’mmuaﬁﬁrhu“lﬂé’a
NAS 102 NAS 92a379 Access-Request 81151115 Authentication wag e llduilosain Digest
QNa319UVY one-way Encryption 11a11150 Decrypt 1atsidom@swinossesuiudoqld
Attribute ﬁlﬁﬂ?ﬁu CHAP Protocol ‘ﬁgﬂ%wﬂ GEPTRNAT Access-Request Package ‘#Ihlﬁs]f%‘umﬂ NAS

&2 o~ g o 9 o g
W9 2 Attributes NNUIVDIALL
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CHAP-Password : Attribute 1151 Digest (5H e ﬁ1uﬁﬁaﬁ1&ﬁl&€hallenge Ao Encrypt
@28 MD5 Algorithm)

o [ = 1 .&’
CHAP-Challenge: Attribute 11%71 Challenge ﬂgﬂﬁwﬂuTﬂU NAS

q

¥ 9/ a ¥ o

istRoaF W95 Challenge 9110 CHAP-Challenge fovhosiaruisamy 131
Encrypt A787% MD5 U5 vUNIUAY CHAP-Password Wlﬁ? U

3)  MS-CHAP 1lag MS-CHAP-V2 MS-CHAP (Microsoft Challenge Handshake

Authentication Protocol) %4 2 190544 ¥8 MS-CHAP 145501540913 TnAoa CHAP udi]

voooA o & 2 a =
auiANAL 1Ay Microsoft Yayamiui@n1igh RFC 2433 2548 az 2759

[
2.3 !E)ﬂ@ﬂﬁu (Eduroam)
1 5 3 (=1 d’i ~ ~ a
Eduroam 931910 “educational roaming” 1TUlATBaMu1eNvaNElion Tng TERENA
1 o = A 1 = = o d'i 9/ =\ 1 s a 1
NBAUUAIINIATOUIMFANY LAz ITeYaIY 151) (NRENS) thens 1dama oviefiSoudan
@ [ 9/ ci v A é‘ )
Yavans uazsesiudldaunvereduiann 14
o =1 a 1 = 4 aw o o
Tawdag Tswduusamansodielsuiuiionisfnuiaz Ivodmsvininuuas
@ = A g = A 1 =1 A o v
yaansvosamiumsinuniuansnaievieeaglivmesiuieanuazaanlums 14
A 1 oA L 9 ' 9 A 9 @ Y a A
nunsevedumaiia 1A TavegmaldiGeu lums 1¥vuvesanniudliuimaasode
(Service Provider)
<] E g a =i Yo o’ =
waglsnFudnanlugl 2546 vnnsmBannudiulliddmsvnas ¥y ns o
A 2 g A 9 ° 1 @ - ad o '
w3ov1e Isuiadunsets Taonrs 19una 3911 802.1X s 1S moads WineSuo g

o

azaoiuie lMusmstudnfnymagiindseonaoiuanidnen s dszimda Usznoudae
& oy =1 (%)
nuseaud Wuuay Tsana Iasole asaviwoimisns
dniuludszma lne dipauuSmisma v ladasauneiowa L1013 fnya
. o Y d4d Yo & o . :
(UniNet) %mwmmﬂu@ﬂuuumiwaﬂmmﬂizmﬁ%a (National Roaming Operator for
i o3| [ = =] ) W 3| o
Thailand) TaeiludiuAnrounis1duing iaglsudmsuilszmaine uazidludiivmue

EY
uloemsldauszanlsema Tav Baglsuludszmalneimsldusmadag Tsndluae

] v
= =

o . g Y g @ o
150 1197U Asia-Pacific Advanced Network (APAN) A5371 33 NoavuTuidounuaiiug wa.
P o3|
2555 TagNszmet Inoithusnmw
<] o gy 1 w ' = =
1By 15uMIMOUUEALZ Y0 INIAT TN 802.1X Tausunguuod 1siRuani on
ad ¢ 2 @ T gL e, - ad 1 A o 9 L
wivned aalimstanguandnusy TansRemdsnoudaznieazrhmhilunsaee
3 a d o = T Y a . ) @ A ' 9/ o
ToYanN1TNgIAIAUNNATOUIWK IR UT A5 (Service Provider) Tdundouiedudainveg
) a =
Alfauieduduinsmsdlfaunieiisvosdld @ninamuimamaluladms auma

d' ar ==
TWRNBAIUINIANE )
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2.4 LDAP (Lightweight Directory Access Protocol)

g { o 2 ) ) )
iWuTws InAoafWau191n Protocol X.500 Faldlunsidrianassiliandoyavoq

o a g

o R a 4 = 91 3 9/ = A .
lasnnegalumeneuiiunesnazenonionlduduamdnuauuuiiruvie Data repository
a = 3 ' . . g 3’;
NUITTLTWALIDUAVDIDDULINANGY) LBU Users, Application, Files, Printer Lliﬁsauc’! TN

s . 7} ] [ ' dy 9 Y 1 = Y =
Security information ¥93998UIINAM AR Tasdouana19ueslaisaned Ay mduualnd
laun (OpenLDAP Software 2.4 Administrator's Guide)

; a = 9 A4 19 " ow A

Operation: Tu lasnnedvzifuiinmsuenmadoyanie sudoya 1aniisilian wio
Weudoya luvazi mduue i lizntumssdiannnnd

. o ] . % ) ci

Transaction: THAWIVAZ5895UN15Y Transaction H3emsdiinatoyanesgaideg

9

9/ Y . ] =Y LV | e'ﬂ = @ A é ::i 9/
A0ANNDINY LUV All-or-nothing L‘]i‘uﬂ'l'iIﬂ‘HNHi]'lﬂ‘]Jig‘h’Wﬂﬁ "lﬂaﬂmywm NABINITAIY

o

o 3’/ Y =] (=] 1 g = oA gy T ] = '
auysaing 2 de vise L ludesiuas luysizlasanes nuiunsewediudion e1aazli

y k) ar 1

w 4 | 1 ' =] =t
dosmsanuaeandesinypsdoyathain iuiielmatienogsz ity 2 au Adeeiinig

L1}
¥oo&

@ = da T4 4:? re & 9/ o= e o\ ] =1 ~ e’dy
YSunldeuwoidadeues 2 auriu Feasetioive isuiludesimiui edalsfmuilinesd
= ) 1 =
91992 IM NN LDAP Product 1visle Tupuiand 14
= A9 o w d-AD Ay & A A
Data Accuracy: 1AL3amese1vvziidesinalumsdanudayai limysal wiu Hudio
aa ] = e - =l B .
liitineg usied1alsRas 13187150 Configure aAaimsifmaIn 1414113 Directory Service

=

Query: laisnnes bl Support Query String (SQL, Structured Query Language) 08149150

= 3/ = = wa 9 1 v - 9

audaud lasnned ez lguauiAdesni1 Database nanelsems iaiios91n Tns Inneanls

o @ 3 o 3 ' i

Tumsidnde lasnngsiau LDAP HaatmFalumstdrdateynge unzdilly Application 7
o L =) ' g o q ¥ A A o

o Ins Inaeamariiawsoridadeynodieasa sz lasonesduiieonsu

uazshn1Fausialy

2.4.1 MIMNUVDI LDAP
LDAP ld5umseenunuwilfeguu TCP/IP Layer ATliAua 4 Layer 11 1% A1y
' i < = 1w
AD4N15 Resource DN DAP 09103314 X.500 0613 15070 Manilanudeansaadeni
1 . @ o G = v T P 1
781919 LDAP Client 11 X.500 Server 3111 ugAnaiinsAnaen1y Gateway Ni3un71 LDAP
Server 9291191 Client/Server 1A8N19 Client 9zlin1saalisunsy’ld Wedoamsdoyann
a d =] o ' 1 A Yo
1F3I05N LM A9 Request 1agazn1u Tns Inaoa TCP/IP tiion14 Server 1451 Request
9 o { 4 ] U Y . 1
ua? wwihmsdszuiananunneegnuisdeens uaza Result nav1y19 Client LDAP 13

10 5 v o o .
Lﬁﬂﬁllﬂ‘l’n\ﬂulmﬂ Client/Server IN1UU GITIUINNINIULUY Messages-Oriented Llﬁ%ﬂ




22

LDAP o PR LDAP osr | X.500 -
Client  ™ipap) Server AP) | Server |
o
Dirzctary

30 2.15 nanansAaaesz e LDAP

Attribute

1| A/ \ T
( Vatue | © Walue
7 X

\

31.|ﬁ 2.16 LDAP Information Storage Entry

‘i’r’ayaﬁvugmmm LDAP 1J5n0a1d7u 1 attribute 130010A31 1 attribute 1uudas
node U899 LDAP directory Ao entry Attribute Usznaudleriaveg atwibute type LLQY attribute
value Attribute type A9 “ﬁﬂﬂﬁlm%@ya 14 mail Jjob Title Attribute value

LDAP Directory 313 3aTn3ea319uULa U (Hietarchical) Tnudayaszgnussy
9¢1u Entries Faunas Entry 92115200UA0 Attribute Tugilues <type>=<value> Tau type 92
g munalddau Object Identifier (OID) @9 value fvell Syntax vz | Fany

Entry %zgﬂﬁ'ﬂwﬂuﬁwﬁu%uﬁ’w Distinguished name (DN) 1at Entry 1a ) fiog1d
Entry éu 923 DN 84 Entry 51@14 Suffix (%mmﬁmuwﬁh) Entry &u

Schema Y94 Directory 9¢3¢1) DN 4355191 udag Entry 9zalsznonlidqe
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de=com

de=pisoftware

ou=Group

uid=bmarshal cn=dev  cn=sysadmin
uid=jparker

314 2.17 Auribute LDAP

2.5 Wi-Fi Protected Access (WPA)
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Topic EAP MD5 LEAP EAP TLS EAP TLS EAP TTLS

Security Standards | Proprietary | Standards Standards Standards

Solution base base base base

Certificates No N/A Yes No No

Client

Certificates No N/A Yes Yes Yes

Server

Credential None Weak Strong Strong Strong

Security

Supported Requires Active Active Active Active

Authentication | clear-text Directory, | Directory, Directory Directory,

Databases database NT LDAP, etc. NT Domain, | LDAP,SQL,

Domains Token, SQL, | plain
LDAP, etc. password file,

Token
Systems etc.

Dynamic Key | No Yes Yes e Yes

Exchange

Mutual No Yes Yes Yes Yes

Authentication

a o a & 1 = 4 A = @
1AMIAATIZH N5 Inaea EAP N1 lumsideudeidag Iauniuidosnnumineds

3 9 @ 1 o3| a v o o ]
nuUpyaTH a1ty SSHA umaneassuiudesls Tns Inaeauuy EAP-TTLS #4910

1 < < ' W = | @ '
15190 3.1 AIIAUD EAP-TTLS s045ug1mdoya ldnaeriiauazdaianudasadvgs ud

' . & G .
Tdioadun1a Uninet 1919 Ins Inaoauny EAP-TLS ¥4 18vmsnagounda ldauisald
AurInede ldiiesansiaruiny dluuuy SSHA us Tns Tnaoauuy EAP-TLS 1414

o w ad g P &
ﬂU'i“HﬁN']‘H“VILﬂULﬂHL!UU Plaintext-Password (W11
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wuuofudrveldiuniedis eduroam Uszmdlng

Somoniunriinyitvodrian: snnInmndonydgmwand
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mwdeifuszaue aul 1 (§Uszausunin
fowwmna (wfoudnimh) : wwdgtomed Ao

Name-Surmname : Nutthunyapong Somnarai
At : _ dndvnneafumed
misenidedn : _puduinnsawerinaluladnsdow
emal : _ nutthunyapong.s@lawasritruacth
voilnifwiveambonu : _ 036427485 g 26253
woflvsnvillefa : 0805798222

mwdefurzami mdl 2 {
To-unumne (rdoisiadmdiv: _ wnglogrn o eu
Name-Suame ; _Kailas Kentian 5
s - iwinsmeained «
wmisnnidedn : pusulansmazinalulafinafinn
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woilmdwfvasmbonu | 036427485 sip 26253
wodlvadwillofo - 0836092699
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;ﬁ’)’wm’f‘lg&o’ﬁ’u%:&a IP Address un3 Server Suuiaouas
IP Address edurcam TH : 202.28.112.6

Reamn : truac.th

Secrel key:

5 - v avs A PR BCINT. |
WINERTINNTYT config Bouiaoud Iiutiunis Suwielll

1. test user radius local vaamTAviendy awnsaldnuls
winki

2. mndsn 1 annsnlbauliuds T user 991 UniNet
[l ¥ R M 1]
yieday Mausonuldnialy

Usernamesotiest-tru@uninel i

Fassword:

3. _angn 2 gaasnltaulstar Whds account 993

- e - ¥ o LR — L '1 1 b
wnn i e bRE i sys sy Peansoliaule
wialyl

47 winte 3 8unseldaul uds wha sy R e Oy

#3nfn edurcaln TH Geniauusi uastnsdidndedndunts
3 - 4 3 - 3

Conlig radids wwiltdin 8w confie W radivs asmar LDAP

T

PRI TR

WAL T TR TS

1 2 - - s Oy

WINUIYHB YIRS VY

s - - s 8 :
drtinauuinsve WingdsaumsmeTmuaas#nsr (UniNet)
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711 3.5 varinoasunduan dninaundvisma TuladmsmumailonsAny(UniNet)
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l i Forward certificate
eduroam to the proper Radius server
Lt

A
Client

519 3.6 uEAIN3 Roaming Uf1% Proxy

L]

A Y o as a L4 o A A J
el ldvhmsadnssndauuueeulal ssunszhmaiinge Tanuveseadns

aothwasof 191 1 lugos ON v Certificate Aovfivziinaod 14t I lugwdoyaveusas



31

@ 9

3 = " A ) P! @ oA 3 1
934ANT (39n91 Realm Ineyar [Fazldnuagadrony Biudioansd 19U usemame@tru.ac.th
= ! | =] { 3 4 o ' '
iWud &9 Realm vzgnlFimenonuoz 1uiludldiinnnesdnsladionsshng endee 1) iy
= ] 94 = v =
HINLTIAVTANTIY W?IJ’NLﬂuFﬁ“H‘H@ username(@tru.ac.th N9 Encap- sulate A28 EAP N9 UNIE
@MU Authenticate 1JFusiReauos umInendonasgmwaniaelal
o ' =] y 4 ' [
szuvziimsasnaeudeya Juiludldveos lsuazll Realm 00z l5nouvzih
g A v A oA ) 'y ! Y v ' ¥ a a
mansend lldusiReangndes uadrszun limusoAudoyan Realm Vs Roaminone

o A

Y
oz'l5 fazins Reject Aldnutiumiug
L. A
3.6 m‘iaﬂﬂﬂm‘iﬁ)mﬁ‘thﬂ Radius Server eduroam

wa 2 ad 3
3.6.1 ﬂﬂ&ﬁﬂﬂﬂﬂ@d!ﬂﬁﬁ&!“ﬁiﬂﬂ@i

- Miwszurana Xeon E5-24302.20 GHz X 2
- 321l1@mM3 Debian 8.0

- wiaanuivan 2 GB

- WUANMUIIE1T99 20 GB

- _UAUMSA 10/100/1000 Mbps 314491 2 n15a

> L] d
3.6.2 Ganvaseudiniies

¥ - : ‘. v
1) fant lefueaiasan lausiny Uninet Tudiogdy

# The loopback network interface
auto lo
iface lo inet loopback

auto etho

iface =thi inet static
address. '202.,28:120.217
netmask 255.255.255.0
gateway 202.28.120.251
dns-nameservers-8.6.8.8

# The primary netwerk interface
auto ethl
iface ethl inet static
address 1592.168.123.18
netmask 255.255.255.0
root@eduroam: /home/truadming

{ = 4 =
31 3.7 uananniimes luniy interface
g’; 1 4 ~ ad oA
2) e laaunveansausea@sWinosso eduroam ULy /ete/hostname LA

/etc/hosts

@ o o do A
3.6.3 @ANFI Free radius sagsnisaan Ivlagail
° 1 ' . . < v Ay o
1) ulumsfmuamioglu fet/freeradius/radiusd.conf agiiu uffumdniinihinaugu

o 3’; 1 P Yo o T PR g/ =l =] 1
ﬂ?i‘V]'N'IHTN‘HlJﬂ‘UENI'ﬂilLﬂ'iiJL‘h'u Path ﬂiﬂf%ﬂLﬂULLﬁﬂJfﬂN‘"]ﬂlﬂﬂ?‘l]ﬂﬂ, A5013NY Log A4,
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a 1w 9 9/ L) 1d o &
msanRonUIIUTaYa, 1Ay 3UuUUNT 199U EAP uag Realm 99 Taomiaulngisuily

" g Y ] 9y

o < ' U @ =
wgnmmuaitlumnsdueguds Tuunazdauveans1dau EAP dag1lii 3.8

2)

security {
max_attributes =
reject_delay = 0
status_server = yes

200

b

proxy_requesats = yes

listen {
type = auth
ipaddr = ¥
port = 1812

}

listen {
type = auth
ipvéaddr = ::
port = 1812

listen {
type —sacct
ipaddr = *
port = 1813

}

listen {
type. = acct
ipvéaddr =z 3
port = 1813

UM 3.8 uarmaw1siimes huuilu radius.conf

sa w a <
fetc/freeradius/sites-enabled/eduroam TWaEUAN AT UM 51TA | Feduroam (113
v 1 v 9
mrneRaautAngInumstuinfenssumsiinuninua 14 msfaasild

o o o 1 W v & A b
TlaTugaihin sagilsumiamsiuiinaamauauues Radius server

}serve: edurocam {
authorize ¥

auth_leg

ifylUser-Name |~ /.%@tru,ac.ths/) |
sufifix

}

e@ap

¥

authenticatse {
eap
}

preaccoig
suffix
}

accounting {
H

post—-auth {

reply log
Post-Auth-Type REJECT {
reply_log
£ _ticks

¥
¥

pre-proxy {
pre_proxy_log

if (Packet-Type != Accounting-Request) {
attr_filter.pre-proxy
}
}

pest-proxy |
post_proxy_log

if (Realm == “tru.ac.th") {
eap
}

attr_filter.post-proxy

37 3.9 uaasnsfines Tuuly eduroam
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o 1 ' . . 3 ° '
3) wlumsimuanieglu feic/freeradius/clients.conf 1 sfmuadtoyg a1

A a A o o a0 9o = J Y o ~
wispusRumaToslamunsaveimiendlinusRuauesesinss 1a Asgili 3.10

Modified

ﬁlient edurcam-th-to-university |
ipaddr = 202.28.112.6
netmask = 32

secret =

require message authenticator = no
shortname = edurcam—-th-to-university
nastype = other

virtual server = eduroam

A o 4 .
31 320 uaaamislmes luuily clients.conf

o 1 ] dal 5’; A o
4) uAumsimuamoglu feto/freeradius/proxy.conf I anidoyavsnumneany

a

=y

ac = Y a 1 1 9/ = o o =
s ngliuinisasnonsSesvelsmoalu Pool yoslaumdsninesvziing

o ) ad a0 Yo s o Y = gw
ﬂ?ﬁuﬁuﬂﬂﬂﬁMﬁwhaaﬁw1%ﬁ1ﬁ5uﬂ1ﬁ@33ﬂﬁau(mamuéﬂﬁu5ﬂ1$)uaﬂﬂ1ﬂuﬂa
° Y ad s A W A Y y o A
ﬂWWuﬂﬂnmfwwﬂiﬁaﬂﬂ%ﬂﬂWﬁTﬁﬁﬁ3ﬂﬁﬂﬂuﬁ$UmWéqTﬁTHW3@Nﬂuﬁﬁﬂ

o ¢ da g JAL o 74 w < s
uonfiu wesnldlumsaaews Aoe Hlinsszay 13y ldatidiuesiiunesa

WINTFIU-1812 dMTUMEIAsaeur 1Fa uag 1813 dmSumsiniaydly e

ad ol a o A 1 & A = ! o o w A9
L%i%h?ﬂiﬂhﬂ13ﬂﬂWﬂﬂNU1ﬂﬂ?1ﬂﬂﬂWﬁBQ‘WS6ﬂ%ﬂ?ﬁﬂ1ﬁﬂﬁﬁ1ﬂﬂﬂﬁﬂ&%ﬂﬂ$Qﬂ

" F
@ @y

| 3 @ ! 1 60 R
adelu wionddaszyims 0shsniuRuand 19t luAz M T04091A Realm (1a1IY
9

"
=
'
= 1 1

' ' @ I =1 v ad 4
wnaine 1/8e Realm N3 odvelunsflvousinegndano ldudsvines

a

o e e o W {
eduroam-th Wiz 1inoInswuama1tiozivua 1310 proxy.conf Azl 3.1

GNU nano 2

$rllow asking from edurcam.university.ac.th to edurcam-TH
home server edurcam-th {
type = auth+acct
ipaddr = 202.28.112.6¢
port = 1812
secret =
status_checs — status-server
}
home_server pool EDUROAM]
type = fail-over

home serwver = eduroam-th

}
realm DEFAULT ({

auth_pool = EDUROAM
nostrip

Y o o'
3N 311 wanawsime s luusdy proxy.conf



34

o T 1 o1 a d o o
5) LLﬁ‘iJﬂ’lSﬂ'l?TuﬂﬂTﬂgﬂlﬂ lete/freeradius/eap.conf N1TAIAT WITTHIADITIHTL N9

o | SO i o = < §
MNUANIAI9 Y99 TWS InApa EAP-TTLS I¥UATAYUA path N1FAY Private

key 110 Certificate YDIH 19 Aa31lh 3.12

LT

default eap_type = ttls

timer expire = 60

ignore unknown_eap types = no
cisco_accounting username bug = no

tls |
certdir = ${confdir}/certs
cadir = ${confdir}/certs
private key file = §{certdir}/tru.ac.th.key
certificate.file = Sfeertdir}/tru.ac.th.crt
¥andom file = /dev/urandom
fragment_size = 1024
inelude length = yés
check erl .= no
Cipher list = "DEFARULT"

ttls {
default eap type = mschapv2
copy_request to tunnel = yes
use ‘tunneled reply = yes
virtnal server = "edurocam-inner-tunnel"
proxy tunneled request as eap = no

7N 3.12 uarmawrsaline$ Tuuli eap.cont

6) [fetc/freeradius/sites-enabled/eduroam-inner-tunnel

-. »—€habled/edurocam-inner-tunnel

Berver eduroam-inner-tunnel |

authorize {
auth_log
eap
suffix

}

authenticate {
Auth-Type PRP {
pap
}
Auth-Type MS-CHAP {

mschap
}
eap
]
post-auth {
reply log

Post-Auth-Type REJECT {
reply log
}
I

: = o
31 3.13 uarmsnsfimes luuly eduroam-inner-tunnel
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Vv
7) /letc/freeradius/sites-enabled/rahunas-proxy N15¥1191UU99 Radius server 14 ¢ 113
o 9 9 Y =2 U=
TUVDYANITIVIVONTLUING (Access-Request) INMUUDN LALaINDIT) Y
o @ g’) o o a { 4 o w g) o o ] o
adutumsmhauauddauilsemal3uiva Tasdaududidaazeglulg
¢ < .
Usznou ﬁ, Y ]1 wWa sites-enabled/eduroam L g ul‘ﬂ o sites-enabled/eduroam-inner-
tunnel 119 Radius server 185UM15509v0 9z1hdoyanisfeaverdrlalisyuiana
) & o [~ o U 1 Qs
auvunoululWg sites-enabled/eduroam 111 1Wdusn uazeradede ldans
4 T [} LY
ﬂs:mamamn“lu“iu"lﬂa sites-enabled/eduroam-inner-tunnel ‘I’idi E]ﬁﬂﬂ?)nlﬂﬂ{i

Radius server Lﬂ%’ﬁ)»‘iﬁﬁ"lﬂ

‘ @ truadmin@edurcam: ~

GNU nano 2.2.

: /etc/freeradius/sites-enabled/rahunas-proxy

gINCLUDE ${confdir}/sites=available/rahunas=proxy

server rahunas-proxy.{
authorize {
suffix
eap
}

preacct {
suffix
}

51N 3.14 uaaemn i iy rahunas-proxy

oo
3.7 M99 Wireless AP Controller
3.7.1. AsAnsifgadivine Smeuenmisiigaiifaamumuy 802.1x

A 4 a A v
1) lunith vWLAN 117um Configuration 4td9AaATILY External Authentication >

Accounting. uINANT Create Accounting Server

Show / bide columns

Show 10+ entries * = Non-searchable Colurin
Search: Sol

Artion * Namn & Enabled 2 1P Addross < ot  Timpout 2 Retreios = Intarim Enabled

ehrcl taarch cokimn

2 Interm Interval

Ho data avaiabie in table
Showirig 0 to 0 of 0 entngs

a:i ¥ o =y ad o
JUN 3.15 AsAusPeaFinnesneuen
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2) laswazideaniugili 3.16

Status Configuration Administration

* Role Based 3 £
Kl i Edit Accounting Server

* Intemal
Authentication
T External Enab
Authentication

Seivers

Navoe  eduroam

W

IP Address

28.120.217

Accounting Foi
* Certificates Shared Secret .
Shoared Secret Confirmation  sessesss

Timeaut 5

Retries g

Interim Upaate Interval In Seconds  30p
‘Update Acounting Senver

fhew | Qe

| Bk

311 3.16 wazBuAn15a313 Accounting

4 = | o L]
3) ilensendeyansUNAIRANT Update Accounting Server 33U ¥ 101517 UTA

%y’auﬁ’m%’a'h Accounting Server was successfully updated. ﬁdgﬂ‘ﬁ 3:17

Configuration Adwinistration

Accounting Server was successfully updated.
Access Control

= Internal

Authentication Enabled true

¥ External
Authentication IP Address 202.28.120:217

Name eduroam

servers

Porl 1813
Accounting
Timeout 5
*» Certificates
Captive Portal Retries 5
Wireless Interim Update Enabled trge

Unified Acce:

System Interim Update Interval 300

Notifications bt | Delere | Craate | Back
= = A Ay
31N 3.17 uerAes18591Ba Accounting N3

g g
4 Tund vywLAN Toudiu Configuration ué’aﬂaﬂﬁmg External Authentication >

Servers LLgﬂﬂaﬂﬁ Create Authentication Server

Nanic ¢ Type ¥ Adidress £ Pout < Hole Arosog

No Data Avgilabie in Table

Shawing 0 to 6 of 0 entries

Destinations
Destination
Groups

Authentication
Servers Create Authentication.

Arzzainting

dl g = ad o = o o
71 3.18 aspusiReansnnednmeuen Agnidnaunu s02.1x
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5) 19NATULY Type RADIUSIxAuthServer 1A2 164011909 Name

Type RadiuslxAuthServer 7!

Name RadiusEduroam

;iﬂﬁ 3.19 Creating Roles for Machine and User Authentication

6) ldalofieamsavousfomEinnoiniousn Tuses IP address lawosa 1812
%09 Ports 1812 llei¥shared secret 14%©49 Shared Secret/Password 1AL YD Shared

Secret/Password confirmation ﬁ’dg 1% 3.20

Accounting Server. | eduroam Y |

IP Address {202,28:120.217,_
Port) 11810

Typically, the port shogld be 1812 or 1645,

Shared' Seeret/Password s

shared Secret/Password Confirmation feee

qﬁl‘l]ﬁ 3.20 Creating Roles for Machine and User Authentication

A v Y o W e Y S
7 BANITONUDNAATULAININTTUHUNN TS UUIL VY Authentication Server was

successfully updated.

Authentication Server was stccessfully updated,

Name RadiusEduroam

1P Address 202.28.120.217

Port Number 1812

Defauit Role eduroam

For more information about the server, dick to edit the Auth Server,

Edit | Delete | Create | Back

31‘74] 3.21 Authentication Server was successfully updated

3.7.2 8514 Roles dmivlFnulasanasmsfigatiiauveslifan
Y A o . EY a A
2) ‘1uwm vWLAN IJ],‘IJ%’II,W!‘LI Configuration LaINaNMNINY Role Based Access Control

Y A a A @ =
LUAAABALNY Roles. ANNNCreate Role 1317 3.22
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Status Configuration .MmlnMratinn

* Role Based Select ol Desclect all  Delete Show / hide columns
- Access Control

Search;

Locations
Location Groups v

- Mame -] Localion Name
Schedules liowAll : Hative AP VLAN

eduroam-70-10.70.0 0/22
Native AP VLAN

Services eduroam

Service Groups
Destinations i fawasr-vlang0-10.80.0.0/22

REF e ¥L0¢-0-10.9.0.0/20
Groups

vLoc-60-10.60.0.0/22
vLoc-50-10.50.0.0/22
¥Loc-40-10.40.0.0/22
NAC

¥ Internal
entication

Plans
Guest Receipts
Hotspots

a o o

311 3.22 8514 Roles dmfulFam T auagmsiignifauvosdldnm

2) laswaz@galinisadis Roles

Conbguration § Adnilnistration

* Robe Hawd Edit Role
Access Control
Lacwunw
Location Wroups P - g
s devie e

Er<abicn o smaim 30 00 o2z .

Msihing danhenth ot

Al cting 18 ¢

Al i o

Clvss of Service
rerane A ¥ aiisis,

e

UE e L L)
Wiln? 18 s sl gt gt e

Gy

Bandwidith Shaping
Qo5 Rmz I o

Hareyath g e 1 L "
Wuh B Sl )
Nk i oo (3t g At R A SR A7 TP « row

Post Login Redirection

F-'-Il = Y o as 9 7= o a 9
310 3.23 9azidom o519 Roles dmiv 1w s anazmsfignidaauvesdldam

3.7.3 M5A9A1 SSID
k% - I~ b 9/ o Y A Y]
1 Tundh vWLAN Tuufiy Wireless udanfiniisy SSIDs udufeniuy Create SSID #4

31N 3.24

Show | bhes oknes

Selectall Deselat | e
o
Hamg ! Brcatras * - Autlenticathon * Ciplier +

b ven PR APAT

arwat Ve o
TRU-Gunt. Yes
IRY Qudoory ves

LRUEnRe ves

T e

b 1121 Yes

IEU-WIFLSlanchy You

Sihameng 1to & of 8 wrndes
Cresce SE1r

31 3.24 m3ada ssID
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2) NIINTIWABUAAINGLN 3.25 AANT Create SSID

'51;'1; s Configuration Admi nistration

Edit SSID

Rarpe/ESSID  edurcom
Broadeast S51D ¥
Convert Multicast/8roadcast Network Traffic To

T T
Unicast COMYeIt Multicast to uiicast
AUthentiealion  WPA+WPA2

Cipher  ALS-CoM

Login Ferm  Default Login Form

RADIUS 021K Autheriication Server RadiusBdurcam v
Standby SSID
Update S50

wireless 1DS
Alert Config SNGw | Detete | Create | Rack

311 3.25 51waziBoansa31e SSID

¥ i " [
3) nnduhmaiy ssiD nifadradniuman a1l AP Templates tion TRU &9

2003 D7-25.13:09:24
2011.07-25 13:29:44

gi"ﬁ 3.26 AP Template

4) mshen SSID > eduroam 1 Tgman TRU Tasmsaan in3oanineuandagll
327

S510s

& iems selecied  Homove aff 5items selagted  Remave ail

~ FHU-Guehd ~ IR Goest
= FRU-Stotent = [RU Stusdent

~ERU-Teachier

= TRU WiFl- Standby = TREWIEFStandby
= et g0 g

~ TRU-1gacher

=
Add alt Add all
| % TRU WK |+ vnwiri
| * TRu_outdoory | + 1RU_owtdowr1
| v lawaset |+ lawasrl

311 3.27 uaRaN s SSID :eduroam 17 1 luifiuman TRU

3.8 MIfImadIng

a$13 Vian 70 it lfia3admnda Tusmiinends e sessulda1u SSID : eduroam &9
P
3UN 3.28 uaz 3.29
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interface portl.2.1

description Link-to-Bldé

switchport

switchport mode trunk

switchport trunk allowed vlan add 1,10-26,40,50,60,70,80,100,500,600,900
switchport trunk native vlan 30

snmp trap link-status

spanning-tree path-cost 4

1lidp tlv-select all

3141 3.28 A29819M5AY Vian 70

70 edurocam STATIC ACTIVE portl.l.1(t) portl.1.2(t) portl.2.1(t)
portl.2.2(t) portl.3.1(t) portl.3.2(t)
portl.4.1(t) portl.4.3(t) portl.4.4(t)
portl.4.5(t) portl.5.1(t) portl.5.2(t)
portl.e.1l(t) portl.é6.2(t) portl.&.3(t)
portl.6.4(t) portl.é.5(t) portl.&6.6(t)
portl.6.7(t) pnrtl.é.ﬁtt) portl.6.9(t)
portl.6.10(t} portl.&.11(t)
portl.6,12(t)

511 3.29 Vian 70 i U Tasad

a :, A ad ¢ 9 = d a ; I~ & =1 [ e
39 Aedunseudineilinuneiimesuazfaduindasaylsusnluia

a ¥ aan 3 = ad o' 1= o a ¥ =3
3.9.1 Aag sguual§aiams Debian wio liihudswiaes lunsuolimesuazfnnauin

g3 4 ) e Y A =1 3 o a{’
DAy Tsuan Iuala ua AdonuNnIA 9931 web server 1Az SSH server

> selects; <Enter> activates buttons

{ S 3 a & A4 ac ¢
31 3.30 deniininaAadunieudsnnes



41

4 a & A4 a

& sy ¥ o 4 a W e
3.9.2 LUDAAAUAT DI ‘NH@SL?U‘U?@ULLQ? nnisaanau !Eﬁ?ﬁ&ﬂﬂﬁﬂi‘ﬂﬁuﬂﬁﬂ SSH2

A o Voo & ¥ oo =3 w wa @ A ad 4
wolvmunsademdilunmsasmszuuday Tsuda luia ludunIoudivines

v
o/

ﬂﬁ‘ltl‘ﬂNﬁ‘i&"lﬂéﬁ?ﬂﬁiﬁ 1 apt-get install libssl-dev libsslcommon2-dev libssh2-php

31 3.31 Apaa T s0Rs0 SSH2
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3.9.3 LAY Flowchart Yiaaumsaaauday lsuruy lad lnesn Tula

t start )

&

. 5 -
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nianvayndadoy1abyn

A
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A3 3900umIAA dey nidio ya

ni Dmfﬂ;,)ﬂ Eduroam-th

v

v P &
urasioyas zuvn en Wi

= 3 a ¥ g g ¢
311 3.30 11789 Flowchart TunoumsAnnudaglsurudn Lo
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AT rwreudoyns suriingenliiad
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1
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3
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naToudivneiay linAunademenielinisAaaudsiedoaglsu vt laliduaou

e
=he

1)

2)

3)

4)

5)

o 9 A = ad SNy v,

WHINITNIONVOYAVDUATOUTAUAIFINII0S TALA ip address ,username 1AL
1Y o 0 g a ¥ A P ad ¢ A P

password D19NADITEUVIZYINITAONDUITUATOUTAOAFS W0 AT DINYY
a ?J 9 o [~ L=
anad lduazyimagaindlu os Usznn vy

o oA a ad o i 5
wIMIasaeuIuATeuTANMFI WL Software Free RADIUS 0g¥ 50 l1ii

1 Y o a & & Y
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¥

14'1agndoansala drgnoz hivuaoude
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ilﬂﬁﬂ‘iﬂﬂﬁlﬂiﬁlailﬂq IP Server eduroam-th .secret, realm 1 Uninet AT iRIARE]

1¥099DY Uninet-TH

o
A A
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NanNISANUHUNS

o =
4.1 HAMIAUHUMNS
Y 3"; | A ar '3 a 9 T A ]
4.1.1 naaealrau Tasmsasmi Tnsaniszuuliianis 108 Tasms1Fauriuaiodis
H o ! H ¥
eduroam N@AnA3 13 14%0r 193117 Uninet 1Hun il
Username : guest-tru@uni.net.th

Password : XXXXXXXXX

e0000 dtac 3G 15:38 @ @ 24% 0

Enter the password for “eduroam”

Cancel Enter Password Join

Username  guest-tru@uni.net.th

Password esceccoee

gﬂﬁ 4.1 °lﬁ Username Password # uninet Gﬁ‘ﬁm

eeee0 dtac 3G 15:38 @ @ 24% M

Cancel Certificate Trust

Kasetsart University Eduroa...
Issued by Kasetsart University Ed...

Not Trusted

Expired 3/26/2555 BE, 15:31:42

More Details

31N 4.2 A Trust 1iB5Y Certificate
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eoneC dtac = 15:39 @ 9 24%0

& Wi-Fi eduroam

Forget This Network

IP ADDRESS

IP Address 10.70.0.13

Subnet Mask 255.255.252.0

Router 10.70.01
DNS 10.2.01
Search Domains rahunas.org
Client ID

31 43 naaglofiuonmsavoaniodi lasy

e i Lo ed poam buas th

Nov 2 08:1132¢duroatneth rffsechiong (2061} AccesiAecegtfor userguccliybiunenetin stationid 80-8A-96-C6-09-56 from ghidecain o
(20228 120217

Nov 2108122:44 edurdanilhsadsecprosy [ 2068) Agces il for vser S Uosttiidinn et TTtat ol 30859553+ 2-4FF8m ek iroar unl netth 1o eduroam Liac th
20228.120217)

Nov 2082285 edurcam 1 radsecproxy[2061) At ess-Accepl for-tser guastide
(202.28.120217)

aun netihslationid 10-83-95.53-F 2 8ffrom edurcanu netih to eduroamleuac th

Eﬂﬁ 4.4 319013 log YD uninet AAIFTDIUL Access-Accept

¥ v
A !

3 ) o o e 9) 1
4.1.2 naaoslFau lasmsdea i InsduiszunU§iaanis 10s Taonsldauniy

]
a

A S R o a o Y oo A4
150918 eduroam NAAA 1S T¥FadlFauaesunIne1seoenly aatl

L]

Username : guest-uninet@tru.ac.th

Password ; xxxxxxxxx

kY
ARAY profile Tasa121f Inanan http://eduroam.tru.ac.th/file/eduroam.mobileconfig
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Vaee: dtse 3G 125 B O SN[ eesecduc 36 25 @ 0 sk |

Cancei Install Profile Iinstatl Cancel Warning ] instal | |
i i
i1 2

UHSIGNED PROFILE

@ TRU edurum The prafile is not signed. ;
cpwtr Rajakt oty

¢ i
Signedny  Ned Signed

Detseistion THLSPAR
Cantant  Wi-Fi Network

Certificate
More Details
wesogc 36 1126 @075 f’-’:‘?&ﬁ?&e e & e mne s @ o TN

Profile installed -

Cancel Enter Username I Next |

L ENTER YOUR USERNAME FOR THE WI-F ? ENTER YOUR PASSWOR

NETWORK “ELUROAM 1§ NETWORK E
o P . TRU eduroam
| username@tru.ac.thf I 4 ; @ 1) Hajabinat Ynivers
Redguested iy he “TRU edurcan™ profile i
" | Hgnad by Not Signed
G i
! Description TILS/PAP
s N
. i‘ Lomtams  Wi-Fi Hetwork
i Certificate
-
3 I | More Details
i
} R g - -

‘l.|ﬁ 4.5 memsmm profile TRU eduroam

enene dtac 30 16M @@ 90% m

< Settings Wi-Fi

Wi-Fi (}

BHOOSEA NETWORK'. "

edurcam & =0
lawasri & (D

hY
sysadmin =
TRU-Guest = 1)
TRU-Student = 4D
TRU-Teacher = (l)

o @ A A A
311 4.6 a9 CHOOSE A NETWORK. . 1fi010nin3 8116 eduroam

sesac dtac 3G 1:27 & O 74% )

Certificate

i *tru.ac.th
GegTrust Gigbal CA p—
Mot Verified

Deseription  Client Authentication
Expires Sep 12, 2561 BE, 13:13:49

More Details

3UM 4.7 ifion Accept 105U Certificate
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sseee dlac T 1613 & O 90% M

< Settings Wi-Fi

«  eduroam a7 (l\

CHOOSE A NETWORK... ~ 3

lawasri as (D
sysadmin =@
TRU-Guest = ()
TRU-Student = 6)
TRU-Teacher 7@

317 4.8 uamsamuMIaloudaInT oY

Nov 2 16:10:08 edyrcam-th radsecproxyiRags 3h Accdssvistept/for usucﬂtls'“;'.-u".'f:e:ﬁ'tm g th stal onid 48.51-07-12.4%e2 lrom edurcamruac th to

nepth §202.28.194 29)

;ﬂ]‘ﬁ 4.9 579179 log HAAITDIUE Access-Accept

Mon Nowv 2-16:12:41 .2015
Packet-Type = Access-Accept
Session-Timeout = 86400
WISPr-Billing-Class-Of-<Service ="default"
WISPr-Bandwidth-Max-Up = 209715200
WISPr-Bandwidth-Max-Down = 209715200
MS-MPPE-Recv-Key = 0x346542868bbfcT7cI1E701=fd80669657565dE879¢09a982¢c543%c3cd7675bedd
MS-MPPE-Send-Key = 0x5335a31169fbcedlc36876a721b8d0890d4a7h5dE2dfc0dfb230elceaccl7lecd
ERP-MSK = 0x346542868bbfc7cOl£701efd8066968756fdf879c0%a982c5439¢3cd7675be4d5335a1169F5¢
EAP-EMSK = 0x4009fac563193b27ee2ad29043162e1ec884923e502aa16c2219c772c8316008912464107ae
EAP-Session-Id = 0x155637290ac37fd030d6c2d2fdEff5a497fcd53e3a9b4a150e76b5790e7918c7d012f
o EAP-Message = 0x03050004
Message-Authenticator = Gx000600000000000000000000000000000
User-Name = "guest-uninet@tru.ac.th”
Proxy-sfate =/0%3335

31 4.10 loglu@SWnoSi5Red vo Aoy
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15:117
(?) SPEEDTEST
< Feb 4, 2559 BE - 15.1¢

-
*+"  eduroam

O 62

e R T

1 64.1 MB ~
5

uniinmmorinigoimand 0

202.26.120.215
* 1070013

s/ ¥ oA w o o a wa . '
4.1.3 naaoalyau Taon1saeaIn Insdnisyuul §17An1 5 android laon1s 1 arusiiy

3
= s

' ) ¥
1930918 eduroam AAane 1 1d¥edlFuveamaInedeeonly aail
Username : guest-uninet@tru.ac.th
Password : XXXXxxxx

1) Wanshang Settings muldviade wiski vanidlu oFF 1duaswiu oN

& ¥R 084

Coan,

0 Bluetooth

@ Tethering and Mobile Hotsp
ﬁ Ajrplane mode

&) pata usage

ﬁ Location

@ NFC and sharing

@ More networks

30 412 Aamsldam wi-ri

2) ¥198 Wi-Fi NETWORKS 10N eduroam 1A0ndatdena1un1n uaznsondoya
Username 18 Password Y0981 1711 agAanConnect (ﬁ)’J“lT’EJ Identity 14 username
@ i} @ ] Y @ )
1agW1Ue Enter Password Password) ﬁ?ﬂﬂiﬁ%@ﬂ@%m% username(@tru.ac.th LAY
A a A i e
password Tﬂﬂm@ﬂ“ﬂuﬂﬂ'ﬁl‘h‘ﬂuﬂﬁﬂﬂu
EAP method: TTLS

Phase 2 authentication; PAP
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Signvin v, tequined

TRU-Teacher

lawasri
= Secwed

TEPU_AP1_S45

Byt

MPA,

SR (WP avanibic)

-~ APSXLRI-0005-E2

D

@ TRUEWIFI

Hat v range

31 4.13 ladoya

o gt

y v a

01AD4N1T8NIA

d'! "~ d’{ 1
IWDENLANNITIYONAD

SIman! g earh(gw g

€

Wi-Finatwerks

- TRU-Teacher

FRjia s Al £

4 TRU-Student

S, eguited

= TRU:Guest

S in (B ghrsd

2y TE‘Ff.U_,AP1 845

S

% edurcam

EAP method

TTLS

Phase 2 authentication
PAP

CA certificate
{Unspecified)

identity

|

Anonymous icentity

Enter passwort

1 Ohlmees mmmmi st

CANCEL

k] @ 1

WOW EBITU LRSTHTHIU

a

54Mbps
e Security

802.1x EAP

[oS  Phdasess
= 10.70.014

ForoeT | cancrl 8

1 @ 1 T
U 4.14 A0 w1 livouRaIATOY eduroam

49

A4 1 v A 9 9
3) we¥ouanta aay n10lATe eduroam V2UTIAINY Connected LAZAINITD 1Y

NNN3FOUAD (Disconneet) DN eduroam 1LAZATN Forget
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4.1.4 wamsnaaeununImenduma luladgsu s

sesse dtac 3G 09:38 @ 719

£ Settings Wi-Fi

CHOOSE A NETWORK...

@ AIS SUPER WiFi = (O
@ AlSwifi = @
123 a=
AndroidAP a= /{:‘
eduroam 8= (D)

p

311 4.15 yi7d0 CHOOSE A NETWORK .. 1ite1d0n1a3 01110 eduroam

sesec dtac 3G 09:39 ® 70 3NKN_>

Cancel Certificate Trust

i7 & A
; | *tru.ac.th
Jscudd iy Ragids St Shadseta ),

Nut Trusted

Expices G/12)2561 BE, 131131489

More Details

UM 4.16 1700 Aceept W03 Certificate

senee dtac F 09:39 & 70 %K

< Settings Wi-Fi

v eduroam aF f?\
CHOOSE A NETWORK...
.@ AIS SUPER WIiFi = (1)
@ AlSwifi = (D

e}. d d'{ 1 & ]
31]‘" 4.17 LaAdFDIUNITULITOUADIATOVIY
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sevee dtac 7 09:40 @ 7 0 30% W
{ Wi-Fi eduroam
. o
Auto-Join é}g )

1 ADDRESS

m BootP i Static
IP Address 10.88.1.46
Subnet Mask 255.255.252.0
Router 10.88.0.1
DNS 203.158.4.45, 203.158.4.46
Search Domains sut.ac.th
Client ID

o ~ o =]
i 418 ugmesrvay loReansaniunmday Tsu

dtac = 09:42 P AT | “odiac T

(¥) SPEEDTEST

- Jan 20,2559 BE - 0941  [~r

Thani
d by omputer Engineer Degt. RMUTT, Thailang
at: 14.8822 Lon: 102.016

203.158.2.68
10.88.1.48

Y g = Jd o o 1A
Eﬂ'ﬁ 4.19 NATDIUANINITIDUNDILUALDALNUUR UINNATOU

v o d = =3 o ) =2 A Y q v a o
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eduroam YOINH 1IN lUTZ U



@)

Vi £ doraam ot s relvanniudy ArimehisAa T Lo csn aflanvdain Gadmn

Thepsatri Rajabhat University§p

« #5 e oo

i e ot (B 0 T b e i dies

wrs i Bl o bl g £ T

AT AN il it VORI T 2 L TR SRR £ e i - Foba 0 0 Rt 1 B v 0 i)

Apgo in PAS (EAR TTIS)

rivrbiasecabal o A e sy e R Y A

* Winows 7
- 808X
- Argroid

a1l 421 Gy ladns Iudaglaulunminedesasgmweas



53

« > O s s th " f| =5 =
m mot Wi g - B o
efionmidin

=~ d aa 9 3 1
4.1.6 v lwaadnms IFaunazaansgy
ugasiugldamnenannienlandomiid wea ezl 4.23 uasuonaty
Tamuiih s adagali 4.24
: IR IUUSAIS
400
352

350 —_— |
0 fnims

300 7775 | A~

2bd

211

201

200 191

183

150

100

42

n.a,
Highcharnts.cons

50

e’ EUS2N B4, W,

U 4.23 uaastuud 4



54

g lfuuenmu saildem 1 2016

exeter.ac.uk: 0.1 %

i B / nottingham.ac.uk: 14.0 %
leeds.ac.uk: 0.1 %
uzh.ch: 0.2 %
rmuti.ac.th: 0.1 %
eduream.chula.ac.th: 0.1 %
buu.ac.th: 0.2 %
fau.de: 0.1 %
Iru.ac.th: 0.8 %
csush.edu: 0.1 %
kmuttac.th: 0.1 %
mcidmeat 0.1 %
feidenuniv.nl: 0.1 %

tru.ac.th: 83.9 %
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Msasmsgmailumsmmuamnounuesszuy Tavsn 1wila dsvunoude 1

o y ad o v
1) azyhmsnTendoyatouniousaoaidsvioes lAun ip address ,username L

T
I

£ [y o d a g A -~ Aad ¢ Al
password 11AADITLUVIZYIINITADAD T NAS o s AuaTI W05 InT0eTi0x
a Zyw o g0 4 o ' y -
aaa lanziinndadndly os Usannluseiinisasinaeuiun i ousasd
ad ot T 1 v ° a 2”, <&
155013033 Software Free RADIUS agw3 0 ludn lifieg 1iasdadslasdeain
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Tisansandaya
Radius IP Address , Usemame , Password

@ | Radius P Address

IP Address Radius Server

L | Usemame

Username connect Radius Server

L Password

Password Username connect Radius Server

4 1 $ g a 4 =t ad o
71 425 uanansinelavoyariiedendiudunTensAvaiwines

IP-Radius Server Connected Swecessful!
IP Address Radius Sevver TRU + 282,28 120 227

Is your operating system : Debian

Software FreeRadius Installed

dunausatl

i < a A ad o o o = ?x’/ 4
U 426 nansdoyndenduiduniousAoaiasvines d1s aunzAnn Sofiware Free Radius Lida
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IP Radius Server Connected Successfull
IP Address Radius Server TRU : 202.28.120.93
Is your operating system : Debian

No Software FreeRadius

Install Software FreeRadius

Y = a 4 = = o @ T X
U 4.27 uaasdoynaensudunseusfoaidiines a3 aazd 114 Sofiware Free Radius

Installing 2 libtool-Mtdd-202.6-25.5,4816 48664 173

Instailing : fredradius=2.2.6-6.816 7. %86 54

Installipg t freeradius-atils 2.2.16-6.e16 7.%86_64 3/3
Verifying, (0 freeradius-utilsh2e26-5 16 _iextib 64 1/3
Verdfying —: 1ibtool-1td]l-2.2.8-15.5.€16. %85 64 2/3

w

Verifylng! : freeradius-2.2.6-6:¢16 7.486 64

Thstalled:
freeradiusB6 58 0:2.2.6-61 16,7, frescadius utils . x86 64 0:2'216-8.816_7

Dependency IWstalled:
1ibfool-1tdl. x867 64 9§32, 2i6-1575. 616

Completet
Loaded pluginsi, fastestmirror, security
Setting uphInstall Process
Loading mirrom, speeds Frow)cached hostfile
Y base: wirrons. Nosting. In.th
' extras: mirrorsThegt Inprinath
* updates: mirrors.hosting.¥aveh
No package easy-rsa available.

dunausatl

! a & . o o
UM 4.28 uanstoyanisAnas Software Free Radius d131
{ ] < o g 3 ]
2) wlinsendoyagudeyaiilfoudaylsy uazfveshmadandeyaiinsonun

vog

, i o =
1#1dgndeansolul drgnes lduaeude ludsgUii 430
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Tdransantiana

1P Radius Server Conmected Successfull
1f Address Radivs Server TRU : 282.28.128.227

@  LDAP Server Host
laviuastasauasiadasgmdauauasnn

L | basedn

1 P

siannndisioass it ayauatan
'

cwl 9/ 3

3N 429 minelddeynvesgndoyaildandag Ty

IP Radius Server Comnected Successfull
TP Address Radius Server TRU : 202.28.120.227

Using LDAP v3

IR LDAP T 202.28.120,. 210
basedn 1 co=replicator,dc=tru,dcsac,dc=th
LDAP bind-sueccessful...

4 i ' { 3 o o
71N 430 urasdoyamsiyoudovesgudoyainlFnudag Tsudude

3) ﬂziﬁﬂiaﬂﬂ?@mvﬁﬂlm IP Server eduroam-th ,secret, realm 1 Uninet lﬁmxﬁaﬁmﬁ

1¥839/0rY Uninet-TH #3317 4.31
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IP Radius Server Comnected Successfull
IP Address Radius Server TRU : 202.28.120.227

€]

laviuamirsauasaiasguiauanasn el

2

2

smihuididoaizudaganataal

3UN 431 nihelddoyariaieudamaylsulszmalne

4
=

P H 1 1 =] ﬁ:l
4) eilunsasngendeyainion lilisnuadigndsinie lidigndesiinini

Y] o @ T o 1 ) 4 = d 4
witn szuvegyiinsiunnaad WSuazdelldunseas fomd e slarena

M3l 432

IP Radius Server Connected Successful!l
IP Address Radius Server TRU @ 202.28.120.227
Os : Debian

IP LDAP : 202.78,120.210
basedn' . : ‘en=replicaton dc=tru,dc=ac,dc=th
LOAP bind successful.o.

IP Radius-edurgam-th i 262.28.112.6

Secret : TRUZG1546211201nrn
Realm : tru.ac.th

fuinzaua
A o kY

ci 9 U 4 4 T [~
Ui 4.32 miwauansteyaiiviinisnsenitrgszuuiodoudeday Tsudszmaing

a



IP Radius Server Connected Successfull

IP Address Radius Server TRU : 202.28.120.227
Os : Debian

IP LDAP : 202.28.120.210

basedn : cn=replicator,dc=tru,dc=ac,dc=th
LDAP bind successful...

IP Radius edurcam-th : 202.28.112.6

Secret @ TRU201510211201nrn
Realm : tru.ac.th

Tuvindana

Authentication Successful!

IP Address Radius Server TRU : 202.28.128.227
IP Address eduroam-th 1 282.28:,112.6

Secret edurcam-th' : JRU2B1518211281nrn

Realm : truwac.th

1 { o ) ad ' 4 ]
U 433 winenaasteyaiihimniuinaus@eadsiesniosln

4.1.8 STUUNAADUMSITONART UUYO IO 19

lunstifvenamouandldnumusaldon iduio bW Uy neaoudldnu uda

ﬁ‘lf’ﬂm“]f&'luu'ﬁﬁiﬁﬁN'IuLﬁ‘i%Lm'Jﬂﬁﬂﬂﬂﬂﬁﬂ'ﬂ

G

Lwosaueilaoiu

Tisansandaiin

@ Username

Username

b § assword

Password

ViRgau

UM 4.34 mheeladoyaonaaeudldan



Sending Access-Request packet to host 127.9.0.1 port 1812, id=46, length=¢
User-Hame = “nutthunyapong.s@tru.ac.th"
User-Password = "0---Socomvnech
HAS-IP-Address - suve.cv.scw.ear
NAS-Port = @
Message-Authenticator = @x@e
EAP-Code = Response
EAP-Type-Identity = Ox6e757474687556e7961706T6667227346747275226163227468
EAP-Hessage = Bx0220001e016e75747468756e7961706f50672e7340747275266163207468
Received Access-Challenge packet from host 127.8.0.1 port 1812, id=46, length=54
EAP-Hessage = Ox012eD0G61520
Hessage-Authenticator = 9x58b78978125568d04ed82¢ 864017 F3cc
State = @x7905bba2792baed9ce8BBaicHebale3f
EAP-Id = 46
£AP-Code’= Request

EAP-Type-ERR-TTLS = 8x24
Connected Successfull

Username sonutthunyapong.sitry.ac.th

31 4.35 mweudamanisnaensed fnungeude|d

Sending Afcess-Request ‘packet to host 127,.8,0.1 port 1812, 'id=203, length=95
User-Name = “guest.tru”
User=Rassuword = "ssss”

HAS-IP-Address = 202.28.120,217

NAS-FPort = @

Message -Authenticator = 8x00G0 20 a8
EAP-fode = Responsé
EAP-Type-MD5-Challenge = 8x1@fadb8dbdifadsdbicedsdizcefasolac
EAP-Id = 282
State = Ox8ed8cac8Bec2cedSc57¢399d24F971d7
EAP-Message = Ox02cab@lé041074dbadbd1f4464bdeeudd3ztefos9]2¢c
Received Access-Reject packet from host 127.0.8.1 port 1812, id=203, length=44
EAP-Message = Ox@4caoned
HMessage-Authenticstor = Oxd9bcE55661155584e73681e30d8h2b1F
EAP-Id = 202

EAP-Code = Failure

No Connected
Username : guest-tru

3UN 4.36 vilneuansamsnameuiedlfnuniieusde 4

60
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