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ABSTRACT

Nowadays, transportation on land, air, and water rely on GNSS (Global
Navigation Satellite System) signals to locate vehicles. Since the signals of the satellite
positioning system is open and prone to signal interference both intentionally and
unintentionally causing positioning errors or in the worst case, the location
identification may be unavailable. Thus, in this senior project, we develop a GNSS
jamming detection using a Raspberry pi board and a GNSS receiver, which can specify
the direction of the interference. Then we make decision on the presence of jamming
using the threshold method, i.e., whether the received signal strength is above the
threshold level. Once the jamming is detected, the system will take pictures of the
suspected objects emitting jamming signals and then all the recorded information
will be stored in the database. The relevant information will then displayed on the

website.
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1) GPS (Global Positioning System) sguuATIWiBNYBIUIBINAGNITBLUTN
Usgnausme e 32 aaa 719lAasga 20,200 Ny,

2) GLONASS (GLObal NAvigation Satellite System) SEUUA1ILT 8N UD
Uszwasades Usznaumeniiien 30 a1 ﬁaﬂmﬁgq 19,100 ..

3) Galileo (Galileo Positioning System) s¥uuA1ILigUYBINgUanaInglsy
UsENauMIEAILTgL 30 A ﬁaﬂﬂasqq 23,222 nil.

4) BeiDou s¥uuAITionveIUssmnAiy Usgnoudion1ufiey 35 a9 M99
1A99g9 21,150 .

5) IRNSS (Indian Regional Navigation Satellite System) 1usguuanaLio
seiugiaavestsemaduiie ddiuins wmzdsemeduiiouasysemelndife

6) Qzss \uszuunifisusyfuginievessamaduy Waliuinisiams

UszinadgUu azUsemeluwau Asia-Oceania
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Ad fie

1) a1 fiend 1,575.42 MHz Inssegianuuy BPSK aaud L1 1u 154
AdmesmuifininTsIu 10.23 MHz

2) AAu L2 fiewd 1,227.60 MHz Tnssegianuuy BPSK anudl L2 10y 120
admesruinfininsgIu 10.23 MHz

3) @Ay L5 finwd 1176.45 MHz Tnguegiamuuy BPSK Aamd L5 1Ju 115

ATIVDIAUUIANININTFIY 10.23 MHz



2.2 N3ENEEYEYIUTUNIUY

nsdsdusunIulu a0 N Tasd Y Y IUNTUNMUIEUUAITBNRIN

=2

yAnaUIaNgY tneddngussasdliiinanuianainlunisseuswmue fedyainsuniy

q 9

v
o = a1

AananinaInnsasedygatuluguamuduesdyy i GNSS lnadygiasuniuaziian

T o

v =

Masd eI uInnIdgy1anniion daNaliA19nI1AUNUILUUTIAA UNY6D

]

(%

doyayrusunau (C/NO) Aaviveuluannidn gunsalsuniudyaias Jammer) yaaianunse
SUMUMIDARA Y IUANNY LU dygallnsdwideds dygio Wifi wazdayeyra Bluetooth
InggunIalsuniudygnanansasumuUssinnvesdyaiuls 4 WUURSi] Continuous
wave signal, Chirp signal with one saw-tooth function, Chirp signal with multi saw-

tooth functions, Chirp signal with frequency bursts

a = a A 1
2.3 Vlﬂ‘lﬁ{]ﬂ']ﬂ'ﬁqwukﬁﬁlL“U\T:!ﬂlua"lﬂqﬂ?']\‘l
NouYANITELAETRAU0INAINN (Free-space path loss) fiAudusiusiu
NsMsEEEYnevetaUnIalsuN LT MazaUnTal RTL-SDR Wegunsaisuniudeyyiu

g7

WwRpuNaanaNaUnsel RTL-SDR AMasdyeyiaveilssu (B) zanas waziilogunsnl

sunuda A e Ui v1gUnTal RTL-SDR A1 sstysy 1 ve i3 uasgeliunsaunisi
2.1

2 2
B = PtGrGt(ﬁ) (2.1)
o P, Ao Adswesdyiailesu (e ing)

G, AD DNTIVYNYVDINES

G, A® DNI1VL1UVOIENTU

A A9 ANUENIARY (MUIBLUAT)

R A9 5288195899 wasilesu (Mihewng)



2.4 JnsviiumveIng

n1smsntavesinglunisdnrinlasey laeld3ignisnisseerieseniig
gunsaidudyauiugunsnisuniudyanusnevnul Free-space path loss Tudiaft 2.3 %
lun1smyefnaginsAuINmssegivesgUnIalsunIudyaaiugunsalSudy o
$1uan 3 1ndes Lilednnimeursesgunsalsunudyana Tasannsausnsisnism

Auiadnglanagy 2.1

gt 3 ® Receiver 1
® Receiver 2
7k Receiver 3
Jammer
6 -
n
5 .
{5
o 4F
E (=.y
>3t
3 T3
2+
1
of
L ) L IME NI WAy il _ . el .
-10 -5 0 5 10
X(meter)

gﬂﬁ 2.1 MSMFUNULIAG

INTUN 2.1 WAAINITUIAILNUIVBILAT DIAIFYYIUTUNIUIINTZHEY

#nIuATeEIRUAT BT U IUTININ 3 1ATY LABMUMIIUBATBIEIRENANIAIN
o S v v 2 ] l = Y
ARAYDINNANNAT19INTATNNAN T Ty way T3 ¥383888119T8nIN4AT Bdafy

d o 4 A o w
bATDITULATRIN 1 2 g 3 fNUAInU

2.5 IngnmunanlesanAwls (RTL-SDR)

a

RTL-SDR tfunauiiia USB (USB dongle) fiansnsaldiduiniassudayanaineg

Py

[

Tugnuaa1ud 500 kHz 949 1.75 GHz lagldmauiimasiinnsganwisansuauansule

PNARLAaLUNITUITIIaNS



2.5.1 929A27%7 RTL-SDR

¥29A1Avee RTL-SDR %uagiﬁ’ué’mﬂsgumaﬁ%Lawwﬁiﬁumauﬁauazmﬁ
fdunistasiante Aeuiauneda Wy RTL-SDR Blog V3 anunsasudyaadisinii 28
MHz g1

A5 2.1 YRAnudvetiaziIuUIIuILeS

Tuner 929AUD

Elonics E4000 52 — 2200 MHz Tngildeadnaasaus 1100 MHz to 1250

MHz (varies)

Rafael Micro R820T/2 | 24 — 1766 MHz (Enansausuladaus ~13 - 1864 MHz Iag

Talasiasnaan)

Fitipower FC0013 22 - 1100 MHz

Fitipower FC0012 22 - 948.6 MHz

FCI FC2580 146 - 308 MHz ilay 438 — 924 MHz

9115799 2.1 9ziiuladadauysguiue3ves Elonics E4000 waz Rafael

Micro R820T/2 1%313mufifisnniign

2.5.2 TUsunsu rx_tools dwsu Sudysyras RTL-SDR
TUswnsu rx_tools HyaRIEa x_fm, rx_power kaz rx_sdr dmsusutayaann

SDR 61U command line Nifisngagtdennisyinnisaussaaiui

'
[

- A9 rx_fm (@uetiiu rtl_fm): demodulator dmTu FM uazlnundus

'
[ [

- Fdarx_power (Auagfiu rtl_power): fatuiin FFT Masdeysyio

- AN x_sdr @uegiu rtl_sdr): Uaeedayadu 1/Q

[ '
o [

wenilfayardaan librtlsdr ldsameglulusingu x_tools ddssaluil

3

e-

- Ada rtl_eeprom, rtl_test, rtl ir: lawzdwiugunsal RTL-SDR

'
[

- A& rtl_tep, rtl_rped: w3etngszeylnag SoapyRemote wnu

'
[

- AE9 rtl_adsb: § dump1090



2.6 nMwlwsau

awilnsau (Python) dedudadulud a.a.1980 gnwaurdules Guido
vanRossum 7 Centrum Wiskunde &amp; Informatica (CWI) Usgineiuisesuaus 1Ju
awwilsifeulflumaBeulusunsy gnitaunsnlaglifefanduunanwody tumngain
awlnseuaansaldenldluvatsszuufofnig s Unix Linux uag Windows 8nvia
gy Open Source MlvdnwalUsuAsNasald M lnseutaulusunsunso
gondwisvosinetlalaglidealdirsudeddla awilnseulunivisedugs Juiild
Foudne fldaubisuiudesfimnuimeiuneiamesediednts iieaudidlalensa

< v

WAETUMDUNITVIUIBIN W Insauda U5 auTUSkASUA8 A1 NS ula kAT Wwe
Y

= [ ) A A A o i v NY o W 5 = A
Luaﬂf\]’lﬂmmL‘Uumw’lizm‘qumaﬂﬁEJL“UE’JULL@%‘WGJJ‘LJN?EJLLmﬂ%aJ“ZJE]mﬂﬂaEquUEmm Ao

£y aUsTRaNa b g aSsuis UNUNI®1U Wi & (C) %58 Waswnsu (Fortran)

2.6.1 daudsznaulunisinaiuvesniwinseu

n) peulmans (Compiter) T9AnuAE Tz famnlsunsudouduiodsls
ADUN LMD TN

%) BAmes (Editor) 1Hidsuyndniiolineslmasisnundidnenfiunesdn
admils

) 1walanou (interactive shell) ¥30 dulnoinsines (interpreter) T dou

' '
o A

ANAUNDFINTITADUN LA DI LUUNTUT

2.6.2 Jafvainenlnsay

n) Insewduniwanss vlildnalunis@eunazaeulndldinnwangiu
NUATUNITARATLUY (System administration)

%) Adeiidsusenwlnsouaiunsodrluvieuuussuuyuangle
wanNvany

A) NMSUTLUIANAILYINTULUUBUMBINSLABS A axUssunanalufiasussia
wazUFRnumlaEy

1) Wunwuu Dynamic typing Ao mmamﬂ?ﬁmﬁuﬁm%’a;ﬂaﬁdwLLazazmﬂ

<
FIRNLTY



3) §1 Buil-in Object Types fia lassassvaatayanatunsaldlaly Python &4
Usenauldade Sad Anduuns anse Adresensldnunasiusedninings deddu
arfuayugutaya 1w MySQL Sybase Oracle Informix ODBC uazdue

2) filaus3atvayuinulyyiussivg

2.7 Tu@a Raspberry 3 Pi Model B+

Tuga Raspberry Pi 3 Model B+ fis Ua$auszananasunaidndiiguuuunnsg
vhauedefueeufiamediaieamils aunsniudeyaandduesn seneiined wagundld
yonnigiisyuunsidensedumesidniauuuldaneuasidane fussansamlunisinenu
Tavanuany lddravilumsiauny nstdanuduwesidsdmsunisdedua vsensaulnd

Flenlimnuaeidungs (Hish-Definition) sae5un1sAnAsseuuyumn1sves Linux lavany

' o
= a (%

5%UU WU Arch Linux Pidora (Fedora) Raspbian (Debian) tdudu dsfindesguuuu SD
Card

Raspberry Pi lagneanuuulinigluveiainitsgyusesuianavatevyia u
CPU GPU RAM waziigeidiansie GPIO Wanunsaiensioriugunsaduls deiiswazidunuay

1AS98379 hanas s Ul



NS 2.2 SwazBunves Raspberry Pi 3 Model B+

Features Raspberry Pi 3 Model B+
Processor | Broadcom BCM2837 Processor Quad core A53 (ARM v8) 64-bit SoC
Memory 1GB LPDDR2 SDRAM
Bluetooth Cypress BLE chip 2.4Ghz/5.0GHz IEEE 802.11ac
Ethernet Fast Ethernet (300Mbps max)
USB Four USB 2.0 ports
Connection GPIO Header 40-pin
HDMI 1 x full size
. MIPI DSI display port, MIPI CSI camera port & 4 Pole stereo output
video and composite video port
H.264, MPEG-4 decode (1080p30). H.264 encode (1080p30).
Multimedia
OpenGL ES 1.1, 2.0 graphics.
Storage microSD card slot for loading operating system and data storage
Power USB connector for 5.1V / 2.5A dc
Bluetooth 4.2 BLE

915971 2.2 wanslifvindeseasidenves Raspberry Pi 3 Model B+ Tng
Tassruidonldeu Raspberry Pi 3 Model B+ losaniinnummizausonsideu sy
FuvesszuLUTEINaNa Lavs1A1vesgunsal Tnsasadendenisiauiugunsaisu
1A RTL-SDR KU Port USB wenanniiéfafiszuy 12¢ ievhmaieudegqunsaiduises
naanauil Port HOMI dwiiuldeudeludmeuanina senmauiAfinarianiifivswedensld

Nuamsunsylassuluasadl
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gﬂﬁ 2.2 @UUIznoUBIVesA Raspberry Pi Compute Module 3

el 1 2.4 GHz and 5 GHz Wireless LAN Bluetooth 4.2/BLE

MnUNBELeY 2 BCM2837B0 64 bit Soc@1.4GHz with 1GB LPDDR2 SDRAM
MUY 3 40 pin GIPO

MUY 4 POE Header

NUWLaY 5 4 x USB 2.0 ports and Faster Ethernet over USB2.0 (300Mbps)
nUELaY 6 MIPI CSI camera port

NU8LaY 7 4-pole stereo output and composite video port

nueLa 8 Full-size HDMI

ey 9 5V/2.5A DC via micro USB connector

nueLaY 10 MIPI DSI display port
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'T,Uil,mium%’muQumaﬁwmumﬂmaa Raspberry Pi 3 Model B+ 1¢a1u1
Inseu (Python) ilassemenadswiolud

1. fesenaizoud lnenw Python Massaisvesmuilidudeudnlade de
Tnsea$anm Python wAdefun1un C 11n iNS120197 Python gAAIITUENINAT

vy v v A

C Mg NAuAEn1Y C aguaildauniuw Python lakien wenaniin1wi Python &4l

Y 9

Audanguguilinisdanisiunuiiudeniny uwae Text File laiduegned

2. ligeadealddnelag Hedu msizduUsnim Python agnneliauans
GNU

3. Molavansunannasy Tuyiausnatwn Python gnesnuuuldauiuseuy
Unix usiluilagouldiinmsimurdauvaniu Python Wanmnsaldiussuuujoanisdug
91919 Linux Windows 95/98/ME Windows NT Windows 2000 OS/2

4. nw1 Python gnastadulagldsausiordiufiveaniwenan idunld
Mgl 817Yu 11w C C++ Java Perl

5. 7191 Python L un1wIUsELAN Server side Script N15W191UYBIN181

Python AgyaumuRla Server uavdssagansnauings Client vilvslanuUasnsegs

v < d
2.8 MsaiaIule
Aulge Ao wnasiiiiususiudeyatonaisiazdenie 9wy 3ale amw 1deq
v i aw A | = i ==
oAU VDWARLUTENVTENUIENULAITENYALONATTHNY 9 1d1Tld7 LIUma (Web Page)
= ] £ ' < & 1 = ' V1 [ [ 3]
wazteniuntlsnvedusiaziiuledin lasine (Home Page) viseananandledn viulwdn

L2

Ao umeegedesaomtiidas (Links) feiu nadulgdiansisaruaiusadifesy
= A - Jo aa s 1 o Y =Yy A | )
Sendn “Gadbidiu” uenaintduliuleddiudiniaunsadnfslavuesoviediu
Y 1 13 & a o o U v Y] 13 & av Y oo o s
wihdy Wy Aulednangluvesuidnd msuninenu lnemiluiuledasilidmivadsvase
AN Y Y1Ia1IN13ANYY NIWEYd Anutuia usenseviedeny ludagdunis
< ¢ & X - N o s '
sonuuuivledtulusosiedu iesniniedielunisesnwuuiivledivainuaie lu
Tz dulusunsudnsazy wieudlngens CMS (Content Management System) &n#ia8e1
1 joomla wordpress drupal 1usiu Tneiulsdazusenaulunie 2 daundan laun du

Y84 Front-end K@% Back-end ﬁqgﬂﬁ 2.3
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BACK-END FRONT-END

Database Server :
e 7 Web browser/

[ < > b Desktop app

[T | ;-

Web Server Integnet D

!

[ Mobile app
UL e

L

File Server

g“d‘ﬁ 2.3 Front-end Way Back-end

2.8.1 Front-end

] = Y = v 12 Y &1 2 <3 b4

duigldnalvauisaiunasidnanlnuls dulsianomihniveaiuledli
v v & & ) A o8 v a s
ALY nseenwuulIuledludiuet Front-end gyl iuleddaueaisay ns
Tdnuidhladie aean wagyhliddsaiuinivleainisiauegnasn daduinimu
Front-End Aasseafimnusiunglunisesnuuuniiivled taslusunsuilineadunsiviin
UX/UI 8819491 Sketch InVision Studio %5e Axure \Judu Ineundddsiildly Front-End

fists HTML CSS uae JavaScript fleguil 2.4

HTML C55 43

JUN 2.4 nwnlusunsumeuiiimesdmsu Front-end
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NNFUN 2.4 Aduvariagdieliiaunaunsoaisassadui End-user

anunsanaadiuls FeUusenaunie Menu, Folder, Button way Screen layouts

2.8.2 Back-end
Back-end fie drud1Aglunisdaiiv uassnwiainulaesndevestoya e
v < & 1 = (Y @ o < t4 o
username password ?Jaaganulwmq 9 %10 Back-end AN158 WLANNINUTUABININIT
drsesoyafuiuly uarnsraeunswinisdman dnidmulutmsianuresivled
Auslunisuaning Backend 5o "Had@suaes" iWudinldliaunsoneniuldly

'
= £ a

Wlwes Wy grudeyauastasiiiies dainiaiu Back-end feosiilafiedewing q wuadw

Uasnngvedlassasiaaznisannisiient nrwlunisnaunludiud Ae PHP Python C++

Ay Net ﬁqgﬂﬁ 2.5

JUN 2.5 nrlusunsumeniamesdmiu Back-end

Uil 2.5 Vuleddulagiduidvlgduuulauniin Wy Facebook Google
Maps Faduiulgdniienniisuulamasuiuussegnasanal iulgduuulaufinds

v v A o Y P P & =3 v 1 55 v
Aoin1spudeyanvihaulaedngndes Yeyanmunaggniiulilugudeya 1w TUsIWaglY

= v o w o

A o = § & = a o [y v
amagnlnaavielnaduion Fedaiisngniinddganiude auvasaduvesldau n1s

Auuadariivuadiusi (User Privacy) Toiungtdanu avdaeliiulediininudideiiounn

Y

93U



uni 3
N1999NLUY 1azN15INYinUTeyau 1 iwus

3.1 N599NKUUTEUUATIIUNITAITYYIUTUNIY
lun1399NLUUNITINUYDITLUVYIINITATIVTUAMMYS wazaraaInIng Al

aunsalsumudgyaaiiinaredygraddued ansananinisviauresssuulanigui 3.1

GNSS signal

N 3

\ \ oy
-
GNSS receiver 1 —— > 9 u |

A 5 | Power Signal

\ 1 and Spectrum )
- Jamming

GNSS receiver 2 L BUWW [ ==—=—we=—e= N ) A_1 Database [—

server
Jammer
£l 4 ——| Capture object 4T
o 3

GNSS receiver 3

Processing

Position of

Jammer | 1

Display on web

Camera

PN o o [y L4 [y a
UM 3.1 BLRURINITNINIUYDITEUUATINIVUBUNTUITUNIU EUEUIEUALD ULDELDE

Y 9

mﬂgﬂﬁ 3.1 szuvazymssudyanadidueadeaniugunsalsudyyia RTL-SDR
F1UU 3 1A3ed LA stuiinteyamasdayiannguiuna wasdeyaanasuvesdyyinly
skl txt 9ndussuuazsiinsiiesginisgnsununielal Wessuumuindnnssunau
fUIUTEULALTINSIAT BN AW svesgUnTalsunIuday o W%’@qumﬂmwmaqi’mqéfaq

asdenvinmsinnsgunsalsuniudya i wieuidsdeya waznmaenduiinliludgiuteyaiite

wanauuniiules
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¢/

3.1.1 nseenuuumsiaiudeyavasdynanldsuanaunsaliudyyiu

dishaunsalsudyae Weureiugunsal Raspberry Pi iluiliieusosuds azisuld

]

a

ANFINIUSINTY rx_tools wanaRaguil 3.2 uasditunaunisviney Awelull
1. \Wouse RTL-SDR 11U Raspberry pi lnglaans USB

2. \Ualt91u Raspberry pi kanUantia1e command Jusn tieisenldanulusunsy

rx_tools
3. T rtl_power —f 1575.42M:1576.42M:1M —i 1s —g 50 —e 10s file.csv
4. nm Enter LﬁaL'%'mmiv‘hmusuaﬂﬂimm
5. IU?LLﬂiiW?’N’]ULﬂ%"\]au
i i E 5 [Thonny - Mhome/pif F—q._’.‘rasr:-te“_‘-:-l /Do) ‘15 17:44

il . 27 =R Pl 3 WO L 2™ SR\ L ALY

JUN 3.2 Manegeuldaruds rtl_power

N3UT 3.2 uansiaegnanisldaumdswes il power §9510azidondds Ao
rtl_power —f 1575.42M:1576.42M:1M —i 1s —g 50 —e 10s file.csv viunefia n15idarugunsaisu

fy N99UAINEA 157542 lwnnzildsed 09 1576.42 LUNSLBIHT B19119AINE 1 nzLdTad
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uAdeyann 1 3und A1davene 50 wagszesiaitun1ssuan 10 Jundl esuanasauds

Wawnsuaziudeyanissudayaadiluliduivana .csv dwandlugui 3.3

o = = 3 5 < w0

File Edit View Sot Go Tools

— ol

& ’TI fhome/pi/Downloads/n_tools-mastes sr-::I

# | Home Folder — — — —]

= | Desktop - [ — = —1
_ convenience getopt rn_fmc  rl_powerey, i sdic test.csv

' ragh Can

I8 Applications

= | 4| Downloads
FregShow-master
b ggrx-sdr-2.11.5inus-rp
3 pyrtlsdr-master
= rx_tools-master
cmake
i EE
conyenience
getapt
3 SoapySDR-master
2 Fragshow
MagPi

"file.csv’ (779 :I)"LE'S_) T8V document _Fr=_-eg|:a_|:e 6.1 GIE (Total: 14.4 GiB)

JUN 3.3 Toyaluguiuy file.csv
P < vy a o v o= & . = LY .

1N3UN 3.3 Asnuldindeyanyinisduiinidu file.csv asdnisdudinlu location :

/home/pi/Downloads/rx_tools-master/src tazillavinnilalna file.csv %LLamsﬁJmﬂa U 1387

ATUAEUAY ANUREATINY Sreyinenul warseRunasuluviay dBm

3.1.2 n3eanuuugUnIalnsaduIngildauaunsalsundudyayin

v v

Ingluniseeniuugunsainginduingildaugunsalsuniudygin wvni1sAne
gunsalfudaas (RTL-SDR) Tunssudayanaiiduedeanianud 1575.42 wnzidsnd uwazndes
arenniildlunisareniningfesasdeivinnisdsdygasuniuninanedygiuiidueaed oy

Wousiafu Raspberry pi ldludugunsalamununisinnuvesgunsal RTL-SDR Aundadaienim
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<)

wazUszalanatayadyyranduteyalid wieunaluiinteyadyyiauazninais laganunse

Y Y

LEPINITEBNLUUNSIWRsiBYeIgUnTalnT T uing Mldaugunsalsuniudyaaladagun 3.4

RTL-SDR [ Raspberry pi [ Camera

PN ¢ v o gy ¢ Y]
JUN 3.4 nseanwuuaunsalngnfuingildnugunsalsuniudyaiu

3.1.3 N13599NLUUNITNAFIUNANTENUH U1 TUNIUYBIRUN Tl SUN U Yyl

o o

Aegunsaludyauiisuiussezringsendnsaunsel

v

lunsneaeuNanIENUYaId I IMIUNINTBIRUNsalsUN I s e UNIal sy
Fyaanierhveyavasiign waglignsuniudyaio aldlunmsieseidyau lneaslnses

ey wazanasuindanuiaieulyanndygranlignsuniuegils laesuainns

TRy
Fauiudeyadaaa warannsuvaeiilignsuniuieldlunisdrsdeioyatudoyadyqyin uas

U

o

yaugNdn1ssunudygiuangunsalsuniudugyin nelunsdsldauaunsaludyayio RTL-
SDR 7geusiafiu Raspberry Pitfieiiutoua Inevihniseeniuulusunsulnveuililunisdeineu

ns¥uteyaduyaalanaguil 3.5

Thonny - /home/pv/Seskton/Tesi_file_S2.py @ 7 .1

+ g 0 B o (= ) ;‘i;‘ 8 Sv:.ie.tgc3|taor
(S . e : e
New Load Run Debug i uut Stop Zoom Quit

Test_file_S2py X ‘

1 import os

2 from datetime import datetime

3 path = "/home/pi/Desktop/L1 TEST"

4 os.chdir(path)

5 filename YMD = datetime.now().strftime('S 2 %Y-%m-%d.txt"')

6 os.system('rtl power -f 1575.42M:1576.42M:1M -i 1s -g 50 -e 10s '+str(filename_YMD))

5UN 3.5 Waunsulnmeulumsmsdsldanunsiudyaaiasduiindeyadygy
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91N3UT 3.5 Tayards rtl_power —f 1575.42M:1576.42M:1M —i 15 -g 50 e 10s

file.txt nunefie n1sldeuaUnsalSudyaia NguANd 1575.42 wnneldsed 09 1576.42

N899 939AuD 1 winedsed iuadeyann 1 3undl Mawmwens 50 uarszeiallunssua

10 Fun#t wiewvimstuiindeyaluguuuulng it lnedeyanelulrdfedeyamasdygauiiey

Auian warlumsinanasuvesdyyrudeyaanasuvesdyaamaiunsaesnwuulusunsaln-

neunldlunmsdwhaunssuteyaanasudyaalangun 3.6

PS

3D.py * X

sdr = Rt1Sdr()

sdr.sample rate
sdr.center freq
sdr.gain =

n
v
»

samples = sdr.read samples(256+~1029)

Text.file = open(”/home/pl/Desktop/Data Specturm/RawDataSpectrum/"+name Text, "w+"

np.savetxt(Text file,samples, delimiter = *, ')
Text -file.close()

sdr.closef)

psd(samples, NFFT=512, Fs=sdr sample rate/ie6, Fessdr.center freqg/let)
xlabel(‘Frequency  (MHz) ")

ylabel('Relative power {dB) '}

savefig('/home/pi/Desktop/Data Specturm/Spectrum/ +name _graph)

U7 3.6 WWsunsuiutoya wasnmanasuvesdoyayiod

91n3UN 3.6 TWsunsulusunsy aziudeyaaiunady Ngiuaiuiinansil 1575.42

WINNELETATYIIMIIAINUDINAMUDNANT 2.4 LUNNLLFITAS Laednaauene 50 W3 auNIiunn

Joyaaiunasuluguuuulng txt wazamaUnasuvesduaa Ingvoyan

[

anusauanslasgun 3.7

Aednyay s wazal

Unnsu
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® @ BH | jcooe. Thmomn. | |rawoa [ RawDal 1L

Th Thonny.. | L1TesT [ #8120. #5220

S_1_2020-10-18.txt - Mousepad

RawData_10-12-2020_03:04:06.txt - Mousepad
File Edit Search View Document Help

View Document Help

2020-10-18, 01:35:33,| 1575420000, 1576420000, 1068000.00, 90, [23.99, -23.9! || (3.921568627456966460e-03-3.921568627450966460e-03])
2020-10-18, 81:35:34,|1575420000, 1576420000, 1000000.00, 122,|-23.99, -23.! || (3.921568627450966468e-03-3.921568627450966460e-03])
2020-18-18, 01:35:35,]| 1575420000, 1576420008, 1000000.080, 122,| -23.99, -23.t || (-3.921568627450966460e-03-3.921568627450966460e-03])
2020-16-18, 01:35:36,|1575420000, 1576420000, 1000000.00, 122,| -23.99, -23.¢ || (3.921568627450966460e-03-3.921568627450966460e-03] )
2020-10-18, 01:35:37,| 1575420000, 1576420000, 1000000.00, 122,| -23.99, -23.! || (-3.921568627450966460e-03-3.921568627450966460e-03])
2020-16-18, ©1:35:38,|1575420000, 1576420000, 1600000.00, 122,| -23.99, -23.! || (-3.921568627450966460¢-03-3.921568627450966460¢-03] )
2020-10-18, 01:35:39,| 1575420000, 1576420000, 1000000.00, 122,| -24.00, -24.( || (3.921568627450966460e -03-3.921568627450966460e-03] )|
2020-18-18, 01:35:48,| 15754200080, 1576420000, 1000000.00, 122,| -24.80, -24.1 || (-3.921568627450966460e-03+3.921568627450966460e-03])
2020-16-18, 01:35:41,| 1575420000, 1576420000, 1000000.00, 122,|-24.00, -24.( || (-3.921568627450966460e-03-3.921568627450966460e-03])
2020-10-18, 01:35:42,| 1575420000, 1576420000, 1000000.00, 122,| -24.00, -24.( || (3.921568627450966460e-03-3.921568627450966460e-03])

(-3.921568627450966460e-83-3.921568627450966460e-03])
(-3.921568627450966460e-03+3.921568627450966460e-03] )
(-3.921568627450966460e-03+3.921568627450966460e-03] )
(-3.921568627450966460e-83-3.921568627450966460e-83] )
(-3.921568627450966460e-03-3.921568627450966460e-03] )
(3.921568627450966460e-03-3.921568627450966460e-03])
(-3.921568627450966460e-03-3.921568627450966460e-03] )
(-3.921568627450966460e-03-3.921568627450966460e-03])
(3.921568627450966460e-03-3.921568627450966460e-03] )
(3.921568627450966460e-03+3.921568627450966460e-03] )
(-3.921568627458966460e-03-3.921568627450966460e-03])
(-3.921568627450966460-83-3.921568627450966460e-03])
(-3.921568627450966460e-03-3.921568627450966460e-03] )
(-3.921568627450966460e-83-3.921568627450966460e-03] )
| (3,921568627450966460e-03-3,921568627450966460e-03] )
! (3 921568627450966460e-03-3.921568627450966460e-03] )
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3.2.1 gUnsalsunuYlln SMA-Battery Jammer

sUf 3.21 gunsalsuniuwiln SMA-Battery Jammer [12]

A13nT 3.1 anaudivesgUunsalsuniuyiln SMA-Battery Jammer

maslun1sanev AC adapter (AC 110-240V DC5V)
W 1w
maslunvds 24dbm
NNA9EN0DNYDIAY Y 3dbm/30Khz(min)
NOIHLDIAN CDMA/GSM ,DCS/PHS/3G/GPS/WIFI
LEN®INA 3 Antenna

30



1397 3.2 avnvesgunsalsuniudyaawiln SMA-Battery Jammer

31

Type Output port Frequency Radius range
GSM/CDMA 896-960 MHZ 0.5-15M depending on the mobile
Type A 3G 2010-2070 MHZ | Service provider’s Network condition
DSC/PHS 1800-1920 MHZ
GSM/CDMA 896-960 MHZ 0.5-15M depending on the mobile
Type B GPS 1570-1580 MHZ | service provider’s network condition
DSC/PHS 1800-1920 MHZ
Type C GPS 1570-1580 MHZ 5-25 M

Power supply : Ac220V-Dc5v

Built-in Battery: 1500mA/h

3.2.2 gunsalsunuiln Non SMA-Battery Jammer

g‘U‘ﬁ 3.22 gunsalsuniuila Non SMA-Battery Jammer [13]

15199 3.3 AavauTRvesgunsalsuniuyiln Non SMA-Battery Jammer
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3.2.3 Raspberry Pi 3 Model B+

5U#i 3.23 Raspberry Pi 3 Model B+ [14]

915197 3.4 AaaTAves Raspberry Pi 3 Model B+

Features Raspberry Pi 3 Model B+
Processor Broadcom BCM2837 Processor Quad core A53 (ARM v8) 64-bit SoC
Memory 1GB LPDDR2 SDRAM
Bluetooth Cypress BLE chip 2.4Ghz/5.0GHz IEEE 802.11ac
Features Raspberry Pi 3 Model B+
Ethernet Gigabit Ethernet over USB 2.0 (300Mbps max)
USB Four USB 2.0 ports
Connection GPIO Header 40-pin
HDMI 1 x full size
. MIPI DSI display port, MIPI CSI camera port & 4 Pole stereo output
Yideo and composite video port
H.264, MPEG-4 decode (1080p30). H.264 encode (1080p30).
Multimedia
OpenGL ES 1.1, 2.0 graphics.
Storage microSD card slot for loading operating system and data storage
Power USB connector for 5.1V / 2.5A dc




3.2.4 RTL-SDR dongle
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5U71 3.24 RTL-SDR dongle [14]

31971 3.5 AniaTRves RTL-SDR dongle

frgpnudlunisine 100KHz to 1700MHz
ANUAUNLYDIDUNS 50 Ohms
180) Metal
wnasaelu 4.5V USB
ekl SMA female

33



3.2.5 Server

34

5U#l 3.25 Server [15]

M1379% 3.6 AANURvY Server

CPU Intel® Core(TM) i7-10700 2.9GHz, 8 Cores,
16MB Cache
RAM 12 GB 1333 MT/s DDR3
BOARD ASUS P8768-V LX Intel Motherboard LGA 1155
Z68 SATA 6 Gb/s and USB 3.0 ATX Intel Z68
ATX DDR3 2200
HDD 2 x 1TB 7.2k Entry SATA 3.5in
POWER Cooler Master Power Supply 500W
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3.2.6 nass NWC-500

.

SUTl 3.26 ndes NWC-500

AN 3.7 WARYA18ALLRENYDY Nand NWC-500

Resolution 1920x1080 Full HD

5 Megapixels up to 50 megapixels

Video mode : 24bit true color

Frame rate Image focus : 5cm to infinity

Lens Lens Specification : 5P high quality Lens

Interface USB interface : Driverless USB2.0, support USB1.1
Info noise rate Noise signal ratio : greater than 48dB(30F/s 220LUX)
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Power signal at different distances of GNSS(L1)
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Inside
GNSS

JammingDetector

of the interfere fevic

Global Navigation Satellite System (GNSS) is wildly used in position navigation and time such as exploration, military, aviation, navigation, and time
identification. However, the GNSS signals are disturbed from the jammers which aim to disrupt of misleading the positioning. Although there are
many jamming detection methods, most of detection methods are quite delay. Therefore, in this paper, the real-time jamming detection is
proposed by using the signal powers from Signal Defined Radio (SDR). The proposed jamming detection not only detect jamming occurrence but

also estimate the position of jammer via Fris equation.
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Absraci— Global Nowigatgon Satellite System (GNSE) fs
wildly msed in posifon navigodon and tme sueh as exploratgon,
military, aviation, navigadon, and gme idengffraton. However,
the GNSS signals are nnavailable from the jammers which aim o
disrupe or mislead the posifoming. Current jamming detection
methods, do mot estimare ihe disiance from jommers has store
specirum images for later remrieved. Therefore, in this paper, the
reni-fime jomming detection & proposed by msing dhe signal
powers from Signal Defined Radto (SDR). The propesed jomming
derecrion mor only detecy jamming occnrrence, buf alse estimare
rhe posidon of jammer via Frifs equation.

Eapwords—GNSS, Jamming derecion, Frifs equation, SDR

I INTRODUCTION

Glebal Mavigation Satellite Systemn (GNSS) jammers are
the zmall portable devices which tranmmit the mterfarence
signals to the GNSS recervers with the goal of misleading or
dizrupting posthoning. Most aften. the Posiion, Navization
and Tmme attendance (FNT) service are affected from
jammers. As a well-koown example, the jammer from a track
drver dismapted  the GINSS5  reference  stabon  of
Newark Liberty Infernational anport, UUSA [1-3]. At present,
GNSS jammers pose 3 major threat to GISS users. Hence,
jamming detections are mitigziions peed to be solved.

We can detect the jammmmg using the GISS parameters
such as mgnal-to-poize rano (SNB) and power spechum
denzity (PSD), which are fluctnated sizmficantly by jamumers
[4-5]. The jamming occwmrence 15 considered by the
companson of abnermal parameter values with threshelds,
which can be obtamed by the probability of those parameters
without jamming.

As jammers are illegal werldwide, the position estimation
of jammers 15 important for legal proceeding. For thus reasen,
the estimated jammer position 15 proposed m [§], however, it
can only be uzed mn some jammer detvices.

In this work, we study the mmpacts of two types of
jammers, commercially avalable, m example, USB GPS
signal janomer and portzble mebile signal jammer. Moreover,
the jammnung detection and estomated jammer posihon basad
on the use of SME and PSD are presented. Both parameters
can be estimated and collected by the Software-Definad
Radioz (SDR) on a Raspberry Pi board as shown m Fig 1.

Thailand Bangkok 10520
email : wand phikenit]. ac th

Thailand, Bangkok 10520
amail: 62601007 dkmid ac th

There et of SDR systems are used together for data

Processng.

Fiz 1. Orerview of the janmming detection system

In the fisure, after collectimg GINSS parameters, the
thrasholds from the mean of SMNE wathout jammung ars
astimated for jamming decision pwpose. When jammimg
occwrence 1= detected by the sy=tem the distances betwesn
the potentizl jammer and each SDE are caleulated by the Fros
squation. The spectrum imazes are also stored in the database

The rest of paper 15 orgamized as follow. The mgnal
model and mpacts of jammer are Shown m Section II. Then
the theory, experomental setup and results are presented
Section III and Section IV, respectively. Fimally, we
conclude this work i Section V.

II. SIGHAL MODEL AND IMPACT OF JTAMMERS

A Modsl of received signalz

The received signal ¥it) at the SDE recerver can be can
expressed as [1]

¥(t) = alSea (£) +n(e)), 1)

where 5, .(t) 15 the GNS5S signals. o 15 gamn of the SDR
recetver and 1it) is the additrve white gaussian noise.

The recerved GN5S sipnals are converted to digital form
at sampling ime (T;). Then the sipnal model can be remmiten

as

¥ln] = alS.z[n] + nn]). [}



B. Impact qf jamming

In this work, the SNE and PSD are considered for
jmmgd&emﬁeﬂmlsuﬁmmﬂns&pmm
are shown m Fiz 2 and Fig 3
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Fiz. 2. (a)mﬁhlmM]mmg{b]mMngm
USB GPS sipmal jammer and fc) Pariable mobile sigpal jammer
respectively.

Figare 2 zhows the SHE when on jamming and non-
jammmg. The blue lins 13 the SNE that can be received with
2 meoving average The green lme 1= the nen-jamming
thresheld level its SHE. level 15 -23 dBm. In Figwe 2 (a) the
SNE hne recerved without jammimg 1= at the same level as
the green lne In Figures 2 (b and c) when the distznee
between the recerver and the jammer 1= the same_ the recerved
SNE value will greatly rmse from the non-jamming SME. by
compares with the green line.
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Fiz 3. (2) The PSD withour jamminz, (b) The PSD with jamming from
USB GPS signal jammer and (c) Porable mobile sipnal jammer
respertively.

Fizure 3 zhow the PSD values of the received 5|gnals
without and with jamming, respectively. In the non-jamming
case, the PSD) has only one peak at 157542 MHz in Fig 3(z),
wharea_. the miznal spectra with jammung from USB GPS

signal jammer have peaks at several frequencies in Fiz 3(k)
and the signal spectra with jammunz from Paertable mobile
s1ignal jammer have a frequency interfarence range in the foom
of a sine wave m Figdic)

I, JAMMING DETETION

A, Jamming decizion
Jamuming detechon in base on 3 binary hypothesis testing
of the hypothess
Hy = non — jamming
and 3
Hy : jamming

where Hyand &, ave the null and alfemative hypotheses.

Let SNR, and psyg, be the received signal-to-notse ratio
by SDE. and mean of SME. wathout jaomme, respectively. To
detection the januming, the thresholds (T,,) are obtamed by

In = Meyp, + ‘Eﬁ.\'mc, . @
where Jeyg, 15 the standard deviation of the normal recerved
SHE [T].

Then the jamoume dacision (&) 15 establizhed by

g [Ha: SNR, < T,
= lH,: SNR, > T, (5

B. Friis egquation

The Frus Equation is used to determine the distance
betwesn jammer and SDE recetver. Let B be the recerved
power siznal then the Friiz equation with jammuns signal 15
obiained by
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i
B = BI"™+G)"™ +G, + 2Dlog(—).

4md

where B/®™ is the power signal of the jammer, G/*™ is the
jammer gan G, is the gam of the GNSS receiver, A 15 the
wavelength (in meters) and d 15 the distance between jammer
and the GNSS recerver(meters).

IV. EXPERIMENTAL SETUP AND RESULTS

In this research, SNR and PSD values with and without
jammers are collected by the developed SDR recervers. The
properties of those devices are shown i Tables I to Il

are stored with the SDR recervers. The storage 15 drvided mto
two formats according to the jammer types. Furst, the SNR
and PSD wath the portable siznal mobile jammer: are
collected. In the experiment, we set the receiver gain to 50 dB
with a bandwidth value of 1 MHz and the distance between
the portable jammer and the SDR recervers as 5, 10, 15, 20,
25, 30 and 35 meters. After word, the USB GPS signal
Jjammers are enabled to store SNR values and spectrum when

the distance b and are3,6,9.12,15
and 18 meters.

Tables IV and V show the means of the SNR without
and with USB GPS j portable signal mobil

Jjammers, respectively.

TABLEL PROPERTIES OF PORTABLE SIGNAL MOBILE JAMMERS
- TABLEIV. AVERAGE SNR VALUES WHEN JAMMED AND NON-
Parameters Values JAMMED FROM THE USB GPS SIGNAL JAMMERS
it Power Jachm Distance SR
Frequency ranzes CDMA/ GSM, DCSPHSAG/GPS ¢ (meger) (dBm)
ower supply AC adapter (AC 110-290V DC3V) é“‘“"“;— 6"“
6 0.3
Bl £.78
2 ]
5 .38
8 -12.77
TABLEV. AVERAGE SNR VALUES WHEN JAMMED AND NON-JAMMED

FROM PORTABLE SIGNAL MOSILE JAMMERS

b Sy O n i nce QR
g4 Animize ofdie portable sizmal mobile jammers (Cel _Deter) B
[ hour jummer B
TABLEN PROPZRTIZ: OF B CPS S1G°AL TANSSRS 50 ? Z
Parameter Values 5 147
Outpat Power Haem 0 -10.69
Oupatport CP5Baau = o
Power supply DC5VO35A 35 -13.6;
£ 15
45 -20 34
50 -2120

Fig. 5. An image of the USB GPS signal jammers (GW-1U2)

TABLEO. = RTL-SDR DONGLES (RTL2832U) nevice
CHARACTERISTICS
Parameter Values
Frequency Range 100KHz to 1700MHz,
Input Impedance 30 Ohms
Power supply 45VUSB

Fiz. 6.

To detect jammmz and ;
the SNR and PSD of GNSS siznals without and with jamming

SULC

RTL-SDR DONGLES (RTL28320)
A h ~ 1,

Then the jamming detection threshold 15 established by the
mean of SNR. 1n each of the distance in Tables IV to V. To
detect 2 jammmeg. the algorithm of the jamming detection
system 15 shown m Fig.7.

S
'
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=4 2
el Y gl e
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k ! -
& LA o
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Fig. 7,' B-bckDiagam;fja'mmdemcﬂma}gm
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Fizure 7 shows the jammwanz detechion program, wihach iz
mitiated by recerving the SWE from the SDE. Then the
jamming decision is made based on the thresheld. In addition,
we recheck the mmtal decision together with the bandwadth
of received signal. If the bandwidth is not swept, the system
decides that the jammer iz not actvated. The emors of
jammng detection are shewn m Tables VI and VI,
respectrvely.

TABLEVL.  ERRORS WHEM JAMMED FR.OM THE USB GPS
SIGHAL TAMMER. AT DIFFERENT DISTANCES
Distance Error
(meter) (*8)
3 6.72
[ 941
[ 1413
12 1930
15 059
18 51355

TABLEVI. ERRORS WHEN JAMMED FROM THE PORTAELE
GPS SIGNAL TAMMEFR_ AT DIFFERENT DISTAMCES
Diistance
(meter)
3
10
15
a0
25
30
33
a0

50

From the Table VI and VII. the mamimum emor 15 about
51.55% at the 15 meters whereas the minimum error 15 about
6.72% at the 3 meters with USB jammer. Moveover, the
minmnurn and maxemum errors with portable jammer are
about 4. 25% and 62 43%, respechvely.

After fimiched deteetion, The jammer location 15 estimated
from the distance between the jammers and the three SDR
recervers. The distances are estimated from the simple Frus
equation. If jammomg 15 detected, the circles with a radms
equal to the caleulated distance sy=tem are establish as showm
in Figure 8.

—i—

Fig. 8. The estimation of the jammer location.

From Fiz.8, the red, blue, and vellow circles represent the
estimated distances between the jamumers and the receiver 1|
2 and 3, respectively. Then, the jammer location is
determined by the infersection pomt of the three circles.

To test the jammer posihonmg parformance, the jammers
are also moved to different location m Fig 8.

pr——
i mecEwEL

& Fucmwer )

Fig. 0. Estimarsd of the janmer location in 20 plat

In Fig 9, the blue point is the posiion of the analyzed
jammers. The red square is the real position of the jammer. In
an analysis, we found that the emrors of the jammer position
are about | to 2 meters.

V. CONCLUSION

In this werk, the jamming defection and estimated jammer
positicns are proposed. The mawximum emor of jamming
defection 1= about 31.55% at 18 meters distance with USE
GFS jammer wherezs the mummmm error 15 equal to 6.72% m
the case of the USHE GPS jammer at 5 meters distance and the
maxinmm error of jammmng detechion 1= abowt 62.43% at 50
meters distance with portable jammer whereas the minimmm
amvor 15 equal to 4.25% in the case of the portable jammer at
5 meaters diztance. In addition, the maximum error reduction
depend- on the fransmitting power of the mterfering device
that the tran-mut power is constant at different distances.
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TUsHnTu python d@wsuiurimasdeyain

import os

from datetime import datetime

path = "/home/pi/Desktop/L1 TEST"

os.chdir(path)

filename YMD = datetime.now().strftime('%Y-%m-%d S 1.txt)

os.system('rtl_power -f 1575.42M:1576.42M:1M -i 1s -g 50 -e 60s '+str(filename YMD))

lUsunsu python d@usunsinatunasu

#PSD.py

from pylab import *

from rtlsdr import *

import numpy as np

from datetime import datetime

name_graph = datetime.now().strftime('Jamming %d-%m-%Y_%H:%M:%S.png)
name_Text = datetime.now().strftime(RawData_%d-%m-%Y 9%H:%M:%S.txt")
sdr = RtlSdr()

sdr.sample_rate = 2.4e6

sdr.center_freq = 1575.42e6

sdr.gain = 50

samples = sdr.read_samples(256%1024)

sdr.close()

power = psd(samples, NFFT=512, Fs=sdr.sample rate/le6, Fc=sdr.center freq/1e6)
xlabel(Frequency (MHz))

ylabel('Relative power (dB))
savefig('/home/pi/Desktop/Data_Specturm/Spectrum/'+name_graph)

median = np.median(power)
power db = 10*np.log10(power)

max_power_db = np.max(power_db)

median_db = 10*np.log10(median)
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snr = max_power_db - median_db

print("Power Peak dB 3: ";max_power db)
print("Noise_rms_dB 1: ",median_db)
print("SNR 1: ",snr)

lUsunsu python dmsuAunasiuisvesaunsalsuniudaya o
import numpy as np

import matplotlib.pyplot as plt
import csv

import pylab as pl

import random

power Ss =[]

power Ss 1 cal =[]

power Ss2 = ]
power Ss 2 cal =[]

power Ss3 = ]

power Ss 3 cal = []

Times3 =[]
Times2 =[]
Times =[]
Distance = []

Distance2 = []
Distance3 = []

x_list 1=1]
x_list 2 =]
x_list 3 =]
y list 1=1{]

y_minus_list 1 =[]
y list 2 =]
y_minus_list 2 = []

y list 3=1]



y_minus_list 3 =[]
count =0
#Calculate Distance of Powersignal
def calculate 1(power):
if 2 < float(power) <= 15: # 3m
dis = (3 *(0.74 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 1:", dis)
Distance.append(float(dis))
elif -4 < float(power) <= 2: # 6m
dis = (6 * (-7.61 + 23)) / (float(power) + 23)
dis = '%.2f" % dis
print("Distance 1:", dis)
Distance.append(float(dis))
elif -6 < float(power) <= -4: # 9Im
dis = (9 * (-11.74 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 1:", dis)
Distance.append(float(dis))
elif -8 < float(power) <= -6: # 12m
dis = (12 * (-13.85 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 1:", dis)
Distance.append(float(dis))
elif -13 < float(power) <= -8: # 15m
dis = (15 * (-19.84 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 1:", dis)
Distance.append(float(dis))
elif -20 < float(power) <= -13: # 18m
dis = (18 * (-21.34 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 1:", dis)

83



Distance.append(float(dis))

else: # > 14m not detect
print("out of range Detect Signal")

def calculate 2(power):

if -2.26 < float(power) < 10: # 3m
dis = (3 *(0.74 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 2:", dis)
Distance2.append(float(dis))

elif -8 < float(power) < -2.26: # 6m
dis = (6 * (-7.61 + 23)) / (float(power) + 23)
dis = '%.2f" % dis
print("Distance 2:", dis)
Distance2.append(float(dis))

elif -10.5 < float(power) < -8: # 9m
dis = (9 * (-11.74 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 2:", dis)
Distance2.append(float(dis))

elif -14.13 < float(power) < -10.5: # 12m
dis = (12 * (-13.85 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 2:", dis)
Distance2.append(float(dis))

elif -16.02 < float(power) < -14.13: # 15m
dis = (15 * (-19.84 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 2:", dis)
Distance2.append(float(dis))

elif -20 < float(power) < -16.02: # 18m
dis = (18 * (-21.34 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 2:", dis)



Distance2.append(float(dis))

else: # > 14m not detect
print("out of range Detect Signal")

def calculate 3(power):

if -2 < float(power) < 15: # 3m
dis = (3 *(0.74 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 3:", dis)
Distance3.append(float(dis))

elif -4.9 < float(power) < -2: # 6m
dis = (6 * (-7.61 + 23)) / (float(power) + 23)
dis = '%.2f" % dis
print("Distance 3:", dis)
Distance3.append(float(dis))

elif -10.61 < float(power) < -4.9: # 9m
dis = (9 * (-11.74 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 3:", dis)
Distance3.append(float(dis))

elif -13.23 < float(power) < -10.61: # 12m
dis = (12 * (-13.85 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 3:", dis)
Distance3.append(float(dis))

elif -17.32 < float(power) < -13.23: # 15m
dis = (15 * (-19.84 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 3:", dis)
Distance3.append(float(dis))

elif -20 < float(power) < -17.32: # 18m
dis = (18 * (-21.34 + 23)) / (float(power) + 23)
dis = '%.2f' % dis
print("Distance 3:", dis)



Distance3.append(float(dis))
else: # > 14m not detect
print("out of range Detect Signal")
#Read txt file from Receiverl
def openfile_1(file):
for row in file:
power S = row[7]
power S 22 = row[6]
power_Ss.append(float(power S)+23)
power Ss 1 cal.append(float(power S 22)+23)
#date = row[0]
Time = row[1]
#Times.append(date)
Times.append(Time)
calculate_1(power S)
#Read txt file from Receiverl
def openfile_2(file):
for row in read _csv:
power S = row[7]
power S 22 = row[6]
power_Ss.append(float(power S)+23)
power Ss 2 cal.append(float(power S 22)+23)
#date = row[0]
Time = row[1]
#Times.append(date)
Times2.append(Time)
calculate 2(power S)
#Read txt file from Receiverl
def openfile_3(file):
for row in read_csv:
power S = row[7]
power S 22 = rowl[6]
power Ss.append(float(power S)+23)
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power Ss 3 cal.append(float(power S 22)+23)
#date = row[0]

Time = row[1]

#Times.append(date)

Times3.append(Time)

calculate_3(power S)

with open('110321/Data_Specturm/PowerSignal/L1 TEST/02-04-2021 03%3A09 S 1.txt) as
csv_file:
read _csv = csv.reader(csv_file,delimiter=",")

openfile_1(read csv)

with open('110321/Data_Specturm/PowerSignal/L2 TEST/02-04-2021 03%3A09 S 3.txt') as
csv file:
read_csv = csv.reader(csv_file,delimiter=",")

openfile_2(read csv)

with open('Data_Specturm/PowerSignal/L3 TEST/13-02-2021 22%3A28 S 3.txt) as csv _file:
read_csv = csv.reader(csv_file,delimiter=",")

openfile_3(read_csv)

mean_distance = np.average(Distance)
max_distance = np.max(Distance)
min_distance = np.min(Distance)
mean_max_min = (max_distance + min_distance)/2
deffren = np.abs(mean_distance-mean_max_min)
Time_first = Times[0]
Time_last = Times[len(Times)-1]
# calculate circle points position
def Calculate circle 1(R1,R2):

for R1,R2 in zip(Distance,Distance?2):

x = ((R1**2 - R2**2)/ 30) # (x-h1)A2 + (y-k1)A2 = R1A2 , (x-h2)A2 + (y-k2)A2 = R2A2 , (x-

h3)A2 + (y-k3)A2 = R3/2



x_list 1.append(x)
y = np.sgrt(R1 ** 2 - x ** 2)
y_list_1.append(y)
y_minus_list 1.append(-y)
print("X 1:"x)
print("Y 1:"y)

def Calculate circle 2(R1,R3):

for R1,R3 in zip(Distance,Distance3):

x = ((R1**2 - R3**2 + 25)/ 10)
x_list_2.append(x)
y = np.sgrt(R1 ** 2 - x ** 2)
y_list 2.append(y)
y_minus_list_2.append(-y)
print("X 2:"x)
print("Y 2:"y)

def Calculate _circle 3(R2,R3):

for R2,R3 in zip(Distance2,Distance3):

x = ((R2**2 - R3**2 + 25)/ 10)
x_list_3.append(x)
y = np.sqrt(R2 ** 2 - x ** 2)
y_list 3.append(y)
y_minus_list_3.append(-y)
print("X 3:"x)
print("Y 3:"y)

Calculate_circle 1(Distance,Distance2)
Calculate circle 2(Distance,Distance3)

Calculate_circle 3(Distance2,Distance3)

h list =[]
k list =[]
h_list clean = []

k_list clean =[]
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def find_threepoint calculate(x1,y1,x2,y2,x3,y3):
for x1,y1,x2,y2,x3,y3 in zip(x_list 1,y list 1x list 2,y list 2,x list 3,y list 3):
x12 = x1-x2
x13 = x1-x3

yl12 = yl-y2
yl13 =yl-y3

x31 = x3-x1
x21 = x2-x1

y31 = y3-yl
y21 = y2-yl

H#X1A2 - X312
sx13 = x1**2 - x3%*2
Hy1N2 - y3A2
Syl3 = y1%*2 - y3%*2

Sx21 = x2**2 - x1**2

Sy21 = y2¥*2 - y1**2

f = (((sx13) * (x12) + (sy13) * (x12) + (sx21) * (x13) + (sy21) * (x13)) / (2 * ((y31) * (x12) -
(y21) * (x13)))

g = (((sx13) * (y12) + (sy13) * (y12) + (sx21) * (y13) + (sy21) * (y13)) / (2 * (x31) * (y12) -
(x21) * (y13)))

C = (X1%%2 - y1%%2) - (2% g * x1) - (2 * f * y1))

h=-g

k=-f

sgr_of r=h**2 + k**2 -c

r = round(sqr_of r,2)

h_list.append(h)

k list.append(k)

print("Center = (",h,"," k,")")



print("Radius = ",r)

find_threepoint_calculate(x_list 1,y list 1x list 2,y list 2,x list 3,y list 3)

print("x1: "x_list 1)
print("x2: "x_list_2)
print("x3: " x_Llist_3)
print("y1: "y list 1)
print("y2: "y list 2)
print("y3: "y list 3)

arry_h = np.array(h_Llist)
arry_k = np.array(k_list)

result_h = arry_h[np.logical not(np.isnan(arry _h))]
result_k = arry_k[np.logical_not(np.isnan(arry k)l

print(result_h)
print(result_k)

median_h = np.median(result_h)
median_k = np.median(result k)
print("Medain h: ",median_h)
print("Medain k: ",median_k)

for x_1in result_h:
if -median_h <= x_1 <= median_h:
h_list _clean.append(x 1)
for x_2in result_k:
if -median_h <= x_2 <= median_k:

k list_clean.append(x 2)

for x in range(abs(len(k_list_clean)-len(h_list _clean))):

90



if len(k_list_clean) > len(h_Llist _clean):

k list clean.pop(random.randrange(len(k_list clean)))
elif len(h_Llist_clean) > len(k list_clean):

h_list clean.pop(random.randrange(len(h list clean)))

### plot arrow ####

arrow_x = np.array(x_list_1)
arrow_y = np.array(y list 1)

arrow y2 = np.array(y_minus_list 1)

u = np.diffarrow x)

v = np.diff(arrow _y)

v2 = np.diffarrow y2)
pos X = arrow X[i-1]+u/2
pos_y = arrow_y[--1]+v/2
pos_y2 = arrow_y2[:-1]+v2/2
norm = np.sqrt(u**2 + v**2)

norm2 = np.sqrt(u**2 + v2**2)

fig, ax = pl.subplots()
plt.figure(1)

ax.plot(-7.5,0,'N' label="Receiver 1")
ax.plot(7.5,0,N'label="Receiver 2")
ax.plot(0,8,N'label="Receiver 3")
plt.xtabel("x(m)")

plt.ylabel("y(m)")
plt.legend(loc="upper right)
plt.title('Position of USB jammer’)
plt.show()



1Usunsu python dmiunaunningiesasde
import cv2

import numpy as np

#variables

#distance from camera to object(face) measured
know_distance = 200

#width of face in the real world of object plane

know widht = 25

GREEN = (0,255,0)

RED = (0,0,255)

WHITE = (255,255,255)

fonts = cv2.FONT HERSHEY COMPLEX
cap = cv2.VideoCapture(1)

#face detector object

face _detector = cv2.CascadeClassifier('haarcascade fullbody.xml’)

# hog = cv2.HOGDescriptor() # add
# hog_class = hog.setSVMDetector(cv2.HOGDescriptor getDefaultPeopleDetector()) # add

#focal Length finder function

def FocallLength(mesured distance, real_width, width_in rf image):
focal length = (width_in_rf image * mesured distance)/real_width
return focal_length

# distance estimation function

def Distance_finder(Focal Length, real face width, face width_in_frame):
distance = (real_face width * Focal Length)/face widht in frame

return distance

def face data(image):
face widht = 0
gray_image = cv2.cvtColor(image,cv2.COLOR BGR2GRAY)

faces = face detector.detectMultiScale(gray image,1.2,3) #face detector
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for (x,y,h,w) in faces:
cv2.rectangle(image,(x,y),(x+w,y+h),GREEN,3)

face_widht = w

return face_widht

# reading reference image from directory

ref image = cv2.imread("opencv_frame 0.png")

ref image face width = face data(ref image)

Focal length found = FocalLength(know distance, know widht, ref image face width)
print(Focal_length found)

cv2.imshow("image" ref image)

while True:
_frame = cap.read()
frame = cv2.resize(frame,(600,400))
# calling face_data function

face_widht_in frame = face_data(frame)

# finding the distance by calling function Distance finder
if face_widht_in_frame != 0O:
Distace = Distance_finder(Focal length found, know widht,face widht_in_frame)
#Drawing Text on the screen
cv2.putText(frame,f'Distance = {Distace} cm",(50,40),fonts,0.5,(GREEN),2)
cv2.imshow("Test" frame)
if cv2.waitKey(1) == ord("q"):
break

cap.release()

cv2.destroyAllWindows()
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Wswnsu python dmsudsldnuvasszuu

# RunJamming.py

import os

from datetime import datetime

filename YMD = datetime.now().strftime('%Y-%m-%d S 1.txt')

filename YMD2 = datetime.now().strftime('%Y-%m-%d S 2.txt)
os.system("sudo python /home/pi/Desktop/CODE_TEST/Test file S1.py & ssh
pi@192.168.43.190 sudo python Desktop/CODE TEST S2/Test file S2.py")
os.system("sudo sshpass -p '123456' scp
pi@192.168.43.190:/home/pi/Desktop/L1 TEST/"+str(filename YMD2)+"
/home/pi/Desktop/L1 TEST")

os.system("sudo python /home/pi/Desktop/CODE TEST/PSD.py")
os.system("sudo python /home/pi/Desktop/CODE_TEST/powersignal.py & sudo python
/home/pi/Desktop/CODE_TEST/Plot_circle.py”)

old name = "/home/pi/Desktop/L1 TEST/"+str(filename YMD)

old _name2 = "/home/pi/Desktop/L1 TEST/"+str(filename YMD2)

x = int(input("Rename File : "))

filename = datetime.now().strftime('%Y-%m-%d S1 '+str(x)+"txt)
filename2 = datetime.now().strftime('%Y-%m-%d S2 '+str(x)+"txt’)
new_name = "/home/pi/Desktop/Data_Specturm/RawFile/"+filename
new_name2 = "/home/pi/Desktop/Data Specturm/RawFile/"+filename2
os.rename(old_name,new _name)

os.rename(old_name2,new_name?2)





