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ABSTRACT

The purpose of this project is to create and develop service for submission and
tracking employee’s timesheet is enterprise. The objective is to create a service for
supports submitting timesheet through the web application and LINE application to
increase the convenience of employees in the enterprise to submit timesheet. And
bring the timesheet record that all employees in the enterprise have recorded and
create an automatic monthly report for the administrator to monitor employee
performance. By using Django and Django Rest Framework with LINE Messaging API to

connect submission timesheet service to the LINE application.
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= awv aa v
NEYI LLASITUIVININY IV
2.1 nuinanineadastunisinuresueuwiindy

2.1.1 HTTP Protocol

Julnslnaeailddeansiiudumesidn (nternet) Aldlunssudstoyaseninedld
(Client) kag @53 (Server) Inanisdaan Client LU Server 1380711 NMs5a9ws (HTTP

Request) ﬁau%’aaﬂa‘ﬁ' Server paUNULTi Client 92158031 N130BUNEU (HTTP Response)
2.1.1.1 HTTP Request Method

HTTP Request Method fi® M3AMUAYAITNITTRIVE LNBTEYNITALTUNNT

° [y ) A o = aac 19 o i
ANNIUNINYINTNNINUA YIUITNNITRIVDAIFAINNN 2.1

M1319% 2.1 YAIN13UBINT5589Ua (HTTP Request)

Method pAEGHBER

GET ns¥esadaya enslilumsisdayaninu

POST Tfhilodedoyaludmsneinsiszy JsfnviliiAemsiasunlasanuzvde
KA LAEIUMTTNLIOS

PUT Tunuiiniwennstiagiuianundie niwensvesnsioselal

DELETE dmSuauniwginiisey

PATCH THiiousunasunisdautuninging

2.1.1.2 HTTP Response Status Code

FHAAAIULNIINBUNAY HTTP 53Y3In135509U8 HTTP fiszydnsanialy @

LEAAIRIAITIN 2.2

A519% 2.2 STPAanIUNISINEUNaUVaY HTTP

suddanIue | daue Usznn | 5198100
200 OK Successful | AvaUsEaUANLELST
201 Created Successful | AvaUsEaUMINANSIRALTIN1TASa

n$nennsini Taevluazidunisaeu
NAUNEIMaI91nAYD POST %3 aA
U PUT U9918N019




204 No Content Successful | LiflilanNazdsdmsuaval

400 Bad Request Client Error | 1@5Wasluid1larveLi 8991n
sunuurevaliigndes

401 Unauthorized Client Error | "llé§unisnsinaevdns” Wude
client Aosfigaudrnuit 9513
AeUAUDITISata

403 Forbidden Client Error | Client Lifi&ng i i omn Jude

LA sveyana s udsniies

=

Uiasaglinsneinsiiseswes &
LANFNRIN 401 ASIMTITNLIBTIN
Toyauszdniives client

&

404 Not Found Client Error | t@$uianflainunsnensifosne lu
WITgesvineaNdnligin URL
Tu APl 919mngA A UaeM i
AR

500 Internal Server Error | Server Error | WS Wiaswuan 1uni1saia launs1uis
IANIT

2.1.2 RESTful API

REST (Representational State Transfer) 1 ugUuuvaandnenssuvensdus A4
Uselewiarmmalulad HTTP Protocol 1l ol#lun15a$ne Web Service 4 uanldlunns
wanudsudoya degui 2.1

JSON /XML

PUT

GET

iPhone App ISON/XML

POST

CUSTOM
Params

Browser/

JSON/XML
Web

5UTl 2.1 REST API Architecture
(https://miro.medium.com/max/654/1*kdEeHKe993bASHtctK-gAw.jpeg)



REST Architectural Properties dtafinvnunag 7 8 Usenaulume

- Performance Usgananmlunislanou

- Scalability finyuaiunsalunisusuaeglamliaunsasessudiudsenoudnuauun

~ Simplicity anuSeuievesnisideudefimilousu

- Modifiability: A3ua13198l U5V UWA Bud LU EN oUW BROUANBIAINA 890157
Wasuwla

~ Visibility: nsueaiun1sieatssening Component H1u Service agents

- Portability: S1esen1slendglugiuees Program uag Data

- Reliability: avwindeiiolunisduniuaiudumailuszuy

RESTful — RESTful Web Service (RWS) fia Web Service #il#an dnenssu Rest @
RWS aug1n 1Wsuy Request Lazidnia Resource uutivlnsldynddail fvuaionld
dranth Tasfin1slineuvesszuuilld REST agaguuiiugiuves HTTP Protocol axdugly
§9 URI fifnun uas response ndusnidu Payload Tuwuy HTML, XML, JSON 3o format
5y 5 Ing RESTful agUsgneulunae Client r;j:ﬁlffhinl,ﬁu Request Resource, Server ﬁi‘ﬁ'

T9uU3n15 Resource

2.1.3 JSON Web Token (JWT)

JSON Web Token tdusinasgiuida (RFC 7519) ALdunisiamunisnisdsdoya
seminsiueg1sUasndeluguues JSON Object Tnedosafiazgndsazgnidrsiadieds
base64 LaznIIFULNLAUNT 8N1TAIUINLUUAIYE Tae JWT arursaasuinlaglyiuy
Symmetric Key aaedanasfia HMAC %38 Wuu Asymmetric Key A28 RSA %58 ECDSA

Header Payload Signature

base64enc({ baseb4enc({ HMACSHA256(

“alg”: "HS256", “iss™: "toptal.com”, base64enc(header)

“typ": "JWT" "exp”: 1426420800, +"' 4,
) ‘company”: “Toptal", baseb4enc(payload)
; ‘awesome”: true . secretKey)

1)
@ O

5UN 2.2 Taseai1aves JSON Web Token
(https://uploads.toptal.io/blog/image/956/toptal-blog-image-1426676395222 jpeg)



INFUN 2.2 uansdalaseasnareas JSON Web Token @ausenausiefiu 3 du fia

1. Header vimthiivdoyaiendanesiiuvesnisinsiawazuseinnvadnaudn
fim JWT

2. Payload vihwthiliudeyanisd19dnansiintiaedns User ID, Role vaagld

3. Signature \Judauves Digital Signature Huwiloaneiduin Inauiinnsasnsedng
gndeasell mszdmndnisuily Payload vililidnseiu Signature IniautuAvzdunly

Laila

2.1.4 LINE Messaging API

LINE Messaging APl 11 APl fil#u3nasiaelatuoUndindud of vinlid nwaun
aunsamuIven (Bot) vuladunwannesu (LINE Platform) lnguenazyinaues iy LINE
Official Account fia§stululuunuen Tnsnisaiuses Message API augnlidsdoya
sewhadsnlinesuonitasrstu fu LINE Platform sy HTTPS luguuuy JSON

Tneiloyltdeton3nunu LINE Official Account, LINE Platform agvinnisdediius
(event) s agiiugn (webhook URL) ve3uem@sniaas wazuemdiniaesazsiinis
mouaueIildnu LINE Platform fegu 2.3

YOUR SYSTEM

: / Data Bas ..
=N

U 2.3 M3¥19 %09 LINE Messaging API

(https://developers.line.biz/en/docs/messaging-api/overview/#how-messaging-api-works)



2.1.5 LINE Front-end Framework (LIFF)

LINE Front-end Framework (LIFF) {luunasvlesudmsuiiuseuiiliusnisiag LINE
Suweufivhauuuunanilosuilisoniey LIFF Tag LIFF App #1111305U%83a37n LINE
Platform 191 LINE user ID waz LIFF App awm'ﬁae{,{fﬁagaﬁaﬂdfnLﬁamauqmauﬂ’mam
Poauluwuvesly

2.1.6 AWS Elastic Beanstalk

AWS Elastic Beanstalk +4 uwﬁﬂw?mi Cloud Service 99119 Amazon Web
Services filu3nslun1ssansnisuinsiukeundindy Aldnuirsdmsunisusuldau
LazmsUSurua S uLeUNELATY uaziduus STt usae Java, .NET, PHP, Node s,
Python, Ruby, Go Wag Docker Uwl@$WLI93 11 Apache, Nginx, Passenger tag IIS

W Client damsesvold1nIf Elastic Beanstalk Application, Elastic Beanstalk 3%
nsienweundiaduniviinsusuldudn aan AWS S3 (Storage dmsuiiudeya Amazon

1A

Web Services) iadnn13AnsasvauazasAunIsnaunau aslugun 2.4

HTTP S3
*'“"'“"*'ﬁ' Sy
\ Elastic S3
Client Beanstalk Artifact

gﬂﬁ 2.4 AWS Elastic Beanstalk Architecture
(https://dev.to/frosnerd/deploying-an-http-api-on-aws-using-elastic-beanstalk-5dh7)

2.1.7 Firebase Hosting

Firebase hosting L§uu3n15 hosting d1m5utiuweundady a1nn1susengLia
(Google Inc.) ¥lwanunsausuld S uneundduilwaund uldog1959m57 Ine Firebase
hosting 9z481 hosting 7ilsiusnsng widulwduuy static wie Wudwiliusnisdmsu
wiiiu viseludiuves Frontend T



2.2 AMEIasNsUASNN Y lun1saIuI e UNALATY
2.2.1 Python

A1elUsunsu Python Aenwnlusunsursufiawmesseiuge lnegnasnuuunniviily
awansUAfieuie Tnedannududouvedasiaiauarhensalvesntwieent ludiu
yosmsulasyamdaiisdeulifuniviaies Python fnsviauwuy Interpreter Aoty
mMsulayaddsiiazussvin eteudngmheuszsmnanalineufinmesvhnunuiisifeanis
yanantun wlusunsy Python Seanunsathluldlunsdeulsunsulévarnvanedssinm
Iﬂahﬂé’aﬁ’wﬁ’magﬂiﬁmw&wwmﬂmmwﬁq (General-purpose language) Jsvildnsinluley
Aulnsnanglunanyesanslugseaulan 18U Google, YouTube, Instagram, Dropbox Wag

NASA 1dud

2.2.2 TypeScript

AMwUTUNTY TypeScript Aan1slusunsuAui R TEaAUgs Lﬂummﬁgﬂﬁmm
1191NN1WY JavaScript W3enaafe TypeScript 10U superset 904 JavaScript Tnedeilufia
Fuunfeatvany Type System saufsamant@isu q MR un1ndu 1wy Enum uas
mmmmmﬁLﬁmﬁumaqmﬂﬂmmw‘iﬁﬁmq TypeScript Tty transpiler wilow Babel tu
WAL lan e Typescript azutalaniiisndaulmdu Javascript 8nidls 34

fulalddmadnsanvhesvanunsaldelauue web browser ly

2.2.3 Django & Django Rest Framework

Django Wuriuimisudsadignwauivuntwilumeulunisinm Tnsgnesnuuuun
dielsiansnsassusiiilaldie wazanunsaviliiaunivueUndindulfodsazninginga
lauldmann1svinauiuy MVC w3a Model-View-Controller wsiuy Django 3¥gniienin
MVT %38 Model-View-Template

S — -
| Model |

User I
3 — 3

™

g‘d‘ﬁ 2.5 Django MVT Architecture
(https://miro.medium.com/max/571/0*xkfKvJPdqOg2b5HY.png)




g N3 udl 2.5 wanaliiiudalasaasnan1synauyed Django UULWIAATDY
Model-View-Template IngUsznaumediuves

1. Juma (Model) lududildlumsimunlasiadavesdoya lagldsuuuunisdeu
WUy OOP %138 Object Oriented Programming wiayin1sAnseiugudeyaluguuuures
ORM %58 Object Relational Mapping

2. %37 (View) tHudrse09n158mn15UN1550998 (Request) Miiue1umie URL i
Jldaruinng Request 1N Tngaginsdugruileitusingg iievhnsuszanananils
adreliluilesfduiug uazviims Return nadwsdsluds Template sio v3oldausrufu
Django Rest Framework LﬁaﬁﬂmimaUﬂﬁUiugﬂLL‘U‘U"U@Q HTTP Response 11 JSON 38
XML

3. wdwan (Template) Wunldlunisuanswadnsann View Ingvirnisuansnaly
JULuUYes HTML

2.2.4 Angular

Angular 1w umsuidsn d@msuraslun1swauiuueUnaLATuLuUU Single-Page
App Tugumeseusien wie diuvaaiiungldnumiu

Angular gniauIuLA1 ¥ TypeScript UWkiAAYas Component-based @4y livin
aunsanmu I vieundnduladyainsanisa wazuSuruinveaiuloUndintuladie
UBNINUY Angular 3Ussneunie Aeatantueslausts Tudites Rvaglunisdnnisnis

MmauludiusnaveaivweUnaindu

Fevipbake rMetaaatn

<>

Blnowng Bliaaung

Dlrective

{}

gﬂﬁ 2.6 Angular Architecture
(https://angular.io/guide/architecture)



NFUTN 2.6 LARadelATIas19N1591197UV9 Angular 1ABLAAINININTINYBINTT
M91UU99 Angular TnguszaiuaIumeg fail

1. Tuga (Module) lu Angular azdnisuenadiuvesszuuidu module Fonin
NgModules FUauiaiiou container N5m@nvoIN1syiulime i

2. Aoulwiuus (Component) Wuduwssmsdnnsnisvinanuludiuvesmii
< a Y A ! =] a | . . I
AukaUnalaty visludiuves Template tneiigunuunisinsiowuy Property Binding fe
N3dIAIBIRILUTIN Component tUuansnads Template way Event Binding Aon1ssu

WA sadfElgnsevitul Template 1nUszananads Component

3. lawsndin (Directive) Wudaudaglunisdnnisnisiansuauy Template Ingvinis
\Wasuwlad Template wuy DOM %39 Document Object Model

4. 199318 WaTANULA NI ULINABS (Service and Dependency Injector) 1unns
Munamsaliusniskuuen Il @mnsaasns service wdasenlgdu Component 1o
Wisualounmsvinauludiunansvesiaundiadu

2.2.5 Redis

Redlis tdu In-memory data structure store #3afiiudayaluniisaiudivie

RAM Agu15avinanudy Database, Cache #%3® Message Broker

Redis finsiivArvestayalusuuuuaes key value Aon13nede kay wasiinue
value #38A19iU key uq Tauduluy binary safe Aa luis19eld value axlsidnly

sUsuunihavesteyanlusdls nousenunNazininviiowduas lnefidediin 1
key AU value lﬁqwjmﬁ 512MB

2.3 TUsunsun lglunirsnauwaUnatatu
2.3.1 Visual Studio Code

Visual Studio Code %38 VScode 10ulusunsy Text Editor Ml usi deuldluns
Wawlusunsy laginissessunisldanuuunaigssuuufuAnisme Windows, macOS way
Linux Ing Visual Studio Code gnaanuuuinlildauladneg aunsafansdiuvensiiiuiy

Warelrniswaunlusunsudulaazainsiasideduy

10



2.3.2 Docker

Docker +8u open-source platform Aldlun1swauiwarsusaundindusniag g
Docker Sut;]ﬂi]@ﬂLL‘U‘U‘U‘L!LLu?aWUENﬂ’l’iﬁmMﬁQLLEJﬂV]%JWEJ'lﬂiléjLﬁaiﬁdﬁﬂﬁiaﬂﬂil‘zijﬂ’]u g
Docker a¥sianuludnsaiznisiiassannundonluniswaundugn daindnnisineu
ARNBAAINU Virtual Machine WATBLANAT9IEWING Virtual Machine fiu Docker e Virtual
Machine 1unnssrasaiia 0S wieldnuuay mndosnisldau service lnq asdosinis

ARGFILANLANUY OS Uue uAd1msu Docker waa9zld container lun1sdiassaniniind o

2 '
= A

Fuun Wialdarudinsu 1 service NHon15tFuwinduy Tagludosidiuvas OS w1ty

al

\eataumileu Virtual Machines 8ue Aslugui 2.7

Containerized Applications

Virtual Machine | | Virtual Machine | | Virtual Machine

App A App B App C

Guest Guest Guest
QOperating Operating Operating
System System System

Infrastructure

Infrastructure

UM 2.7 uaninsiUSeusigusening Container iU Visual Machines
(https://blog.leapgio.cloud/docker-01-intro/)

Host Operating System

= = 1Y v Y 1 . =
Docker Image LT unlauAUAIaULUUIIADULNULUDS (container) §an1eluay
Usznaulumenaunduadunie Alinisfessliineldanudmsu service tue saunsingg

config A999 IFevs08ua"

Docker Container lU3gUt@liaunass @911 Docker Image 1n@Anss ialwauisald
U service NRBIN1TN image WY 1a laglu container uaag@azdnslgeu RAM, CPU,
19d config @199 LIuvesunag container 189 wagdea1u150d9 start, stop 197 container
1ue) 9neng

2.3.3 Git

Git 1Ju Open Source ﬁgﬂﬁ’mﬂﬁt’ﬂumiﬁ’l Version Control System (VCS) Wuu
Distributed tipvhnsdafuuazaiuauniaiudsuulasiintufulng Tnewdledaufiulndid
Tlusguures Git 92138091 Git Repository s‘z’fuﬁuﬁﬁwﬁagaLLazmiLﬂ?ﬁJmmawmlﬂ/\Ia‘ ik
Tanunsadeunduluinesiuln 4 neumih uavgsvasiBennsudsuitaseusasinesdy
1§ uenaniugiannsaglaianduauudle
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UNN 3

A5115ALHUU

3.1 Anwvunauuaztdyvinistunnnisitnuludagiu
3.1.1 Anwunauvasnistuiinnisinuvesesansludagiu

Tudumeuveafnvinistuiinniseuresssdnsluilagiuduiiuain
MsAnmInshnutazstuiinnsyhnuvesesdnsluiagdy denistufinnisyhaues
osAnsludlagiiuvilnenisiiasiiudufinnnsvihsusasidiou Tagsnumsfviiiuvesusas
flufirgdesmunussnuduiinnishauseainimumnaulufiniauesiuiaveveylu
sUuuratldlenasuNana xisx wagyinisaweliiugguan1stuiinnsvinauvedssdns
defifpualdsunerumesusagiuiivviiiiulddean dauasdonhnmssudoyasinie
nefilFuimun svhunemulsesnteudiotsufumshau ddunsigauassuuay
yhanulssdufeudunluuasitoutunoudy dauasruuazdosinismsaasudoyaly
seuvuassasinla i Iianugndemielividuduesandneu do-ana
yomiinau stanuiviluluudesu uay Suudliiaduusdasfu Geidamianaialy
s Memuiuiazgnindululiinifafiensaasuuarudleligndesdeudeindun
Tl

=~ ad H e ° ¢ U o an v v v
FIsN"15TURRUNITTUTINMIsTIINuTetesdnslutagdunlanardluludiedu
Juadaluauisanouland n15v9IuYeeIAnTlaNn s 199310n1539n15A15TURNNA1S

nungen Wenauwasninginsuyudluiunsdanisnisduiinnsvine fdiasuansey

'
v a

lustvestumaunsiuiinmsyihauvesesansiutigiunazuanseginly degun 3.1

12



| sinWeuniuinansvineu
1 A2IAULDY

\ 4

s N

FIMNTANTINTINT B U AWRIUIT
adluanuguaraIny

Y

(
ATIAFAUANUYNGAILATRY
! eauldAugua

v
~

‘ligneiag

< Wouansadauaya >

=

ALATUNNADYARISIEIU
tsyAfau

[ \&B%adu

JUN 3.1 amuansturaunstuinmsvhauvesesinsiutlagiu

3.1.2 Anwnassauudymvely

PNAENTURNTaINITTUnMTwetesanslulagduluriive 3.1.1 9y
iudstunsunsiuiinnsihnunigeenuazdanaitunisdanisnistiudinnisiauaeudi

woznauasruuagliTenuUsydieu LWedan

(%
Y

1. FunaunsTunnNIsvinaunvuinasluiaslagluinisnsiagsunausduiine1avin

[

Iadeyanianainusingeglusieanu

2. 9098 1 vilndesdidunaunisnsivaeusigulaedaun Felltayanifnensiaaey
o v a 1y [ L= ) o & 1o [~
Wwoz Mldasanluiun1sinnissigaunisiuinnisyinaulszanseulaslisdyu 9199y

AnenuRenanlunsnsisaeutoyatusigauld

13



3.2 N1599NLUUIASIAS19VDITZUUNTISUUTNNNITHIIUSINSTUDIANS

szuutufinmshaudmivesdnsiinguszasdifeudtyvivesmstudinnnsviinu
yostiniannvendnslussdnsidvinilunsiamuwendwsliiuandunsfuusimddy
gty Wnstufinnmsyhaudanguuazasangadu ilidoyanisvh euiitufindanly
SPUUIANNYNADY aAATtUTANIINTINEBUTDLANITYI UL ALATEUULAYYIUR LA TEUY
ad991snunsvheulsssideuldinetu Tnessuutiufinnisvhaudmivesdnsanunsous
ponu 2 @uvdng el

v g ¥

3.2.1 d?uﬁﬁﬂﬁﬁuwuﬁﬁum%ﬂu (User Interface)

v
< | A a ! v 4 = [ ! d' 4 « & = ! a -
Judndesenus ldanuniaidudiungdldnuteanudues dludiunfaneiy
Aldnuresszuutuiinnisieudmivesdnsanunsowtaldilu 2 du fe

1. Auueundindunistuiinnsvinnu Useneusmediniuseundndud miuglda
vild (e, dniannsensivnslussdns) amsatuiinnisyhuvesnues fvunsta
ufinuesiuiinveueg way Aamunnstuiinmsitouvesautesld, Huweundindudmu
v fuiamneenduas wilourvdmveslivaluusazimiudinyesmsaysiinistuiinns
yhauuaznsAnen s uesimiase i Tinulesguasuinveusy uas

Suueundndudmsudquaszuutufinnsvinny fasassuutufinmsvinuaunse

AnnuNTIUR LA IRN1TTBNANENYDITEUY LagET9BNUYTEdneu

2. waunaadulal Usenaumigdiuvestasnsnuaaaunandulay was
Jukaunaladunsassunisvinaudluteswsnyasenndwdula dmsugldlunsduninng

yMulseItuLazLAlvundaanisTunnlulasiu

=

3.2.2 dauvimdnUszudanadoyan lasuuianngd lduasfndafugiudaya

(Backend Server)

WanduULumann13ves RESTRUl APl Taeld Django wa Django Rest Framework
dedenseflinudrdussuugudeyauasUsssnanateyaisuinangldneudiazsinisds
wardufindeyaturadugiutona dielvszuuannsnsesfunisuimsanadesna
Suneunandu uavddudniazuseneulumeweianag fai

1. wosiawan (Main Service) Wuiwesiansmwesianafiviuiniasiuline i
Inenthiveswesiandnfevimtiiisesiudiiuvveslayaniamnnisailiintuuudiuveaiu
weUndiatulaense uazsesiudiiudeyadinlatvenwesia

2. latlueniwesia (LINE Bot Service) wihisessusiiudayanseingnisaininiy
vuseundintulal udwihnmsdsleyanldsudwioliiuwesiandniierinnisussinanadoya
soly
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<>

AUTHENTICATION SERVICE

WEB APPLICATION MASTER DATA SERVICE
- - T e
TIMESHEET SERVICE

MAIN SERVICE
TODO SERVICE DATABASE
(000 ammm ]

API

{o}

API GATEWAY

—@m— §—

@ LINE BOT SERVER REDIS CACHE CELERY WORKER
—>
LINE APPLICATION I—‘ igl

BEAT TASK

5UN 3.2 nnsiunsyiinuresseuutuinnsyinnua msuesdns

INFUN 3.2 Uaeedanmsunsinvessruutuinmsvinaudmiuesdns lnguans

fan1sindedalsiuvainisvinauluszuy Feaziludruvesivwaunamdunay ludiuves

a o eal & Aa o v o Y Ao v ] v o2 o | a 1w
weundiatulaunidudiunaadugldvimihnsudeyasneqaingld Fans 2 Yamnsasinseny

szuuNIun APl Tngludruduneundwdussiludiuveaeasiandn (Main Service) Fan1elu

LWSIANANLLLYD T AL DA N IAUINITAILVTNALENAIUAUY TIUsENI5ANY

ga o [ a Q‘ Y = . B . o v a
LEBTAIFAINTUNIINTREDUANTNI5LUN09 (Authentication Service) MU
AIMTUNINTIAADUANTN LTI N TNINTANIVRITEUU MSIUNETEUY WAENT
awmssultsruvudnsuntnau

éa . o o W [ v o . ° Y ao
LYBIITAINIVANNTAIANTTVBYANEAN (Master Data Service) MNUINAIANIT
ToyananvedsyuUTUANNITIINY dmSULguasEUY
a3 IaF1MSUIANITNUNADI (To-do Service) YNNUNNIANITTHAVDI9UT
NUNIULIALAUSURRYDU
B sIadInTUIANITNISUUNNLIAINISNI9IUY (Timesheet Service) ¥Iutng

IANITIUAIUYDINTUUTNNAITVINY

wazdndlumdlIuvednaUnaLAtulad i ddr1uvasladveni@swiias (LINE BOT

SERVER) inae 3833 udiiuiniamnnsalfbaruseundadulad lngviminnsudiiu

wnnsadumaeundintulal ladven@siiesagyihmsindedueiananivevinnisds

Toyaluuszaianasie iedstomnulumldnuwuudseariulumgldam Ineldgudoya

VUNUIEAUTT (RAM) H1UN19 Celery Worker uaz Celery Beat Tun133nnnsaiiutuy

DRLUIIR
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o aQ o [ a Q‘
3.3 N1599NUUUNISIINUVDUYDSIFAINTUNNITASIAEDUENTNISIIDS

RS IAEMSTUNIINTINEDUANTN1919189 (Authentication Service) L utwasIanyin

miAgaiunsasRasudnsidnfeseuy msamegidsuainedaddmiudngseuu Mg

Y

JPUU Uag Innsnenfuifgriunisiifgiudeyaresgaiianiefeuiigesiauuagyinny
3.3.1 msameideu
3.3.1.1 M3RNKUUNTTINIUYasiiaasnisameileu

a 2 A s o ) v o8 v & v o Y v Y
nsamzileuduilivesdmiuligldnunadndmuiasimihianansoeass
U N Yo o v o = ° = %] & a o vl s
panlddnsuhgsyuutuiinnsihanuieldnuiuseunindulalaglidiuavesesanslu
LAZEATNIRANIUTDINULDY LAUN1389netTeUzLUININUTEANYDINTNIIUTE 2 Uszian
A ninauAunal (Full-Time Employee) wagwiinaudaaning (Outsource Employee)
Fansamgilsuveandnauifunaiiuszdesldsiandnauuwagdinavetesnnslunis
amzilou wandnaudygrastuaglulisiandnaunsiunisasmzideurasntinaudeyg,
eagldre-unanalazBiuavasesAnsiunisameilen Aagun 3.3 uay 3.4

'
v a

LazyinIuLeIlIRs M Taweideuasinissudilaya Lavanunisalds A
wuandlunesn 3.1, 3.2, 3.3 uag 3.4

Web Application | Register Full Time Employee API. | | Database

: Register(employee_id, email, password)

4

Validate Employee in Master Data(employee_id)

4

Return resuit validate

Create Accouni(email. password)

Return create account result
Return Create Account Status S T e e L L e e e o

U7 3.3 Sequence Diagram ¥89n15aazt e ugaIniinaufiua
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Web Application

Register(name, surname, email, password)

Register Outsource Employee API

Return Create Account Status

>»

Validate Employee in Master Data(name, surname)

Database

A 4

o

............................................. L]
'

Return result validate

Create Account(email, password)

A 4

I

Return create account result

............................................. L
'

5U# 3.4 Sequence Diagram ¥84n13aanzLdguveaninaudayayi1dng

A15°99 3.1 uansdoyadmsunisds Request iiundameiianisameidouvendnauiy

L7981
Field Name Data Type Section Required Field
employee id string body Fudu
email string body Iy
password string body Fudu

A15199 3.2 Uanateyad niuni1sde request 1 ndaresianisameilouveanidnau

GRTTeORN
Field Name Data Type Section Required Field
name string body Fudu
surname string body udu
email string body Fudu
password string body udu

A19149% 3.3 Lans Response Data vodiaiian1saanztieou

Field Data Type Description
status_code number lvanIUznITaIzLieu
detail string S18agPYnan UL N1TaZITYU

17




M15199 3.4 wa@ng HTTP Status Code wau9a53@nN15ames ey

HTTP Status Code Description
201 (Created) syuuvhnstuiinmsamedeudisa
400 (Bad Request) LAnUaRANAA

3.3.1.2 nMseannamalinvasiliaes

nmsamzidaunuinisviauesnidu 2 dfediureminanuiuiaiwar
duvesminanudyaning dedudeyanngléiunnsiulagdveminnuduinaiagii
nsfudayasiantdnay 8luaseAng uagsviany ﬁauwﬂ’m’]ﬁ'@@ﬁ’mzﬁﬁmi%’u%ga%a
ana Bwasadng uazsariy Jadleldiutey audiseunagihnsnsvasuteyavesilian
gutayandniniveyarlveylugiudeyavetesinsvseli slifissuvasyinisudaioudls
TiAnsioauaszuy widildeyailfedluguteyaueiesdng szuvazvinnsnsivaoudidily
lumsamulsuinduduavesesdnsuseld 5’1%%@@@’1’@&%@%mzwﬁ%ﬁwmia%ﬁaﬁzﬂ

Alilaenniuteyavesildlugutoyandn Aaguil 3.5

< wiingudunam <€

] ~ ,’/’,

nsanuaya |

1

A W W Ayt '/ (
|
|

nsaniaya

a, ana, aua, s [ sdandney, A, sia
v
P s i
ATAsautanauaNiingIw W [ i e
3 : ———> udsdaubinudayatuszuy

Tugrudana >

fuuadnanisindedayanasiiod

i

|
asaadnldleaynAutdayanineiuluy
ERUYBHEY

l

5adu

JUN 3.5 WHUAINSYNUYeIN A T UYBIN TN N UANLIAT

18



332 msidgszuy
3.3.2.1 MIANLUUNTIIUYBIHIRa TN sIdIgszuy

Soflddesmsazidnfminensvesszuy {ldasdesninsiingszuunewile
N15v8 json web token (wt) lunsidnfiansnensvesseuu lnenmsiingszuvagldteya
Suwanazsiarnuiildamedouly Tnodleddszuvdisadliaslésulne 2 viia fio access
token 1dulniaudmsulaldlunisidndwmsneinsvesszuu Aagu 3.6 uaz refresh token
d1m3unnsve access token Inianszuulaglifoadigszuudnass lnsorgnsldauves
access token f91gmsldaru 1 s dauergnisldaunes refresh token fiongnislaany
17y piag 3.7

LaEN1TSUAIURYATDIYDTIANITUNG TLUULASNAG NS VL UAAIRINITI 3.5, 3.6 hay
3.7 MUAY

Web Application Login API | Database

Login(email, password)

Y

Verify Account(email, password)

’[ Encode
le Return access token and refresh token Usernformation

Return tokens

5U# 3.6 Sequence Diagram %04n15:47858UY

M19197 3.5 Uansdayadmiunisds Request 1Wandugaiianisiigssuy

Field Name Data Type Section Required Field
email string body udu
password string body uu

i sa Y
M1919N 3.6 LLAR Response Data SUE]\‘iLGZIE]’ﬂaﬂ’l’iL“U’lQ%UU

Field Data Type Description

email string SiavasyTi
access token string Inpudmsuddmsneanslussuy
refresh_token string IAUAmMTUTD access token Tul

19




M13199 3.7 Uang HTTP Status Code vauwaiiansiingsyuuy

HTTP Status Code

Description

200 (OK)

hdszuudnie

401 (Unauthorized)

a b=} tY 1 1 k4
amamawamulmgﬂmaq

Web Application

Refresh Token API

(refresh_token)

Y

Verify refresh token

Return access tokens

g‘llﬁ 3.7 Sequence Diagram 9840138 access token lagld refresh token

MNITUAITRNATRIYRTIANIIUS access token Mg refresh tokenuagnadnsazuans

A9M15749 3.8, 3.9 Lag 3.10 ANNaINU

A135199 3.8 wansdouadmMIUNITEY Request 1UNENLBBTIANTUD access token A3

refresh token

Field Name Data Type Section Required Field

refresh_token

string body udu

A15199 3.9 LaRS Response Data 909l9039@N15U0 access token A28 refresh token

Field Data Type Description

access_token string Inaudnsutngamsnenslussuy

M15199 3.10 wana HTTP Status Code 1899853801598 access token A28 refresh token

HTTP Status Code

Description

200 (OK)

28 access token #1159

401 (Unauthorized)

Inauliigndewsenunee

20




3.3.1.2 mMseennamalinvesiliaes

devhmadgszuudldasdesnsenduasiariwiliameideuliifieidg
szuv Tneifleglénsenduasiailussuvagimanneseuddindvydeglussuu
wsokl a1nsenduasiianiugniessruvIsyMsdsrulnaud miudtmSndens
Tusguy witldsguvagyhmsudsioutaiianain ddusu 3.8 uaz3yu 3.9 wanads

nsingssuusme refresh token

Busiu
=

l |

nsandaya aula, sua <

~

anadauigl o———————> 1ngsvuyidsa
=4 J4 |
= v

om0 924

}
| deAuTniaudvisundaniwmns |

)
X

CEEGI

UM 3.8 UHuRIN1SYINNUYIMsIigsuy

i
| j
T L\ a
/// \\\ 1] &
(\ﬂﬂmau refresh toker1/»4>-‘| Tniaulignsas wWiavuaaim
T _d
—~ o < J

doAuTniaudmwiuiindeniwens

l

\a5ady

JUM 3.9 UHWIN19YIN91UV8IN13VR access token 6138 refresh token
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3.3.3  N1SASIEBUANTNITLIIDININYINTHATISAUNITEUINS

nsmsaeuAns matdmineinsuarsrdunadnds asgnienldnnads
FefinsSenldiwesHanis (Middleware) §whmihiilunisasivaeudnsnisindmsnenns
fuqiigniFenideu Tnsvdaveslmaudlddo jwt USON Web Token) lulviaufiansisn
nyaaevansnisdniessuuldlaglidesdinsAuiinieuliluszuy dslussuutuiinnns
alald jwt Tnesanesiiudildlunisadsiniauaesssuuie “Hs256” @ sludiuves
payload veslymauazinsiiudoyaiiieszyfnuvesld Tagazdinmaifiv user id wag role
vosl¥iagu 3.10 wagmssudstoyavesnsmsnaeudnsnsdfmineinsuasnadnsay
WARMIAR1519 3.10, 3.11 wag 3.12 muaey

)
e | Authentication ;
Web Application Middleware | Service A

(access_token, data)

A 4

validate access token

:| Decode token and check role access

Allow to access service(user_info, data)

A 4

L( Return responsé service A result

________________________________________________________________________________________________

JU#1 3.10 Sequence Diagram 989N130333@RUAVENISIIT WS HEINTUaE TEAUNSIINDA

M13199% 3.11 uansdeyadmiunisds Request LivensIaOUENS

Field Name Data Type Section Required Field

Authorization string header Fudu

M15199 3.12 u@ng HTTP Status Code 989N15MBUNAULLDATIAABUEAND

HTTP Status Code Description

200 (OK) anansadndamsnensiisesvels
401 (Unauthorized) Ineuliigndewsenuney
403 (Forbidden) Lifavsdndminensiises

22



oo onnqas el vinsfesvenineinsainieesdaniaq asdosntu
Middleware ynaislasiilo Middleware shamagshniseudaya access token 291 header
YBINTIOIVE kaLINIIRTIRARUINAY MIAUYNABITEUUILINNTNTIAADUMINUYDIL LY
warAvsnsdndagesiatureslinounrdwioteyalufnve Natufignidon fgu 3.11

NG

l

access_token

)

s N

& i
<_@33ada1 access token >——————— > Tvau'ligneiad wianuaaty —
~ a I

l' 14
;/ =
n ~ rann \)

u asamay e ! — "D
- User & role access > mwukigneas wiavuaaiy

% . | y
> D

e

~ -

Ld@5adU

gll‘ﬁ 3.11 WHURINISYIN9IUVR9 Authorization Middleware

3.4 msaanLLUUﬂ'rsﬁwmmaaLézia%"aaaé’m%'ué’mnﬁ%’agawﬁn

Tunslivinsssuuduiinnisyiaudmsvesddndudesdivvestayandniiie
Tusnsiugldaulunstuiinnisiaeu weldlunisideuiisunsasuiudeyais iy

Guitnidun laen1sdnnisteyananazanunsadnnislawedldseauguassuuinguy

Fugesiaveyavanazliuinisteyavan 2 Uszian fe Yeyavesninaulusedng
(Resource Master Data) waztoyavesnulussdng (Work Order Master Data)
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3.4.1 M3RRNLUUNTIINNUYRLTRsIadmTudayavamiinemuluasdng

msdideyandnvesninaulussdnsdanudndulumsldlunisnsisaoudlifios
awzndeudunindudldlussinmiald Tnenisdnnisteyandnvesminauluesdns
ansavilalaedquaszuu duiuueundiadu lasgquaszuvannsafiaziiia uily u3o
Bongloyandnvesiinamilussdnsly FefeyadinanlismdeyasiaiuvestnTgly

1. masengleyandnvesninanuluesins silamednsnisinfvesguamiity
lngszuvagyimsauatayaresninauluadnsviavan fagy 3.12 uagn1ssudidoyaves
ToyananvaIntinUlueIRNIUALHARNSILUAAIAINITIG 3.13, 3.14 U 3.15 AU

Authentication Resource Master Data

Middleware API Database

Web Application

Retrieve Resource(access_token) )
g

validate access token

:| Decode token and check role access

Allow to access service()

Query Resource Master Data

Return Resourca' Master Data set format response data

U9 3.12 Sequence Diagram ¥84n13veidndeleyananveminnulussdng

€aN

M13199 3.13 uanstoyadmiunsas Request Wdsdayananveantinaulusadns

Field Name Data Type Section Required Field

Authorization string header Fudu

a Y = v LY LY L3
191940 3.14 LL@A3 Response Data ﬂ'ﬁ“UE]L‘?J']GQ‘U@Hﬁﬂﬁﬂ“ﬂ@\‘lWUﬂﬁUiu@\‘iﬂﬂﬁ

Field Data Type Description
status_code number A0UEN15VeTRYA
data Array of JSON a15isdvestayaniniuy

M13199 3.15 Uans HTTP Status Code N1svainfstoyananveantnailusadng

HTTP Status Code Description
200 (OK) vodayad5v
401 (Unauthorized) Lilasuouan
403 (Forbidden) Liffansings
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Gueu

3
Authorization Check

1o

Y

Avriayaanngrutaya

Y

o

astuyudayadriuiudua

JUN 3.13 unudanisverinfisdeyananvesntinanluesdns

3103V 3.13 Weiin1sTesvelesiavelinfateyandnueaninaIy seuuainnig
nyRasudvsnsdtemluiive 3.3.3 WensradeunsinfussusesuaIdiINsideya
o o v Y o ) A o ]
wagvihnnsihdeyailamnyinsdaguuuuieiilluanawasialy

2. msiiinvayateyandnvesminanluesdns welindnauldiduilussinsgaua
sruvadseinsiiudeyavesndnauluiidag ssuunew wiinaulnidazaiuise
amzleuiveiinldszuulasisy 3.14 uaznissuditeyavesnisiiudeyananveaninauly

DIANTHATHNARWS VLLANIAIAIGIE 3.16, 3.17 hag 3.18 ua1nu

Authentication Resource Master Data
Middleware |

Web Application Database

A2 - & — S —_—

(access_token, data)

validate access token

Allow to access service(data)

Y

:| Decode token and check role access

Check Init data in Master Data
Return Init Data J
Edit Resource
Return status and message Return Edited Resource J

i e S S e e e e B A S S B S i T S e S e e 1

35U 3.14 Sequence Diagram n1sifiudayavdnvesninauluesdng
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M13197 3.16 wansloyadmiun1sas Request Wilslayavanveaniinauluasdng

Field Name Data Type Section Required Field
Authorization string header 1Ty

employee id string body NINULHULIEAT
name string body SISV
surname string body udu
position string body Juu
level string body udu
squad string body Juu
entity string body udu
resource_type string body Judu
exp number body Taigudu
start_date Date body Taiguu

M13149 3.17 Uans Response Data NsveLindadeyananvominanulusifng

Field Data Type Description
status_code number anuznIsiuvoya
message string Fon1UaTUITENIUENILTINTRYA

M13149 3.18 Uans HTTP Status Code n1sveiinfistoyandnveantinailussdng

HTTP Status Code Description
201 (Created) Fiudeyadise
401 (Unauthorized) Lilpsuauae
403 (Forbidden) Laifidvidnta
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Budy )

l

‘ Windayawiinarulmi I4

Y

“lai
Authorization Check

ATAFAUUDYA

: o wavtiaunatianala
squad, entity, position

(_ o
I

uvinzayauaswtneulniaslu
SuLaYR f

Y

A9naunanIsiuina ]

\ 4

i a3y )

sUM 3.15 wudauanamsiiindayavanveantinauluesing

3. miunluteyatoyaninvesninnuluesing Welinsuiuilaeguiunimieiiuly
¢ P v P ° B3 @ = ) a v o
BIANTHAUATTULARARA LTINS U ludeyavaantnmuiieysudsulidutagiu

W =

S Authentication | Resource Master Data
Web Application Middleware g API

‘ Database

(access_token, data)

validate access token

] Decode token and check role access
T

Allow to access service(data)

Check Init data in Master Data
Return Init Data J
S P P e SR R S SRS
Edit Resource b
e Return status anJ'd message Return Edited Resource J

e R S e ;

35U 3.16 Sequence Diagram n1sunledeyandnvesniinaulueshns
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M13719% 3.19 wanstoyadmiunisds Request nsunledeyananvesninanlussdns

Field Name Data Type Section Required Field
Authorization string header 1Ty
employee id string body fudenn1suily
name string body Adonnisunly
surname string body Adonnisunly
position string body fudenn1siily
level string body fudenn1sunly
squad string body fudenn1suily
entity string body fudenn1sunly
resource_type string body fudenn1suily
exp number body fadonnsunly
start_date Date body Adonnisuily
M99 3.20 Uana Response Data Msufiludogavanvesmiinaulussdns
Field Data Type Description
status_code number dnuznsun lutaya
message string ToAnuesuIwanIuETu ltaya

M15719% 3.21 Wang HTTP Status Code n1sunludeyandnvesninauluesns

HTTP Status Code Description
201 (Created) wiladoyadusa
401 (Unauthorized) Lilpsuauae
403 (Forbidden) Laifidvidnta
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Busiu

l

\\
, J |
aayaniinoununta ‘4

Y

"lai
Authorization Check
l Taf

A~

- . B lai f
<& IRERERERLE] = uavifautafdanwaia
~_squad, entity, position

-

| fudinayauaswiinauaslugiu
[ FIBHEY

_ d9nuMaANTIUTA 1
L )

i
V< VA

wiiadu )

N

JUT 3.17 ururlsuanamsunludeyavanveandnauluesans

3.4.2 N1509NKUUM VIV LLRTIFA T UTaYananvasuluaedns

Tayandnvesnulussinsiliudeyaiivenfsnuniey sWavesutue Aeiuie
A0ULYRNU MAviL et Belusruuduiinnisvinnudmivesansi azlddeyandnues
Ao g P o = ° B = 0 Y a v av o v
nungegll Tumsasasaeudeyamstuiinnsihawresildnuiieliliiiadeyainlignd os
aglusyuy Gamsinludanisteyatuauisailalaggauassuusintu lnedauassuuay
ansauiiy unly waziSengaundleglussAnsle dudazarunsovilaiiesgsiansuies
Suravauegln lnsaznantwieluluideeNadmiudnnisaundesin

1. masgngleyananvesnuluesing silamednsnsinfwesguaiiiu lag
SrUUIRTIMIAuAToyaresUluBIAN TR FeUseneemeIiaYe U A3 UNeYedny
Uszinnuesnuy anueveny awanddusy 3.18 wag 3.19
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Web Application

(access_token)

Authentication
Middleware

J validate access token

:| Decode token and check role access

Workorder Master Data API Database

Allow to access service()

Return Workorder Master Data

Query Workorder Master Data

5U# 3.18 Sequence Diagram N13vedayananvasiulueAns

M19197 3.22 wanstoyadmiun1sds Request Wtstayananvesuluesdng

Field Name

Data Type

Section Required Field

Authorization

string

header Fudu

M13199 3.23 AR Response Data NMsvalinfiadayananvesiuluasnns

Field Data Type Description
status code number amuzmi"w“ﬁaﬂga
data Array of JSON 913sdvasdeyniu

M13199 3.24 Uans HTTP Status Code n1svelifetayananvesnuluaddns

HTTP Status Code Description
200 (OK) vodayads9
401 (Unauthorized) Lllasuauan
403 (Forbidden) Lifansidngs
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[ Bueu )
. ;
Y
3
Authorization Check
Qaf
Y

{ fAvrayaanngIutaya ’

Y

Ansduvvrayad i niuaue

5ady —————

J

UM 3.19 unuiananinsvedeyananvasiluesdns

2. mitiiutayananvesauluesing Wellsianulnidngauaszuvagdoniinig
WasvanulndtiudlUluszuu funadulaUnaedy 39UsensnigsiaresdIu Aesuney

PONIY USANVDNIUY d01ULUDIU ﬁagﬂ 3.20 lay 3.21

Authentication
Middleware

‘ Web Application ‘ Workorder Master Data AP | Database

(access_token, data)

validate access token

:| Decode token and check role access

Allow to access service(data)

Check Init data in Master Data
Return Init D<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>