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Asst.Prof.Dr.Surin Kittitornkun Advisor
Academic Year 2020

ABSTRACT

The “MiFile Device Development on Single Board Computer” project was created under
the name MiFile or called “MyFi”. It comes from the words My Wi-Fi and My File that represent
the identity of the device being created from the problem. The equipment must be small, low power
and sufficient for the user to be portable. The device can act as a common network device, capable
of emitting Wi-Fi signals and managing smaller connections, or behaving as a hotspot device and
can provide data storage services. Including data mirroring services from various file hosting
websites to increase the quality of use. This is to study and develop technology that people can use
easily. Until it is beneficial to perform various activities in daily life. In addition, most single board

computers are cheaper than other network devices.
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Single Board Computer

ROCK PI 4B
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GbE LAN with Power over Ethernet (PoE) support additional HAT is required for
powering from PoE

802.11 ac wifi, Bluetooth 5.0, with on board antenna

40-pin expansion header, 2 x UART, 2 x SPI bus, 3 x I12C bus, 1 x PCM/I2S, 1 x
SPDIF, 2 x PWM, 1 x ADC, 6 x GPIO, 2 x 5V DC power in, 2 x 3.3V DC power in
HDMI 2.0 up to 4k@60, MIPI DSI 2 lanes via FPC connector; HDMI and MIPI DSI
can work at the same time, support mirror mode or extend mode.

USB 3.0 OTG X1, hardware switch for host/device switch, upper one

USB 3.0 HOST X1, dedicated USB 3.0 channel, lower one

USB 2.0 HOST X2

eMMC module (Optional industrial compatible high performance eMMC module,
8GB/16GB/32GB/64GB/128GB available)

Micro SD card (Micro SD slot supports up to 128 GB Micro SD card)

M.2 SSD (M.2 connector supports up to 2T M2 NVME SSD)

3.5mm jack with mic

MIPI CSI 2 lanes via FPC connector, support up to 800 MP camera.

USB PD, support USB Type C PD 2.0, 9V/2A, 12V/2A, 15V/2A, 20V/2A.

Qualcomm® Quick ChargeTM: Supports QC 3.0/2.0 adapter, 9V/2A, 12V/1.5A

2.1.2 Linux OS
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1) Debian
. A < . . I = Aa wa
Debian #8103 Debian GNU/Linux 1131/ tyunbavesszuvlfiianis
. o 1 % A =) [ = 9 4
Linux Waun Iesnguaianadaslulasamssemeiny sadisu” Taglgnes
a d I dy o @ 9 A A 1 Y
waayngunugiulumswaun mswaulsnsealoniag aeld

Tueyana GNU wilsyneusauduiluszunilfiams

@debian

\__ The universal operating system

51 2.3 1n309%INBN5A VD3 Debian
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3) Ubuntu
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31 2.7 Ubuntu MATE desktop

2.2 Network Connections

2.2.1

2.2.2

Local Connection (LAN)
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—  Access file fip m3nsziveadlFidosnsengtoyarni3msved File manager
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33 MNTIUMIIAMINSIHONAD (Network Diagram)
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34 MINTINUINMIM3IUNVUBYA (Storage Service Diagram)
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Protocol TuMssu/dedoya
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storage W1 Transmission Control Protocol (TCP) @18 Rclone 1a® User’s device 92194 Lﬁ U
Cloud copy 1481 Directory #141% Local Storage ausarin a1 3o g n ol

MiFile Upload Yu'lduu Cloud storage &



a
unn4

N1INAADN LLAaSHaAN1INAADN

MINATOUM I FOUAD
MIsnaaaumswounaelIs LAN

41.1.1  PINATOUAIY ping
14n15%51 Network pinging vhuﬁwﬁ"q ping Uu115unsy Terminal
¥9452 01 {1An15 Windows 1ie¥1A1 RTT (Round Trip Time) 551314
m’%mﬂauﬁama%ﬁﬁmmﬂaauﬁ[qﬂﬂm‘f MiFile TAg41ABUMINATOUIZ
S llamegait

D Junif199 Terminal 196189 >ping [IP fldmaaou lunansnaassly

192.168.1.1 ﬁ§®10.42.0.1]

=1 1 Y 1 d' 9 aa
2) 1JunnA1 RTT udrvaunaslaglsnszuiumsneaan

| N7 =
C:\Users\penpi>ping 10.42.8.1

Pinging 10.42.0.1 with 32 bytes of data:

Reply from 10.42.8.1: bytes=32 time=10ms TTL=64
iReply from 10.42.8.1: bytes=32 time=12ms TTL=64
iReply from 10.42.0.1: bytes=32 time=13ms TTL=64
Reply from 10.42.8.1: bytes=32 time=13ms TTL=64

Ping statistics for 10.42.8.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 13ms, Average = 12ms

C:\Users\penpi>
sl 4.1 HANMSNATUM 3 oNARMYIHII LAN; 1AT03A0NNUNDS MINMATeUa 115D

Woudoaseenioluld reudeiuginial MiFile 18) §1naa1n “Reply from 10.42.0.1:

bytes=32 time=10ms TTL=64"
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ﬂ?ﬂwaﬂTﬁﬂﬂaﬂﬁﬂ%ﬂﬁuqﬁjﬂﬂéﬂﬂﬂﬂMTTM@ﬂﬁﬁuWﬂTﬂﬂﬁﬂUﬁWNWﬁﬂ
S A a1

A 1w 4 R Y A v 9 A =~
L%@N@@ﬂUQﬂﬂiﬂlNhFﬂe1ﬂﬂ1uﬂﬂ1ﬂﬁﬂﬂua3ﬁ1NﬂUHUﬂﬂ%$NﬂWRTTLﬂaﬂ

d' a Aaa = Y = :7 ld’ a Aaa =\ 1
YN 12 UAAIUTN Vlﬂiﬂﬂllﬂ"l RTTOGADYN 10 ¥aajuniasal RTT gaga

MINAADUAIY ARP
= cre [ 4‘ a o’d'
1/59U1NeU Mac Address Y99 MiFile 3¢ 1319125 09ABUNUADIN
o [ a 4 4
WU IMATOUNIND Mac Address 939UU gUn5al MiFile iNoAT19 e 0 U
Address Resolution Protocol NtA389A8NN AR5 NN IMAT 0L IFDUAD N
4 . 1 o o . a oA
giln3al MiFile H1UAA arp -a Uu T5UN5M Terminal Y0952 VVUHTANS

Windows

jC:\Users\penpi)arp -a

Interface: 192.168.197.1 --- ©x8
Internet Address Physical Address Type
192.168.197.255 ff-ff-ff-ff-ff-ff static
224.9.0.22 01-80-5e-00-06-16 static
224.9.0.251 ©1-66-5e-686-6806-fb static
224.9.0.252 ©1-86-5e-86-086-fc static
239.255.255.25@ ©1-86-5e-7f-ff-fa static

Interface: 192.168.56.1 --- 8xc
Internet Address Physical Address Type
192.168.56.255 ff-ff-ff-ff-fF-ff static
224.9.0.22 01-80-5e-00-60-16 static
224.9.0.251 81-66-5e-6806-0806-fb static
224.9.0.252 61-66-5e-686-6806-fc static
239.255.255.25@ ©1-86-5e-7f-ff-fa static

Interface: 10.42.8.72 --- 6x10
Internet Address Physical Address Type
18.42.0.1 6c-21-a2-41-bd-4c dynamic
19.42.0.255 ff-ff-ff-ff-ff-ff static
224.9.0.22 01-80-5e-00-00-16 static
224.9.0.251 ©1-86-5e-6806-0806-fb static
224.9.0.252 ©1-686-5e-86-806-fc static
239.255.255.25@ 01-86-5e-7f-ff-fa static
255.255.255.255 ff-ff-ff-ff-ff-ff static

3‘]] 4.2 M319N8D Mac Address ﬁ’uﬁagj IP 210 Address Resolution Protocol; N304

ABUNUABS MIUINATOUFHY mac address ¥0991/n5al MiFile d91nA91N “10.42.0.1 6¢-21-

a2-41-bd-4c dynamic”
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JInNTiNAMINALeY
A a s o Y= AR —.
1AT0INBNNAADT NN IMNATOUDI mac address ¥9I91N 58l MiFile
o 1o I 1 4 1
181119 1931 udead broadeast INO N1 default gateway 1un156B0BN

MeUDN LAN 0910 “10.42.0.1 6¢-21-a2-41-bd-4¢ dynamic
412  MINAADUMIHONAD WAN
4121 MINAADUMIBOUAD WAN WU Ethernet

4.12.1.1  MINAABUAIY ping
1911511 Network pinging #1UA19 ping D1 Ta) 50050
Terminal ¥9452UU1F1AM3 Windows tfiev1A1 RTT (Round Trip
Time) 3¢ HI19A30IADUNIUABI AL INATOUFUATOI Server

A ] o’_.d'o Y A g .
N8N 1A8 Routing H11g1n3al MiFile N1 14 Wireless
4

Y < v A
Router Gllu@auﬂ’]ﬁ‘ﬂﬂﬁaﬂ"ﬂgLﬂullﬂﬁ']NHU'J‘ﬂ'Nﬂ\ju

1) lunifve Terminal 19@1d9 >ping [IP N ldnaaen lunans
naaed 1y 161.246.34.11]

= 1 9 1 dl 9 Aaa
2) UUNNATRTT udmmannaslasl¥nszuiumniedgon

| LD ,
C:\Users\penpi>ping 161.246.34.11

|Pinging 161.246.34.11 with 32 bytes of data:
Reply from 161.246.34.11: bytes=32 time=29ms TTL=47
iReply from 161.246.34.11: bytes=32 time=12ms TTL=47
|Reply from 161.246.34.11: bytes=32 time=36ms TTL=47
Reply from 161.246.34.11: bytes=32 time=19ms TTL=47
Ping statistics for 161.246.34.11:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 12ms, Maximum = 3@ms, Average = 22ms

C:\Users\penpi>
51 4.3 wamsnATEUNISITONAD WAN AU Ethernet interface; 1A303A0N1ADS NI
NAABVENNTDFOUABIAT DU BNEUBN 1A FUANIN “Reply from 161.246.34.11: bytes=32

time=29ms TTL=47"
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%1ﬂNﬁﬂ1§ﬂﬂaﬂﬂﬂgﬁﬁu1ﬂﬂﬂﬂiﬂﬂﬂﬂNW3L@ﬂﬁﬂu1N1
4 1 ] ] o
ﬂﬂﬁ@ﬂﬁ1u15m%ﬂﬂﬁ@m%ﬁ]ﬂl'lfJﬂﬁJ‘Ll’E]ﬂTﬂfJ Routing Pﬂuf}.ﬂﬂiﬂl
R Y = v Y A g A A a ' A
DﬁFﬂe1@@1Nﬂﬂ1ﬂﬁﬂﬂua3ﬁ1uﬂlﬁuﬂ@‘Nﬂ1RTTLQﬁﬂ@QWZZ
Aa Aaa = Y- S c', ld' a Aaa = 1
Haadui 1alaslia1 RTTAIga0gN 12 Tadlufinazal RTT gaga

1A an ~
g7 30 YaaIun

[e]
f=g)]

41.2.12  MINAFOUAY Traceroute
141511 Traceroute H1UARTA tracert U1 115105 W
Terminal ¥89550UUF1AN13 Windows e udunieszninai
BINOUNIND T INNNARODALIATBY Server MoUBNTAY Routing

] 4 A & IS o A
N1uqﬂﬂia1NhFﬂemumalﬁniﬂﬂaﬂu%zn}uqﬂm1uuu3%1ﬂﬂﬂu

1) luni9e Terminal 19M104 >tracert [IP A ldnaaov luwams
nanoald 161.246.34.11]

v K 1 d’c d‘l T
2) UuﬂﬂﬂTIﬁuﬂ(hqﬁ)ﬂ?ﬂﬂWﬂ%ﬂNﬁ@WTH

rock@rockpi:/$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.1.1 0.0.0.0 UG 702 0 0 wlan@
192.168.1.0 0.0.0.0 255.255.255.0 u 702 0 © wlan@

rock@rockpi:/$ traceroute 161.246.34.11

traceroute to 161.246.34.11 (161.246.34.11), 30 hops max, 60 byte packets
router.asus.com (192.168.1.1) 2.182 ms 3.038 ms 3.250 ms
emerald.ce.kmitl.ac.th (161.246.5.254) 18.994 ms 19.084 ms 20.231 ms
161.246.66.14 (161.246.66.14) 9.407 ms 9.570 ms 9.697 ms

* % %

* % %

* Kk %

chaokhun.kmitl.ac.th (161.246.34.11) 6.339 ms 6.275 ms 6.205 ms
rock@rockpi:/$

N o EWNE

51 4.4 wamsnagoUNIITONAD WAN WY Ethernet interface 738013 Traceroute; 17309
ADUINANDI NN IMAT LA NI DFOUADIAI VN 8UDN |G FAUNADIN ©7 kmitl.ac.th

161.246.34.11) 6.339ms 6.275ms 6.285ms” 1AgMIIFDUADAIUALAAN 7 (AT DI
(

d
NI ZHNANITNAADS

v
o

[~ P2 A a A
ﬂ?ﬂwaﬂiiﬂﬂﬁﬂﬂ%3H4u1ﬂ3“ﬂi@ﬂﬂﬂﬂW3l@@ﬁﬂH1N1
4 1 1 ] 4
ﬂﬂﬁﬂﬂﬁTNTﬁM%@N@@Wﬁ@mWﬂﬂTﬂu@ﬂIﬂﬂ RmnmgWTHQﬂﬂﬁm

R Y = v Y A QA ' A 1R
NhFﬂe1ﬂﬁ1uﬂﬂ1ﬂﬁﬁﬂuaUWWNﬂKWHFW]Iﬂ81u§$W31QﬂTﬂ%ﬂNﬁﬂﬂﬂ
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= 3 ~ 1A 9 o o 9 [l o
161.246.34.11 Fudluneghlddsunadeudeyariiudinaly 7
A a ~ A o o v A a 1A
1A3041A8NA TTL MNNFANAINANEIAUN 2 UA1 TTL 087 19.084
=) an =
Haadui
4122  MSNATOUNITFOUAD WWAN W11 4G LTE
4.122.1  MINAABUAIY ping
ASNATOL WWAN 321AUA18ARIN UM NATOU
(WiredWAN 1 1d%11n15nagev ldludensuniinenissi
Network pinging WIUAT ping UU1YsuUnsy Terminal VD
520U IAN15 Windows 101181 RTT (Round Trip Time) 910

A @ t4 R b I 1% ‘;/
19509 PC NUginTal MiFile Tagvunoumsnaaousziluluasi

1) lunii19e Terminal 19@1a9 >ping [IP H1¥nagon lunans

naaoald 161.246.34.11]

2) 1uiinan RTT udaunaslagldnszuiumsnieada

rock@rockpi:/$ ping 161.246.34.11 -c 4

PING 161.246.34.11 (161.246.34.11) 56(84) bytes of data.
64 bytes from 161.246.34.11: icmp_seq=1 ttl=45 time=695 ms
64 bytes from 161.246.34.11: icmp_seq=2 ttl=45 time=294 ms
64 bytes from 161.246.34.11: icmp_seq=3 ttl=45 time=313 ms
64 bytes from 161.246.34.11: icmp_seq=4 ttl=45 time=281 ms

—-—- 161.246.34.11 ping statistics ——-

4 packets transmitted, 4 received, 0% packet loss, time 6ms
rtt min/avg/max/mdev = 280.587/395.629/695.382/173.434 ms
rock@rockpi:/$

s 4.5 HaNINATRUMII¥BNAD WAN MU 4G LTE interface; (A3 09ABNN AT N1
NAFOUANTOFOUADIAI DVIWNIUBN IR FUNAIN “64 bytes from 161.246.34.11:

icmp_seq=1 ttl=58 time=695 ms”

d
'3m51:1mamwﬂam
< Y A Aa s o
mﬂwamimam%zmullmuﬂimﬂaummamummﬂﬁa‘ummm
A ] A [ . ' 4 ere Y ~ @ Y
L“B@N@]ﬂlﬂi’m]"lﬂﬂwui’]ﬂiﬂﬂ Routing N"IL!Q‘]Jﬂim MiFile 1@@1%7]?11@143%!?17]
A d A A ~ 1A a aa ~ Y a ° 1A
MUNKUAD UATRTT (RA¥DYN 395.629 WaaIUIN hlﬂi@flllfn RTTAgABYN

280.587 fiaauinuaz A RTT gagaagi 695,382 aaiuin
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41222 MINAFOUAIY Traceroute
141511 Traceroute HI1UARTA tracert U1 T15un5 W
Terminal ¥8452ULUF AN Windows tilenudumaszninens
paneUNIRB I INNAREAIATBY Server No1BNTAB Routing

1 J R gﬂ 3 [ dy
HugUnsal MiFile Tunoumsnadovazulamuuiniedsil

1) Tunii190 Terminal 198199 >tracert [IP N 19naaeu Tuna

MInaaodld 161.246.34.11]

2) 1iuina11vua (hops) NN ¥ONABHIY

rock@rockpi:/$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 0.0.0.0 0.0.0.0 u 700 0 0 ppp0
0.0.0.0 192.168.1.1 0.0.0.0 UG 702 0 0 wlan®
10.64.64.64 0.0.0.0 255.255.255.255 UH (] 0 0 ppp@
10.64.64,64 0.0.0.0 255.255.255.255 UH 760 0O 0 pppod
192.168.1.0 0.0.0.0 255.255.255.0 U 702 0 0 wlan®

rock@rockpi:/$ traceroute 161.246.34.11

traceroute to 161.246.34.11 (161.246.34.11), 30 hops max, 60 byte packets
1 * % %

2 10.95.49.13 (10.95.49.13) 861.388 ms 871.119 ms 870.983 ms

3 ok ok ok
4 * ox *

5 % % %

6 * * *

T ok ok

8 10.95.185.150 (10.95.185.150) 1062.963 ms 1062.998 ms 1062.836 ms

9 210-86-143-218.static.asianet.co.th (210.86.143.218) 1072.777 ms 1072.533 ms 1072.171 ms

10 203-144-128-66.static.asianet.co.th (203.144.128.66) 1072.757 ms 1072.564 ms 203-144-128-68.static.asianet.co.th (203.144.128.6

1072.744 ns

11 % * %

12 TIG-Net31-212.trueintergateway.com (122.144.31.212) 894.811 ms 894.582 ms TIG-Net30-216.trueintergateway.com (122.144.30.216)

39.154 ms
13 61.19.60.29 (61.19.60.29) 49,096 ms 49.071 ms 4O.062 ms

14 node-16xq.pool=125-24.dynamic.totinternet.net (125.24.217.94) 40.003 ms 39.769 ms HS8.641 ms

15 % %
16 * * %
17 * % *
18 kmitl.ac.th (161.246.34.11) 48.561 ms 39.841 ms 39.682 ms

rock@rockpi:/$

31 4.6 wamsnaaounsIeNAD WAN WU 4G LTE interface 138013 Traceroute; 1A1304
aeufuAps NinNNadeumIIaenaoinieiun1euon |4 dunavin “18 kmitl.ac.th

161.246.34.11) 48.561ms 39.841ms 39.682ms” 1AgATIFONABNIUALAAI 18 1ATD
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1 Y] 1 1 4 a P o L4
FLHINNTLUIUMITV-A95211UATIABU IR M IMadey nazglnsl
Y
MiFile Taglunszurun1stiagyiiwiu 115105y Windows Terminal by Microsoft 18
19¥f1&9 Get-FileHash -Algorithm sha256 naz1¥A1&9 sha256sum UH Terminaly®
t4 { o a va o 1 . !
g1ln3al MiFile 17191 DUsZUVUHTANS Ubuntu vz dana 1831 Algorithm 1141
v 72 & . A A o v >
MIATId0UANNYNABIY0d Iildiuiu Algorithm ¥tia SHA MhauaIenannis
I a '
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5) JuNna IP Address N ldtoriulieuey

PS C:\Users\WindowlGPro> -Uri ('http://ipinfo.io/'+
( —uri "http://ifconfig.me/ip"). )
ip : 161.246.5.86
hostname : brass@l.ce.kmitl.ac.th
city : Bangkok
region : Bangkok
country : TH
loc : 13.7540,100.5014
org : AS9486 King Mongkut's Institute of Technolegy Ladkrabang
postal : 101060
timezone : Asia/Bangkok
readme : https://ipinfo.io/missingauth
)
PS C:\Users\Windowl@Pro> -Uri ('http://ipinfo.io/'+
( —uri "http://ifconfig.me/ip"). )
ip 1 219.100.37.245
hostname : public-nat-13.vpngate.vl.open.ad.jp
city : Tokyo
region : Tokyo
country : JP
loc : 35.6895,139.6917
org : AS36599 SoftEther Telecommunication Research Institute,
LLC
postal : 151-0052
timezone : Asia/Tokyo
readme : https://ipinfo.io/missingauth
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1) luni19e Terminal Uugilnsaivead 1y 1d1aa >ping 1P A1¥nado

Tuwamanaaoald 161.246.34.11]
A a ds! Y1 A A 1
2) ainaeuwannaru ldneunIzvIaNIroNdo 4G
o o (] o A 4
3) $189IMINYATINUVUATENY 4G AN TITUNIIABDN
[ = g‘/ 9 A
4) MmMInagaudnaTInNNTUIUMI Iudon 1
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5) ﬂ'ﬁ’)ﬁ]’c’ffJ‘UWa‘ﬂlﬂﬂﬂlul‘lﬂﬁaﬂ%']ﬂﬂl']ﬂﬂ']ﬁl‘b’f’)ﬂﬂf) 4G

PS C:\Users\Windowl@Pro\Desktop> 161.246.34.11

Pinging 161.246.34.11 with 32 bytes of data:

Reply from 161.246.34.11: bytes=32 time=13ms TTL=57
Reply from 161.246.34.11: bytes=32 time=15ms TTL=57
Reply from 161.246.34.11: bytes=32 time=13ms TTL=57
Reply from 161.246.34.11: bytes=32 time=13ms TTL=57

Ping statistics for 161.246.34.11:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 13ms, Maximum = 15ms, Average = 13ms
PS C:\Users\Windowl@Pro\Desktop> |
)

PS C:\Users\Windowl@Pro\Desktop> 161.246.34.11

Pinging 161.246.34.11 with 32 bytes of data:

Reply from 161.246.34.11: bytes=32 time=15ms TTL=57
Reply from 161.246.34.11: bytes=32 time=10ms TTL=57
Reply from 161.246.34.11: bytes=32 time=1l4dms TTL=57
Reply from 161.246.34.11: bytes=32 time=19ms TTL=57

Ping statistics for 161.246.34.11:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 10ms, Maximum = 19ms, Average = ldms
PS C:\Users\WindowlOPro\Desktop> |
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PS C:\Users\Windowl®Pro\Desktop> 161.2u6.34.11

Pinging 161.246.34.11 with 32 bytes of data:

Reply from 161.2u46.34.11: bytes=32 time=18ms TTL=57
Request timed out.

Request timed out.

Reply from 161.2u46.34.11: bytes=32 time=13ms TTL=57

Ping statistics for 161.246.34.11:

Packets: Sent = i, Received = 2, Lost = 2 (50% loss)
Approximate round trip times in milli-seconds:

Minimum = 13ms, Maximum = 18ms, Average = 15ms
PS C:\Users\Windowl®Pro\Desktop>

)

Pinging 161.246.34.11 with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 161.246.34.11: Propetis
Packets: Sent = U4, Received = 0, Lost = 4 (100% loss

PS C:\Users\Windowl®Pro\Desktop>
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PS C:\Users\Windowl®Pro\Desktop=> 161.2u46.34.11

Pinging 161.246.34.11 with 32 bytes of data:

Reply from 161.246.34,11: bytes=32 time=13ms TTL=57
Reply from 161.246.34.11: bytes=32 time=1idms TTL=57
Reply from 161.246.34.11: bytes=32 time=17ms TTL=57
Reply from 161.246.34.11: bytes=32 time=16ms TTL=57

Ping statistics for 161.246.34.11: -
Packets: Sent = U4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds: ¢
Minimum = 13ms, Maximum = 17ms, Average = 15ms

)
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PS C:\Users\Windowl@Pro\Desktop> 161.246.34.11

Pinging 161.246.34.11 with 32 bytes of data:
Request timed out.
Request timed out.
Reply from 10.66.8.49: Destination host unreachable. W
Request timed out.

% ©F

& K

Ping statistics for 161.246.34.11: s
Packets: Sent = U4, Received = 1, Lost = 3 (75% loss) |k

PS C:\Users\Windowl®Pro\Desktop> 8 o1
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msidamsnanu WLAN Access Point U Rock Pi 4

[+ Editing wifibug

Connection name: [wiﬁbug ]
General | Wi-Fi | Wi-Fi Security ' Proxy  1Pv4 Settings = IPv6 Settings
SSID: [wiﬁbug ]
Mode: | Hotspokt A |
Band: | Automatic hd |
Channel: default = gn
Device: | wlano (6C:21:A2:41:BD:4C) - |

| Cloned MAC address: |‘Preser\.’e Rd
MTU: automatic = gp bytes

|

|

Cancel \ | + Save 1

v
U

AN BONADHIY UL Vi Ubuntu Mate

= rock@rockpi: /etc/NetworkManager/system-connections

File Edit View Search Terminal Help

GNU nano 2.9.3 wifibug

ﬂconnection]

id=wifibug
uuid=35978d37-02dd-43ee-9600-73acbcb7f8el
type=wifi

interface-name=wlan®

permissions=

[wifi]
cloned-mac-address=preserve
mac-address=6C:21:A2:41:BD:4C
mac-address-blacklist=
mode=ap

ssid=wifibug

[ipv4]
dns-search=
method=shared

[ipv6]
W Get Help Justify
W Exit

Write Out
To Spell

gt Where Is
i Read File @\ Replace

By Cut Text gn
W' Uncut Textgll

We Cur Pos
Wil Go To Line
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Point 910tA503NM1HEN M4 Access Point

e rock@rockpi: ~

File Edit View Search Terminal Help

rock@rockpi:~$ ifconfig

ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.33 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fes 32:76d0:16d3:4c7e prefixlen 64 scopeid 8x20<link>
ether 26: 7:19:e6 txqueuelen 1000 (Ethernet)
RX packets 98466 bytes 68754231 (68.7 MB)
RX errors 6 dropped @ overruns 6 frame 6
TX packets 131999 bytes 112280681 (112.2 MB)
TX errors © dropped @ overruns © carrier ® collisions 6
device interrupt 24

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 4354 bytes 435200 (435.2 KB)
RX errors 8 dropped & overruns 6 frame 6
TX packets 4354 bytes 435200 (435.2 KB)
TX errors © dropped © overruns 6 carrier 8 collisions @

wlan0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.42.0.1 netmask 255.255.255.0 broadcast 10.42.0.255
inet6 fes: ae:aB85a:67be:2869 prefixlen 64 scopeid 6x20<link>
ether 6c:21:a2:41:bd:4c txqueuelen 1000 (Ethernet)
RX packets 18094 bytes 3027327 (3.0 MB)
RX errors 6 dropped 2 overruns 6 frame 6
TX packets 23328 bytes 23672404 (23.6 MB)
TX errors 6 dropped @ overruns © carrier 8 collisions 6

rock@rockpi:~$ I

o J
PINIIVADUAINGNABIVBIVONAAIWN3T11 hash JaelFnszuIums sha256 vugilnsal

MiFile 1fion39a0unNMgndetvesdoyaiilasuinsziiemsnageuuins SMB

rock@rockpi:~$ cd Desktop/NAS
rock@rockpi:~/Desktop/NAS$ sha256sum test.pdf
3bffc7a015443355d3495c3863b29dfbobcof6fd32c1897575b5b23a84e0f1cf test.pdf
rock@rockpi:~/Desktop/NAS$

o J
PINTIVAUANINYNABIVBIVONAA WM 3111 hash JaelFnszuIums sha256 vugilnsal

MiFile INOA33980UANNGNAB VDIV N IATUINIZHINMINAADUUIMS FTP

‘Pock@rockpi:~/Desktop/NAS$

Irock@rockpi:~/Desktop/NAS$ sha256sum alpha.pdf
166af1f7b112b19c88355d2F57194230742a71e5b5149a00ec2bec7ad56d8256¢ alpha.pdf
‘rock@rcckpi:~/Desktop/NAS$

o ¢
N3A3IVADUAINGNABIVBITOYAAIUN 3111 hash TaelinszuIums sha 1 vuginsal

58

ﬂﬁﬁi1ﬂ1§!§ﬂﬂﬂﬂﬂﬂﬁl‘lﬁﬂﬂ1ﬁﬂﬂu Ubuntu Mate UasA333a0UNITNINTIHUYDI WLAN Aceess

MiFile INOA33980UANNGNABIVDIVOYAN 1ATUINIZTHINIMINATOUUIMS cloud caching

WIULINS SMB

rock@rockpi:~$ cd Desktop/NAS
rock@rockpi:~/Desktop/NAS$ shalsum test\ \(I\).pdf
14511cb5036+6709c0508d5f1e13061615e9d6d6 test (1).pdf
rock@rockpi:~/Desktop/NAS$
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o d
PIINIIVABLANINGNABIVIIVONAAIWNIFI hash 1aelFnIzuIums sha 1 vuginal
e A Y Y =§ F%Y 1 Aa .
MiFile IWBA3I9@0UAINGNADIVOITONAN IS UIN5ZHIINMSNATOUUIMS cloud caching

W1UU3IMS FTP

: /Desktup/NAS$ shalsum alpha.pdf
alpha.pdf

rock@roékp
15a845e0cd0227874508aa1893711e027e2ebd23
rock@rockpi:~/Desktop/NAS$

M3itald11u3ns VPN #1uu3nisopen VPN Taglimiign

rock@rockpi:~§ sudo openvpn --config ./Desktop/clientl.ovpn

Mon Mar 29 19: 2021 OpenVPN 2.u_U aarchéd-unknown-linux—gnu [SSL (OpenssSL)] [LZ0] [Lzu]l [EPOLL] [PKCS11] [MH/PKTINFQ] [AEAD] built on May 1u 2019
Hon Mar 29 19: 2821 library versions: OpenSSL 1.1.1 11 Sep 2018, LZ0 2.08

Hon Mar 29 19: 2821 WARMING: No server certificate verification method has been enabled. See http:/fopenvpn.net/howto.htmlémitm for more info.
Mon Mar 29 19: 2021 TCP/UDP: Preserving recently used remote address: [AF_INET]219.100.37.203:u43

Mon Mar 29 19: 2021 Socket Buffers: R=[87380->87380] 5=[1638U->1638U

Hon Mar 29 19: 2821 Attempting to establish TCP connection with [AF_INET]219.180.37.203:4u3 [nonblock]

Hon Mar 29 19: 2021 TCP connection established with [AF_INET]219.100.37.203:443

Hon Mar 29 19: 2821 TCP_CLIENT Llink local: (not bound)

Mon Mar 29 19: 2021 TCP_CLIENT Llink remote: [AF_INET]219,100.37.203:443

Hon Mar 29 19: 2821 TLS: Initial packet from [AF_INET]219.180.37.203:443, sid=ce2a®3dd cclclfch

Hon Mar 29 19: 2021 VERIFY OH: dept! S, ST=New Jersey, L=Jersey City, D=The USERTRUST Network, CH=USERTrust RSA Certification Authority
Mon Mar 29 19: 2021 VERIFY OK: dept! 8, §T=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo RSA Domain Validation Secure Server CA
Mon Mar 29 19: 2021 VERIFY OK: dept Cl=+_apengw. net

Hon Mar 29 19: 2021 Control Channel: TLSv1.3, cipher TLSw1.3 TLS_AES_256_GCH_SHA384, 7048 bit RSA

Hon Mar 29 19: 2021 [+.opengw.net] Peer Connection Initiated with [AF_INET]219.108.37.203:443

Man Mar 29 19: 2021 SENT CONTROL [#.opengw.net]: 'PUSH_REQUEST* (status=1)

Hon Mar 29 19 2821 SENT CONTROL [*.opengw.net]: 'PUSH_REQUEST' (status=1)

Hon Mar 29 19:3| 2821 PUSH: Received control message: 'PUSH_REPLY,ping 3,ping-restart 10,ifconfig 18.245.19.61 10.245.19.62,dhcp-option DNS 10.2u5.254.25
u,dhcp-aptien .8.8.8 route-gateway 10.245,19.62 redirect-gateway defl

Mon Mar 29 19: 2021 OPTIONS IMPORT: timers and/or timeouts modified

Hon Mar 29 19: 2021 OPTIONS IMPORT: -—ifconfig/up options modified

Hon Mar 29 19: 2021 OPTIONS IMPORT: route options modified

Hon Mar 29 19: 2821 OPTIONS IMPORT: route-related options modified

Mon Mar 29 19: 2021 OPTIONS IMPORT: =-ip-win32 and/or --dhcp-option aptions modified

Hon Mar 29 19: 2021 Outgeing Data Channel: Cipher 'AES-128-CBC' initialized with 128 bit key

Hon Mar 29 19: 2821 Outgoing Data Channel: Using 168 bit message hash 'SHAL' for HMAC authentication

Mon Mar 29 19: 2021 Incoming Data Channel: Cipher 'AES-128-CBC' initialized with 128 bit key

Mon Mar 29 19: 2821 Incoming Data Channel: Using 168 bit message hash 'SHAL' for HMAC authentication

Hon Mar 29 19: 2021 ROUTE_GATEWAY 192.168.1.1/255.255.255.0 IFACE=eth® HWADDR=26:3f:€9:37:19:e6

Hon Mar 29 19: 2021 TUN/TAP device tun® opened

Hon Mar 29 19: 2821 TUN/TAP TX queue length set to 188

Mon Mar 29 19: 2021 do_ifconfig, tt->did_ifeonfig_ipv6_setup=0

Hon Mar 29 19: 2821 /sbin/ip link set dev tun@ up mtu 1500

Hon Har 29 19: 2821 /sbin/ip addr add dev tund local 18.245.19.61 peer 1m 245.19.62

Mon Mar 29 19: 2021 [sbin/ip route add 219.100.37.203/32 via 192,168

Mon Mar 29 19: 2821 /sbin/ip route add 0.6.0.8/1 via 10.205.19.62

Hon Mar 29 19: 2021 /sbin/ip route add 128.0.8.8/1 via 18.245.19.62

Hon Mar 29 19: 2021 WARNING: this configuration may cache passwords in memory -- use the auth-nocache optien to prevent this

Mon Mar 29 19: 2821 Initialization Sequence Completed
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