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ABSTRACT

Most of the current authentication process is done with a caretaker comparing the visitor's face and
the face on the ID card. This process is prone to failures as staff work is often required to serve multiple
guests for a short period of time. It causes errors without the staff's awareness and may adversely affect
the organization or the individual.

It is an idea to develop an artificial intelligence facial authentication system from an ID card by
using face detection and face comparison. It is applied to the system of reception and personnel in office
buildings with the development of Web Application to help visitors to use the building registration by
using ID cards to verify their identity. Then, when the face is checked with artificial intelligence, the
information is stored and used as access to the building. Which uses the device to obtain information
from after the registration of a person to control access rights From the test results from the use of
image data from the ID card to identify this system at 92.00%, the input data will be sent and alerted
through the LINE application to the building supervisor or person in charge. It helps to reduce the
erroneous work of the people. And make it more efficient There is also a system for recording time
attendance for personnel within the organization in order to summarize the performance of the

personnel.
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2.1.7 Single-Channel Relay Module [7]
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2.2 nguffineIves
2.2.1 Application Protocol Data Unit (APDU) [9]
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3197 2.2 Response APDU
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gﬂ‘ﬁ 2.12 Access control system architecture
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2.2.4Face detection [12]
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2.2.5Face recognition [13]
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Identification (Good conditions) 40 px/face 2,5 px/cm 6,3 px/in
Recognition 20 px/face 1,25 px/cm 3,2 px/in
Detection 4 px/face 0,25 px/cm 0,6 px/in
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2.2.7MQTT [15]
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2.2.8 Simple Mail Transfer Protocol (SMTP) [16]
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3.4.8msiSuilgalvigrudoyangliung Normalized
9
U5u17egudeyaliegainng Normalized @g1ta Normal Form 1§19 Normal Form 5

FalSugduuua q Imunzauiulaseu

user company
FK company_id varchar(50) (O} PK company_id varchar(50) p/hr ‘
~— PK id_card varchar(20) | —— company_name varchar(50) normal_rate int
first_name varchar(50) compant_info varchar(200) overtime_rate int
last_name varchar(50) FK career varchar(50) | L L PK career varchar(50)
bd date
address varchar(200)
phone varchar(15)
create_date date
work_time
“(O<PKFK id_card | varchar(20)
i PK work_date | date
log ! arrival | time
PK log_id int | depart [ time
date_log date late vaechar(10)
time_log | Y, 1 status varchar(10)
FK id_card varchar(20) | work_hr._ | int
num_camera varchar(50) L paid | int
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M1519N3.6 318a2198A Use Case: Face Detection

Use Case Title: Face Detection

Use Case ID: 1

Description: @339a0u1 13U lug)

Actor: User

Precondition: 1M 3laldauszuy

Postcondition: 1ifFsuienlunih

Trigger: fian aunulumihiundes




M13197913.7 51882198 Use Case: Face Recognition
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Use Case Title: Face Recognition Use Case ID: 2

Description: sufienlunthiugiudeya

Actor: User

.. 9 =\ 9 [ 9 Y
Precondition: A9 uNy lunihuaziluniasenuluvihlugvdeya

.. o Y ..
Postcondition: NN Gl“ri‘permlssmn

Trigger: fan1deunuluninundos

M1319713.8 51882198 Use Case: Face Compare

Use Case Title: Face Compare Use Case ID: 3

Description: WfSeutienlumihiugmdoya

Actor: User

y = [ 9
Precondition: 1171591352990 11N

Postcondition: d9WaAWYNRD W11

Trigger: i 15aunulumhnundes

M15139113.9 51882198 Use Case: ID Card Reading

Use Case Title: ID Card Reading Use Case ID: 4

Description: 8 W ¥eyalutingtszansu Tumswindeyadn T luszun

Actor: User

Precondition: ¥A15AINZI U

<3 o
Postcondition: LﬂU%ﬂgﬁUﬁiﬂﬁzﬂﬂﬂm

Trigger: (@oUIA5U 5231950

M1319713.10 518a2198A Use Case: Sign up

Use Case Title: Sign up Use Case ID: 5

Description: Myasnziboudeyaingszuy

Actor: User

- Y 9Yqy ) =
Precondition: z«lmﬂmmmmmimmmau




55

.. 9 9 9 = 9
Postcondition: {1 lsuideyaluszuy

Trigger: NAAINZLIDoU

M151913.11 51882198 Use Case: Log in

Use Case Title: Log in

Use Case ID: 6

.. 9 Y A Y 9 9 a
Description: M3 1503 Msvoaginlguing

Actor: User

.. IS o Y 9 Y @ =<
Precondition: UM159a31 UK UNR0 62 lada1Tle

.. I 9 Y q 9 9
Postcondition: thudoyamartlsnulugiudeya

. a Y
Trigger: umsasonulunin

M1519N3.12 51881980 Use Case: send email

Use Case Title: send email

Use Case ID: 7

Description: M3ad5 181U s 1 hldsdauaszuu

Actor: Admin

Precondition: Eﬂ%}\ﬂmﬂgﬁﬂu

o 9

Postcondition: Yeyagnd li/dadguaszu

. S 9 Y a 9y Aa A
Trigger: uminﬁuﬂﬂm5mimmgﬂ%mmmmmau”lm
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Face Recognition To Identify And Verify System With ID Card

Select role user
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Banana Employee

Id card Firstname Lastname Job  Phone number Action

delete
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Please inseri your information

Insert your ID card.

Choose a office: (Banena~]
Phone number:
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LOOK AT THE CAMERA, PLEASE.

d' Y o (YA A v v
HMNN 3.14 ﬂu1ﬂ1ﬂ5ﬂﬂ1ﬂ§ﬂﬂuﬂ1—!ﬂ3ﬂu

Welcome to BANANA Office.

Tacharat

The office is on 1st floor.

d’ Y o S [ :
HNN 3.15 HEIMMNFTAINSLVS WA IdAU
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"1 1018 01037 08 3"

Tacharat Changmongkol

access time : 02:09 18 dunau 2564

MW 4.3 BaAIA KM web application
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LOOK AT THE CAMERA, PLEASE.
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C:/Users/Tacha/VideoStreamingFlask/static/img/SIAM-ID/11018@1037083. jpg
['1101801837083']

e
1
83/29/2021, ©5:55:25
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«l dtac-T.Better Together & 06:12

< 99+ @ LINE Notify Q [E

Q

KMITL: accestime :02:09 18
HuAN 2564 Mr. Tacharat
Changmongkol detail: | am here to
meet Ms.Kree

NN 4.6 1aAIMKIULINE Notify ¥99n135a3ntieuvoaGuest
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o 9 d' 9 A % % o [
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KMITL: Nattatam: Absent
Pisit: Absent

Kree: On time
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postgres=# select * from "user";
office_name | job | id_card | first_name last_name
| create_date

| developer | 1168480957261 | Nattatam | watanakajonchaikul | 1998-88-03 |
53242891 2021-683-26
banana | developer | 1469981671251 | Pisit | Ma-noo | 1998-81-16 |
42984445 2021-683-26

banana | manager | 1104580011096 | Hree | samutpoonpaisan | 1999-au-87 |
23714162 2821-83-26
(3 rows)

postgres=# select * from "log";
log_id | date_log | time_log | id_card | num_camera

8 | 2021-83-24 | 09:0€
(1 row)

MW 4.8 M31931F1mazM 51115911909 PostgreSQL

Y = A (Y] ]
4.5 ﬂ1§ﬂﬂﬁf’]ﬂﬂ1‘§ﬁ\‘iﬁ!ﬂ'§ﬂ‘ﬂﬂﬁ§ﬂﬂﬁ518!91?)1/!5]]9\11/‘]14!\‘1Qﬁ!Nﬂ‘iJ'iiﬂf’]ﬁ SMTP
d
4.5.19a5zaaamanaany
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4.5.2 NaMINAavINMAKII
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4.5.3.1 MMs¥oNaogIUUaYaINMITUTUAIAUAIY UK
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' Y
4.5.3.3 Taod319 column szya1mMiulna Iaslinategn 9 ¥u Tasiiiaaua
Y Y
aunulumiasnusndsaunuluvihaisgaiie uazil column status LAAIADIUZUDINITHIIY
2 > . & = ) < o [~
91 3 UMV absent , full-time 1A% part-time FINUBAINTUIA TIOWANIT Hag 1w iaw
NANINAIAY
9 < & o ° ° 9
4.5.3.4 Column gameusl Tuansmaulagiar lumsmhaumnguaie
1% J [ o 1 @ . { o
4.5.3.5 vaannag IndalsaFamSaudrviraudalids Gmail Afvua
4.5.4a31namananes
o 9 A FY Y o 3 o Y] [l 1 .
mmﬁauwayjam‘l@fammmu14ummmJuiwqmmimmammmwmﬂuuaxmmu Gmail

1T a9 a A v @ A n 9 Y o Y Y = 1
uﬂﬂ%m@m@WﬂWﬁ1ﬂﬁmﬁﬂﬂﬁ3uﬂﬂaumqﬂqﬂﬁuﬂuiﬂﬂu1ﬂ1THT@Eﬁﬂqﬁﬂﬂﬁiﬂ
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o { ] @ o
awnsothdeyahn Idningudeyanviniusenumsdiosnvesminau Tagszynaniinu

nazdoyaRuingg Id5uae utazihinmsdadoyaqlgProtocol SMTP

postgres=# select * from "log";
log_id | date_log time_log num_camera

+

| 2821-83-24 991 00 ; 1164500811096
| 2821-83-24 2:00: 1164500811096
| 2021-83-24 100 1104500011096
| 2821-83-24 118: 1104500011096
| 2821-83-25 100; 1104500011096
| 2821-83-25 2-00 1104500811096
| 20821-83-25 100: 1161500011096
| 2821-83-25 100:1" 1184588011096
| 20821-83-26 :@0: 1184508011096
| 20821-83-26 100: 1184500011096
| 20821-83-26 100 1104500011096
| 2021-83-26 100 1184508011096
)

3
i
5
6
7

18
11
(12 rows

MW 4.9 M519M 3N F11U09 PostgreSQL

A B ; i D H F G
Ic;g__il-:i— O wn:urk_&;a_te“arrival 0 _l::l_epart status ':ork__h_r paid
rllD!LSDDDllDElﬁ 3/24/2021  9:00:17 18:10:17 fulltime 8.1 640
3194500011096 3/25/2021  9:00:17 18:00:17 fulltime 8 640
rllMS'EIEID]_lEIElﬁ 3/26/2021  9:00:17, 18:00:17 fulltime g 640

MNN 4.10 71919 Excel MIMuvaaninnulasnaasnnsdu
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all dtac-T.Better Together &  11:23

<

1104500011096 Monthly report.

Q deadlineloverkmit|
a deadlineloverkmitl

This is a test mail

noname

NN 4.11 @4 File Excel (N1 Gmail
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4.6.2 Waﬂ]iﬂﬂﬁﬂﬁ‘ﬁﬂ1ﬂ?’igj\1

[ 1 Y J 4
awsosudsdoyadennuuazylnmn TasldlilsTanea MQTT sz1I1uAT0gserver 110

raspberry Pi
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a o o @ o 4 4
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v 4
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' ) 3 s 3 8 1
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U
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1 9
uilauilu Base 64 o 1idsdoyarulillaasailla

U

H8:56 rasf ypi systemd[1]: Starting Mosguitto MQT "v3.1.1 Brokf

MWA 4.12 i1a service MQTT Tu raspberry pi

R\ ITERNT SN 74

File Edit Tabs Help

MNN 4.13 vaaamiasnullslanea MQTT
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