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ABSTRACT

Currently, in various educational academy, students receive their certificate after they graduate or
finish their courses. In most cases, educational institutions will issue paper certificates to students.
There are different anti-counterfeiting strategies on those paper certificates, but the counterfeiters are
still able to forge a certificate. A well forged certificate is still very difficult to be identified perhaps
mistakenly identified as a genuine certificate. In another case, some of certificate were genuinely issued
by the academy but some of the information on the certificate have been changed without authority of
the academy which is also difficult to identify. Switching to a digital certificate file is a better practice
to make the certificate more difficult to be counterfeited but there is not yet a system that can effectively
detect certificate counterfeit and tampering.

“Online Certificate Approval and Validation using Blockchain Technology” is a solution to solve
certificate counterfeit and tampering problem with a better procedure. Using advantages of Blockchain
Technology makes it impossible to counterfeit or tamper the information on the certificate. We look

forward to the future that all certificates can be trusted using the system we developed.
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1319 3.6 Use case Validate Certiﬁcate(ﬁ@)
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7119149 3.9 Use case Toggle Certiﬁcate(ﬁa)

Post-condition lulsgmatininsgnulasuaoiuy

3.4 nalnmsmau
o A' a v d
34.1nalamsiauvesmainludsemaiisdnsesylan
' v
Tunmsimuwludsematiovasasluszuuiu 14 (@ordumsanyidesnly
Yszmatiofag) 9edoq Upload Tuilszmeiietiag 1Ués Web Application (l3i3n9zi3lu Official App
¥5© Third-party App A913) &7 Web Application 95311013811479¢ Hash 1182971 Hash 11/64

Smart contract 1422 Blockchain tiiomnluilsenetieoninsasly Blockchain ¢io 1)

Application Smart Contract Blockchain

Scn'ool i

E] Caleulate file hash

Uploads Cerfificate

Y

Send Hash
I Verify Transaction
Add hash
Return result
Return resuit <

A

Return resuli -

A

e

31 3.3 Sequence diagram Veamuninluszmatieinslvu

342 nalamsmhauvesmsasiasevlulsemaiistinsesular
lumsasnaoululszmedioting §19aedoe Upload Tuilszmaiiias deants
9LATIAD 11AZATON Public key voadiiinlutlszmetionas(@iiiu azdoailszme Public key 104
FueelinsuTaeiany) 1161 Web Application 21171 Web Application 9111715 A1UIY Hash

yoa lWldn Upload 11 ud a9 Hash uag Public key 11Jéa Smart contract



20

v
Smart contract 9¢11n15a0UD14 11/§9 Blockchain 313 Hash uuag“lu Blockchain
] o 1 . A 4 [ [ g’/
130 1 ¥l Blockchain 32111m13e791a% Public key oty 1Wa na1a189 Smart contract 910111
Smart contract 9z¥11M 3oty Public key N 19n0NA117U Public key 71 18910 Blockchain
v K A 1 A ] o 3’, 9 ald' 1 ) 1 a3 9
WinasanuIzde Ny dszmatistiaseon lamiluiugndes uaz oonlasdngnnandrsinilug

=S v g}.l a
pon ludsematoting luuuesen

i Application Smart Contract Blockchain

Employer : : !
Upload Certificate and ] o L
School's public key

Y

:| Calculate hash

Send hash and public key

»
>

Query hash existence

Y

Return school's public key
if ihe hash exists

mpare public key.
Return result :bo §ar pultk lgve

Return validation result R EEC SR DS g e

v d
31 3.4 Sequence diagram vosmsasvaevlulszmatiainseeulail

343malamsiauvesmandevamuzlulszmadiodns
Tunisulaouaoruzludszmaiodas dldzqe 91015 upload T8y
Uszmaiieting 1ag Confirmation text(Ho 1WaH upload 19131) 1N Confirmation text A3 3140
19§ s2009231M3 198 hash voe 1Wd 1@ n15d911/83 Smart Contract 1iie query public key
voadifinlu Blockehain ¥1n03374 Public key vosfiiflunuimsidonldiedsunldouaniuzly

szmatierins ssuvazimslasuaaiuzveslullsematiolinsuy Blockchain



21
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Select Type Private Key v

Paste your private key string here:

Cancel ' Import

31] 44 “r‘i‘fh!‘ﬁu account UH Metamask

4.1.3HaMINAae

4 ' v o3 & ‘ ]
iWouae lda Testnet d159 tinIaa1ndoyave account N5 1ngIuUNTUsHNTY

Metamask

&E 0 Localhost7545 v @

Account 2

1%
el

)
=
n

3
0
o

.o

xOd447. 13ecé

'Y

v

99.6331ETH

Buy

Send

Assets Activity

Q 99.6331 ETH 5

3‘1] 4.5 siimqga account UH Metamask



4.2 M3 Deploy Smart Contract U Testnet

[ d
4.2.13ng1sza9n

Deploy Smart Contract Arianuda 116 Testet teisonlFaruae'ly

4.2.235MnAava

4 o v .
1) Aou INd Smart Contract A28A14 truffle compile

2) Deploy Smart Contract

4.2.3HaMINAaoY

> Blocks: @

> contract address:

> block number:

> block timestamp:
> account:

> balance:

> gas used:

> gas price:

> value sent:

> total cost:

0x28eele4119bce8aded1a711dd91ed9c2cc2d87h17296fc13c6e8307de6141388
Seconds: @

0xC5aC86307744EdD8T96AbcB414DC5AF1EbB6ddDa

7

1605357149
OXx9EFA334E8A0011393F401Cd67b95F5CECC71392C
99.96678426

610201 (0x94f99)

20 gwei

@ ETH

0.01220402 ETH

> Saving migration to chain.

> Saving artifacts

> Total cost:

] 1 4.6 Deploy Smart Contract a9lu Account Na313)ae)1/s1n53 Ganache

4.3 NAao9l¥ API

[y d
43.13ng15zaen

0.01220402 ETH

naa03)% API #1u11511n51 POSTMAN

4.3.235MInAaed

1) Run API #18A &9 nodemon app.js

2) Goaldlasruamequu APL A TYU51AT POSTMAN

29



4.3.3HaMINA00Y

30

4 s d I3 4
iionaanaison1¥Waneu validatecert 183} Request Parameter 111 W@ 112z Public

v a3 o
key vz ldnadniiludoyamaasiaaonlulszmatiotiag

POST 4 http://localhost:9876/validatecert/

Params @ Authorization Headers (8) Body @ Pre-request Script Tests Settings

none @ form-data x-www-form-urlencoded raw binary GraphQL
file ML part 1.pdf X Auto
pubkey 9EFA334E8A0011393F401Cd67...
Body Cookies Headers (8) Test Results @ status: 200 OK Time: 101 ms Size: 475 B
Pretty Raw Preview Visualize JSON. v =
1 A
2 "status": "Usable",
3 "addBy": "@x9EFA334E8A0011393F401Cd67b95F5CECC71392C",
4 "dateAdded": '"18 March 2021 21:42:32 UTC",
5 "blocknumber'": '24808",
6 "adderPublicKeyLinkCheck": "https://www.reg.kmitl.ac.th/index/index.php"
7 B

o d Jd o
31 4.7 maiFenlinazwaansmsiBenlsWandy validatecert ¥o9 API

4.4 NAaeal¥ Official Web Application

[ ¢
4.4.13n915za9n

Cookies

Save Response v

mQ

naaodld Official Web Application 1 1¥ 91U MU Front-end 183 API Lo

9
Blockchain #19110g1041a4
4.4295M35NAa03
1) Run Web Application @91 Client M8 npm start

9 ) ~ A =
2) ‘ﬂﬂa'ﬂﬂiﬂfﬁﬂﬂ%uaﬂﬂ&ﬂﬂu%@ﬁﬂWﬂﬁﬂHT



=18k

Your Public Key : 0x0447fF08A1D839De091aDd9047974b82a22518e6

School's Ul
Enter School Url : [ OatPejoy.com|

Url that ¢

CLEAR SUBMIT

Jd v g
31/ 4.8 msBenlilsniuamziavyeamufin

3) naaedlatansumnlulsemetiotas

Upload Certificate files.

= testCert pdf

RESET SUBMIT

51 4.9 msBenlilanduninludszmadieins

31



4) naaesldlensuasiaaenlulsemaiioag

Upload your Certificate file to validate.

al
0

| e—
testCert.pdf

i e st e/ e e o -

Public Key *
[0447fF08A1 D839De091aDd9047974b82a22518¢6)|

RESET, SUBMIT

51 4.10 msiSenlilsnFunsreaevlulszmaiielns

= Y d' 1 A 9
5) Tlﬂﬁi’)\Wli'Ji]ﬁi’J‘UGL‘]J‘]J58ﬂWﬁuﬂﬂﬁiﬂ‘lﬂlﬂﬂgﬂlwulﬂlﬂuigﬂ‘ﬂ

6) naaodlFtansumnooululsemaiiolag

32



Upload your Certificate file to validate.

il
0

| —
testCert pdf

confirm text*
( testCert|

confirm te

RESET SUBMIT

51 4.1 msBanlifanduiinesululssmatisdns

=%

33

7 Ganldlanduasrnaeululszmanedasioasrnaeululsematiotas

Li' a = g’/
NYNNNDDUDNATI

4.4.3HaMINAa0

A ~ A = o Y I o <
1) tUDAINSIUIUFDADIUANHITUTY ISUTAINUIIULUTAINATUID

Your Account : 0x0447fF08A1D839De091aDd9047974b82a22518e6

Confirm your transaction in Metamask then your account will match to this Url:

. .
@ OatPejoy.com @

a A =
31.] 4.12 damIadnsiaguyaa oI UANEN



34

A A A o o a Y o <
2) !NﬂlwuiﬂﬂigﬂTﬂuUUﬁiﬁuﬁﬂ VSHUFAANHTUNIULTAINAET T

v _J

Please comfirm your transaction in Metamask!

And your certificate will available in Blockchain.

MENU

31 413 wamsminludszmanetinsaduszuy

3) uaasransvdon lidlulsemetievas

We found your certificate in blockchain!
Certificate's Status : Usable
Certificate's Added By : 0x0447fF08A1D839De091aDd9047974b82a22518e6
Certificate's Date Added : 18 March 2021 22:12:36 UTC

Certificate's Adder Link : OatPejoy.com

MENU

4' ISP
31] 4.14 Wi’liﬂﬁﬂi’J‘i]iTE)‘lJ!N?JWﬂ1ﬂﬂi$ﬂ1ﬁ‘l—!ﬂﬂﬂ§1ui$ﬂﬂ



35

We can't find your certificate in blockchain.
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