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Applying Epidemic Algorithm for Financial Service based on Blockchain Technology
Pasu Poonpakdee*, Jarotwan Koiwanit*, Chumpol Yuangyai* and Watchara Chatwiriyaya™*

*Department of Industrial Engineering, Faculty of Engineering King Mongkut's Institute of

Technology Ladkrabang Bangkok 10520, Thailand

**Department of Computer Engineering, Faculty of Engineering King Mongkut's Institute of

Technology Ladkrabang Bangkok 10520, Thailand

Abstract Our global market is emerging transformation strategy that can make the difference
between success and failure. Smart contract systems through developments of technological
innovations are increasingly seen as alternative technologies to impact transactional processes
significantly. Blockchain is a smart contract protocol with trust offering the potential for creating
new transaction platforms and thus shows a radical change of the current core value creation in
third parties. These results in enormous cost and time savings and the reduced risk for the
parties. This study proposed a method to improve the efficiency of distributed consensus in
blockchains using epidemic algorithm. The results showed that epidemic protocols can

distribute the information similar to blockchain.
Index Terms Epidemic Algorithms, Blockchain, Distributed Consensus, Financial Technology
I. INTRODUCTION

In recent years, technological innovations have demonstrated on many occasions to offer a
radical change as a glimpse into our future. These technologies are rapidly going popularity
especially on commercial economy [1], [2]. Doing businesses on the internet these days rely

mostly on financial institutions [3]. The third parties activities require the transaction costs and


lib
Textbox

lib
Textbox


17

time spent. To serve customers satisfaction with time and money saving together with trust,
blockchain has been introduced with regard to transformation [3]. The system allows electronic
cash payment system to send money directly to each other between market participants
without the trust from a third electronic party [3], [4]. In addition, blockchain has high potential
to reach its limits with regard to its scalability [1]. Bitcoin, the decentralized crypto-currency for
the internet, is the most popular example of the real system that that inherits the concept of

blockchain technology as a fundamental mechanism.

Decentralized system is one of the fundamental characteristics of blockchain technology due to
its basis is the peer-to-peer network. The main advantages of decentralized systems include
extensibility and fault tolerance. In the context of financial institutions, the blockchain
technology has the massive impact to the digital world from a distributed consensus where the
verification of every online transaction is possible at any time without compromising the privacy
of the digital assets and parties involved [5]. In order to perform a distributed consensus, the
blockchain technology uses a broadcast mechanism as message transmission. However the
broadcast mechanism can intrcduce unnecessary messages and data to the system, which

effects high message overhead.

This problem has inspired a concept to apply epidemic protocols to perform distributed
consensus to blockchain. Epidemic protocols are bio-inspired communication and computation
protocols based on unicast mechanism aim to distribute information and compute data
aggregation in largescale networked systems. The protocols adopt fully decentralized paradigm
as basis. The important characteristics of epidemic protocols are fault-tolerant, robustness and
scalability. [6]. Epidemic protocols are emerging in many applications related to many research
areas, including Peer-to-Peer (P2P) overlay networks [7], distributed computing [8], exascale high
performance computing [9], data aggregation [10] and global consensus [11]. This study
presented the preliminary work on applying epidemic protocols in order to improve the

efficiency of distributed consensus in blockchain.
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The rest of the paper is organized as follows. The related works are presented in section 2
consisting of epidemic protocols and the convergence detection method based on epidemic
approach. The simulation configuration related to this work is described in section 3. The
experimental results of simulations are shown in Section 4. Finally, section 5 provides

conclusion and future works.
Il. RELATED WORK
A. Distributed Ledger Technology

As the emerging transformation strategy, Distributed Ledger Technology (DLT) has increasingly
seen as one of the new technologies that impact transactional processes. DLT provides the
function to recording information in a decentralized solution, which can be applied to many
fields namely, financial services or cryptocurrencies [12], asset ownership transfer [13]. Based on
the hypothesis that the asset could be anything of value. DLT can ensures that double-
spending is prevented which means an asset is only transferred by its true owner and cannot be
transferred more than once. In DLT, transactions are stored in a continuous ledger and they can
be added to the ledger with an approval. So a greater trust in the validators or operators of the

ledger is necessary for a distributed ledger [13].
B. Blockchain Technology

Blockchain is a type of data structure aiming to store and transmit data in packages. The
packages are called blocks that can be able to connect among participants in a digital chain.
Each transaction will be verified by consensus of participants and the data, once entered, will
not be erased [5]. Fig. 1 represents how blockchain distributes the information over the network
that prevents the problem of distributed consensus. Fig. 1. Blockchain broadcasts the

information. The sequence of consensus process in blockchain is shown as follow.
1) New transactions are broadcast to every nodes.

2) Each node receives new transactions and creates a block collecting new transactions.
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3) Each node perform a proof-of-work process for its block.

4) After a node completes a proof-of-work, then the block is broadcast to every nodes.

5) The block that contains all valid transactions, is accepted by nodes

6) Nodes create the next block in the chain.

7) Nodes always consider the longest chain as the correct chain and will continue working on it.

According to Nakamoto, blockchain can prove that distributed consensus is possible on large

scale network systems.
C. Epidemic Protocols

Epidemic protocol is a randomizes communication and computation paradigm that aims to
solve problem especially in an extreme-scale network system [14]. Since peer-to-peer (P2P)
overlay network system have significantly become more popular and the system can be
applied in a broad range of applications [10], several epidemic protocols have been introduced.
In general, epidemic protocols are set periodically with a fixed cycle length. Each node will
send its local value to a random peer in each cycle. They have been proved to be suitable for

information dissemination and data aggregation in large-scale networks.

In order to perform randomized communication, it is unrealistic for each node to contain the
clobal knowledge in large-scale networks. A peer sampling service is required and provided by
epidemic membership protocol, a practical implementation of the peer sampling service that

returns a random node, similarly to a random selection from the global knowledge.

In term of consensus, epidemic protocols provide several advantages over centralized
paradigms due to the fault tolerance, scalability, decentralization and lightweight properties. In

addition, epidemic protocols can also support asynchronous applications.

lll. THE EPIDEMIC TRANSACTION DISTRIBUTION PROTOCOL
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In this work, the Epidemic Transaction Distribution Protocol was implemented based on gossip-
based communication paradigm. Each node contains the list of transactions and keeps them in
the local cache. At each cycle, the node (sender) will send its local cache to a randomly
selected node (receiver) via a push message. When the receiver receives the push message, the
pull message will be sent to the sender. Then, the receiver will merge the cache from the
message with the local cache. The sender will also merge the cache from the pull message to
update the information. Table | describes the notation adopted in the following algorithms.

Algorithm 1 shows the pseudocode of the Epidemic Transaction Distribution Protocol.

TABLE |

Fig. 2 represents how the Epidemic Transaction Distribution Protocol distributes the information

over the network.

The major different between the Epidemic Transaction Distribution Protocol and blockchain is

how the information is Algorithm 1 The Epidemic Transaction Distribution Protocol

Fig. 2. The Epidemic Transaction Distribution Protocol distributes the information. disseminated
through the system. Blockchain adopts the message broadcast while the Epidemic Transaction

Distribution Protocol is message unicast.
IV. SIMULATION CONFIGURATION

This section presents the configuration of simulation that is used in this work. The results were
produced from the simulation, called PeerSim [15]. PeerSim is a Java-based network simulation
based on discrete event. The objective of the application is to distribute the transaction based
on the concept of distributed ledger. This work simulates the banking business where the

information in the local cache refers to the banking transaction.

In term of technical configuration, the initial topology is a regular random graph and the
structure of the network topology is static. The network size is 1,000 nodes. The simulation was

run for 100 cycles. The cycle length of the simulation is set to 40,200 and the network latency
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is randomized between 0 to 10,000. Therefore, if the cycle length is set to four minutes, then
the maximum network latency is about one minute. More detail about the architecture of the
simulation model is explained in [14]. The goal of the simulation is to evaluate the distribution

speed and correctness of the information in each node.

In the first cycle, every node will distribute the information in their local cache to other nodes.
After 50 cycles, the simulation emulate the situation when every nodes transfer the money to a

single node.
V. EXPERIMENTAL RESULTS

The experimental results can be categorized in two sets. First, the average of local cache’s size
shows how the node gains the information. Second, the distribution speed of the information is

examined.

Fig. 3 shows how the node gains the information. Y-axis presents the average of local cache’s
size. X-axis present the number of cycles. At the first cycle, every nodes will distribute their
local information how much money they have, to others, so the average of local cache’s size is
increasing until a consensus is reached. At cycle 50th, every node transfer some of their money

to a given node. So the transactions are created and the information is distributed.

Fig. 4 shows the speed of information distribution. Y-axis presents the distribution speed. X-axis
present the numberof cycles. At the first cycle, every nodes start to distribute the information.
So the information about a given node has not been notice to every nodes. It requires several
cycle to distribute the information. The information is distributed again at cycle 50th when the
money is transferred. According to Fig. 3 and 4, it claims that the average of local cache’s size

has relationship with the distribution speed. The number of required cycles for consensus is

lower than 10 cycles.

VI. CONCLUSION AND FUTURE WORKS
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Because of the ongoing emergence of e-commerce, the ability to change these days is
necessary to companies to expand their competitive advantages and market shares.
Decentralized systems such as blockchain are becoming attractive especially in commercial
systems. In this study, it was found that blockchain allows parties to do financial transactions in
a clean and without any centrally trusted intermediary together with low transactional cost. This
means that using smart contract systems show better benefits over the existing and present
forms of contract systems. However, there are still opened research areas to improve the

efficiency of this technology.

In this work, the study in distributed consensus is focused. The aim is to adopt the concept of
epidemic protocols to perform information distribution with unicast communication pattern,
while blockchain is using broadcast communication pattern. The preliminary results show that
epidemic protocols can distribute the information with an optimal speed. However, there are
many factors e.g. message overhead, network topology and etc. that have to be concerned. In
addition, the graph rewiring mechanism of membership protocols is one of the important

functions that should be concentrated on.
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