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2.1 SQL Injection
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TAnfee19mslanAuuy SQL Injection

String DRIVER = “com,ora, Jdoc.Driver”;

string DataWRL = "jdbc:db: //1oca1host 5112/users";

String LOGIN = "admin";

String PASSWORD = "adm1n123"

Class. forNane (DRIVER);

//Make connection to DB

Connection connection = DriverManager.getConnection(DataURL, LOGIN, PASSWORD):

WMMWWMWWMWM“WMWMM

Str1ng Password = request,getParameter ("PASSWORD"); // From HTTP request

intiUserId =

string sLoggedUser 4

Str1ng querystring = "SELECT User_id, Username FROM USERS "
" WHERE Username = "' +Username

+"'M0m$mm- ' + Password +

Statenent selectstatenent = connection, createStatenent 0;

ResultSetresultSet = selectStatement. executeQuery(queryStr1ng)

1f (resultSet.next()) {

iUserId = resultset.getInt(1);

;LoggedUser = resultSet, getStr1ng(2)

Printiiriter writer = response.getiriter ();

if (1UserIn>= 0) {

writer.println ("User Togged in: " + sLoggeduser):

{ else {

writer.printin ("Access Denied!")

MW 2.5 Leaen1s 1ayALUY SQL Injection
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2.5 Remote File Inclusion
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3.4 AUTNT04117 (Vulnerability)
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Web Application Full Scanner
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Vulnerability
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Details for Vulnerability
Link URL
www.example.com
Vulnerability Description

SQL Injection is one of the many web attack mechanisms used by hackers

to steal data from organizations. It is perhaps one of the most common application

laver attack techniques used todav. It is the tvpe of attack that takes advantage of

improper coding of your web applications that allows hacker to inject SQL
commands into say a login form to allow them to gain access to the data held within
your database.

In essence, SQL Injection arises because the fields available for user input

allow SQL statements to pass through and query the database directly.

How do I prevent SQL Injection attacks?

Firewalls and similar intrusion detection mechanism; provide little
defense against full-scale web attacks. Since your website needs to be public,
security mechanisms will allow public web traffic to communicate with your
databases servers through web applications. Isn’t this what they have been designed
to do?

Patching your servers, databases, programming languages and operating

systems is critical but will in no way the best way to prevent SQL Injection Attacks.

Report Structure Back to Vulnerability
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