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ABSTRACT

Currently, /2 management of access point (AP)-on. wireless. LAN (WLAN) in most
organization uses a wireless LAN controller (WLC), which performs the operation in centralized
manner. If the WLC is malfunction, or has errors, it will cause the AP to unable to support the
connection of clients in WLAN. As a consequence, it results in interruption  and affects the
organization and business operations. Moreover, if there is no administrator to solve the problem
at that time, it will cause a lot more effect. In most enterprise, the-approach to solve this problem
is to install the backup-WLC, which costs‘a lot-of money and expense. Thus, it is not suitable to
the small and medium organizations that have some budget limitation to solve such the problem.

This independent, study- project is a development of management and configuration
systems for WLAN equipment-automatically. It is'the-alternate solution for the organizations that
have the limited budget problem. The system uses the server to monitor the status of WLC
operation periodically. If the WLC is malfunction, or has the errors, the system sends a set of
command to the connected AP to switch the operation mode. If the WLC returns back to normal,
the system also sends a set of command to switch the AP back to the normal mode automatically.
By this operation, the system can support the client connection in WLAN continuously without

the need of administrator in operation.
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Step 1  Check 5 minutes for detect WLC go down
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Server WLC
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Step 2 When WLC go down Server sent command convert mode to AP
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3.7 gaadlaezunsy

Y ° ] 4 ' a a
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s 4 : d v o a
Tdyanalaozunsudsgli 3.13 Fedsznoudae 3 gauad waz 2 uoawes AsfeSuoyaind

luasnan 3.2-3.5

Management and Configuration system for WLAN equipment

View Devices Status

Administrator

Server monitoring

Monitor WLC

AN

I
I
|
| «extends»
|
|

Change AP Mode

51113.13 gmatlaazunsunns wessuy
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M1919% 3.3 eT LIy mAe

x
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Aledllagatnd

View Devices Status

() Qo
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dwsredomzias Inuansvianiuvesgilnsainie
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Monitor WLC

FIMSUATNADUTDIULNITNNUYBI WLC

Change AP Mode

AmsuasuTvyan1snNues AP
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M31971 3.4 A1OTUIBYANA View Devices Status

Use Case Name

View Devices Status

Triggering Event Rpuaszuvdesmissungaauzuas Inuamsiauvesgilnsel
A199)

Brief Description gamuzuaz Inuamsihauvesglnssinieg

Actors Administrator

Related Use Cases -

Preconditions -

Post conditions

9/ Yy 9 3 ol
Aquaszuulddngaouzime Tnyansihanuvesgilnsalae

Flow of Events

Actor System

Lisnganiusiag [vuan1y | 2uaasdoasguay Inuanis

3 4 o 4
Mauved gilnsal Mniveeginsd

Exception Conditions

M99 3.5 AeTuogaiad Monitor WLC

Use Case Name

Monitor WLC

¥
(2

AsUMUARENMT TN UART 1S

Triggering Event

Brief Description ATIWADVADIUSNMINNULDL WLC
Actors Server Monitoring

Related Use Cases Change AP-Mode

Preconditions -

Post conditions

a o o
mﬂnesma%ﬁ@u’dmuzmsm\ﬂummmmmﬁmmummf

MUY WLC

Flow of Events

Actor System

LEnga1uzn1svIIuYed | 2.857908UA0 U159

WLC Y93 WLC

Exception Conditions
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Use Case Name

Change AP Mode

Ao1UEMITNUU WLC nlasulyl

Triggering Event

Brief Description AP ulfeuTnuanmsshay

Actors Server Monitoring

Related Use Cases -

Preconditions -

Post conditions AP tlRouTnuanisvinuvesdaesl¥amisasiauldiie

ADTUSMIMTUY09 WLC 1fae Tl

Flow of Events

Actor

System

.85 A0UADIULNITNINIU
VDI WLC
1 9

210 WEE-duausaldau
Ta AP azyhnTs/aen Tnua 'l
I~ - o 9 ]
WU TuNAN Y I9IUA 8RB
(Autonomous Mode)
2.2 MAATWLC 10150 19111

{ < { o
Ap affeu Tt Tuuanvihau
§ 34 N W WLC (Lightweight
Mode)

Exception Conditions
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Administrator System

[Choose view devices status}i%[ Show devices status ]

i nad” o o
31N 3.14 1080090 laszunsunsgaaidznisyhanivasglnsal

o A nady a ¢ ~
MoTUBURAAIR BTN UM I e MIiaIUYedgngel (Ae31l#13.14)

[ o
1. Apuassuuinengaatizalsfinuyesgingsl

¢ o @
2. iz‘ummmﬁmummﬂmwmqﬂﬂsm

Server Monitoring

L Ping to WLC ]

/
[ Check WLC Status ]

®

i £
31 3.15 1BARIA laozUNTUATTATINAOUAD UL VDS WLC

b4 H
fMOTLILUBARIA INOZUNTUNTATIVADUANIUS YD WLC (Ae317 3.15)

a g . s A [
1. @13 Ping 111 WLC fionsinaauaauznsyiay

a '4 3
2. L“]W\l!.']i’]iﬁiﬁﬂﬁﬂﬂﬂﬂ']uzﬂ']'i‘ﬂ'lﬁ']u“llﬂﬂ WLC
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Server Monitoring

Y
[ Ping to WLC ]

v

WLC
Offline

[No] [Yes]
N/ N

Change AP-to Change AP to
Lightweight mode Autonomous mode

T Y ]
517 316 aAAIA nozinsunTul A Tnya AP

¥ t H
foesineuenan laegunsunisalasuInua AP (fag1lh 3.16)

a o © 4 as

1. @neiasnaetaa iz INIILUes WLC Taonms Ping 11lds wic
L= d o 1 {
2. asvaeyT@Hneshnuns el Tagh
1 o < o a o [~
2.1 1110 WEC lishaufigiinsfeuluuanisiianudes AP0 lduIvua
MOUAERIBY (Mode -Autonomous)
1 o o 9/ a 9 o d‘ o
2.2 HIANDI WLC ndvarelalnaudinzimsdsu Tvuanssinauues

AP iU Tnuahaus iy WLC (Mode Lightweight)
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3.9  Fimflaezunsy

Igewer Monitorim :Command ’ Telnet ]
T T
i

|
I
1. pingAddress()
2. execCommand() N
|
3. ping status
| I
| | [
! N .
a =
3‘1]7] 3.17 %Lﬂﬁullﬂﬂzuﬂillﬂ']‘iﬂi?%ﬁﬂﬂﬁﬂ'ﬁ!%‘uﬂﬂ WLC
e uedinanlaezunsunisasaIdeUAaINZYBY WLC (A3 3.17)
= o = o di ( g =
1. L%"NL?@ﬁﬁi?%ﬁﬂ‘ﬂﬁﬂTﬂ&’LiUﬂﬂTﬁQ Ping Ilﬂﬂ\iﬂll'lﬂlﬁ‘iﬂ’f)‘l/‘l‘ll@\i WLC
2. Yszynanamas Ping Maaeiav Jodl
3. ANV IULYBIFIFY Ping viloiay Tod
Server Monitoring J :Command Telnet
l | :
| | |
] - I
1. pingAddress() > A
2..execCommand() q
3. ping gtalus
4, [WLC Offline] convert 2A()
5. execCommand()
6. wait 10 minute
7. conflgAP()
8. execCommand()
. s .

51l 3.18 Fimaulaezunsumsiaon Tnua AP liu Tnuashaudiedaes

[
r=}%

moesuediaiu laszunsumsnldouTnua AP ludluTnuasiaudodues (degld
3.18)

a '3 = o & . Y =
1. @vnefasnaevanusonids Ping lufanuoaylefives Wi

2. szulanasds Ping iunuay lof
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AOUNTLAIUZVBIRIA Ping Munoiay'lof

$1wLe livhanliEenmids ConvertL2A ol dou Tnuansyauves AP $hy
Truashanudedtes

Uszananumd Convert 24

somsdszuana 10 W19

FeIasndeUTn IS End1d9 ConfigAP Lﬁﬂﬁ”lmiédﬂ'whm Ty AP

U52U70HAATe ConfigAP

Server Monitoring L :Command ‘Telnet
T

3.19)

I

| |

| |
— -9

|
|
N i

2. execCommand() N
Ll

1. pingAddress()

3. ping gtatus

4. WLC Online] checkApMode()

5. [AP Autonomous Mode] convertA2L ()

6. execCommand()

Mesuednau laevunsumanlasy Tnwa ap T Tnuavhauudy wie @agia

31 3.19 Fmqu lessunsunsalton Tuila AP TihTuTuiehaus iy wie

h.

@FeasedouamnZB andids Ping WevwRumuleRtes wLC
Uszunanasid Ping niead o

AOUNTUADIUZYOIAINS Ping viaoay' lof

&1 wLC aduuvhandsnade 1B ond1da checkAPMode tiions19aron THuAns
NIUYDI AP

1 AP og luTnuarianudodaes szvinsFoumida convertaal ioildeon Tnua
MUY AP (T Tnuahausiudy wLe

1/52320NUANT9 convertA2L
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Command

- username : String
- password : String
- ipList : Array<String>
- command : String

- setUsername()

- getUsername() : String
- setPassword()

- getPassword() : String

- setlpList()

- getipList() : Array<String>
- setCommand()

- getCommand() : String
- convertA2L()

- convertL2A()

- pingAddress() : Boolean
- checkAPMode() : String
- configAP()

call

Telnet

- username : String
- password : String

- sleepTime : Int

- connection : String

0..1

..n

- setUsername()

- getUsername() : String
- setPassword()

- getPassword() : String
- setSleepTime()

- getSleepTime() : Int

- setConnetion()

- getConnetion() : String
- connect() : String

- disconnect()

- execCommand()

- getResponse()

1l 3.20 ﬂﬁ'lﬁ]lﬂﬂgﬁuﬂ'iilﬂl@\'i‘izﬂﬂ

@

29



unh 4

MINATOUNINMNUUDITZUY

E

A = o o o ° v g M
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41  semsgilasaiilFlumsnases

ma19fi 4.1 gnsalfldlumsihinsseiy

Product Description Quantity
AIR-CT2504-K9 Cisco 2500 Wireless Controller 1
AIR-AP2602I-E-K9 Dual-Band Cisco Access Point Model 2600 1
Cisco Catalyst 2960X-24TS-L Cisco Switch Model 2960x 1
Dell VOSTRO 5470 Notebook (Server Monitor) 1
42 TwazPuamsiamnnaatlefivesgilnd
maai 4.2 MInanividina lof

Equipment Hostname | IP Address Subnet Gateway
Cisco WLC 2504 IS-WLC 172.16.10.2 " |'255.255:255:0 | 172.16.10.1
Cisco Switch 2960x | IS-Switch | 172.16.10.1 | 255.255.255.0 | 192.168.1.1
Cisco AP2702i IS-AP 172.16.10.11 | 255.255.255.0 | 172.16.10.1

ﬂ]i'l\ﬁd; 4.3 ﬂTié"\‘lf‘i'ﬁLLﬂu
VLAN | Description | IP Address Subnet
10 Management | 172.16.10.1 | 255.255.255.0




¥
@

31

M9 4.4 13ReT0 Yuanauazyeay lefinig1F s 145y

SSID Name IP Address Client Subnet Client

IS-WiFi 172.16.10.51- 172.16.10.200 | 255.255.255.0
mfi 4.5 nihfimsheanvesgUnsel

Hostname | IP Address Role

IS-WLC 172.16.102 | asnndeuaniuzuazuImssams , degasidslusgunsal
ISSwitch | 172.16.10.1 | iesiaemsedis |, ianvmedviodn | Yaemsgilnyal
IS-AP 172.16.10.11" | NILRYTYIN

IS-Server | 172/16.10.10 | @3av@ouaniuzuazuivIzsams , deyadids lusaginsel

43 MINATBYMIMINUUVBIIZUY

4.4.1 'lassunsumsensdeminiunmsnagey

Y A

0 ¢ L g Y @ o
g UL A NG (Switch) inihidlusmnan Ivednsstlusguimanuadunse
¥ 1 i Y ° T @ [ @
Fonaounziiedisiuldnazeedl Arvmimdludanszaredyana lidadldnu Cliend Tag
Yar = [ o 1 LY ar k4 d” v A
AP 3z 1d5umsusmsaansuaz Avianilinse nedaanela ¥1nn WLC uananiided
a o ] Y o ] = g’; J
@185 (Server) HINN 1UAIAS WABUAD UL NMIHNTUVOIWLC F9519a300an15A9A
o o o
wineas lefidmSuninseidlsznouliaag
1. WLC nuena'loi172.16.10.2 iFoyaoni-Switch wilienanay
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