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ABSTRACT

At present, the Internet is widely available and easy to access. However, some systems
with intranet service including organization that has limited access to information. Therefore, the
authentication system is important for organization. Information accessibility, especially for those
important information must require the authentication of users. We have developed authentication
system through a virtual private network using token.

This project proposes to develop the authentication system through a virtual network
using token that characterize by two factors. First factor is the username and password. Second
factor is the token. Both of factors are use for authentication via virtual network before access to
intranet website.

The system are performed by déveloping an android application and installed to the token
device and web services. And use software open source to create a virtual network to make more

completely and effectively in the system.
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level P ARI int
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4) A11150A59900U 510134 1591115011015 Login 191 52 UMY Services ->
Captive Portal
R T ————————————_

& o C D) 192.168.2.99/st2tx_captivarartal pi
i apps QF howto sddin e Pt g, settng B riowto
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' A @ 1 5 g a A @ [ ¥ a
2) ldvedldauuagsiarudainiyditeanumns 9o Proxy ndsnniuaan OK

g g& s é
1§3917111151n9) Initialization Sequence Completed 11029z 14 IP Address DnYAKilY

P Rimouine {Sun Dec 2217.29:30 2013 DEPRECATED OPTION: ~ts-emole, please update your configuration
31 Locablser {Sun Dec 22 17.23:30 2013 OperVPN 232 886-wbb mingw32 [SSL IUpﬂSSLM\ZDl[PKCSH]leueWI i
B WPNServer 5un Dec 22172234 213 Conrl Charne Authrtaton:wong “iSense-udp-1134 s ke as 2 OperVPN st
TokenServer {Sun Dec 22 17.23:34 2013 UDPvA ik local (bound). [unde
& » KS«l’\Dec 2217.23:34 2013 UDPv4 ink remote: [AF | INETI‘/"VEUSHSHS‘
b 2 use the authinoc
17:28:37 2013 do_fconf. t>ipv6e0, t>dd_iconlig_pve_setup=0
B3 W3 open b 106D
TAP: dev '=as.uv“n.v 4] opened \
lisfat B o
553 Cokm e vtus creen: | WM Tods rabies ey features and iprover. e movenant; veo a0 Log i to the guest sy | Remeeveat | e Rarrae|
1o send keystrokes “Instal Tocls”,
To drscout s the w4, ik msce o bl R D B T BB e
—~ e

Ba| | @ __J.J.;ﬁl- B ST &Lﬁ% O %

do o 4 i 9y
6. m3lFauisnsusanudayadldnuvesnis 1Fauszuumiu Proxy laghguaszuy
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o (oA = 4 a d o arg Sk
1) ¥nsaan Sysiog Taeidlalduasesnouiinmesdmsudl udldusnms Proxy
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uaz"lﬂﬁmg Status -> System logs

8 prsense.ocoh 8 [ e
= o O s R B
foos 9P howko edd n extra P

Status: System logs: System

DO - Lo L

ystem log entries
Dec 44:07 : : Reloading Squld for configuration sync
Dec 22 09:44:07 : Reloading Sauid for configuration sync
Dec 22 09:44:08 : : Reloading Squid for configuration sync
Dec 22 09:44:08 Reloading Squid for configuration sync
Dec 22 09:44:08 apache_mod_security_package: Could not start daemon on port *:80. Another process s aready bound to this port
Dec 44:09 | php: : apache_mod_security_package: Could not start daemon on port *:80. Another process s aready bound to this port.

Dec 2209:44:11 Reloading Squid for configuration sync

Dec 22 09:44:12 : : Reloading Squid for configuration sync
Dec 22 09:44:12 | squid[34035]: Squid Parent; chid process 34391 exited with status 0

Dec 22 09:44:13 | php: : Starting Squid

Dec 22 09:44:13 | squid(17592): Squd Parent; chid process 17857 started

Dec 22 09.44:13 | ph:  Starting Saud

Dec 22 09-44/13 | saud[28602). Squd Parent: chid process 26069 started

Dec 22 09:44:14 | php: : Not callog package syn code for dependency squd of squd because some nchide fies are missng
Dec 2209:44:14 | pho: : Reloading Sadd for configuration sy

Dec 22 09:44:14 | php: : Reloading Saud for configuration sync

Dec 22 09:44:15 | php: : Reloading Squid for configuration sync

Dec 22 09:44:16 | pho: : Reloading Saud for configuration sync

Dec 22 09:44:18 | pho:  Rekoadng Saud for configuration sync

Dec 22 09:44:18 | check_reload_status: Reloading fiter

Dec 22 09:44:20 | squid[25602): Squd Parent: chid process 26069 exted with status 0
Dec 2209:44:24 | php: : SQUID i installed but not started. Not instaling “nat” res.
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2) thimsaani e lifiwy Settings 1d P Address in3nanagiimsnudeyadldau
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A

1 y o a Jd o v ] a
luiitlfinseuderiuniosmeniiuneidmiudludliuims veN

@ ° f, i = 9 a Iq
3) HaamnnsaaauaIanaa (e lisiunsy Syslog watcher AWITAYEAD 1Nl 1T

e

TokenServer

g - - 228133133 o 100:00:00.753537 rule 1/0(match): block in on emo:
o 17/28/2013 9:41:58.765 P 2. 228 13:31:33 of 192.168.119.1.137 > 192.168.119.255.137: NETL_ |
7(28/2013 9:41:58.765 PM 24 2813:31:33 of 00:00:00.000003 rule 1/0(match): block in on em: |
712812013 9:41:58.765 PM & local 0 Info 0 28 13:31:38 of 192.168.119.1.137 > 192.168.119.255.137: NBT L |
7/26{2013 9:41:59.781 PM local 0 Info 2i2813:31:34 of 00:00:00.753342 rule 1/0(match): block in on em0:

local 0 Info 228 13:31:04 of 192.168.119.1.137 > 192.168.119.255.137: N6T

local 0 Info 228133134 of 00:00:00.308481 rule 1/0(match): block in on emo:

g local 0 Info 212813:31:34 of 192.168.119.1.137 > 192.168.119.255.137: N&T

| 7126/20139:41:55.781 PM local 0 Info 2128 13:31:34 of 00:00:00,445677 rule 1/0(match): block in on emo:

1712812013 9:41:59.781 PM 192.168.2.99 local 0 Info 228 13:31:34 o 192.168.119.1.137 > 192.168.119.255.137: NBT

fnzsfzm:s:qz 00.796 PM 192168299 local 0 info 0i2813:31:35 of 00:00:00,308260 rule 1/0(match): block in on em0:

17/28/2013 9:42:00.796 PM 192.168.299 local 0 Info 2i2813:31:35 of 192.168.119.1,137 > 192.168.119.255.137: NBT L

192.168.2.99 local 0 Info 12813313 of 00:00:00.754299 rule 1/0(match): block n on em0:

192.168.2.99 local 0 Info 2l 2813:31:3 of 192.168.119.1.137 > 192.168.119.255.137: NBT

192.168.2.99 system Info ntp[33550] ‘adjusting local dock by 42295995555

192.168.2.99 local 0 Info of 00:00:26.071325 rule 1/0(makch): block in on em0:

712812013 9:42:26 192168299 local 0 Info of 192.168.119.1.137 > 192.168.119.255.137: NET L

112812013 9:42:27. 192.168.2.99 local 0 Info 228 13:32:03 of 00:00:00.753392 rule 10(match): block in on em0:

. 7epora : 192.168.2.99 local 0 Info 28 13:32:03 of 192.168.119.1,137 > 192.168,119.255.137: NBT L

192.168.2.99 of 00:00:00.753842 rule 1/0(match): block in on em0:

192.168.2.99 of 192.168.119.1.137 > 192.168.119.255.137: NBT L

182.168.2.99 of 00:00:01.058693 rule 1/0(match): block in on em0:
of 192.166.119.1.137 > 192.168.119.255.137: m@



75

a Jd o ' 3 a 3
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D AldnumousninietisszdeniinisiFeunenioiiunuludis VPN Client nou

A v W d‘ E Y
wwtusumaumelFuszuununeluld

Cment State:

Sat Sep 21 09:55:38 2013 DEPRECATED OPTION: tis-remate, please update your configuration
Sat Sep 21 09:55:38 2013 OpenVPN 2.3.2 i686-wbd-mingw32 [SSL (OpenSSLI] [LZ0] [PKCS11] [eurephia) [IP

OpenVPN - User Authentication

4 0 a A
2) 1o VPN d1399% 18 Connection IP Address 9N tdats e st ldanuszuy

3 a 3 a d @ Y A 3y syt
LUDUNTUURA Tmmswqwmmumwagﬂ% TUAWIU 1ae Token

%J pfSense-udp-1194-config is now connected. x
Assigned IP: 192.168.3.6

v 3 a 3 9y Y 9y 1 3 4 4
3) mﬂ‘mzummnuaumuum ﬁ'llﬂiﬂ!‘\l'ﬂ‘b’\ﬂuvlﬂ Iﬂﬂﬂ'ﬁw'lunlllﬂi'nl“ﬁﬂillﬁ$
o a 4 A A o a Y 3 a <3 & dldyl: ¥ 4 A
NIN15 WHNW IP Address YD UATDINNINITAAAIIVDUNTUUA WQiHﬂUﬂﬂﬂ\?‘ﬂLﬂiﬂQ
a J o v g yqg ¥ Aa A = A v 9
ﬂﬂilW'Jlﬂ@iﬁ']ﬁiUlﬂuPdﬁlﬂﬂifni Token Luﬂﬂ%"ﬂﬂﬂ'lﬂwuﬂ'J']Nﬂﬁﬂﬂﬂﬂﬂ'JEJI‘Wiiﬂﬂ@ﬁ

2 9y a L4 Y v
HTTPS 39@DIWNNW https://Q14 A8 IP Address 918



Certificate Error: Navigation Blocked - Windows Internet Expl

° There is a problem with this website's securitybcertiﬁcate. :
|

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

Wemwmmmmmmmmmwmmm

@ Click here to close this webpage.
@ Continue to this website (not recommended).

® More Information

o ¥y o a 7 o ' 3 a <
5 nénhimsaguisaudountsselfaududunsuia Taoldredls

o ] A Yo a o a wa o o o A A
T aWIULAL Token ﬂ"lmummwwwam‘nuluszuvﬂgmmsuaumauauuimiﬂwmﬂaauﬂ

Backoffice Manager - Windows Internet Explorer
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5) ﬁmanquasznnmmm Login l’llﬂ‘li»ﬂuiz‘ljﬂﬂ'lut’JUl‘]JS‘I’JL“BE)i

Authentication

Usernane

6) vilsnguy 13dmin gl Fmussuuahaiyddld razdeeona 1 ddmiul4an Token

L

Username

Password

FirstName

LastName

Birthday }

Idle online i (Minute)

No.  Usemame Firstname \ Lastname Birthday | Idle online (minute)  Ewport  Action

1 admin yuttapoome ' = buawichit 1979-06-09 ¥ 1 Ewport  Edit | Delete
2, ji Ji ji 2013-08-0S 10 Export Edit | Delete
9. test i testifirst testllast 2013-09-09 10 Export | Edit | Delete

3 a 7 o 1 9 a Jd ]
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Welcome to the pfSense Captive Portall
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