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ABSTRACT

This thesis aims to discover new solutions of two main areas of computer science.
The primary purpose is to create a new crucial data structure named inverted lists based on
the combinations of an inverted index and a perfect hashing table. The secondary purpose is to
develop new three algorithms of dynamic dictionary matching by means of the inverted lists.
As theoretical results, the inverted lists structure comprises both theoretical results and practical
implementations especially in terms of simplicity and scalability. A dictionary that employs
an inverted lists structure takes time and space less than a traditional dictionary.
More importantly, this structure is very flexible when the proposed dictionary is updated with
an individual pattern over time. With this discovered structure, an exhaustive approach, a prefix
approach, and a suffix factor approach of dynamic dictionary matching algorithms can be
developed. Among them, the prefix and the suffix factor solutions took less theoretical time
for scanning the given text than the traditional algorithms even in worst case scenarios.
In experimental results, the inverted lists dictionary was constructed easier and faster than
the traditional data structures, while the accommodated space was more economical than earlier
structures. The searching results showed that the exhaustive solution worked as a naive search,
but it was' efficient in the cases of small dictionary and small text sizes. The prefix approach
showed a linear searching time; in addition, it was faster than the exhaustive solution.
As the fastest searching results, the suffix factor solution was the most efficient when comparing
with the two proposed algorithms; furthermore, it searched almost as fast as the best solution

of static dictionary algorithm.
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CHAPTER 1

INTRODUCTION

1.1 Statement of Problems

The matching principle is the most widely important principle that deals with data
structures in efficient searching algorithms. This field relies on the excellent data structures that
are provided for several searching aspects. There are plenty of new applications in computer
science that apply this principle to solve their problems (e.g., [64], [65], [66], [71]) including the
operating system commands (Unix grep command using Commentz-Walter [9] and agrep using
Wu-Manber(25]), intrusion detection systems (e.g., SNORT using Aho-Corasick[1], Commentz-
Walter [9], and Wu-Manber[25]), and so on.

Traditionally, single string pattern matching, multiple string pattern matching (often
called a static dictionary matching), and dynamic dictionary matching are the emerging branches
from the matching principle. In particular, dictionary matching simultaneously searches for all
occurrences of patterns (known as dictionary) which appear in a large given text. This is called
static dictionary matching when patterns do not enable the ability to update. It is called dynamic
dictionary matching when the dictionary enables the ability to insert or delete individual patterns
over time.

In general, there are two standard phases to solve the dictionary matching problems,
‘which are the preprocessing phase and the searching phase. The preprocessing phase is that the
target patterns are generated to an efficient data structure, and the searching phase scans the given
text to find all occurrences of patterns in the data structure. Up until now, newer algorithms to be
developed should be as fast as possiblé to ensure pattern occurrences in a large given text;
additionally, the dynamic ability of the dictionary remains. Therefore, efficient data structures and
supreme searching algorithms are important in solving these problems. Basically, Trie, Bit-
parallel, Hashing table, and Suffix tree are the structures employed to accommodate the patterns
in the preprocessing phase.

Trie is the well known data structure that employs an automaton structure for containing
the set of states which are labeled by the characters. The static dictionary applied Trie to
accommodate the set of patterns found in Aho-Corasick algorithm [1], Commentz-Walter [3] and

SetHorspool [9]. Other Trie-based solutions [18], [19], MultiBDM[20], SBOM[5], and SDBM



(shown in [9], [15], and [1 1]) improved on Trie in that they decreased the searching time (detailed
by [9)).

Bit parallel structure employs the binary digit to represent the set of target patterns.
Several static dictionary algorithms used the Bit parallel such as Multiple Shift-And [8], the
Multiple-BNDM (shown in [9]), and the other one shown in [10]. In other words, the first idea of
hashing was presented by Karp and Rabin [14] in single string matching. The efficient solution,
which was presented by Wu and Manber [23], created the shift table and implemented the hashing
table to store the block of patterns. The faster solution was presented in solution [25], which
improved the Wu and Manber [23] algorithm.

A more advanced well known data structure, which can be applied to the dynamic
dictionary matching, is a suffix tree. The first algorithm, which employed the suffix tree, was
presented by Amir and Farach [27] working in an adaptive aspect; however, it consumed time
and space. Subsequently, [28], [29], [30], [31], [32], [33], [34] and [43] used the suffix tree to
create their algorithm.

On the practical side, implementing Trie to applications usually takes a large amount of
memory; moreover, Trie does not directly support updating the patterns over time. Thus, existing
Trie dictionaries are needed to re-generate all patterns when only one pattern in the dictionary
needs to be inserted or to be deleted. Meanwhile, suffix tree supports the insertion and deletion of
individual patterns over time, although it needs other structures to help in updating patterns,
which requires a long time. Indeed, the most widely implemented parts of this structure always
take a larger memory than Trie. Bit-parallel algorithms are restricted by the computer word and
need to deal with the complexity of the bit-conveérsion method; furthermore, it is also very hard to
update the pattern when implementing the dictionary. Besides, applying the hashing principle to
algorithms is more time exhaustive and does not support the insertion or deletion of the patterns.
So the main challenge in the traditional dictionary is to develop new and better technique that
allows the flexibility of a dictionary and retains the fast searching properties.

From a theoretical point of view, static dictionary matching algorithms always search
faster than the dynamic dictionary matching algorithms. For instance, Aho-Corasick algorithm
(1], Wu and Manber [23], and Hong- Ke-Yong[25] are more efficient than Shinalp and Vishkin
[45], AFGGP [33]. Briefly, several searching algorithms of previous design take into account

common efficient and flexible structures. In particular, the performance of a faster search



remains; while the dynamic patterns in dictionary are needed. Therefore, it can be said that new
dynamic dictionary matching algorithms are always required.

In order to overcome those disadvantages, it is natural to ask whether a new data
structure can be created to facilitate faster construction and more economical space usage than the
traditional data structures. Additionally, the new data structure can be applied to several fields of
the matching principles. Most important, the proposed algorithms which employ this structure are
more efficient than the traditional dynamic dictionary matching algorithms. Still, the searching
performances are faster than or equal to the static dictionary matching algorithms.

The most known motivation for this thesis comes from an inverted index and a perfect
hashing table. Since the inverted index structure has been used as the main method of information
retrieval to solve the problem, it has been applied to many applications (shown in [13], [37] and
[39]). Furthermore, there is an excellent data structure which always takes a constant time and
uses minimal space, called a perfect hashing table. Motivated by both data structures, this thesis
combines them to explore a simpler data structure for accommodating a dictionary.

A primary focus of this thesis relies on a new data structure and new dynamic dictionary
matching algorithms, including all reviewed matching principles above. The beginning of this
thesis follows a recent trend in data structure, especially an inverted index and hashing principle.
The key point is taking advantage of the inverted index and the perfect hashing table for
accommodating the dictionary. The first methodology is to adapt the inverted index to create a
new data structure called inverted lists. Then, this new structure employs the perfect hashing table
to accommodate the patterns, which works similar to a preprocessing phase. Most importantly, it
proposes developing mnew searching algorithms for the dynamic dictionary matching.

Furthermore, these algorithms search efficiently when comparing to traditional algorithms.

1.2 Research Objectives

This thesis mainly aims to study the traditional data structures: an inverted index and a
hashing table on how to create a new data structure for dynamic dictionary matching. The new
proposed data structure, called inverted lists, is based on combining an inverted index principle
and a perfect hashing principle. This structure provides an extreme ability to accommodate a set
of patterns, supports an individual pattern insertion, and encourages a deletion of the target

pattern. With the proposed data structure, new algorithms of dictionary matching are designed;
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moreover, these algorithms are flexible and more efficient than the traditional algorithms in both

theory and practice.

1.3 Scopes of Thesis

The scopes of the study are:

1. The new proposed data structure accommodates the set of target patterns for dynamic
dictionary matching algorithms. Also, this structure enables the ability to insert and to delete the
individual pattern at the user’s discretion.

2. Three searching algorithms of dynamic dictionary matching, which are called an
exhaustive approach: E-IVL, a prefix approach: PF-IVL, and suffix factor approach: SF-IVL, are
developed by means of the proposed data structure.

3. The proposed data structure is proven by the time and thc space complexity including
the correctness of the algorithm. Then, the proposed searching algorithms are also proven by time
and the correctness. Additionally, the time and space complexity of the new structure is compared
with the traditional data structures and new algorithms are compared with the previous
algorithms.

4. The proposed data structure and the proposed searching algorithms are implemented.
For the sake of evaluations, the experimental results compare searching time efficiency with the

earlier algorithms.

1.4 Hypothesis of Study

The inverted lists structure, adapted from the inverted index and the perfect hashing
table, is easy to construct, requires less space to store, and is fast to access. Moreover, it is able to

be applied to design the new algorithms of dynamic dictionary matching in an efficient manner.

1.5 Research Methodology

This thesis defines two tasks: explore a new data structure and develop new algorithms.
The performance evaluations of the proposed data structure and the proposed algorithms are

shown by proving time complexity, space complexity, and the algorithm correctness. Then,



experiments investigate the performances by implementing programs from the proposed

algorithms and running them on a variety of datasets with different parameters.

1.6 Advantage Results
The benefits of the research are as follows:

1. Different from the traditional paradigm, a new and better data structure is established in
both less space and faster time to access. The inverted lists structure is able to insert and to delete
individual patterns over time. Moreover, this structure takes minimal time complexity in
construction, pattern insertion, and pattern deletion.

2, With the new data structure three new algorithms, which are called exhaustive approach
(E-IVL), prefix approach (PF-IVL), and suffix approach (SF-IVL), are created. In theoretical
results, these algorithms are more efficient than the traditional algorithms when time complexities
were compared.

3. Experimental results showed that the inverted lists structure took significantly less space
and less time for creating the dictionary and updating the dictionary. Furthermore, the searching
times of the proposed algorithms were faster than the traditional algorithms, especially in a small

dictionary and small text size.

1.7 Organization

The following four chapters are devoted to the contributions of this thesis, including
some appendices and the biography.

Chapter 2 reviews the details that are related to the dictionary principles and their related
works, which are used as the original sources in this thesis. Then the traditional algorithms are
described, including the inverted index and the perfect hashing principle.

Chapter 3 presents the special technique for the inverted lists creation, dynamic technique
of inverted lists structure, and all new dynamic dictionary matching algorithms. Additionally, all
of them are explained by the algorithm details, proofs of time and proof of space complexity.
Furthermore, the correctness of all algorithms is also proven.

Chapter 4 starts by showing the results of theoretical evaluations among the time and the
space complexity, as well as the theoretical performances of searching comparison. Next,

implementation details and experimental setup are described. Then, the experimental results of
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preproces:sing phase and all results of searching algorithms to be implemented are illustrated by
tables and figures. In the final section, the resulting discussions are shown.

Chapter 5 sums up the contributions in this thesis and highlights some recommendations
for future works.

F inally, appendix A shows all published and submitted research papers and articles that
are outputs of this thesis. In addition, appendix B presents the research papers and the article that

are selected for the thesis fulfillment. Lastly, the author biography is shown.



CHAPTER 2

LITERATURE REVIEWS

This thesis is motivated by the need to create a new data structure for new algorithms
of dynamic dictionary matching. The basic related principles and the knowledge of dictionary
matching principles are integrated with those of dictionary accommodation, inverted index and
perfect hashing. In this chapter, comprehensive details of significant static and dynamic
dictionary principles are illustrated; moreover, available paradigms, approaches, techniques, and
best practices (i.e., the state-of-the-art) are reviewed. Then, Trie and suffix tree are detailed.
Importantly, the inverted index and the perfect hashing principle which are combined for a new
data structure are explained. The following sections are organized as follows. Section 2.1 shows
the static dictionary matching and the dynamic dictionary matching. Section 2.2 illustrated data
structures for dictionary accommodation. Section 2.3 presents the methodology of inverted index.

Section 2.4 highlights the overview of the hashing principle.

2.1 Dictionary Matching Principles

As previously discussed, dictionary matching is the principle that fulfills the need of
locating all occurrences of several patterns in the same time. Usually this principle is separated
into two areas; static dictionary and dynamic dictionary. Static dictionary focuses on efficiency of
data structure and offers a faster search; meanwhile, dynamic dictionary focuses on the flexible
pattern structures and requires frequent updates. This section summarizes certain solutions. Thé
following details are dedicated to history and related research of static and dynamic dictionary
algorithms, and the methodology for patgem updating in dynamic dictionary, including algorithm
details.

2.1.1 Static Dictionary Matching

The static dictionary matching problem (i.e., multiple pattern matching) is always
inherited fr:om the single string pattern matching. This principle searches for all occurrences of
patterns P={pl, pz,..,pr} which appear in a large given text T={?,1,,,...t } within a finite alphabet
2. Traditionally, this solves the problem in two phases; the preprocessing for generating P to a

suitable data structure and the searching for occurring the patterns of P in the text 7.



The simplest way to search is to read the pattern pl to p and compare each pattern with
- the character in the text one by one. This method leads to a time complexity of O(|P|) in the
preprocessing phase; furthermore, the search takes the longest time (O([7}|P])) where |P] is the
sum of pattern lengths from pl to p’ and [f] is a size of given text. Therefore, the static dictionary
matching requires the efficient data structure to store the collection of patterns and offers a
powerful search. Then, the next sub-sections show the static dictionary reviews, the algorithm of
Aho-Corasick [1] and SetHorspool [9].

2.1.1.1 Static Dictionary Reviews

With the direction of comparison in each window search, Navaro [9] divided the basic
search strategy of a static dictionary search into three directions: the prefix approach, the suffix
approach and the factor based approach. The prefix approach searches from the left to the right of
the window. The suffix approach searches from the right to the left of the window; finally, the
factor approach uses prefix, suffix and word roots to differentiate the search. However, all search
windows of all solutions above are slid from the beginning of text to the end of text.

The classic and well known algorittm of prefix approach is the Aho-Corasick[1]
algorithm, which was implemented in fgrep command of a Unix system. This algorithm inherited
the single pattern matching of Knuth-Morris-Pratt algorithm to create an automaton structure for
generating the Trie of prefix patterns. This is the best solution working in a linear time. The other
solutions are the multiple Shift-AND algorithm and the bit-parallel algorithms in [9].

The suffix approach searches from the right to the left of the search window. Normally,
this principle inherited the single pattern matching of the Boyer-Moore algorithm to decrease the
comparable time. The classic well known algorithms are the Commentz-Walter algorithm and the
setHorspool [9] that created the reverted Trie for comparison. The better solution is the Wu-
Manber algorithm which was implanted in agrep command of a Unix system. In implementing
details, the Wu-Manber algorithm uses the block of strings and the hashing table for comparison
(shown in f23]).

For factor approach searches, this principle takes the advantages of two previous
approaches above to apply to the new algorithm. The factor approach search is inefficient because
it is embedded with data structures. Therefore, the more time is required for practical
applications. The other solutions are the multiple BNDM factor, the set Backward Dawg

Matching, the Backward Oracle Matching algorithm, and so on (detailed in [9]).
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Qn the other hand, when considering on techniques of data structure, Trie, Bit-parallel,
and combined structures are the most widely used. There are a large number of algorithms that
apply Trie; for example, the first linear-time algorithm Aho-Corasick [1] (inherited from KM (7D,
the sub-linear time algorithms Commentz-Walter [3] (extended from [4]) and SetHorspool [9]
(adapted from [3]). In addition, other Trie-based solutions are (18], [19], MultiBDM[20],
SBOM(5], SDBM (shown in [9]), [15], and [l 1]. All of them improved the searching time
(mentioned in [9]). However, implementing Trie to applications takes a large amount of memory in
practice.

Alternatively, Navarov [9] showed how to apply the Bit-parallel in the single string Shift-
Or and the single Shift-And to the Multiple Shift-And [8], the Multiple-BNDM[9], and algorithm
in [10]. Unfortunately, Bit-parallel algorithms are restricted by the computer word and need to
deal with the complexity of the bit-conversion methods. Moreover, it is also hard to update the
pattern when implementing the dictionary.

Employing a hashing table for dictionary was an important choice; Karp and Rabin [14]
were the first to find a solution with this structure. This algorithm took much more time in a worst
case scenario: O(mn) time where m is the single pattern length. The disadvantage of this principle
is the lengthy processing time when directly extended to a static dictionary. An efficient
algorithm was presented by Wu and Manber [23], which created the shift table and implemented
the hashing table to store the block of patterns. An efficient solution [25] improved the Wu and
Manber method in [23] and saved a searching time in an average case, but the worst case time
was not improved.

Other techniques are the algorithms that combine several structures to improve the time
complexity such as the g-gram structure and the partitioning technique, but the worst case time is
again not improved. More details on the development of the new standard can be found in [9],
[24], [16] and [17].

Recently developed, solutions [68], [69] and [70] improved the Trie structure to
accommodate the patterns especially [69] which has minimal space of solution. For other
solutions, there exists a wealth of literature devoted to employ those classic data structures (e.g.,
Trie, Bit-parallel, and Hashing), can be found in [67], [72] and [73].

2.1.1.2 Aho-Corasick Algorithm

As it was mentioned earlier, this algorithm is called the Prefix Based Approach in [9]

because it scans the given text T with P from left to right of the search window. In the
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preprocess"ing phase, Aho-Corasick algorithm applies the data structure of KMP [7] to AC
automaton Trie (AC-Trie) for accommodating patterns. Consequently, the searching phase needs
to scan all characters in the given text. Thus, the time complexity often depends on the data
structure implementation of AC-Trie and the time to traverse in Trie.

The AC-Trie is the generalization of Trie which consists of the states énd their paths. The
state is called the node and contains the number of state in normal or terminal condition to
indicate the last characters of patterns. Each node is used to find the matching character in
searching phase. The preprocessing phase need to compute two functions: the GOTO function
and the Failure function. The main AC-Trie algorithm (detailed by Navaro[9]) is shown as

follows.

Algorithm 2.1: AC-Trie Creation

1. Build_ AC(P={p'.p%p’,....p})

2. AC_trie€Trie(P) , Initial_state € root of AC_trie, Sxc (Initial state) € @
3. For Current in transversal order Do

4 Parent< parent of Current in AC_trie

5 o €label of the transition from Parent to Current
6. Down € S,c(Parent)
7
8
9

While Down # 6 AND 6 ,.(Down, o) =0 Do

Down &S c(Down)

End of while
10. If Down # 6 Then
11. Sac(Current)€ 6, (Down, o) //(GOTO function)
12. If Soc(Current) is terminal Then
13. Mark Current as terminal
14. F(Current) < F(Current) U F(S 4. (Current))
15. End of if
16. Else Spc(Current) <Initial_state
17. End of if

18. End of for

For implementing the GOTO function, all characters of patterns are generated to be
forwarded and given the path that are labeled by characters. The new states and the labeled paths
of pattern are made if their prefixes are unique from the existing pattern in Trie. This step takes
O(P|) time complexity. After calculating the GOTO function, S, is established for the failure
state calculation that computes a backward transition of each node. Trie(P) is an input for S, for
the backward transition. This transition will be used for considering the mismatch state while the

input text is scanned. Then it will be lined or pointed to an appropriate state for the next
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compMsQn. This step uses O(|P|) similar to calculation of the GOTO function. For example,

Figure 2.1 shows AC-Trie of P={aab,aabc,aade}.
Example 2.1 Trie of P={aab,aabc,aade).

Figure 2.1 AC-Trie of P={aab,aabc,aade}

In the searching phase, the first character of given text T is initiated with state 0 as the
current point. The commencement of matching is activated on 7, and the first step checks the
finite state. If the current state is the finite, then the current position is reported in the pattern
occurrence. In the next step, the failure function is considered for initiating the new state.
Meanwhile, the next character in the given text will be compared. Then, the output is finally set
into the occurrence patterns that appear in the text T. The time complexity of searching is
considered by scanning the text and traversing in the AC Trie; that is, it takes Oyt|) for scanning

text T and focc time for traversal in Trie. This following algorithm shows the searching idea.

Algorithm 2.2 : AC Search
1. Aho-Corasick(P={p',p,...,p},T=t,t,...tn)
2. Preprocessing
3. AC<Build_AC(P)
. Searching
Current < Initial state of the automation AC

4

5

6. Forpos €l...n Do
7 While 6, (Current,t pos) = 6@ AND S,c(Current) # 6 Do
8

9

Current €S sc(Current)

End of while
10. If -8, (Current,t,,) # 0 Then
11. Current&~ &, (Current,t )
12. Else Current €initial state of AC
13. End of if
14. If Current is terminal Then
15. Mark all the occurrences (F(Current),pos)
16. End of if

17. End of for
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fhne complexity of this algorithm depends on the GOTO function and Failure function
which computes in O(2|P]) time, known as O(|P]). Although the searching phase takes O(]t|+occ)
time (a linear time), in the practical implementation is not good enough. Unfortunately, AC-Trie
does not directly support the insertion or deletion of individual patterns; hence, the pattern
updating needs to re-generate a new Trie. Therefore, SetHorspool algorithm is expected to be
better.

2.1.1.3 SetHorspool Algorithm

Since Commentz and Walter [3] had adapted Boyer-Moore [4] to static dictionary
matching. The name of Suffix Approach algorithm was established. This solution is viewed as an
original of" a backward algorithm. The easier version is called SetHorspool [9]. This employed
reverted-Trie and the Shift table for searching from left to right in each search window. This
algorithm takes a sub-linear time complexity in practical implementation.

The reverted-Trie of SetHorspool uses an automafon idea to generate the nodes from
each last character backward to the beginning of each pattern. Then, the shift table will be
calculated from every characters provided for shifting. The shift table is used for referring to the
next search window if the comparison is mismatched. The following algorithm details show the

main idea of this structure.

Algorithm 2.3: HP Preprocessmg
HO€ Trie(P™={(p")",..., ()" })

1.

2. OHOis its transition function

3. Force Z Do dfc] € Imin

4. Forjjel..r Do

5 Fork €1..m; —1 Do d[p]] < min(d[ p{],m, -k
6. End of for

As shown above, reverted Trie (P” ={p_',p.>, p.. ..., D, }) is created as a normal
Trie. The time complexity and computing method are similar to AC-Trie of Aho-Corasick
algorithm. Thus, it equals O(|P|) time while the shift table of P ={p', p?, p°,...,p"} is also

computed in O(]P|) time. Example 2.2 shows the reverted-Trie of P={aab, aabc, aade}.



E*ample 2.2. If P is {aab, aabc, aade}, then the reverted Trie is P ={baa,cbaa,edaa}

and it is illustrated on Trie as follows.

O~ OLOMO
OrONOYe

Figure 2.2 The revert Trie of P={aab,aabc,aade}

Table 2.1 The shift table window of P={aab, aabc, aade}

a

b

Cc

d

e *

1

1

3

1

3 3
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b

The search is initiated at state 0 and sets the first comparison at the last character in the

first search window as a reference point to be matched. Then, matching is compared with the

search window followed by the smallest pattern length. The matching needs to check three

following operations: the first operation checks whether the match is a finite state; the second

operation checks whether the forward transitions are in reverted-Trie or not, and the third

operation checks if the matching has failed then uses the shift table to a new search window. The

algorithm is shown below.

Algorithm 2.4 : HP Searching

1. pos€im
2
3
4
5.
6
7
8
9.
10. End

11. pos€pos+d[ty]

in

While pos < n Do
j€0,Current <initial state of HO

While pos-j >0 AND &, (¢

If Current is terminal Then

pos=j>

Current) # 6 Do

Mark all the occurrences (F(Current),pos)

End of if
Current € 5, (¢

CJ€iH
-of while

12. End of while

pos—j >

Current)
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SetHorspool takes O(|P|) time in the preprocessing phase and takes O(1¢|1 ) time in the
searching' phase; where [, is the maximum length of pattern in P. Similar to AC-Trie, the
preprocessing phase takes two steps; the first is construction the revert-Trie, and the second is the
calculation of the Shift table that leads to O(2|P|) time. Shift table and the suffix approach are the
advantage of SetHorspool; furthermore, searching is fast in practice, especially working in a sub-
linear time. This algorithm is not efficient in searching if the minimum length is small, and the
shift value is 1, which is equal to O(]¢]|P|) time.

2.1.2 Dynamic Dictionary Matching

The dynamic dictionary matching is to search all occurrences of patterns P={p’, pz,..,p'}
(G.e., called the dictionary) appeared in the given text T: ={t,,1,,t;...t } over a finite alphabet ¥, with
the ability to insert or delete the individual patterns over time. Therefore, the dictionary requires
an efficient and flexible data structure to accommodate the collection of patterns for a more
powerful search.

2.1.2.1 Traditional Dynamic Dictionary Matching Algorithms

According to the earlier mentions, the Trie is the traditional structure to accommodate the
static dictionary, and the suffix tree is the most common data structure to accommodate the
dynamic dictionary. A large majority of the previous works rely heavily on the suffix tree. The
first suffix tree based algorithm presented by Amir and Farach [27] and this is the first adaptive
algorithm that requires high time complexity. The suffix tree offers dynamical patterns for the
dictionary, though there is a trade off inefficiency of time and space. Subsequently, many of the
logarithmic algorithms were based on the same principle i.e., O(|¢] log |1]), shown in [28], [29],
[30], [31], [32], [33], [34] and [43]. All of them require the dynamical method of McCreight [36],
DS-List [35], or Weiner [44] to accommodate and to maintain the dictionary.

The main challenge of this principle is to recommend bypassing the factor of logarithmic
time. Some efforts and some improvements were presented by AFGGP [33] that showed the first
algorithm nearly took the same time as the Aho-Corasick algorithm [1]. Nevertheless, it did not
collapse the Jog n factor. It can be said that all suffix tree approaches fall into the trap of
O(|t)log|#)) time. Even if other algorithms, such as [32] and [41], tried to improve DS-List [35] for
storing patterns, the results of time complexity are in the logarithmic time.

Fortunately, the latest edition of an algorithm is shown by Shinalp and Vishkin [45],
which takes the time complexity equivalent to the static dictionary algorithms. However, it

employs the fat-tree, which leads to-a larger space for accommodating the dictionary. Lately,



15

there are good surveys and reviews in [24], [46], [47], and [16], which provide the relevant
literatures. The following sub-sections show the classic dynamic dictionary algorithms of
AF GGP[Sj, which highlight dictionary construction and pattern insertion and deletion.
2.1.2.2 AFGGP Algorithm
This thesis focuses on the AFGGP [8], which is the first algorithm implementing the
suffix tree:of McCreight [36]. The main idea of the algorithm is to create the dynamic suffix tree
using the dynamic tree of Sleator and Tarjan [14]. This algorithm, known as a classic algorithm
for dynamic dictionary matching, took an exhaustive time in searching phase. The following sub-
section shows the pre-processing phase, updating pattern, and searching phase, respectively.
2.1.2.2.1 Preprocessing phase of AFGGP
This phase is separated into two steps; creating the suffix tree and creating the forest
tree. Let D, ={p,,...,p,} be the dictionary where D, consists of the suffix tree and the forest tree in
the same structure. The suffix tree needs to add the special symbol as $ in every pattern. DS,
represents the suffix tree 7. Let DS, = p,3,...p,$. The method works as follow.
1) read the pattern one by one to create the suffix tree of McCreight [36). The procedure
STI shows the algorithm details. Let [ be the transition of nodes, and & be the transition which

relates the node x to the child node I 2

Algorithm 2.5 : Procedure STI(v,i)
1. Step A:Ifvisroot y< root. Goto Step D
2. Step B1 : Else x<SL(parent(u)). GO to Step C

3. Step B2 :If parent(v) is not root x<root; f3 <head;; - S[i-1] Go to Step C
4. Step C:If || < B ,set B € B-c and x| and repeat until || > | |
5. StepCl:If|la|>f], ) <head,., — S[i-1] , L(d)= head; ; — S[i-1],set SL(v)€d

Step C2: If | |=>| ] , | €head,; = S[i-1] , set SL(v)€ [ sy
. Step D : headi=L(y); L(v)=head; ; Create L(w)=S[ i,m] as a child of v ; Return nod v

N

2) create the forest of trees. After creating the suffix tree, the dynamic structure can be
calculated. The dynamic of the tree is to separate the suffix tree into each smaller unit called the

forest of tree. Each is denoted by 77, and all suffix tree by F, p, - The method creates the virtual

A

node v, which is created on the node v and marked at root of T, p, for updating the pattern. The

algorithm details are shown as below.
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Algorithm 2.6 : Create Forest tree

1. For eachnode vin 7}, there is a corresponding node v in F, D,

A

2. vis marked inv TD, if and only if v is the root of some tree in F, D

A . A

3. v is in the tree with root 7 in FD, if and only if , among the marked nodes, L(r) is the longest
pattern that is prefix of L(v)

2.1.2.2.2 Searching phase of AFGGP '
Let ¢/1,n] be the text T to be scanned. This search needs to lookup the longest suffix D,.
Let h; represent ¢/j,n]8 which is the substring of D, where I < j < n. The search steps are
shown below.
1) Searching a sub-pattern
Search A, in the couple of clocus of # where clocus is the current character and p= h;
- L(clocus) which can be found h; by increasing j in the suffix tree T The searching method is

shown as Algorithm 2.7.

Algorithm 2.7 :Procedure SEARCH(clocus, B)

1. Step A : case clocus is root : y€root . Go to Step D.
2. Step B : case clocus is not root xéSL(clocus) Go to Step C.

3. Step C: set ﬂé—ﬂ Ifla|<|ﬂ|set ,3(— ﬂ o and x€ | andrepeatuntll |a|>],3|
4.  StepCl:Ifja ]| ,B I h—L(x) ﬂ since the first character of ¢ - ,B mismatches in step j-1
Stop and return (x, ﬂ)

5. StepC2:If|a|= B sety<|.Goto Step D.
6.  Step D : from node y searches down the suffix tree by scanning all character. If not match
contract locas of hj and Return locus v and =h;-L(v)

2) Searching all occurrences
The searching method looks for each T, p, Which is not a root of T}, and compares them
with the marked node that is not the root of T D, There are two conditions to be considered.
l:. If B is not null and h=p,, then the matching is successful whenever h; is the leaf
node where L(w) = p $r.

2. Each suffix of A, needs the position of v in Ty, and v is the path from clocus to the

rootof T p, » and v is not the root, which is matched.
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Algorithm 2.8 :Procedure FINDALL(clocus, ,B )

1. report occurrence when if £ not empty and if L(w) =p,$,
2. u<clocus

3. Whileu # root of TD,

v €root(u)

Ifv # root of T, p, then

report occurrence
u<€parrent(v)
End of if
End of while

VN Loa

2.1.2.2.3 Pattern Insertion

There are two step for pattern insertion; insert pattern p$ into 7, p,, and mark the

dynamic node in F, p,., Which needs to follow 2 step.

1. After insertion P if the node v does not create a new node, then L) = p; and

mark at the node v.

2. After insertion of a$, if there is a new node v where L(v) = @ and a is the

pattern, then the node v is marked. The algorithm below shows the pattern insertion details.

Algorithm 2.9: Procedure FTI(suffix tree node u)

1 Step A:Ifuis aleaf ; newnode( ); link(v, u)

A A

2 Step B :uis marked, but not a new node: cut(#) ; # is not the root and not marked ,and W is

A

descendant of % ,L(u) is the longest pattern that is prefix of L(u).

A

3 Step C:uisanew internal node : newnod( # ) and take Step C1-C4

A A A AN A ~

4 Step C1 : If u not marked and root( vV )=root(w ) ; cut(w); link( v, # ); link(u ,w)

A A

5 Step C2 : If u not marked and root( 1;) # root( W );link(v,u)

A A A A

6 Step C3 : u marked and root( v )=root( W ); cut(w ); link(z , w )

7 Step C4 : umarked and root(v) # root( w ) ; Do nothing

2.1.2.2.4 Pattern Deletion

The pattern deletion is needed to remove p; from D, = {p,,...,p,}. This method needs to

convert T, to T, for DS, = p,,8,.p.,$.,,..p.5, Then, all suffix P, needs to be deleted and

137188
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F D, 18 changed. The algorithm uses STD for deleting the suffix tree node and FTD for updating
the forest of F b,., - The algorithm detail is shown below.

Algorithm 2.10: Procedure STD(suffix tree node v)

1. Step A : Ifv is the root : delete u.

2. Step B:If v is not the root take two step B1,B2

3. 'Step B1:If v has more than two children : delete u. v still has at least two children.

4. Step B2 : If v has exactly two children : delete u; delete v; and assign (parent(v),v),(v,w)

Algorithm 2.11: Procedure FTD(suffix tree node u)

1. StepA: Ifuisaleaf: cut(u)

AA

2. Step B : Ifuis an internal node,unmarked but not deleted : link(v,u)

A

3. Step C: Ifuis an internal node, which has been deleted ; Let q be the only child of u : cut(% );

A A A

cut(q );link(v,q)

Té sum up, the time complexity of the preprocessing phase is O(|P| log| P|); meanwhile,
the searching time is O({]t|+tocc) log |P|) where tocc is the number of occurrences. The pattern
insertion takes O(p| log|P| ) time where |P| is the dictionary after insertion, and |p| is the length

of pattern to be inserted. The pattern deletion takes O(|p| log|P|) time.

2.2 Data Structures for Dictionary Accommodation

As mentioned in the previous chapter, Trie and Suffix tree are the classic structures to
accommodate the patterns in the preprocessing phase. Trie is the well known data structure
provided for solving the problems in string processing. This empioys an automaton structure for
containing the set of states which are labeled by the characters. The well known data structure,
which can be applied to the dynamic di;tionary matching, is the suffix tree. This structure was
presented by Weiner in 1973. Then, this structure was improved by McCreight [36] in 1976. The
following sub-sections show the details of Trie and Suffix tree, which are the main data structure
to be compared with the inverted lists structure.

2.2.1 Trie Structure
Trie, a nickname that comes from “Retrieval”, is an efficient dictionary data structure
for string processing. This structure can quickly search a large text such as the Oxford English
dictionary in large Giga byte units. Moreover, Trie can be applied in text compression, dictionary

matching, approximate string matching, and so on. Trie is the prefix tree structure. for containing
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the stnng (shown in [23] and [24]). Trie can be more efficient if all paths of single-child nodes
have at léast two children. The path compressed trie has the minimum number of nodes among
the Trie fepresenting a certain set of string. Briefly, it can be said that Trie consists of the nodes
of state and the edges lined by the characters, while every node must have the suffix.

Trie is constructed by using the string $,,S,,...,S, where S, to S, are the individual strings
which use the symbol § for termination. The well known Trie is non-compact Trie, which is
applied to the static dictionary implemented by the automaton for the preprocessing phase. The
Aho-Corasick[1] and the setHorspool (shown in [9]) are the algorithms employing the Trie to
accommodate the set of patterns.

Non-compact Trie is the tree structure where each node is lined by character, each node
is related to the next level of tree and the leaf node stores the special symbol $. The example 2.3
shows the Trie, which stores the string BIG, BIGGER, BILL, GOOD, and GOSH

Example 2.3 the Trie structure of string: BIG, BIGGER, BILL, GOOD, GOSH.

Figure 2.3 Non-compact Trie of BIG, BIGGER, BILL, GOOD, GOSH

-

Applying non-compact Trie to application employs the automaton string without the leaf

node. Example 2.4 represents the Trie when the pattern P={ATATATA, TATAT, ACGATAT}.
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Example 2.4 the Trie of P={ATATATA,TATAT,ACGATAT)}.

Figure 2.4 Trie of P={ATATATA,TATAT,ACGATAT}

‘Above is an illustrated where the characters are read one by one from the first pattern
to the last pattern, while insertion methods maneuver the Trie to a suitable position. The pseudo
code is shéwn as algorithm 2.12 where P is the set of patterns, Current is the current position to
consider for adding the node and &(Current, p;) is the function to search the position to add

the node of pattern i at character WA (Current) is the function to search the path of current

position to the root of Trie.

Algorithm 2.12: Trie Creation
1. Trie(P ={p',p*,...,p"})

2. Create an initial non terminal state 0
3.Foriel.r Do
4.  Current € initial state 0

5. j€1
6. While j <m, AND &6(Current,p')# 6 Do
7. Current <« S(Current, r;)
8 J<Jj+l1
9. End of while
10.  While j <m, Do
1. . Create a new non terminal state State
12. 6(Current, p') < State
13.  Current < State
14. o Je—J+1
15. End of while
16. If Current is already terminal Then F (Current) < F(Current) U {i}
17. Else mark Current as terminal, F'(Current) < {i}

18. End of for
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:lThe time complexity of Trie is O(]P|) where |P| is the sum of all length of pattern in P.

In additio“h, the complexity depends on the implementing technique for programming. The Aho-

Corasick and the setHorspool algorithm take this principle to create the automaton to store the
pattern in:the preprocessing phase.

In other words, Commentz-Walter[3] and SetHorspool [18] used Trie in the reverted-Trie
to accommodate the pattern as well. The example above can generate to the reverted-Trie as
shown in an example 2.5 below.

Example 2.5 Reverted-Trie of P={ATATATA,TATAT,ACGATAT} when the reverted-
patterns of P is P ={ATATATA, TATAT, TATAGCA}.

63% L AOEAD
A :

Figure 2.5 the revert Trie of P=fATATATA, TATAT,ACGATAT}.

A search method is trying to match from the root of the tree until the searched string is
completely matched or a leaf is reached. Thus, successfully searching a given text of length n
with the matching time Jocc required 0[n+locc) time. The searching details can be found in the
previous section.

2.2.j2 Suffix Tree

iSufﬁx tree is a very powerful tool for many tasks in dictionary matching. This structure
is actually‘: developed from the suffix Trie. The suffix tree was presented by Weiner in 1973 and
was imprdved by McCreight [36] in 1976. Afterwards, it was developed as an on-line algorithm
by Ukkonén in 1995. This principle, which applies to the dynamic dictionary matching, was
employed in the algorithm of McCreight [36] and Ukkonen in 1995.
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Figure 2.7 The suffix Tree of GOOGOL$

iThe pseudo code for constructing the suffix Trie of McCreigt [36] is shown in the

algorithm 2.13 where £ is the root of tree. In this case, if there is only one string, then the time

complexity is O(]P{), which is similar to the normal Trie. In principal, the pruning algorithm

works as follows.

Algorithm 2.13 : Tree Construction
1. Construct tree for x[1..n]
2. fori="1tondo

3. if head(i)=¢& then
4 . head(#+1) = slowscan( & ,s(tail(i)))
5 add i+1 and head(i+1) as node if necessary
6. continue
7 u = parent(head()) ; v = label(u,head())
8. if u#£ & then w = fastscan(s(u),v)
9. else w = fastscan( & ,v[2..v|]])
10. if w is an edge then
11. add a node for w
12. head(i+1)=w
13. else if w is a node then
14. " head(i+1) = slowscan(w,tail(i))
15. - add head(i+1) as node if necessary
16. .s(head()) =w
17. add leaf j+1 and edge between head(i+1) and i+1
2.3 Inverted Index

The inverted index is the data structure that reverses the words and their positions for

supporting, the data in information retrieval systems. This structure represents the data structure in

the form of <document ID, word:pos> where ‘document ID’ is the indicated number of

documents, ‘word’ represents the vocabulary keywords and ‘pos’ is the occurrence position of

‘word’ in the document ID.
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The original inverted index sources [13], [37] and [39] define all documents as
D={D,...D,} where D, is each document containing the various keywords in the various positions
and 1<i<n.

In order to give evidence of the above statements, the inverted index is created in three
steps; analyze the keywords occurred in target documents, format the keywords and apply to a
suitable data structure. The following steps express these rules of an inverted index construction.

1. Assign the number of documents and analyze the keywords in each document.
Let D be the entire document containing any keywords ww,w,...and D={ D,..D }. If
there are the documents D, ...D, , then the keywords can be analyzed as follows:
D;:w,w,w,...
D, w,w,w,...
D;:w, wewy'..
D w.ww,...
2. Format the keywords to the index construction form.

Rewrite the keywords in the inverted form; the form of words, positions, and documents.
Each document indicates a unique number from D, to D,, and the keywords w in each document
are analyzed and given their occurring positions. For example, if there are the keywords
W, Lwy:2,w.:3,..., then w,: I means the keyword w, appears at position 1.

3. Take the keywords and their position to store in a suitable data structure such as
tree structure, Trie, or B’ tree. Example 2.7 illustrates the steps of an inverted index construction.

Example 2.7 The inverted index construction in the case of several documents.

The following steps are performed as below.

1. Assign numbers to each line of the document like in table 2.2
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Table 2.2 The number of all documents.

Document ID

Lists of Words

Dl

D,

o

o
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O
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2. Analyze the keywords and give the position occurrences in terms of the keywords

and their document ID, as shown below.

Table 2.3 The number of each document.

Document ID Lists of Words
s - The.J I_’roject 2 Gutcnb' e Et !
D ’o"f‘rED-i is2 a3 A5 G5 ﬁ’%hﬁfé d:7 list8
= D:1 is:2 a:3 %‘imc'e' oglam nglish: wor 7 list:
D, Au 1 the:2 Gut:'n'ﬂ*urg 3 Ete
\ -
D5
D6

& v

VLZ\IDWﬂﬁiMIW"] NG ammmml%@mMauuam bbe1S G]’EN’EJNE’N@QLQWJE’NL@ﬂﬁ?i%ﬂ@ﬁﬁ%%ﬂ?ﬁﬂﬂ‘lﬂ%
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including s

3. Take the keywords and their positions for storing in a suitable data structure; for
instance, the suffix tree, B’ Tree, the suffix array, etc,

In the context of this thesis, all keywords are rewritten in the form of word: posting lists
where ‘posting lists’ is the form of documentID: word position in that document. Chapter 3

details how to apply this idea for accommodating the set of patterns.

2.4 Perfect Hashing Principle

The hashing table is commonly imown as the data structure that searches quickly in O(1)
time. Normally, this structure accommodates data to the set of tables and accesses data by
calculating the data address by a hashing function. There are the universal keys which can collide
and the related set provides all data. The universal keys might be generated into the individual
key provided they have mapped the data search. The data in the set will be accessed if the correct

key is mapped. Figure 2.10 shows this idea.
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Key Bucket of Data
Data
Search \\ 1 R
' Data 1
Data 2
Data 2

Figure 2.8 The idea of the hashing table

F @damentally, data to be searched is required to be calculated and accessed through thé
key for rejtrieving the matched data in the bucket. In general, a hashing function maps several
different léeys to the same index. As a consequence, the major problem of the hashing principle is
the collisi§)n of keys when mapping the data search into the bucket of the data structure.

Fdrtunately, a perfect hashing table is the excellent solution when keys collide. This
principle is suitable for static keys e.g., a set of reserved words in a programming language. A
hashing teé:hnique is called perfect hashing if and only if the worst-case time for a search is o(l).

Implementing the perfect hashing table uses two-levels of data structure. The first level is
the same as hashing with chaining: # keys are hashed into m = n slots using a hash f. h from a
universal éollection. In the second level, the chaining keys hashes to the same slot J» and a small
secondary éhash table S, with an associated hash £, h;.

TI%le uniqueness of the hash function also yields the capability of accessing the parent of a
node withQut using extra storage. With the proposed expecting structure, the perfect hashing takes
O(n) spacd and O(1) time (shown in [37], [38], [39] and [40]) for the searching phase where 7 is

the size of hata. This idea is exemplified below.
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hash
keys function hashes

100

Figure 2.9 The idea of the perfect hashing function

As mentioned above, the perfect hashing principle has:

1) The universal key U to accommodate all keys for accessing all data in the table, and

2) Two levels to implement the table.

The first level is the n keys for accessing to the second level by function f(n) and the
second level is the data items associated the corresponding key of n.

This thesis assigns ¥ as the universal key U and f{1) as f{k) for the first level of the
perfect hashing table. In the second level of the table, the inverted lists are assigned as data items
in the bucket of the hashing table. This rule can be roughly applied in the example below.

Example 2.8 If P={aab, aabc, aade}, then the patterns are assigned as D,=aab,
D,=aabc, and D,=aade.

U={ab,c,..z}

A={ab,c,d e}

Then a,b,c,d, and e are analyzed for their position as individual keywords in an inverted
index. After analyzing, the results are:

D\ aclazd B3,

D,:a:l,a:2, b:3, c:4, and

D;:ra:la:2,d:3, e4.

In the final step, each position and its occurrence in all documents are assigned for
accommodation in two levels of the hashing table. When ‘@’ is considered; therefore, ‘a’ is
occured at the positons 1 and 2, and in the document 1, 2, and 3. In this case, the postions 1 and 2

are represented as the first level of the hashing table, as well as the document numbers 1, 2, and 3
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are represented as the second level of the hashing table. Meanwhile, the univeral keys are the
constant z%nd can be represented as fixed locations when they are implemented.

With this idea, the hashing table maps only the first and the second levels (as shown
above) inito the bucket that leads to take double the time for accessing. However, it takes only
o(l) timé. Because of the perfect hashing is suitable for accommodating the proposed data

structure. The next chapter presents the granular details of an applied structure.



CHAPTER 3

INVERTED LISTS DICTIONARY MATCHING

This chapter details the main study methodologies that consist of 1) analysis of the
related principles, 2) adaptation of the inverted index and perfect hashing table to create the
inverted lists, 3) development of algorithms of dictionary construction, dictionary updating, and
three search algorithms, and 4) proof of the complexity of time, space, and correctness of all
developed: algorithms. The first section explains principle derivations on how to adapt an inverted
index andéa perfect hashing table to create the inverted lists. Then, the inverted lists data structure
for dynan:jic dictionary matching are illustrated. The next sections show dictionary construction
algorithms, pattern insertion and pattern deletion. Then, an exhaustive solution (called E-IVL), a
prefix apl;)roach (called PF-IVL), and a suffix factor solution (called SF-IVL) are illustrated
respective}y. In addition, each algorithm is also analyzed and proven for time complexity and
correctnes:s. In particular, the inverted lists dictionary needs to be analyzed and to be proven for

space complexity.

3.1 Principle Derivations

As previously mentioned, this research has two principles with the goal of creating a new
structure. In this section, the details of inverted lists in the perfect hashing aspect are deepened in
the two following sub-sections.

3.1.1 Adapting Inverted Index to Inverted Lists

The inverted index, shown in chapter 2, contains the words in the target documents with
the form of <document ID, word:pos> where ‘document ID’ is the indicated number of
documentsj, ‘word’ represents the keywords or the vocabulary, and ‘pos’ is the occurrence
position of“T ‘word’ in the document ID. The original inverted index (shown in [131, [20], and [22])
defines all documents as D={D,...D,} where D, is each document containing various keywords in
the variou:s positions where 1<i<n. The inverted index can be constructed in two steps:
convertingicharacters and assigning position form.

F irstly, each document is indicated to a unique number from D, to D,. The keywords of w
are represented in each document. For instance, if the keywords are w,:1,w,:2,w,_:3,... then w1 it

means the keyword w, appears at position 1. Thus, if the documents are D,, D,, D,,...,D,, they can
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be defined as the spot Qi Figure 3.1. The words are grouped to the form of word: (posting

lists) where ‘posting list’ is the form of (documentID: word position in that document).

(1] Keywords analysis
documents: word:pos

D;: wilLw2,w 3.,
Dy w,:Lwg2,w :3,...,
Dy w:lLw:2,w,3,...,

D .. .,wx:n-2,wy:n-1 R

ePosting List form

words : posting lists

w2 (D;:1),(D,:1),(D,:1)...,

w,: (D,:2),...,
w.: (D,:1),...,
wy: (D,:2),(D,:3),...,

ceey

Figure 3.1 Keyword representation in posting list form

Secondly, the idea behind creation to this structure is to replace the document D by the
pattern P, and pi with each D,. For example, if we have the given pattern P={aab, aabc, aade}
then the patterns are assigned as D,=aab, D,=aabc, and D;=aade. Afterwards, the keywords in
each document are analyzed and their positions are located. This idea is further examined in

Figure 3.2,

(1) Keywords analysis
documénts: word:pos

D,:a:l,a:2,b:3,

D,: a:l,a:2, b:3, c:4, ’
D,:a:l,a:2, d:3, e:4.

9Posting List form

words : posting lists

a: (D:1),(D,:2),(D,:1),
(D,:2), (D;:1),(D,:2),

b: (D,:3), (D,:3),

c: (D,:4),

d: (D,:3),

e: (D,:4).

Figure 3.2 The generalized idea of inverted index in our data structure

Finally, the pairs of characters between the alphabets and their position in P are

represented and implemented to the form of character :<the occurrence position of character in
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pattern: the indicated status of the last character of pattern: the number of pattern in P>; e.g.,
a:<1:0:1 5, <2:0:1>, <1:0:2>,<2:0:2>,... . This form is called the individual posting list. Using
this method, the individual posting lists can be applied to many aspects of positions. One example
is shown in 3.1.

Example 3.1 If P consists of {ram, run, ruhm'ng}, then pl=r,a2m3, p2=r1u2n3, and

p3=r,u2n 1,isn g, All individual posting lists of P are represented below.

pl=r<1:0:1>a:<2:0:1>m:<3:1:1>,

PP=r:<1:0:2>u:<2:0:2>n:<3:0:2> and
P =ri<1:0:3>u:<2:0:3>n:<3:0:3>,

n.'<4.‘0.'3>,i.'<5.'0.'3>,n:<6.‘0.‘3>,g.’<7:1.‘3>.

3.1.2 Accommodating Inverted Lists in Perfect Hashing

A;S it was already mentioned, this research assigns . as the universal key Uand ff1)
as f{n) for the first level of the perfect hashing table and the groups of posting lists as the data
items of the second level where A ¥ . In the detail of table, there are two parts: keys and the
levels of inverted lists. The keys represent all characters which occur in the set of patterns to be
used. There are two levels of inverted lists as well: positions and corresponding IVL. A position
part represents the positions of character which occur in patterns; meanwhile, the corresponding
IVL represents the patterns that are related to the occurred positions. The perfect hashing table is

created as in Figure 3.3.

Table of 0
Positions pttens
(1) !
p 1 p| Corresponding ITVL,
a :
b
]
c . »| Corresponding IVL
Tableof 1
»| Corresponding IVL

Figure 3.3 the idea for creating the table
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With this idea, all individual inverted lists are grouped into new forms to be implemented
in the hashing table. Example 3.2 shows the method from the conversion of a single character to
the individual inverted list. Afterwards, they are stored in the perfect hashing table as Figure 3.4.

Example 3.2 Implementation of individual inverted lists from example 3.1.
Firstly, all individual posting lists are grouped by the form of character : position :{set of
number of patterns}. Therefore, all individual posting lists above can be grouped to the new form

below.
a:<2:0:{I}>
g:<7:1:{3)>
i:<5:0:{3}>
m:<3:1:{1}>
ni<3:0:{3}><3:1:{2)5<4:0:{3}> <6:0:{3}>
r:<1:0:{1,2 3>

w:<2:0:42,3)>

A general outlook of inverted lists in such a hashing table is demonstrated in figure 3.4.

Figure 3.4 The idea of dictionary implementation



34

As depicted in Figure 3.4, the next section shows their related definitions and their
examples' of these details. Then, all searching algorithm to be explored use this idea to

accommodate the dictionary in the preprocessing phase.

3.2 Basic Definitions

In this section, all ideas of inverted lists and all important notations to be used in the next
sections are declared. Emphatically, the posting lists are the pairs of indices between all
characters in 3 and their positions in P. The individual posting lists are grouped to the form
called the inverted lists form. They are defined and carefully exemplified in the light of the

significant examples below.

Definition 1. Let P={pl, pz, pj, ..., P  be the set of patterns where pi is the individual pattern i of
m characters performed by {c c,c;...c,}, and 1<i<r. An individual posting list of a character c,
is defined as c,-<k:0:i> if k<m, or c,-<k:1:i> if k=m. Symbolically, the individual posting list of

¢, <k:0:i> is denoted by ¢f' , and c,:<k:1:i> is denoted by of , where 1sk<m.

Example 3.3 The individual posting lists of P={aab, aabc, aade;.

As per the definition above, P can be assigned to the documents as p'=a 1abs,
p=a ,absc,, and p=a 1a,d;e,. Thus, they are defined as follows.

p'=a:<l:0:1>, a:<2:0:1>, b:<3:1:1>,

p2= a:<1:0:2>,a:<2:0:2>, b:<3:0:2>, ¢:<4:1:2>, and

p3= a:<1:0:3>, a:<2:0:3>,d:<3:0:3>, e:<4:1:3>.

If should be noted that all individual posting lists above can be grouped to the new form
as a:<l1:0:{1,2,3}>, <2:0:{1, 2, 3}>, b?<3.‘1.‘{1}>, <3:0:{2}>, and so on. Using this technique,

the groups of posting lists are defined by Definition 2 below.

Definition 2. Let [, be the maximum length of patterns in P and ¢ be the position of unique
character/fl’ which appears in the various patterns of P where 1<¢</ , and Acy . The
posting lists of A are {¢f ,p5 ,....,057 ,0,°} andlor {¢f",p,...07 0"} where

1<{i,1,..., p,q} <r. A group of posting lists of 4 can be defined in two aspects below.
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1. If the posting lists are { g’ , @5 ,..., 9" ,@,° }, then a group of posting lists of 1 is

denoted by 4, .

2. If the posting lists are {¢;", " ,...,0? ,* }, then a group of posting lists of A is
1 2P %! | p

denoted by 4, .

Example 3.4 The posting lists of P={aab, aabc, aade} follow Definition 2 and each

individual inverted list will be arranged to its own group as follows

Posting lists Aeo! Ag
a:<1:0:41,2,3}>, a:<2:0:(1,2,3}>, 8,0
b:<3:I:{1p>, b:<3:0:{2)>, by by
c<d:1:2)>, ¢
d:<3:0:43)>, iz
e:<4:1:{3}>. e

410

Definition 3. TheAinverted lists structure (i.e., IVL) of character A is defined as [ Ao if and only

if the group of posting lists is As o - Similarly, the inverted list of alphabet 4 is denoted as [ 2, if

and only if the group of posting lists are Aey -

Example 3.5 The groups of posting lists from example 2 are Loy dayys I, 5 1n, 5 Ie, s

1 dyp> and Ie” .

Definition 4. The hashing table, which is provided for the storing all alphabets A and their

corresponding inverted lists / A, OF 1 2., » is called the inverted lists table and is denoted by 7 .

Example 3.6 Table 3.2 shows the table T of P={aab, aabc, aade}.

Table 3.1 Table T of P={aab, aabc, aade}

A (keys) | Inverted lists | Inverted lists details
a Logs 1oy, <1:0:(1,2,3}>, <2:0:{1,2,3}>
b Iy, 5 Iy, <3:1:{1)>, <3:0:{2}>
¢ Cay <4:1:2)>
d lay, <3:0:{3}>
e I, <4:1:43)>
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For the next implementation, example 3.7 shows the perfect hashing table from section

3.1

Example 3.7 Table 7 when the example 3.5 is implemented.

Table 3.2 The part of table T
A (keys) Part 0 Part 1

a | <1:0:1,2,3}>,<2:0:{1,2,3}> | -

b <3:0:{2}> <3:1:41}>,

c - <4:1:42)>

d | <3:0:03)> .

e - <4:1:43p>

Table 3.3 shows the hashing implementation of inverted lists table 3.2.

Table 3.3 Table 7 in the perfect hashing table

1 Part 0 Part 1
(keys) | First level Second Level First level Second Level
(Positions) | (Pattern numbers) | (Positions) | (Pattern numbers)
a 1 1,2,3 - Y |
2 1,2,3
b 3 2 3 1
c - 4 2
d 3 3 - -
e - - 4 3

Definition 5. The hashing space, which is provided for any inverted lists / 2,, and/or 1 2., 018

called the SET.

Implementing SET, all inverted lists above can be applied and stored in any SET. For
instance, if there are the inverted lists <1:0:{1,2,3}> and <2:0:{1,2,3}>, then they can be stored

in SETI=<1:0:{1,2,3}> and SET2=<2:0:{1,2,3}>.
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3.3 Dictionary Construction

The dictionary construction relies on the following steps. In the first step, the hashing
structure needs to be initiated. The empty table 7 must be constructed for all alphabets of 3.
Then, all characters of P must be generated into the individual inverted list one by one. Next step
is that these inverted lists in each pattern are added to the table T .

As soon as the empty table 7 is built for 3 , all patterns are then generated to the
inverted lists and are added into the tables. If one or more inverted lists of target character are
already stored in the table, only the number of pattern is added to the corresponding inverted lists;
otherwise, a new inverted list is created and added into the table. Algorithm 3.1 shows the details

of the dictionary construction.

Algorithm 3.1 Pre-processing phase
Input: P;{pﬁ pz, v P}

Output: téble T of P

1. Create empty table 7

2.For i=1 Tor Do

3. For j=I tom of p Do

4, | If 7 doesnotexist pf or (olj’ Then

5. r & (poj‘ ifj<mort &< (o]j’ if j=m

6. Else

7. | Liar(yy,y & 1 ij<m or Ly, € iifj=m
8. - Endof If

9. End of For

10. End of For

11. Return 7

Time and space complexity proofs are commonly described by Lemmas and Theorems.
Lemma 1 shows how to get the inverted lists in constant time. Theorem 1, 2, and 3 show the

correctness, time, and space proofs, respectively.
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Lemma 1 If there are the inverted lists 1 Ao OF I 2, of A inT, then access to all inverted
lists of A uses O(1) time.

Proof. Each alphabet A is a unique character in Y, and A is implemented as the first level of
the perfect hashing table taking O(I) time. The inverted lists / 2, OF I 4, are implemented as the

second level of the perfect hashing table; therefore, each data item takes O(1) time, and all items

in the second level of the table take O(l) as well. O

Theorem 1. Let P={pl,p2,pj, ...p } be the given patterns, and let T be the provided hashing table
Jor accommodating P. Algorithm 3.1 can generate all patterns of P into the table T correctly.
Proof. The presented algorithm correctly proves when p1 to p’ are generated to the inverted lists,
and all in;ferted lists are added to the table 7. The proofs are organized by 1) proving the initial
step, 2) prioving Jor of the inner loop, and 3) proving for of the outer loop. For the initial step, line
1 needs to“ be true, and the table must be created for running the other steps of the proof.
Regarding the inner loop, the proof is by the induction on j for j = 1 to j = m. The
invariants are still at the end of each jjh iteration on 1< j<m and 1<i<r forj=1toj=m. The
pre-condition is that pl does not exist in the table, and the length of each pi is m. Also, the variable
of m can be changed when each pi is changed. The post-condition is that each pi is formed by the
sequence of {c.cc, . .. cm}..All characters cc,c; . . . ¢, are generated to inverted lists and are
added to the table. Since the for loop is executed by a fixed number, this therefore guarantees the
terminatioﬁ of the loop. In the base case, ¢, of pi is converted to (p(l,‘ and added to the table as a
new inverted list. This result is true, and the invariants remain. Assuming the proposed invariants
aré true afﬁer m-1 iteration, proof can be demonstrated using the two following cases.
In the first case, if there are no inverted lists of p} , then a new inverted list ¢’ ifj < m or
(pl” if j =mis generated and the table at 7, Ny €T Loy € is created. Then gf' or

¢{" is stored in the table, and the invariants are unchanged. In the second case, if there are the

inverted lists of p]‘:, the number of m-1 is stored in 7 . This then implies that the variable j
unchanged where 1< j<m-1<m and 1<i<r forj=1I to j=m-I. Also by induction, the variable j
and 1<j<m-1<m and 1<i<r for j=I to j=m-1. Adding ¢¢' or (plj' to the table implies an
iteration of j = m as the hypothesis induction, and the post-condition is shown when c_, is added to
the inverted list. In either case the proposed invariants remain and the termination is guaranteed

by a fixed number of j; therefore, the inner loop is correct.



39

The outer loop is proved by induction on i. The pre-condition is that there are P and T ,
the post-cSndition is all patterns in P are generated to the inverted lists and are added to 7 . The
proposed invaﬁant is 1<i<r. For the base case, if i = 1 then it is true by the inner loop and the
proposed invariant 1<i<r, remains. The inverted lists from ¢, to ¢, are followed by the inner
loop, and.the loop is run on the fixed number of i, this also guarantees its termination. In the
induction step, the iteration of i=r-I must be proved; the pattern p” is formed by {c,cc;...c,},
and all of the characters are sent to the inner loop, which are proven true after running the inner
loop. The termination is guaranteed by the fixed number of m, and when all inverted lists are

stored in T . The invariant still remains while T stores the inverted lists from pattern pl to p"l after

running the inner loop. By induction, the hypothesis is reached, and the correctness is proved. [J

Theorem}Z. Generating the patterns {pl,pz,pj,...pi} to the inverted lists and adding them into the
table T takes O(|P|) time where |P| is the sum of all pattern lengths.

Proof. Thé hypothesis is that all characters of {pl,pz,pj,...pr} are generated to inverted lists, and
they are added into 7. Referring to Algorithm 3.1, all pattern lengths are denoted by lpll, |p2|,
ijl,..., [p’|. For the initial step, the table 7 is built in O(1) time. Each round processes the inner
loop to execute line 5 or line 7 until they equal the length of each pattern. The summation is |p1|+
[p2|+ [p3|+.... +|p'| which equal |P|, and it reaches the hypothesis step by the last character of p".
Therefore, the inverted lists are constructed in |P| time; this is called O(|P|) time complexity.
Meanwhile, line 4, 5, and 7 access the table in O(1) by Lemma 1. Hence, the preprocessing time

is proved in O(|P]) time. |

For space complexity, the table T containing the alphabet A over a finite alphabety is

referred to for the proof. The inverted lists of A are 2, and 1 2,, » and they exist in the second
column of 7 . The space depends on the number of A and the posting lists in / 2, orl,

e, 1

However, the table 7 only takes O(|P|) space for accommodating the dictionary.

Theorem 3 The table T requires O(\P|) space for accommodating whole inverted lists
{pl,pz,pj, ...D }; where |P| is the sum of pattern lengths.

Proof. The space is proved when all characters of P are generated to inverted lists and are added
into the table 7 taking |P| space. The pattern lengths in P are [pll, lpzl, |p3l, ..., |P'], and each pi

contains the sequence string {c,c,c,...c, } which has the length m. The length m is denoted by pi.
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In the iniitial step, the first column of table 7 is created for all patterns. Each inverted list is
created by the pre-processing phase for all patterns of P; therefore, each inverted list of string
{c,czcj...c;} in each p' only takes one space per one list. Thus, the space is equal to
Ip' [+l [+ [+...+[p|=IP| for the second level of the perfect hashing table. As mentioned earlier,
the perfeét hashing table required O(n) space to accommodate the data items; hence, the

maximum space of 7 is O(|P]). O

3.4 Pattern Insertion

Obviously, converting and inserting the inverted lists are easy, and is similar to that of
the inner loop of Algorithm 3.1. Let p¢ be a new pattern which does not appear in 7, and
contains the sequence string {c,c,c;...c,}. Then all inverted lists of p¢ are generated and added

into the table in the pre-processing phase. This method is illustrated by Algorithm 3.2.

Algorithm 3.2 Pattern Insertion

Input : pf={c,c,c,...c },and T

Output : Inverted lists of {c,e,c,...c_} are stored in T
1.If p’ does not appearin 7 Then

2. Forj=ITomDo

3. If pf* or @og* does notexistin 7 Then

4. r € pltitj<mor T € g ifj=m

5. Else _

6. Liartsy, o € 9 167<m 08 g i b ifj=m
7. End of If

8. End of For
9. End of If

10. Return T

Exémp_le 3.8 Inserting the pattern p=rap to the dictionary of P={aab, aabc, aade}.
As an illustration, the inverted lists of example 2, the table 3.2 and the table 3.3 are
referred to for explaining the insertion methods. For insertion, p4=rap is the new pattern, and line

1 seeks thé existence of p4. Thus p4 does not exist in the dictionary and the insertion is started.
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The charaicter r is considered for generating the new inverted list or adding the position of pattern.
In this case, ‘r’ and ‘p’ do not occur in the table then r:<J :0:{4}> and p:<3:1:{4}> are added
into the tﬁble by line 4. If the inverted lists of ‘2’ already exist in the table, then the inverted list of
a:<2:0:{4}> is added by line 6. With the results, only the number 4 is added to T . Therefore, the
final resultis a:<2:0:{1,2,3,4}>.

Apart from the work performed by the update routine, the insertion algorithm comprises
only the pattern to be inserted. Theorem 4 shows the correctness of Algorithm 3.2, and Theorem 5

proves the time complexity of the individual pattern insertion.

Theorem 4. Ler p* ={c,c,c;...c,} be the new pattern which is not contained in the table T .

Algorithm;3.2 inserts the inverted lists of pattern p? into the table T correctly.

Proof. It 1s crucial for the correctness of the algorithm that the following property holds when all
inverted lfsts of p’ are added into the existing table 7. Let T, be the table before adding the new
pattern, a@d let 7, be the table after adding the new pattern.

The pre-condition is that T o contains the inverted lists |P|, and the post-condition is
|P|+] p? I(7,,,). The invariants are 1< j<m-1<m and 1<i<r for j=I to j=m where m is the
length of { ¢,c,¢,...c,, }. The proofis by induction on J as the inner loop of Algorithm 3.1.

Obviously then, the pattern p? is similar to the pattern pi in P. Algorithm 3.2 is run as the
inner loop of Algorithm 3.1. Therefore, the proof in the loop of Algorithm 3.2 is claimed as well.
Also, the invariants remain because there is nothing to change them. Hence, the post-condition

shownatc ,and 7, is finally shown. O

Theorem 5. Inserting p? ={c,c,c;...c,}, which does not appear in the table T , takes O(pl)
where |p| is the length of p? .

Proof. Algorithm 3.2 is referred to for straightforward proof. The length of p¢ is m and is denoted
by |p|. The loop for reads all characters and converts them to the inverted lists. Then each
individual :inverted list is added into 7 one by one. This loop creates the inverted lists from c, to
c,, and it t:akés m operations. Thus, O(|p|) time is shown and then the hypothesis is also proved
after ¢, opérated. The other lines (3, 4, 6) access the table taking O(1) by Lemma 1. Therefore, to

insert all characters of p¢ into the existing dictionary takes only O(|p|) time. O
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3.5 Pattern Deletion

There are two methods for deleting the pattern in this phase. The first is by looking for the
required pattern to be deleted, and the second is by removing the inverted lists of the target
pattern from the dictionary.

Fof the sake of simplicity, assuming that p° is the existing pattern in 7, and p° is
formed by the sequence string {c,c,c;...c,}, then all characters from p° are read one by one, and
each inverted list is removed from the dictionary. Driving the deleting mechanism, if the
corresponc.iing' inverted list exists in only one posting list, it will be immediately deleted.
Otherwise, only the inverted lists where the pattern number equals o are deleted. The method is

described by Algorithm 3.3.

Algorithm 3.3 Pattern Deletion

Input: p={c,c,c,...c,},and T

Output : Inverted lists of p are deleted.
1. If ExistDel(p)= o Then

2. For j=1 Tom Do

3. If posting lists char( 59 ) in ¢ or g/~ > 1 Then
4. Delete the posting lists equal o

5. Else

6. * Delete ¢f* if j<m or¢{* if j=m of char( ;¢
7. End of If

8. End of For
9. End of If

10. Return 7

Example 3.9 Taking p=aab off P={aab, aabc, aade}.

For deletion, table 3.2 is referred to the existing dictionary in P. Line 1 inspects the
existence éf pﬁttem and returns the number o for forwarding the deletion. The mechanism of
line 1 finds the pattern aab and the result is the pattern number 1. The pattern aab is formed to

a:<1:0:{1}, a:<2:0:{1}>, and b:<3:1:{1}>. Line 4 takes the inverted list of a:<1:0:{1}> from

a:<1:0:{1,2,3)> then the result is a:<1:0:{2,3}>. Also, when a:<2:0:{1}> is taken from
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a:<2:0:{ 1;,2,3 } then the result is a:<2:0:{2,3}>; meanwhile, the inverted lists of b:<3:1 :{1}> are

removed from the table by line 6.

Theorem 6. Deleting the existing pattern p° ={c 1€,C3---C,,} from the existing table T by
Algorithm 3.3 is correct.
Proof. T j»contains the inverted lists of P with the size |p|. Let 7,z be the inverted lists table after
deleting the pattern p” ={c,c,c;...c,}, and the size of T 18 |P|-] po | where o is the pattern
number which appears in the table. The proof needs to show all inverted lists of {c,c,c;...c, } that
are removed from the table. The pre-condition is that po exists in table 7, and the post-condition
1S 745 Th;: proposed invariant is 1< j<m forj=1 toj=m.

F or an illustration of this proof, the explanations are by induction on j. The base case is in
Jj=1land tjhe character c, is converted to the inverted list. Then, the inverted list @de is formed by
line 3. Th; proof needs to show both conditions of if . In the first case, if the number of posting

list ¢, in the table is more than 1, then the number of ;v({” is removed from 7 . In the second case,

if there is only one inverted listin 7 , then 1., Do is removed by line 5. Thus, ¢f° is removed

from the table after the first iteration, and the size of the table is decreased by 1. In both cases, the
invariant 1< j<m remains. According to the fixed number of loops, the termination of loop is
guaranteed by the value of m.

In the inductive step, the invariant needs to be true after the iteration of j =m-1. The
character of ¢, , is created as ¢f"' . If the number of inverted lists of € ,,.; 1s more than 1 then the

number of ¢! is removed from 7 . If there is only one inverted list then [

char(m-1),,_, , 18 Temoved.

The invariant still remains. The number of inverted lists in the table equals |P]-] p° —1| while
1<j<m-1<m forj=Itoj=m, and 7, is shown. By induction, the hypothesis is implied.

Thereforei Algorithm 3.3 is correct. |

Theorem17. Deleting the pattern pi Jrom the dictionary of P takes O(|p|) time where pi is the
target patiern to be deleted and |p| is the length of pattern pi.

Proof. Aissuming that pi is the existing pattern to be deleted, and pi is formed by the sequence
string { ¢,c,¢;...c,, }. The length of pi is m and is denoted by |p|, and i is the number of the pattern

i"in P. The hypothesis is that all inverted lists of pi are removed from the dictionary of P,
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fhe deletion process repeats to remove the inverted lists from ¢, to c,. Each operation for
accessing the inverted list uses O(1) by Lemma 1. The operations remove the matched inverted
lists from the table one by one. All operations take |p| time while line 4 or line 6 takes the
constant time according to Lemma 1. The time to create inverted lists and scan the proposed
pattern are the same as the length of pattern. Thus, to delete all characters of pattern pi from the

dictionary P takes |p| which is O(|p]) time. O

3.6 Exhaustive Inverted Lists Dictionary Matching Algorithm: E-IVL

This solution is an original approach which works as a naive search, which is the first
view poinit of applying the inverted lists structure. The algorithm initiates a window search at the
beginning; of a given text after the preprocessing phase. The character comparisons are done by
converting each character in the given text to inverted lists and accessing the perfect hashing
table, while scanning from left to right. The new window search uses the special factor of the shift
variable that can be repositioned only once in the given text. With this method, the comparison
and the text scanning time are redundant.

For convenience, the search employs the variables ‘N’, ‘SHIFT, ‘pos’ and ‘n’ to propel
the searching window where ‘N’ is the target position in the text, ‘SHIFT” is the initial position of
the next searching window, ‘pos’ is the required position of inverted lists to be matched, and ‘n’
is the lenéth of the text 7. In addition, ‘SETI’ and ‘SET2’ are the temporary variables used to
operate thc; continuity and the matching during the search.

In initial searching, the variables N and SHIFT are initiated to enforce the searching
window, and the variable ‘pos is used to control the required position in the text 7. Afterwards,
the text is:scanned and searched from the left to the right. The target of the scan is the inverted

lists in 7 : The positions equal ‘pos’ at the row of 1 by text/NJ, storing to SETI or SET2.

Algorithm 3.4 illustrates this methodology.

Algorithm 3.4 Exhaustive Inverted Lists Dictionary Matching Algorithm: E-IVL
Input : P ={p’, pp... PHT)and T=1tptt,.. .t
Output : all occurrences are reported, and T is scanned.

1. N=1, SHIFT=2, pos=1, SETI=SET2={}, RESULTS={}
2. While N <= n and SHIFT <= n Do
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3. , If pos = 1 Then

4. SETI1<— T (text[N], 1)
5. " Else

6. SET24— T (text/N], pos)
7. End of If

8. -SETI <— SETI1 N SET2

9. Store the matched position to RESULTS if SETI contains @(N*),1
10. If SETI<>{} Then

I1. N++ and pos++

12. éElse

13. N =SHIFT, SHIFT ++ and pos =
14.  Endof If

15. End of While

16. Return RESULTS

With careful attention to Algorithm 3.4, the special function, which drives the continuity
of search, is INTERSECTION(N). This function considers the position in SETI and SET2 and
searches for the matched positions and retums the continuity of inverted lists into SETI for the
next comparison. The intersection function can be efficiently implemented through a simple

procedure‘:, which is indicated in an Algorithm 3.5.

Algorithm 3.5 INTERSECTION (SET1, SET2, N, pos)

1. Report the successful matching at N if /L in SET2 containing (p](”‘”)

2. Add évery IVL in SET?2 that are continued (i.e., p{** ) from SETI to TEMP

3. Return TEMP

E;very comparison takes the inverted lists from the table r to the sub-hash variable SET!
or SET2. Whenever the inverted lists are taken, the INTERSECTION is invoked to operate the
continuity and occurrence of patterns. For instance, if SETI={<1:0:{1,2}>} and SET2={<2:0:
{1,3}>} operate, then the intersection is ordered by the positions / to 2 between SETI and SET2.

In this case, the first consideration is by the sequence of inverted lists in SET! which are
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described by SET2. Thus, the pattern number {1} in SET! is described by position {1} in SET2,
while the: required position is ‘2* in {<2:0:{1,3}>}. If the inverted lists are considered, the
indicated number ‘0” and *I’ are also considered, and the occurrence is reported if the indicated
number is‘ ‘I’. Consequently, the indicated number of SET2 is {<2:0:{1,3}>}, which is not the
last character of the pattern: it does not match at this position. Therefore, the result is

SETI={<2:0:(1}>}.

Lemma 2. If SETI and SET? are the instances of SET as in Definition 5, then SETIe¢ SETI N
SET?2 is correct.

Proof. The substantiation is that all inverted lists in ¢{* or ¢{7*” of SET2 which continue from
SET1 are to SET1. The pre-conditions are that N <2 and the inverted lists be stored in SET1 and
SET2. The post-condition is that all inverted lists of {7 or ¢{P*) in SET2, which continue
from SET1, are returned to SETI.

The required position is pos, and the continuity is that all inverted lists o™ or
@™ of SETI are described by ¢ or ¢{**) in SET2. SET] and SET2 contain any 2o OF
1 Ay of the hashing set in definition 4 and 5, and they are the second level of the perfect hashing
table. It can be said that every inverted list of SET2 must be inspected and compared with the
inverted lists in SET1 by the properties of intersection. Thus, the results are {7 and/or ¢{?°")

and (03 . The post-condition is then fulfilled. O

Example 3.10 Searching P={aab,aabc,aade} in the given text T=thisisaabcnd. The
search is initiated with the variables in Figure 3.5, and table 3.2 is referred to for the inverted lists

structure. '

N=1, SHIFT=2
T thisisaabc nd
67 8 9101112
p! pos=1
r? SET1={}
P SET2={}

Figure 3.5 Initiating the variables of searching window.

1. Compare the inverted lists with text/1]="t". Set SHIFT=2 and pos=1, and the results of SET!
and SETZ are {}.
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13.
14.
- 15,
16.
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Skip fjo text{2]="h". Set SHIFT=3, pos=1, and the result of SETI and SET2 are {}.

Skip fo text[3]="i". Set SHIFT=4, pos=1, and the result of SETI and SET2 are {}.

Skip to text[4]="s". Set SHIFT =5, pos=1, and the result of SET! and SET2 are {}.

Skip to text{5]="i". Set SHIFT=6, pos=1, and the result of SET! and SET? are {}.

Skip th text[6]="s’ . Set SHIFT=7, pos=1, and the result of SET! and SET2 are {}.

Skip to text[7]='a’. Set SHIFT=8, pos=1, and the result of SETI= {<I:0:{1,2,3}} and
SET2={}.

Skip to text/8]='a’. Set SHIFT=8, pos=2, and the result of SETI= {<I:0:{1,2,3}} and
SET2={<2:0: {1,2,3}>}. Then after operating SET! and SET2, SET1={<2:0:{1,2,3}>}.

Skip to text/9]='a’. Set SHIFT=8, pos=3, and the result of SETI= {<2:0:{1,2,3}>} and
SET2¥{<3.'1.' {1}><3:0:{2}>}. Then after operating SET1 and SET2, SETI={<3:0:{2}>},
and tﬁe matched pattern {aab} is reported.

Skip ito text[{10]="a’. Set SHIFT=8, pos=4, and the result of SETI={<3:0:{2}>} and
SET. 2%{<4.‘I :{2}>}. After operating SET] and SET2, SETI={}, and the matched pattern
{aabc} is reported.

Go to text/8]=’a’. Set SHIFT=9, pos=I, and the result of SETI={<I:0:{1,2,3}} and
SET2={}.

Skip to text[9]="b". Set SHIFT=10, pos=2, and the result of SETI={<1:0:{1,2,3}} and
SET2 ¥{ 3. After operating SETI and SET2, SET1={}.

Skip fo text{10]="b’, Set SHIFT=11, pos=1, and the result of SETI and SET? are {}.

Skip to text[11]="c’. Set SHIFT=12, pos=1, and the result of SETI and SET? are {}.

Skip to text[12]="n". Set SHIFT=13, pos=I, and the result of SET! and SET2 are {}.

Skip fo text[13]="d’. Set SHIFT=14, pos=1, and the result of SET] and SET2 are {} and the

search is finished.

1

It]; should be noted that comparisons of the text were replicated at positions 8, 9, and 10,

where the time to scan the characters in the text was more than the length of 7 by 4 times. This

number is: called ‘locc’ and denoted as the number of the matched characters. This includes the

mismatched time. However, many redundant symbol comparisons might be scanned, especially if

there are several overlapping patterns.

The complexity of Algorithm 3.4 is dominated by the variables SET! and SET2.

Definition 5 is the additional property for the proofs. The variable SET is an instance of the row
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of T and contains only one row of inverted lists. It can be said that SET is the sub-hash table of
table 7, which are SETI and SET2. The time required for the best intersection is proportional to

O(1) time, which is worked with hashing properties. Lemma 3 shows this operation.

Lemma 3. The intersection between SETI and SET2 takes O(1) time.
Proof. Let SETI and SET2 be the instances of SET. SET contains the inverted list groups / Ao

and/or I, and SET2 contains the inverted list J 4, and for I, . Then every operation of
SET can be solved by Lemma 2 in O(J) time. Hence, every operation to access Lo 1,

cl.l ? 152.0

and [, takes O(/) time by Lemma 1. O
i

As shown above, the intersection between SETI and SET? finds a consecutive set of
numbers in SET2 that originated from SET/. Importantly, this method reports the matched
position vjvhenever the terminate status equals /. The continuity is concentrated on the posting
lists in SE’T 1, described by SET?2. If the numbers of positing lists in SET2 are superior to SET! in
one position, they are kept in SET7 for the next operation.

Theorem 8. Algorithm 3.4 is correct for searching P in the given text T,

Proof. The proof is in the induction on n for f, to ¢, The proposed invariants are 1 <N <n,
1< pos < lnax, and 1 < SHIFT <n . Pre-conditions are that 7 is computed and RESULTS is
empty. Post-conditions are that T is scanned and all occurrences are stored in RESULTS.

The algorithm is worked by assuming line 1 is true. The proof needs to show all
invariants;on variable n, which explain the while loop (line 2). The next step needs to prove two
conditiong of else (line 3 and line 10).

O;n line 3, if pos=1, then the inverted lists are taken to SETI. In this case, all invariants
are mch@ged; therefore, the algorithm is true. In the case of else, the inverted lists are put into
SET2 and “the invariants remain; hence, it is true.

Line 8 is always true by Lemma 2; in addition, line 9 does not relate to the invariants.
Therefore,? all of them are unchanged. The algorithm is still true because this line only inspects
and puts ¢{P*? into RESULTS.

Tile second condition of if states that every invariant is still true when SETI={, } , N++

and pos++. The invariants are unchanged until the while loop is checked in line 2, which does not



49

change al;l invariants after increasing those variables. This case is continued whenever the
inductive ;step is not yet reached; in addition, 1< N<n, 1 <pos <l and 1 <SHIFT <n
remain. In contrast, if the else condition is activated, then SET1/={}, N=SHIFT, SHIFT++, and
pos=1. In this case, pos and N are always within invariants if and only if SHIFT <n. All
invariants; depend on the while loop of line 2 which is run in a fixed number. SHIFT is increased
one by one and N=SHIFT; then, each SHIFT will reach the inductive step by a fixed number of n
and all invariants will remain.

In the inductive step, the iteration n-1 needs to be proven when the case of SET1 /= null.
This algorithm runs the variable n by the fixed number and then the iteration » - 1 is reached. All
iterations %from t, to ¢, are true; reporting the matched patterns in line 4 proves in both the
correctnes:s and the pattern continuity. It can then be claimed the iteration ¢, is true by induction

and the correctness of the algorithm is also proven. O

Theorem 9. Searching for all occurrences of patterns in P={p1, pz, pj,..,pr} which occur in the
text T={t,1,t;...t } takes O(n+locc) time where n is the length of T, and locc is the numbers of
matched characters, which includes the mismatched time.

Proof. Thé hypothesis is that all characters of ¢,t,¢,...7, are scanned, and all matched patterns are
reported. The initial step takes O(/) time by line 1. The time complexity is dominated by the
variables SHIFT, N, SET1, and SET2, and these following cases give an explanation of the time
complexity.

m the first case, loop while is run from ¢, to ¢. All operations are dominated by the
variable N and SHIFT, and the variable SHIFT orders to inspect all characters in the text T. It can
be said théxt line 3 takes O(n) time because this step is processed from the initial step to n times.

In the second case, the variable N drives line 4 and line 6 to operate in Jocc time at most.
Each domination of N drives line 4 and line 6 to take O(/) time by Lemma 1. This stimulates line
10 to equéll locc time as well. However, each operation of line 8 takes O(J) time by Lemma 3.
The vaﬁainle N orders the loop and returns to line 3, and at most equals the number of the
charactersé to be matched with the inverted lists in the table 7 . This takes locc time. Line 3 and
line 10 take a constant time to control the other steps. Thus, the hypothesis is reached by line 13

and line 6, and the searching time is computed in O(|#]+locc) time. O
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3.7 Preiix Inverted Lists Dictionary Matching Algorithm: PF-IVL

The motivation for this algorithm is to avoid scanning the previous solution; in particular,
overlappipg patterns. This solution scans the given text in a single pass even in the worst case
scenario, which equals the Aho-Corasick solution [1]. As noted by section 3.6, the previous
solution n:eeds to backtrack while scanning text because the shifting value is fixed for next search
window. The prefix inverted lists search avoids initiating a new search window in the backward
position. This algorithm scans all characters of T, meanwhile, matching is checked and
intersectiqn operations and the overlap handling are activated in the same time.

Before describing the searching methodology in depth, this section refers back to the
basic deﬁjnitions which are used for running the search algorithm. Let N be the target position in
the given itext to be compared; pos is the required position of the inverted lists to be matched; and
n is the length of the text T. In addition, SET1 and SET2 are the variables that are operated for
continuitj during the search. RESULTS is the special variable for keeping the pattern occurrences.

Aissume for simplicity that the variables N pos, SET1, and SET2 are set to enforce the
searching:window, and the variable pos is used to control the required position in the text 7. This
search is based on reading from left to right along the text I’ in single round. While reading, the
inverted lists that equal pos in the row of fext[N] are taken to SET1 or SET2. When considering
continuity, the intersection is used for checking patterns in SET1 and SET2. The intersection
between SET1 and SET2 finds a set of numbers in SET2 that originated from SET1. Importantly,
it reportsi‘ the matched position whenever the terminate status equals /. The continuity is
concentrated on the posting lists in SE71 that are described by SET2, as well as in previous
sections. If the numbers of positing lists in SET2 are superior to SET1, these are kept in SET1 for
the next éperation. Thereby, the indicated number ’(’ or *1’ of SET1 is considered for reporting
all occunéances. If the indicated number ;n SET1 is ’I’, then the matched position is reported, and
the matchicd result is stored into RESULTS.

In the case of the overlapping patterns, the inverted lists which are equal <1:0:{...} >
must be attached to SET2 when accessing the inverted lists of any positions. For instance, if the
patterns afre ’ram’ and ’amazing’, the inverted lists of ’a’ are <2:0:{1}> and <1:0:{2}>. In this
case they ére taken together when the character ‘a’ in the given text is scanned.

To sum up, this solution works in a linear searching time. An algorithm, an illustrative
example, the proofs of the correctness and the proof of time complexity are shown as below,

respectively.
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Algorith;n 3.6 Prefix Inverted Lists Dictionary Matching Algorithm: PF-IVL
Input : P =(p,p p... PHT)and T=ttt,. ..t
Output : all occurrences are reported, and T is scanned.

1.N=1, pos =1, SET1 = SET2 = null, RESULTS ={}

2. SET1 <— (ZV L(text[N]), pos),N + +

3. While (N<=n) Do

4 Store the matched position into RESULTS set if SET! contains (0"”,1

5. If'SET1 <> null Then

6. pos++

7. SET2 < (IV L(text[N]), pos or 1)
8. SETL €SETInSET2

9. Else ‘

10. pos=1

11. SET1 « (IV L(text[N]), pos)

12. Endoflf
13. N++
14. End of While

15. Return RESULTS

Example 3.11 Searching P={aab,aabc,aade} in the given text T=aabcdgaadef
1. Set the search to the initial Step that N=1, SETI=SET2=RESULTS={}.
|

»

Skip io the line 2 and SETI={<I1:0:{1,2,3}><2:0:{1,2,3}>}, and N=2.

[z:xlab cdgaade f
1 23456 7891011

3. Takejthe first loop ‘while’, pos=2, and SET2={<1:0:{1,2,3}><2:0:{1,2,3}> ).

a @b cdgaade f
1 23456 7891011

SETIiéINTERSECTION (SET1, SET2, N, pos) thus SETI={<1:0:{1,2,3}><2:0:{1,2,3}>}
and ]\"=3

>

Skip to the next loop of while, pos=3, SET2={<3:1:{1}><3:0:{2}>}

EH cdg aade f
123456 7891011
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SETI;(‘ INTERSECTION(SET1, SET2, N, pos) thus SETI={<3:1:{1}><3:0:{2}>} and ‘b’
is meja.tched at <3:1:{1}> in the pattem 1. After matching report, set N=4 and
SET]%{<3.'0.'{2}>}.

Skip to the next loop of while, pos=4, and SET2={<4:1:{2}>}.

E‘}@dg aade f

1:23456 7891011
SETI€~ INTERSECTION(SET1, SET2, N, pos) thus SETI={<4:1:{2}>} and ‘¢’ is matched

at <4:] :{2}> in the pattern 2. After matching report, set N=5 and SETI={}, and keep the
result into RESULTS.

Skip to the next loop of while with the condition of else that pos=1, SETI={}, and N=5.

B BB Bdegaades

112 3456 7891011
Skip to the next loop of while with the condition of else that pos=1, SETI={}, and N=6.

E EEldl aade f

1234567891011 .
Skip tp the next loop of while with the condition of else that pos=1,

SETI={<1:0:{1,2,3}><2:0:{1,2,3}, and N=7.

1 dfQagHader

123456 7891011
Skip tb the next loop of while with pos=2, SET2={<1:0:{1,2,3}><2:0:{1,2,3}, and N=8.

BB 3de BHde £

123456 7891011
SETI€~ INTERSECTION(SETI, SET2, N, pos) thus SETI={<1:0:{1,2,3}><2:0:{1,2,3}>}
and N=9.
Skip to the next loop of while, and set pos=3, SET2={<3:0: {2}>}; and N=8.

B BB Raec BA@e ¢

1123456 7891011
SET1 & INTERSECTION(SETI, SET2, N, pos) thus SETI={<3:0:{3}>} and N=10.
)

Skip tb the next loop of while, and set pos=4, SET2={<4:1:{3}>}, and N=10.

388 cag BRAM ¢

1.2 3456 7891011
SETI€ INTERSECTION(SETI, SET2, N, pos) thus SETI={<4:1:{2}>} and the ‘¢’ is

matched at <4:1 :{3}> in the pattern 3. After the matching report, set N=11 and SETI={},
and kéep the result in RESULTS.
i

Skip to the next loop of while, and it takes the condition of else that pos=1, SETI={}, and

N=11,
B BB Qas BREB
123456 7891011
Tilerefore, N=12 and N>n, and the searching is finished.
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Theorem? 10. Algorithm 3.6 is correct for searching P in the given text T.
Proof. Tile correctness of the algorithm is easily verified. The crucial point is that the induction
on 7 for ¢, to ¢,. The proposed invariants are 1 < N <n and 1 < pos < Liax-

Assuming that line 1 and line 2 are true; then the base case, the variable N is increased by
1 before éeﬁing to the while loop. This step needs to be proved in the case of SET1 <> null and
SET1 = n‘ull. Then if SET1 <> null the inverted lists of text[N] are taken to SET2, and 1 < pos <
Imax, the:correctness is proved by the intersection in Lemma 1. If SET1 = null, then the text[N] is
taken to SET1. After the end of this iteration 1 < N <nand 1 < pos < .- In both cases, the
inv_ariantsi remain unchanged and thus this step is true. In the inductive step, the iteration n-1
needs to ﬁrove when the case of SET1 <> null. This algorithm runs the variable n by the fixed
number arild then the iteration # - 1 is reached. All iterations from ¢, to ¢_, are true by reporting the
matched éattems in line 4 which prove both the correctness and the pattern continuity. It can then

be claimed the iteration £, is true by induction and the algorithm is correct. O

Theorem'11. Searching the occurrences of P = {pl, pz, pj, ..., P} which appear in the given text
T={ntp,. ..t} takes O(|t|) time where |t] is the length of T.

Proof. The proof is that all characters of #,,¢; . . . ¢, are scanned, and all occurrences are reported
in n time, Referring back to the searching algorithm, the time complexity is dominated by the
variables N, SET1, and SET2. The while loop in line 3 is repeated to inspect the inverted lists of t
toz. Eacﬁ iteration of the loop definitely stores all occurrences in line 4 with O(1). It can be said
that the léops of line 3 take O(|t|) time because this step is processed from the initial step to |¢|
time. Meénwhile, line 5, 6, and 8 take a constant time by Lemma 1 and Lemma 3, respectively.
Therefore; the time complexity takes oniy O(]t)) time. Also, this algorithm is able to perform in

both an average case and a worst case scenario. Beside, the best case shows this complexity as

well. D

3.8 Sufﬁ;x Factor Inverted Lists Dictionary Matching Algorithm: SF-IVL
This solution is the best approach shown in this thesis. It utilizes the inverted lists of each
comparisdn to avoiding redundance of comparison. The window search is initiated, as well as the

previous solutions. The comparison begins at the end of search window, which is set by the
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minimunii pattern length. If the last character in that the search window is matched, then the text
scanninglwill be worked from the beginning of the search window. With this method, each
attempt can scan beyond the current window search, whilst the shifting value is always set at least
two-fold of the minimum pattern length. This is certainly optimal in many common cases; in
particular, in the cases of non-patterns overlapping, which often leads to better (or at least good)
performaﬁce.

In granular search, the variables N, SETI, SET2, SETE and SHIFT are initiated to
enforce the searching window. The variable min_length is the minimum length of patterns in P.
Each corr%parison takes the inverted lists from the table 7 to SETI, SET2, or SET. E, which are the
hashing slet. Then, the continuity and the occurrences are analyzed by considering the current
position (hefmed as pos). The searching phase works as described in Algorithm 3.7. Initially, the

variables are set in three spots as shown Figure 3.6.

©SET2 Scan T and update SHIFT

BSET1 OSETE S

Bcdld aade f

2:\456 7 891011
aa

Next farthermost position to be matched

a a b C irst farthermost position to be matched

Figure 3.6 Initiating the first window search.

Algorithnln 3.7 Suffix Factor Inverted Lists Dictionary Matching Algorithm: SF-IVL
Input : Pl,={pl, pz, p3, ..., p } and T=tgt,.. t,

Output: c%ccurrences are reported.

1. N=min_§_length, SHIFT=2x(min_length), SET1={}, SET2={}, SETE={}, RESULTS={}
2. While (N< =n) and (SHIFT<=n+min_length) Do

3. SETE € IVL(text[N])

4. IfSEFITE!={} Then

5. N=;farthermost position from SETE

6. SETI < IVL(text[N])

7. Wl;ile (SET1!={}) and (N<n) Do
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8. If N=position of SETE Then

9. " SETI <SETI~ SETE

10. "Else

11. SET2¢ IVL(text/N])

12, SETI< SETI ~ SET2

13. ‘ End of If

14. Store ¢/ to in SET! to RESULTS, and remove it
15. E N & N+

16. . Xf(N>=pos of SETE) and (SETI!={}) Then

17. . SHIFT & SHIFT+]

18. : End of If

19. If (SET1={}) and (N=position of SETE) Then

20. ‘ Check the overlapping patterns and add them to SET]
21. ‘t Else

22. | SET1=Next farthermost(SETE)

23. . End of If

24.  End of While

25. Endof If

26.  N=SHIFT,SHIFT=SHIFT+min_length, SETI={}, SET2={}, SETE=(}
27. End of While

28. Return RESULTS

Fii‘rstly, the variables N and SHIii‘ T are initialized to enforce the searching window. Then,
the given?text is scanned from left to right along the text 7. While scanning, the inverted lists at
the row off text[N] are taken to SET!I or SET2 or SETE and the intersection is activated.

Sécondly, the intersection n is used for considering the continuity of the patterns in SET!/
and SET2 even in SETE. Afterwards, the continuity of the inverted lists are returned and stored to
SETI. Th?e next comparison takes SET! for the next inspection with the next farthermost position.

Every matched comparison takes the inverted lists from the table 7 to SETI or SET2.
Wheneve; the inverted lists are taken, then the intersection of SETI and SET2 is started for

analyzing the continuity of the pattern. For instance, supposing that SETI={<1:0:{1,2}>} and
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[
t
1
1
|
|
!
!

SET. 2={<;2:0: {1,3})>} then the intersection is ordered by the position / to 2 between SETI and
SET2. In?this case, the first consideration is the sequence of inverted lists in SETI that are
described by SET2. Thus, the pattern number {1} of SETI is described by the position of {1} in
SET2 Wk;lﬂe the required position is '2' in {¢<2:0:{1,3}>). Therefore, the result is
SET1={<2:0:{1}>}. For reporting the occurrences, line 14 of Algorithm 3.7 considers the
indicated number '0' or 'I' of SETI. If the indicated number in SETI is 'I', then the matched
position 1s reported. In this case, SET1={<2:0:{1}>} is not the last character of pattern, and it is
not matched.

For the pattern overlapping, the inverted lists that equal <1:0:{...}> must be attached with
SET2 as iwell. For instance, if the patterns are 'ram' and 'amazing', the inverted lists of 'a' are
<2:0:41 }> and <1:0:{2}>. In this case they are attached together when the character 'a' in the
given text: is scanned. One advantage of this strategy leads to an optimal scanning time because
the algori’%hm deduces only all characters to be compared in the given text.

Tﬁe rest of this section is devoted to prove the correctness and the time complexity,

including 'an example illustration.

Theorem‘ 12. Algorithm 3.7 is correct for searching P in the given text T.

Proof. Al@rithm 3.7 needs to prove the corrections of two while (line 2 and line 7) and three
conditions; of if (line 8, line 16, and line 19). Considered the while loops, line 2 and line 7 need to
show all :invariants, and all post-conditions are reached. Line 2 has pre-condition in line 1 of
algorithm; and its post-conditions are the output when N>n and SHIFT>n +min_length.
Meanwhilje, the invariants are N<=p, SHIFT: <=n-+min_length. The pre-conditions of line 7 are
SETE an(fi SETI'={}, 1< N<n and its post-conditioné are SETI={}. If there are the matched
positions,:theu they will be reported. Thc; invariants of line 7 are N<=n, SHIFT<=n+min_length,
and SET. 1 and SETE!={}. The pre-conditions and the post-conditions of all if conditions are
explainedias follows.

O;i)erating line 4, the pre-conditions are SETE!={}, SET1/={}, and the post-conditions are
all matchéd positions to be reported, and SETI={}. In line 8, the pre-conditions are N=position of
SETE, ana N<=post of SETE, and the post-conditions are SETI=SETI ~ SET2 or SET1=SETI n
SETE. In line 16, the pre-conditions are N>position of SETE, SET1!={}, and the post-conditions
are SHIF' I =SHIFT+]. Considered the line 19, the pre-conditions are SET1/={} and N=position of
SETE, ar§1d the post-conditions are SET! € IVL that overlap or SETI €IVL of
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the next f%lrthermost position to be matched.

Inz while loop of line 2, there is the pre-conditions of if SETE!={} to initiate the searching
phase in tihe inner loop of while (SETI!={} and (N<=n)). Also, it consists of three if conditions,
which neéd to be proved. When initiating the outer loop and while is activated. The first inverted
lists strucéure from the table are put to SETE for driving the conditions of if (SETE!={}). The
correctneés of algorithm must be proved in three possible cases as follows.

In% the first case (can not reach if in line 4), if there is no pattern to be matched, then it
guaranteejs the termination of loop for reaching the post-conditions when N>=n or
SHIF I>n;+min_length. The post-conditions are N>n or SHIFT>n+min_length and the invariants
are N<»=nj', SHIFT<=n-+min_length. Let i=min_length. The proof is by induction on . In the base
case, i=1%; the result is true for forwarding the next proof. This case shows i=min_length,
SHIF T=23xmin_lenght, while the invariants are unchanged. In the inductive step, i=n-min_length
which is Ef}comparable as step of n-1 of inductive step, and SHIFT=n-min_length. When testing
SETE={, }, the variable SHIFT=(n-min_length)+ min_length which equal SHIFT=n. Meanwhile i
equals n-i:l (n-min_length). By induction, the hypothesis of i=n when SHIFT=n+min_length.
Therefore, the hypothesis can be reached.

In' the second case (line 4 can be reached), SETE/={} and there is at least one pattern to be
matched. In this case, the proof needs to show the post-condition of all if conditions to be reached
for correcftness of the inner while. First of all, the condition if of line 8, line 16, and line 19 must
be true. Tjhe proofs show as follows.

ch)r operating line 8, the pre-conditions are N=position of SETE, and N<=position of
SETE, and the post-conditions are SETI/=SETI n SET2 or SETI=SETI ~ SETE. The proof is
started th%lt if N=position of SETE or otherwise cases, then it is true by Lemma 2 (shown post-
conditioné). Afterwards the matched positions must be reported by line 14 and the variable N is
driven byj;line 15 for forwarding to line 16.

C(i)nsidered the line 16, the pre-conditions are N>position of SETE, SET1!={}, and the
post-cond:ition is SHIFT=SHIFT+1. In this case, if N>position of SETE, then it definitely
increases jthe variable SHIFT and the post-condition is reached.

Inx line 19, the pre-conditions are SETI!/={} and N=position of SETE, and the post-
conditioné are SET1<1VL that overlap or SETI<IVL of the next farthermost to be matched. The
results of ESET 1 are possible in SET1!={} if there are the overlapping positions or there is the next

farthermdst position to be matched. Otherwise, SET/ is empty because the condition of if in line
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16 returnsi the corresponding position(s) in SETI and line 15 increases the variable N. Therefore,
the post-cfonditions guarantee the correctness. If SETI does not empty and N=position of SETE,
then the (;)verlapping of pattern is processed and the result is added to SETI, which the post-
conditions can be reached. For the condition else of if, there are the inverted lists, or there are no
inverted lijsts in IVL(text[N]); both of them are also driven by SETI to the post-conditions. Thus,
if is correct.

In:the while loop of line 7, the pre-conditions are SETE and SETI/={}, I<N<n and its
post-condjtions are SET1={}, and the matched positions are reported and kept into RESULTS. All
invariantsiare continued in the external loop, especially SETE!={} and N<=n. Supposing that the
if .conditio‘;ns of line 8, line 16, and line 19 are true (shown as the following proofs). The proof is
by the mciuction. Let j=N; the variable j is used for straightforward proof. In the base case, the
variable j=N needs to be true. If there is only one farthermost position, the base case is true.
Otherwisei, the proof must be shown as the external loop. Assuming that if' of line 8, line 16 and
line 19 aré true, then the post-conditions can be reached and the matched position can be reported.
This loop will terminate if of the post-condition in line 19, which is SETI={}, or continue if the
post-condition of line 19 does not empty.

In;:the case of SET! not being empty; the inductive step needs to prove in both the
following cases. The first case is that the variable j<=position of SETE, which means the variable
N increases 1 until equal to position of SETE. In the inductive step, j=position of SETE-1
(j=positiop of SETE-N), which N=N+I. However, it is definitely proved true by the above
éssumptio:‘ns. Thus, the hypothesis step is reached. In the second case, the variable of N>position
of SETE (the overlapping patterns must be inspected). Also, line 19 is true with SETI I={} or
SET1 ={}.1§Like the first case, if SETI is empty, then this loop is terminated. If SETI does not
empty, thén the proof follows by the variable N=N+I which J=N. This loop will terminate at the
end of thei given text (variable N=n), which is applied to the first while in line 2 for the inductive
hypothesié. Thus, while is correct.

thenever the inner loop is terminated, the post-conditions of while are reached to
N=SHIF7T, and the loop is terminated. The third case of this algorithm is that SETI!/={} or
SETE!={, } in some cases. If N and SHIFT are not taken, then the loop is thus correct as the first

!
case or the second case of the above proof. [l
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éxample 3.12 Searching P={aab,aabc,aade} in the given text T=aabcdgaadef

1‘ Set the search window to the initial step that N=3, SETI={}, SET2={}, SETE={}, and
SHIFT =6j (2 folds of minimum pattern length).

‘ L1 N=3, SET1={},SET2={}, SETE={<3:1:{1}><3:0:{2}>}

‘ cdlgaade £

| 123456 7891011

“ 1.2 The farthest position to be found from SETE is 3, and then N=1,
SETI={<Y:0:{1,2,3}><2:0:{1,2,3}>}, SET2={}, and SETE={<3:1:{1}><3:0:{2}>}.

4 af cd aade f

4 1 23456 7891011
After?operation, the result is SET1={<1:0:{1,2,3}><2:0:{1,2,3}>}.

1
(
i
|
{

1.3 N=2, SETI={<1:0:{1,2,3}><2:0:{1,2,3}>}, and SET2={<1:0:{1,2,3}>
<2:0:(1,2,3}>).

4 8 cdaadef
123456 7891011

This case is that SETE={<3:1:{1}><3:0:{2}>}, SETI € SETI ~ SET? and

SETI={<1:0:{1,2,3}><2:0:{1,2,3}>}.

‘ 1.4 N=3, SETI={<1:0:{1,2,3}>}, SET2={}, SETE={<3:1.{1}><3:0:{2}>}, this

case does not access the table but using SETI ¢ SETI ~ SETE.

cd aade f

123456 7891011
Then SET! operates SETE that SET1 = {<3:1:{1}><3:0:{2}>}, and the matching is succeed

on <§3:1:{1}>. After matching, <3:1:{1}> is removed from SETI then SETI={<3:0:{2}>}
and tﬁje SETI is not empty. Then, the internal while loop is continued.

| 1.5 N=4, SETI1={<3:0:{2}>}, SET2={<4:1:{2}>}, SETE={<3:1:{1}><3:0:{2}>},
and SHIFT=7, which uses the ‘if condition in line 16.

f AB BagHader

‘ 123456 7891011

After }operation, the search is matched on <4:1:{2}>, and this inverted list is removed from

|
|

SETI then SETI={}. Then, this window search is finished and exits to external while for next

1
{
|
{

window search .

2. Setthe next window with N=7, SETI={}, SET2={}, SETE={}, and SHIFT=10.

|
! aabcdgﬂad@f
1 23456 7891011

N=7,|SET1={}, SET2={}, SETE={<1:0:{1,2,3}><2:0:{1,2,3}>).
. 2.1 The farthest position from SETE is 3 then N=5, SETI={<3:0:{3}>}, SET2={}

and SETE={<1:0:{1,2,3}><2:0:{1,2,3}>}.
B3 B Qe Hadl s

|
|
)
|
|
|
|
|
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: 123456 7891011

In thi§ case, SET] is not a sequence to SETE so that ‘g’ is not compared, and the next farthest
position ﬁom SETE is considered and the list <7:0:{1,2,3}> is found.
2.2 N=7, SETI={<1:0:{1,2,3}>}, SET2={}, SETE={<1:0:{1,2,3}><2:0:{1,2,3}>}

- BABNAcHadlr
1234567891011

{
In this case, the inverted list that equal to the farthest position to SET/ is taken, then

{
SETI %{<I :0:{1,2,3}>} and the search is continued to next position. Then N=8.
2.3 N=8, SETI={<1:0:{1,2,3}>}, SET2={<1:0:{1,2,3}><2:0:{1,2,3}>}, and
SETE={<1:0:{1,2,3}><2:0:{1,2,3}>}.

AEDERcERdef

| 123456 7891011
SETI€ SETI ~ SET2, which SETI={<1:0:{1,2,3}><2:0:{1,2,3}>} and

SHIF' T is updated.
| 24 N=9, SETI={<1:0:{1,2.3}><2:0:{1,2,3}>}, SET2={<3:0:{3}>}, and
SETE={<1:0:{1,2,3}><2:0:{1,2,3}>).

81 BUEcEEAc ]

| 1234567891011
SETI€ SETI ~ SET2, which SET1={<3:0:{3}>} and SHIFT is updated again,

| 2.5 N=10, SETI={<3:0:{3}>}, SET2={<4:1:{3}>}, SETE={<1:0:{1,2,3}>
<2:0:{1,2,3}>).

2 abcdg ETEY 1 -0

| 123456 78091011
The sjearch is matched on <4:1:{3}> and SET!={} and this widow search is finished.

{

Ncsgtice that the characters of positions 6 and 11 are not compared, the sum of these
positions 1s called the skipping number (represented by « ). In this case, the sum of skipping
number isi 2 from the length of text |¢|=11. By this way, the algorithm takes the characters to scan
as 11 -2=£j’, which is O(}¢|- « ) time. Unfortunately, if there are no characters which can be skipped,
the comp:;ring time only equals the length of the given text.

Theoremi 13. All occurrences of P={pl, pz, pj,..., P} appearing in the given text T={ttt,..t } are

reported in O(|t|-a ) time in an average case, O(t]) in a worst case, and O(\t|/min_length) time
1

in a best case scenario where |t| is the length of T, « is the skipping number, and min_length is

the minimum of the pattern lengths in P.

|
0
1
i
1
1
{
|
|
'
'
'
|
{
'
i
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Proof. In ja best case scenario, if all searching windows are mismatched, then there is no character
|

to be maﬁched once. It takes O(|t|/min_length) time. In a worst case scenario, all characters of

{t,tth...'tn}i are scanned and all occurrences are reported in |¢| time. The time complexity of

Algorithnél 3.7 is dominated by the variable N, SET1, and SET2. Line 6 is replicated to inspect the

inverted llists which are necessary to compare in 7.

Urjlfortunately, if there is no character to skip for comparison, then this loop needs to scan
from ¢, toé t,. This case could happen if all characters in the given text are matched. It can be said
that the lcj)ops of line 6 scan for all characters in the given text, and the time complexity is O(}z|).
The other? lines in the inner loop take the constant time by Lemmal, Lemma 2, and Lemma 3
respectiv%ly.

In;“ an average case scenario, line 1 takes the constant time. For outer loop, if there is no
characteréto be matched, then the best case scenario is shown. If there is at least one character
which is ;natched then the inner loop is driven to the average case. The average case needs to be
proved i 1n1 the inner loop (line 6 to line 23). This loop needs to scan the given text from r,totr ina
worst casg, but if there is one character that can skip then the time for comparing the text is |¢|-/
(ais shdwn). If there are many positions to be skipped, then the sum of the skipping number
equals In other lines of the inner loop, they take a constant time; therefore, the final average
time of thje searching phase equals O(]t]-a ). O



CHAPTER 4

EVALUATIONS

i‘his chapter presents the theoretical measurements and practical implementation results
that demjonstrate the favorable performance of proposed algorithms, supported the algorithm
complexi{ties and the experimental results. There are essentially two main methods to evaluate the
performalflces. The first measurement is by the theoretical results of dictionary construction, those
of patterrjx updating (insertion and deletion), and those of searching algorithms. The second
evaluatiole is by experimental results of preprocessing time, space accommodation, and searching
results. The following sections are organized as follows. Section 4.1 shows theoretical results.
Section 42 is implementation details and experiment setup. Section 4.3 shows the preprocessing
results. Sfection 4.4 shows the experimental results of searching and section 4.5 is discussions

about results.

4.1 The(j)retical Results

The following notations refer to the theoretical results; in addition, the following tables
show thé complexities of new algorithms and well known algorithms that are used for

comparison. The notations to be used in this chapter are |P], |p|, |#], tocc, I ., locc, and « where:

2 “min?

lf’l is the sum of patterns length in P,
" |p| is the length of pattern p,
|L| is the length of text T,

Lo .

tocc is the number of occurrences of pattern set of P in text T,
|
|

I ., is the minimum length of patterns in P,

locc is the number of the matched characters that includes the mismatched time, and

a is the number of matched position that lead to mismatch.
. :

Additionally, the following notations denote all algorithms, E-IVL represents the
exhaustive searching algorithm, PF-IVL represents the prefix searching algorithm, and SF-IVL

represents the suffix factor searching algorithm.

1
i
|
1
i

|
|
i
{
1
{
'
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|
1
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4:.1.1 Theoretical Results of the Preprocessing Phase

63

The preprocessing phase constructs the dictionary by means of the inverted lists data

structure. The method reads each character in each pattern and converts it to the individual

inverted list. Then, each inverted list will be inserted in to the table one by one. Each insertion

takes 0(1;) time; therefore, for all character, the time complexity is O(|P|), as shown in Table 4.1.

When corhparing with the well known data structures, new solutions are more efficient than these

structures. All new solutions take only O(|P|) time, which matches the best static data structure

Trie of Akjlo-Corasick[l] and setHorspool [2]. The comparison results are shown in table 4.2.

I

Table 4.1 Dimensions of the preprocessing phase

Algorithms | Preprocessing-Time | Space accommodations
E-IVL O(PY o(P)
PF-IVL onr) o(p)
SF-IVL o(P) o(P)

Téble 4.2 Time complexities of preprocessing compared to well known algorithms

Algorithms Preprocessing time
Aho-Corasick [1] o(lP))
, setHorspool [in 17] o(P|)
Amir-Farach [2] O(|Pllog|P))
Amir et al. [8] O(|P}log|P))
Anmir et al. [9] 02
‘ Sahinalp-Vishkin [28] | O(|P})
| E-IVL OGP
. . PF-IVL 0(|P))
| SF-IVL o(P)
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4;1.2 Theoretical Results of Pattern Updating
In this phase, each character of the new pattern is to be inserted or the existing pattern is
to be rem«;ﬁved in optimal time O(|p|). Each character is converted to inverted list and accessed in

0O(1). The %results are shown as in table 4.3.
|

Table 4.3 Time complexities of pattern updating

Algorithms | Pattern Insertion | Pattern Deletion

E-IVL odpl) o(p)
: PE-IVL o)) o(lp)
| SF-IVL oap) O(lpl)

A}ccording to the new data structure, the time complexity when compared with other
algorithmé is optimal. It is clear that the new structure is more efficient than the classic
algorithmsi. Table 4.4 shows the results.

Table 4.4 Time complexities of pattern updating when compared to well known algorithms

‘ Algorithms Insertion Deletion

'| Aho-Corasick [1] -. -

setHorspool [in 17] = o

Amir-Farach [2] O(lp|log|Pl) O(lpllog|P})
| Amir et al. [8] O(lp|log|P|) O(pllog|P))
| Amiretal 9 Op(logIPl/loglog|P)) | O(lpllog|Pl/oglog|P)
| Sahinalp-Vishkin [28] | O(p|) o(p))
| BIvL o) el
| PF-IVL o(p|) O(lp|)

1| SF-IVL o(lp)) O(lp
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4.1.3 Theoretical Results of the Searching Phase

The new algorithms scan only characters that need to be compared. They avoid scanning

all characters in the given text, especially in an SF-IVL solution. Among them, the minimum time

complexi?y is O(|t]-&) in the best case, O(}¢|) in an average, and O(]¢||P}) (only in E-IVL) in a

worst cas%: scenario. Table 4.5 shows these results.

Table 4.5 Time complexities of searching phase

1 Algorithms | Best Case | Average Case | Worst Case
| EIVL - [00) | opi+ioc) | 0gulpy
PEIVL |00 | on o)

| SF-IVL | 04,,) | Ofi-a) o)

|
V:Vith respect to these results, the proposed algorithms are more efficient than the well
known aléoﬁ@s, especially the dynamic dictionary matching algorithms. Considered by types,
the new japproaches are more efficient than all dynamic dictionary matching algorithms even
when corinpared with the static dictionary matching such as Aho-Corasick [1], and setHorspool
[2]. A coxfnparison of the main solutions related to the traditional algorithms is given in table 4.6.

Table: 4.6 Time complexities of searching phase when compared to well known algorithms .

Algorithms Searching

Aho-Corasick [1] O(|t]+toce)
setHorspool [in 17]. oz, .

Amir-Farach [2] O((t+tocc)log|P|)
Amir et al. [8] O((t+tocc)log|P))
Amir et al. [9] O((t+tocc)(log|P|/(loglog|P|))

Sahinalp-Vishkin [28] | O(]¢|+tocc)
E-IVL O(|¢]+locc)
PF-IVL o(jt])

SF-IVL O(jt]-a)
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4.2 Impiementaﬁon Details and Experiment Setup

4.2.1 Implementation Details
I

'I:‘he Netbeans 6.9.1 attached the Java compiler version 1.6.22 was used to write the
prégramsi. Then the abstract data type (ADT) of java.util. Vector was employed to accommodate
all structlilres compared. AC-Trie and Reverted-Trie structures were created by the special classes
to represei,nt the nodes of Trie and Reverted-Trie, before being put into the java.util. Vector. The
followingf sub-sections show the details of dictionary construction and the searching phase.

|
'll"he inverted lists table was created by the java.util. Vector as well. In each instance of the
second le:vel of the perfect hashing table, which is a set of positions and set of pattern numbers,
was impilemented by the java.utilHashTable structure and the java.util.HashSet structure
respectiv%ly.

”I;;‘he second level utilizes java.util.HashTable to store the positions of characters which
occur in Ethe patterns just as java.util.HashSet is used for storing the pattern numbers. The
IVLtableZero and the IVLtableOne are instaces of java.util.Vector represented as attributes in
inverted liists class.

T;he IVLtableZero was used to store the inverted lists, which represents the terminate
status equal to 0 (as shown in “0” of Figure 3.1). In the searching phase, the variables SET1, SET2
and SET. E1 were also implemented by java.util. HashTable. All results were kept in the instances of

java.util.ArrayLists named RESULTS.

45.2.2 Experiment Setup

Aidl experiments were performed on a Dell Vostro 3400 notebook with Intel(R)
CORE(Tl\i/I) i5 CPU, M 560 @2.67 GHz, 4 GB of RAM, running Windows 7 Professional (32-
bits) as a#x application machine. All of them were implemented in Java with JavaTM 2 SDK,
Standard Iiidition Version 1.6.22 built in the Netbeans 6.9.1.

With regard to performance measures, the size of data tests (|2I) were the 52 letters of
the Englis:h alphabet; A’ to ’Z’ and ’a’ to *z’. Then, programs randomized each pattern with the

various le:ngths of 3 to 20 characters, where the average length was 12 characters. The proposed

|
numbers c1>f patterns were 10; 100; 1,000; 10,000; 50,000; 100,000 and 300,000 (only for the

|
|
1
1
H
i
|
|
1
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inverted liists algorithm). Each of the pattern numbers was randomly built in 10 files. The texts
were rand;omized from the size of 1 KB, 10 KB, 100 KB, 1 MB, 5 MB, and 10 MB. Also, each of
the text siizes was performed in 10 files.

II::I the pre-processing tests, each file in each group was read and generated to the data
structures;; one by one. Then the processing time of each file was captured in nano-seconds.
Afterwar(‘is, each file again was built and both the data structure and the memory usages were

{
captured in kilo-bytes. Performing the searching experiments, every pattern file was paired with

each text ivﬁle. To get significant insight on searching time, the first file of 10 patterns was paired

with the f;irst file of 1 KB, the second file of 10 patterns was paired by the second file of 1 KB,

and the otjher cases were performed in the same way. When the search in each pair of patterns and

text sizes}wes completed, the processing time in nano-seconds was captured. Then, when the 10
i |

pairs of ezllch group of text finished processing, the average time was given. All comparisons were

|
1
made against the well known algorithms as shown in the previous sections.

!
4.3 Prepfrocessing Results

T}he inverted lists structure was constructed faster and used smaller space than the earlier
structuresi (Aho-Corasick [1] called AC-Trie, SetHorspool in [17] called Reverted-Trie, and the
Suffix trele[13]) Creating an inverted lists structure was faster than AC-Trie by 3.75 fold, the
Reverted- Tne by 2.33 fold, and the suffix tree by 15.69 fold. The resulting detalls are shown in
table 4.7, whlch converts nano-time to seconds.

éoncerning the storage needs, the overall space of the inverted lists structure on average
used less space than the AC-Trie (18. 42)%, the Reverted-Trie (20.05)%, and the sufffix tree
(92. 38)% In case of pattern numbers more than 1,000; the suffix tree could not create the
structure ‘(represented by ‘-’) because the computer was out of heap memory in java while

generatmg the structure. As well as, AC-Trie and RT-Trie were similar to suffix tree when using

the pattem number 300,000. The results are shown in table 4.7 and table 4.8.

|



Table 4.7 Processing time (seconds)

pattern | AC-Trie | RT-Trie ST IVL
10 0.161 0.095 0.154 0.030
50 0.151 0.201 0.235 0.113
100 0.401 0.466 0.467 0.278
500 0.566 0.710 19.276 0.351
1,000 | 1.023 1.905 | 708274 | 0.767
5,000 | 10.791 8.001 < 5.519
10,000 | 45431 20.728 - 6.918
50,000 | 532.518 110.561 3 43.623
100,000 | 3,598.131 | 5,745.879 5 851.156
300,000 r = 3 1,132.651
Table 4.8 Memory usage (KB)
pattern | AC-Trie | RT-Trie ST IVL
10| 4.71 4.93 24.88 4.56
50| 4.82 4.96 48.35 4.81
100 | 4.90 5.10 896.11 4.89
500 5.59 5.67 2,512.46 5.12
1,000 6.21 _ 6.29 5,371.879.| 5.33
5,000 | 11.10 11.22 - 7.56
10,000 | 15.83 16.13 - 9.84
50,000 | 54.57 55.11 - 23.36
100,000 | 155.84 | 131.14 - 47.63
300,000 - - - 169.58
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4.4 Searfching Results

F;or searching measurements, five algorithms were implemented and the processing times
were con:ipared. Firstly, algorithms called Exhaustive-IVL (E-IVL), Prefix-IVL (PF-IVL), and
Suffix F}actor—IVL(SF-IVL) were implemented by Java language. Then, Aho-Corasick
algorithmj[l] called AC, and SetHorspool algorithm (mentioned in [18]) called HP were also
implemenited in Java. The searching times of the inverted lists Suffix Factor-IVL were more
efficient tjhan the SetHorspool algorithm in an average case but took longer than the Aho-
Corasick. l|In the case of small pattern numbers and small text sizes, the inverted lists algorithms
were morcja efficient than the others.

Tjhe experimental results showed that Suffix Factor-IVL took less time than the others.
They werje particularly 'éiéniﬁcant in the pattern numbers 10, 50 and 100 with the given text 1
KB, 10 K‘B, 100 KB, 1 MB, 5 MB, and 10 MB respectively. Suffix Factor-IVL was slower than

the others%when using a large number of patterns. The results are shown in table 4.9 to table 4.14.

(
I
'

Table 4.9 Searching time (seconds) in 1 KB text size

|
i
h
!

pattern | AC setHP | E-IVL | PF-IVL | SF-IVL

10 | 0.011 | 0.045 | 0.050 | 0.040 0.003

50| 0.018 | 0.102 | 0.053 | 0.042 0.014

| 100 | 0.020 | 0.134 | 0.072 | 0.045 0.019

500 | 0.017 | 0.201 | 0.182 | 0.147 0.172

1,000 | 0.039 | 0.212 | 0.203 | 0.165 0.233

5,000 | 0.042 | 0.186 | 0.883 | 0.167 0.394

10,000 | 0.033 | 0.165 | 0.994 | 0.994 0.771

P 50,000 | 0.029 | 0.734 | 5.981 | 0.393 1.021

100,000 | 0.038 | 0.817 | 7.498 | 0.498 1.347

300,000 | - - 8.987 | 0.987 1.548




Table 4.10 Searching time (seconds) in 10 KB text size

pattern | AC setHP | E-IVL | PF-IVL | SF-IVL.
10 1 0.066 | 0.200 | 0.098 | 0.098 0.055
501 0.102 | 0.755 | 0.274 | 0.168 0.100
100 | 0.104 | 1.574 | 0.298 | 0.141 0.009
500 | 0.112 | 1.698 | 0.863 | 0.365 0.713
1,000 | 0.120 | 1.733 | 1.321 | 1.001 0.722
5,000 | 0.161 | 1.695 | 4.722 | 1.276 | 3.191
10,000 | 0.210 | 1.889 | 8.623 | 1.301 6.345
' 50,000 | 0.705 | 2.034 | 11.984 | 1.696 | 9.120
100,000 | 1.667 | 2.701 | 22.501 | 2.019 10.124
300,000 | - 3 30.542 | 3.089 17.984

Table 4.11 Searching time (seconds) in 100 KB text size

pattern | AC | setHP | E-IVL | PF-IVL | SF-IVL
10 | 0.301 | 1.272 | 1.378 1.004 | 0.300
50 1 0.554 | 8.253 | 1.243 1.621 0.504
100 | 0.588 | 13.101 | 2.145 1.589 0.548
500 | 0.634 17.892 | 6.231 4.984 | 4.365
1,000 | 0.579 | 15.605 | 8.843 7312 7.276
5,000 | 1.405 | 18.243 | 47.842 | 6.988 33419
10,000 | 1.464 | 19.454 | 72.456 | 9.002 56.827
50,000 | 2.185 | 20.798 | 82.586 | 10.102 | 71.657
100,000 | 4.387 | 25.391 | 132.421 | 15.235 | 92.241
300,000 | - - 252.978 | 20.680 | 101.279




Table 4.12 Searching time (seconds) in 1 MB text size.

pattern | AC setHP E-IVL | PFIVL | SF-IVL
10 | 3.143 24.231 | 28.633 | 23.623 | 3.012
50 | 6.286 108.732 | 34.457 | 30.380 | 6.117
100 | 5.012 131.076 | 35.911 | 29.766 | 5.010
500 | 7.501 155.205 | 50.442 | 45.291 | 28.671
1,000 | 7.003 190.532 | 88.642 | 46.665 | 71.611
5,000 | 26.784 | 175.989 | 135.665 | 49.571 | 128.181
10,000 | 58.860 | 179.859 | 258.932 | 51.651 | 167.530
50,000 | 90.725 | 249.101 | 763.159 | 94.290 | 289.689
100,000 | 102.198 | 321.761 | 851.421 | 134.872 | 298.764
300,000 | - 3 976.789 | 356.712 | 362.432

Table 4.13 Searching time (seconds) in 5 MB text size

pattern | AC setHP E-IVL PF-IVL | SF-IVL

10 | 15.118 | 103.881 111.961 | 98.612 | 14.988

50 | 30.889 | 400.266 | 446.547 | 126.493 | 23.443

100 | 31.997 | 766.786 576.351 136.431 | 29.671
500 | 35.150 804}.195 651244 | 139.498 | 149.137
1,000 | 42.807 | 869.241 | 766.112 | 153.521 | 133.761
5,000 | 129.047 | 500.430 | 891.122 | 161.541 | 160.178
10,000 | 159.598 | 905.586 | 913.141 | 213.094 | 217.353
50,000 | 201.003 | 1,521.231 | 1,214.14 | 300.691 | 297.514
100,000 | 302.677 | 1,941.345 | 1,476.195 | 341.861 | 472.121
300,000 | - - 1,674.712 | 399.765 | 753.448
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Table 4.14 Searching time (seconds) in 10 MB text size

pattern | AC setHP E-IVL PF-IVL | SF-IVL

10 | 40.907 | 250.583 | 210.661 189.778 | 39.798

50 | 69.397 | 882.667 | 546.647 | 287.018 | 43.543

100 | 72.976 | 1,534.896 | 676.751 | 291.781 | 49.667
500 | 85.781 | 1,688.574 | 757.244 | 320.745 | 179.135
1,000 | 89.481 | 2,457.665 | 868.182 | 331.905 | 183.671
5,000 | 290.882 | 2,561.901 | 995.129 | 348.921 | 210.517
10,000 | 361.175 | 2,551.012 | 1,013.181 | 449.005 | 351.351
50,000 | 425.236 | 2,631.422 | 1,415.148 | 631.448 | 495.513
100,000 | 649.133 | 2,752.843 | 1,891.789 | 739.094 | 657.349
300,000 | - \ 2,135.987 | 876.339 | 987.924
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Some common interesting experiments have been performed with the

small alphabet

sizes and small dictionaries. In these investigations, the experiments were tested on the patterns

from 10 to 100 and several given texts that are less than 1 KB. The searching times were more

efficient t:han the Aho-Corasick and the SetHorspool in the cases of 10, 20, 30, 40, 50 and 60

patterns, dspecially when the given text sizes are 100 and 500 bytés. For the number of pattern 70

{
to 100; néw algorithms took less time than the SetHorspool, but longer than the Aho-Corasick.

| e
Figure 4.li to Figure 4.4 illustrate the searching time where the x-axis is the pattern number and

the y-axis 'lis the processing time in the second unit.

|
i
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B Aho-Corasick M SetHorspool ® E-IVL B PF-IVL & SF-IVL

0.001
0.0001 +
0.00001 -
10 20 30 40 50 60 70 80 90 100
Figure 4.1 searching results when the given text 10 bytes.
B Aho-Corasick M SetHorspool & E-IVL B PF-IVL & SF-IVL
0.01
0.001
0.0001 -
10 20 30 40 50 60 70 80 90 100
Figure 4.2 searching results when the given text 50 bytes.
H Aho-Corasick M SetHorspool M E-IVL B PF-IVL ™ SF-IVL
0.01
0.001 -+
0.0001 -

10 20 30 40 50 60 70 80 90 100

Figure 4.3 searching results when the given text 100 bytes.
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Aho-Corasick M SetHorspool ® E-IVL & PF-IVL & SF-IVL

0.1

0.01 -

0.001 -
10 20 30 40 50 60 70 80 % 100

Figure 4.4 searching results when the given text 500 bytes.

4.5 Discussion and Analysis

This section is reserved to analyze data results. Apart from the theoretical results, the
dictionary construction takes less time and space than the traditional dictionaries, which are
implemented by Trie and Suffix tree. It can be said that the new data structure is more efficient
than the previous data structures in terms of time and space efficiency. The reason why the
inverted lists structure is superior to the others is that each inverted list is an individual item
without any nodes or paths; meanwhile, the AC-Trie and the Suffix tree need to create the nodes
and calculate their paths.

However, there were many cases that did not outperform the traditional structures. The
methods to implement, the speed of CPU, and the computer processes being run may also make
the differences from the theoretical results.

The first advantage is that the search algorithms can scan an input text in less than a
single pass. The proposed dictionary and search algorithms are ideal structures for any small size
input text and dictionary.

The second advantage of the inverted lists structure is that the expected pattern to be
matched can be reported over time because this structure keeps the positions and the numbers of

patterns. Then the searching results are based not only on yes or no answers, but can also report
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all numbérs and patterns to be matched over time. In contrast, the traditional data structures are
not able ?‘to handle this aspect because they need to access by sequencing from the root of
structuresj.

[j} final remark is that the type of each window search, which is by Navarro and Raffinot
[16], divifdes the searching approach to a prefix approach (comparing from left to right), a suffix
approachg(comparing from right to left) and a factor approach (comparing by calculating the
special pé)Sitions). To distinguish deference of data structure, the inverted lists structure is not

sequenced to access and to compare the inverted lists in the target text. Thus the target text can be
. |

scanned k%y all approaches even in parallel scanning or simultaneous access.

|
4
|
|
|



CHAPTER 5

CONCLUSION

5.1 Conclusion

Dictionary matching areas is mostly concerned with solving problems of computer
science afpplications, shown in the introductory and the related works chapters. In this thesis,
both a nfew data structure and non-trivial algorithms have been presented for dynamic
dictionar;f,' matching principles. This new data structure, called inverted lists, is based on
combinin;g an inverted index principle and a perfect hashing principle. The structure enables
to acconj1modate a set of patterns called a dictionary and also supports the ability of
individua:l patterns to be updated overtime. Most important, three new dictionary matching
algorithrris, which employ this structure, have been devéloped.

With the methodology of computer science, the proposed data structure was proven
by the tix%le and the space complexity, including the correctness of the algorithm. Then, these
times and spaces were compared with the traditional data structure and algorithms.

As theoretical results, the thesis hypothesis was fulfilled that the inverted lists
structure adapted from the inverted index and the perfect hashing table was easy to construct,
required less space to store and was fast to access. Moreover, it is able to be applied to the
new algérithms of dynamic dictionary matching efficiently. The performances of the
proposedé algorithms are shown by proving time complexity and space complexity. In
addition, experiments investigate the performances by implementing programs from the
proposédéalgorithms and running them on a variety of datasets with different parameters.

In major theoretical results, the inverted lists structure is employed for three
proposed‘% algorithms of dynamic dictionary matching: exhaustive solution (E-IVL), prefix
solution (iPF -IVL), and suffix factor solution (SF-IVL).

fhe exhaustive algorithm takes O(|P|) time and O(|P|) space in dictionary
construction where [P| is the sum of the length of all patterns in P. This solution takes Oo(lp))
time for i:nsertion or deletion where |p| is the length of pattern to be inserted or deleted. In the
searching: phase, this algorithm takes O|#|) time in the best case, O(]t]+locc) time in average
case, andiO(] #||P)) time in the worst case scenario, where |P| is the number of patterns, locc is

the matcﬁing number, and |4 is the length of input text.
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’I%he prefix algorithm takes O(|P|) time and O(|P|) space in dictionary construction.
Meanwhiie, the searching phase takes O(]¢]) time in all cases: the best case, an average case,
and the wzorst case.

’l%he suffix factor solution takes O(|P|) time and O(|P|) space in dictionary
constructifon. The searching phase takes O]¢)/ ) time in the best case, O(]¢|-« ) time in an
average cFase and O(|¢}) time in the worst case, where /,, is the minimum pattern length and
a is the n?umber of matched position that lead to mismatch.

In the experimental results of preprocessing phase, the inverted lists structure was
constructg:ad faster and used a smaller space than the earlier structures. Creating an inverted
lists struci:ture was faster than AC-Trie, the Reverted-Trie, and the Suffix tree. Also, the
inverted ltists structure on average used less space than those structures.

fhe experimental results of all searching algorithms showed that E-IVL was slowest
(working:‘as a naive algorithm); meanwhile, PF-IVL was better and worked in linear time in
theoreticél and experimental results. Compared to the traditional algorithms, E-IVL, PF-IVL
and SF -Ih were faster than the SetHorspool, but slower than Aho-Corasick. In particular,
E-IVL w=;s slowest.

The best results were that SF-IVL took less time than the other solutions.
Panicularily, they were significant in the pattern numbers 10, 50 and 100 with the given text
1 KB, 10; KB, 100 KB, 1 MB, 5MB and 10 MB, respectively. SF -IVL was slower than the
others wkjlen using a large number of patterns. Additionally, if small text sizes and small
dictionar}jl sizes were considered, then the new algorithms were more efficient than the earlierA

algorithms especially when there were 10 to 60 patterns and the text sizes were 100 and 500

bytes.

i
i
5.2 Rec(:)mmendations

i’here are four possibilities for developing enhancement of the data structure and
algorithrr}‘s presented in this thesis.

i) A further improvement can be gained by an inverted lists structure could group or
compress“ the lists of the pattern sets. For instance, if the pattern numbers are connected in the
sequencejsuch as <1:0:{1,2,3,4,5,6,7, 8,9, 10}>, then they can be grouped as <1:0:1-10>

orin othe:r ways. This contributes to a good (structure) performance.

i
!
|
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2) Other interesting: aspects offer insight into many fundamentals of computer
science. This structure could be applied to solve other problems such as approximate
matching,? regular searching, two-dimensional matching, pattern recognition, and so on.

3:) The ability to apply the inverted lists by separating the given texts could enhance
the invex’c:ed lists to handle those sections as well as patterns. Then, the inverted lists can be
employed for this context, called text indexing.

4) In order to solve more complex problems and more accelerative searches,

algorithms could also be improved to a parallel search and/or a distributed search.

|
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ABSTRACT

l'l‘his paper proposes-a new solution to the
pmblm of | dynamic dictionary: matching. It employs
inverted lists as data structures- accommodating string
pam:ms. The new solution takes (1)-O(Pj) dme for
prepmwssmg,wbm[l’lisamof!helenmhofaﬂ
pattansmsetofpanem?-(Z)O(lpl)t:mahnnserdonor
delenon,wbqelﬂsthelengﬂxofpmemtobemtedu
deleted;land(3)lseuch0(]q+lwc)hmc,whmm|stbe
length of input text and locc is the number of occurrences
of matching between a character in the input text and in
the invested ist.

KEYWORDS
.Multrple matching, dictionary matching, inverted
list, ma,pam:m

|
1. lntroducﬂon

-Thc problem of dynamic dictionary matching is
meﬁclmﬂylom:setofpaﬂumoccmmgmmmpm
m[nthnpmblem,d:esetofpanmmunehangeom
time because -of insertion’ and “deletion of individual
pamems. It calls for a data structure accommodating this
set.whxoh(l)allowsqmckmuuonsofpmmbtbe

as well as' deletions -of pattems from the
dicdowymd(Z)suppoﬂscfﬂdentswnhlngforpmn
wings[nd)einpmmAu'Ic,usedbyﬁstdloﬂmuy
mmhingsolnﬁomndns[l],p],[u],ismexampleof
data structure. supporting such an ‘efficient searching.
Unfomma:zly. Insertions and deletions of patterns require
reconstruction of the trie {2], [3]; [4},'[5) (6}, [7), (8]
Sohmom meNﬂmm cations of trie
snchsasuﬁx(ru[!],[:}],[ll],[lqmdaeombmm
ofucompact'memdlfnm[t]

Inﬂﬂspapet wepmposetouseaninvenedlist.
anewdmmmmdmvedﬁomaninveﬂedlndumd
mmfomumrﬂnwalﬁeld[l(]], (13}, [15] -instead of
mmgltneoratne—med structure: This structure is
very . sunple' and highly efficient.” Furthermore, it well
suppomdynamfcpma-ns.

‘The rest of paper is organized as follows. Section
2 gives details of inverted lists and dictionary
preprocessing. Section 3 describes the new algorithm as
well as its proof of time complexity. Conclusion is in
section 4.

2. Inverted Lists

Let: P={p'p?....p"} where p’ is a string from
€102 0Cn  Under Z and Z is the set of the
character in P.

2.1 Baslc Definitions

Definition 1 A -keyword o' of pattern p'

contains Woror Woos Wepn, o= w___u,whne W, Of
Yo isqandk-l 2, ..., m; 1 indicates a status of last
chatwerlnp‘andomherwise.'mmfae,
iﬂ
O =W, Wiay Wy, ~¥_,, m
en P={asb, sabc, aade}. We
have @ '=aab, m%bcmda)%mde. Thesefore,
0’ ho TYCTILYTN
‘ 2$41,2, 008
w’aum:duﬁu.

Definitlon 2 An inverted list L of @* , denoted
by L, is defined as
Ly=w, <1:0:i>,w,:<2:0:0>,
w,K3:0:>,..,w_x<xm:li> 2
-Example 2 From example 1, we have
L, =a<1:0:1>, a:<2:0:1>, bh:<3:L1: 1>,
L, =a<h02, a0, bi<3:0:2>, ¢r<4:12>, and
L, =2:<1:0:3>, ax<2:0:3>, d:<3:0:3>, €x<):3>0
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| Deflnition 3 An index w,of invert st s

<5:0: {ij, 3> o <&:1:{f} >. Therefore,
w‘:<c 0:{8, e} > o< g:1: 4} > (6))

My_ﬂ From exsmple 2, we have
a:<1:0:(1,2,3}>, <:0:(1,2,3}>,
b: <3:1:{1}>, <3:0:{2)>, )
¢ <4:1:{2)>,

d: <3:0:{3}>, and

e <4L3)>.

Definton 4 Let I, ad I,, be
<8:0:{l, f,.}> and <&:1:{f} >, respectively.
Therefore,

Wy L oew, i . @

PeﬂliﬂoISAninvaledlisttxblcf is a hash

table with 2 columns: W, and I,”IIM;WMR w,
contains LW, nn(.! . Ihllkloonuins
Iv«.. R I':]o ,Iﬂ,” soves j (0]
The table T constructed from

example3isasslmwnlntnblel
Table 1 dxembleofpmem P={agh aabc ande}

wy P,

A ! <l'0 12.3)>Q:0:(l.2.3)>

B || <3:1:{1}><3:0:(2}>

C <4:1:{2}>

D <3:0:3}>

E <A4:1:§3}>

I'l‘heonml'l‘heaceusto] , or I,' in the

table T mkem)m
iProof Let f{x) be a hash function, let W, , be

thckcyﬁu‘wm I& and W,  bethe key for access

L,. |

! Let the table 7 implemecnted by the hash table
mmnkeb(l),mmfofememml ne With f(W, )
or aocs:sI"'_‘ with f{w, ) take O(1) time# -

398

ZJPnpmeasilgphle
Let )" be a set of all characters in P and
char(p,)boachmer‘_)'ofﬂwpwan‘l' Let[Pibea

total length of all petterns in P. This algorithm must creste
the inverted list table before adding all character from

Y to a chamcter column.. Afierwards, this algorithm

reads a character one by onc from each pattern and adds
into the inverted list column, Before the addition, there is

apmmtocheckﬂlelnvatedlistdim(p;) at the same
position. If it already exists the Inverted list of the
char( p}) at the same position then we add oaly the

number pattern to the invest list table. Otberwise, we must
create a new invested list and add the pattern number into
the teble. Figure 1 gives details of the algorithm.

Inverted-List Table(P={p',p>.....p"})

Step A .Createublefonlphaﬁunz

StepB foc i:l:r

StepC  for f:l:m

StepD if not Exist() inverted list of p

Step DI Geaerate 2 new Invert list and add to
table 2t alphabet char( p), )

clse S

Step D2 Add a number { to the sct of the
repeesent part of the invert list at
alphabet p)

Figure 1 Algorithm for creating inverted list table

Theorem 2 The times eomplexity of the
algorithm in figure 1 is O(P|) .

Proof Given P={p p*.p’...p’}mdmalmgmof
eachof p is m; such mytmytmyt...4m,=|Pf

Step A Creating table for storing the invested
hstmkeO(l)tnne.

Step B Repeating each of P takes r rounded.
MmmdmlmloopinStzanymTherefua,ﬂ!e
inverted list takes my+mytmyt-..,+m, = O(JP]) times.

= Step D, Step D1 and Step D2 use for checking
in table that take O(1) by theorem 1.

‘Therefore, the time complexity of this

algonﬂnnst(lPl) # )

23 Pattern Insertion

Let pt be a new pattern for Insertion where i is a
mnnbetrefertouniquesymboL The Insertion must check
the non-existence of pinﬁxtable.Aﬂetwam,madmg
and inserting a character from pattern into table which is
similar to the preprocessing pbase. This algorithm is
illustrated in the figure 2.
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®)
Siep A lfnotExist(p‘
"SpB  forjilm

- ifnot Exist() of char( p})
Sﬁ:epBl Generate & new invert list and add
P to table at alphabet char( p) )
P else
Step B2 Add a number # to the set of the
I represent part of . inverted list at
| alpbabet p

51=xgm 2 Algorihm for paticm insertion

'l'heomn 3 Time emmlexity of the algorithm
forpamhu«ﬁonisoqp[).

Proot[.et belnewpuuunforinserﬂonwhue
p' contain & string p' = ¢,iC...G such that the length m
mpmmllbylpl

Step A Repeating - from ¢, t0 Cu, USe m

nmollmulplor take O(p) times. The access to the
inverted lstmbletakuO(l) followed by theorem 1.

{ Step B Repeating for adding pattern one by one
from ¢; 0 G that use fp}, therefore that take O(jp|) times.

| Step Bl or B2 access to table taking constant
nmebytheomnl That ell of Step B takes O(lp]) times.

fl‘bacfon, the insertion llgomhm takes O(pf)
times # |

l
24 Pltt!rllklethl }

Let ' p be ‘s paitem: for: deletion and
‘Nmnbelpauun beanmnbetofpmn. ExistDel(p) is &
functionito detect the existence of pattern for- deletion,
ThedeleﬂonmustsmhforpanempuslngExlnDcKp)
ﬁmedon and the result Is the pattern number for deletion.
ltthmswdlumebyomfotdcledonunﬂlﬁnhh.m
impomnoeofdclehonisﬂn!mneedtoebeckthe
invcrtedllstinﬂlesamposiﬂonofanwnberpmnmn

wewamwdeleb.lfhhuonlyone.wemdeleuthn'

inverted |list immedistely.. Otherwise, we must delete an
lnvenedllm only ‘Numberpattem’, The . algorithm is
illustmeldmﬁgme3

Theorem 4 The deletion algorithm takes O(|p))
times.
- rmormp‘beapamﬁordeleﬁonwmp'
qonminsnsuingp = £1020y...0n With lengthm = |p|.
Step A repest to read from ¢, to ¢, takes Ofjp})
times. Each time we access an inverted list use O(1) by
theorem 1. Therefore, this step takes O(Jp]) times.
- Step B repeat for read a character one by one
from ¢; 1o ¢, takes O(jp]) times,
_ Step Bl or B2 accesses the inverted list with
constant time from theorsm 1. It takes O(p) time.
Therefore, the-deletion algocithm takes O(p{)
time #

3. Searching phase

The searching phase emplidys the navigator
variable N and the shift window search SHIFT. At first,

we must initielize N, SHIFT and the control position-

variable a¢ the beginning text T. This elgorithm scans
from left to right of text T. Every comparison takes the
inveried Hst to the temporary variable SET1 or SET2.
Meanwhile taking the inverted list'to the temporary
variable must intersect (M) SET1 and SET2 also. The
purpose of intersection is to_search for the sequence of
pattem and check the matching. Afterwands, the algorithm
shiﬁsnwbduwmmh.Welllns(rmthealgpmhmm
figure 4.

DeletePattern(p) :
Stsz Numberpattern = l':daDel(p)

- ifnumberofthenemsmm
E ' m p“”'" >1 -
Step B1 Delete items in represent part =
Numberpaitern
I eke
Step B2 Delete inverted list of p/e=ierer

Taverted-List: ~  MotiplePattern  Scarch

(P-{p'.p’.p‘..--p'}.r-t.tz...
Preprocessing Phase
Cmte lmmd-m T-ble(r-{p'.p ,p’....,p'})

£ Searching Phase
StepA. N=1,SHIFT=2,pos=
‘StepB:  while N<=n'and SH]FN-n

if pos=1

 Step Bl Storeallnmxbaofmu(taxt[N])whue

position of Inverted List = pos to SET1
and pos€postl.
else” -

‘StepB2  Storoall meinber of row(iexN]) where

position. of Inverted List = pos to SET2
and pos€pos+l

I StepC.  SETI € SET1..SET2 and meanwhile

Check terminate and mark if terminate
stafus =1

IfSET1 l= Empty

StepD. . NE& N+, pos(—pog+l

else
StepE” N=SHIFT, SHIFT€SHIFT+1 ,pos =1

| Figure3 Algorithm for pattern deletion

Figure 4 Algorithm for searching -

Lemma 1 Let SET-be the sub table with keys
Wy, aod W, . for sccessing I,“ and I&’,
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mpecﬁvelly. The aceess to I,w and I‘_‘ in SET
using {9, ) or f{w, ) function takes O(1) times.

Proof Let SET be the hashing & table with
keysw‘.] andw,' .

']hupfore, aceessing to [ A and J a using
f(w“u)énd'i{w&.')taksql)ﬁmwbyﬂleonm 1%
| Lemma 2 To take to the inverted list from 7
matching/text{N] into SET takes O(1) times.

]
| Proof Let textN] be a charecter from string T
withkeyskey w,_ and w, _ . Theaccessto I,
and l‘l'_J intable 7 takes O(1) times.
Therefore, to take Il,___and I‘_JlntoSEr
takes O(1) times by lemma | #

Definition 6 An intersection for continuity
ﬁ'ompoﬁiﬁon el o 62 of I,  endlor I, - In

Sl:‘rlandluz' andlor [y msmuase(ofpman

numbers thatthe character described by SET2 follows the
charwtcxl' described by SET1. ©)

b

Exanple 5 SET1 ={<1:0:{1,2}>} and
SET2={<2:0:(1,3}>}). The intersection for continuity
from poslﬁon 1to 2 of SET1 and SET!1 is {1}, Therefore,
ﬂlechmdumbedbysmfollowstbedlma
dma'ibedby SET1 in pattern number 1.

IlmmSThemmmwbumeETl and
SETZtaks O(1) time.

’ProofLetSElecasctofI‘. andlor]
, and SE'I‘ZbeasetofI and/orI
"lhcm:e&mtol&I ]1., I‘uandl,. for

imasecuontukesO(l)nmabylemma 1#

I'l‘heoum S The scarch. algorithm takes
Iﬂﬂocc)nmm.

[Proof Let [f be the sum of leagth of
T=mzt;.t. mdloecbesnumbuofcompmiscnsthm
fomdachmamranndnmhwwithtbeinvmdlist

|StepAtake0(l)unm.

ISwatakeO(]|1)t:mcs,beeuusextmpeats|t1

|StepBllnd B2 take O(1) times by lemma 1.~
StcpClaka(l)nmubylemmS

|Step D takes O(1) times by lemma 1. It then
returns to step.B2 which equals to:a number of the
ommoeofnﬂebbetwm.chmmdtbemvaud
hstmth:lmhtablet!mttakﬁO(loec)hme.

Step B takes O(1) times, because checking a
variable for proceeding to other steps.

Therefore, the time complexity of a searching
phase is O{tHlocc)y#

4. Conclusion

This paper presents a new solution to dynamic
dictionary matching using an inverted list. We show that
this solution takes (1) O(P() time for preprocessing, where
|Pt is & sum of the length of all patterns in set of patten P;
(2) O(pl) time for insertion or deletion, where |p} Is the
Iength of pattern to be inserted or deleted;: and (3) 8
search O(jf+locc) time, where [t is the length of input text
and locc Is the number of occurrences of matching
between a character in the input text and in the inverted
list. The search could improve to O(Y) time when the
number of navigator variables equal to the length of input’
text.
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Abstracs—String matching and dynamic dictionary matching

are slplﬂ'mt,prinelp!u in computer scleace; These prisciples

require an efficient data structure for aceommodsting the
mt&mormumuhmnhadforh-hm;lvum
Moreover, in the dynamic dictionary matching, the structure Is
able to insert or delete the individual patterns over time. This
vesearch article istroduces a new data structure
named {nverted lists for both principles. The Inverted lists dats
structure,: which Is derived from- the inverted Index, b
Implemented by the perfect hashing ldes. This structure focuses
oa the position of charscters and provides a hashing table to
store the l:tring patterss. The new data structure is more time
MtMWMMMMMRhM«
to construct and consumes less mensory tham others.

Index Terms—Data Structure, String Matching, Maltiple
String Matching, Suffix Tree, Trie, Bit-parallef, Hashing Table,
Dictionary matching, inverted Index, inverted Iist.

; L INTRODUCTION:

There are many principles emerging from string processing
such as Ttrin'g pattem matching, multiple string patterm
matching called static dictionary, dynamic multiple patterns
string pattem matching called dynamic dictionary matching.
Alloflbqndglwithﬁ)epaﬁemorpaﬂmofsﬁingtobe
searched fw in a large given text.. Basically, paitem or
paticrus are generated (o suitable data structures which are
then provided for searching.

For solving the problem, string pattern matching deals
with single string pattern P=C1¢x3...Cm, While dynamic
dicﬂonaryimgchingdeélswithmulﬂplepamwinp
P=(p', p',..p/}. And the patterns in P enable the ability to
update individual patterns “over .time. . Traditionally, Trie,
Bit-parallel, Hashing table, and Suffix tree are the data
structures used for acoommodating p or P.

Trie, known as classic data structure for static dictionary,
has been used for accommodating pattems for a long time.

This structure employs an automaton to contain the set of

mmlabe!dhyd:am:ofmbfanydgoﬁﬂxmm
based on Tric:such as the first linear time (Aho-Corasick
[1}-extended, from [15]);. the sub-linear time
(Commmt;z-Wlalter[ll}_—-extmded- from [12)) and
SetHorspool  (mentioned in- [17]). However, when
Mancscript recefved December 8, 2009,
unwn|xmu.mmmcmpmsam¢m
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~ Data Structure for Dynamic Patterns

Chouvalit Khancome and Veera Boonjing, Member, INENG

implementing the Trie to applications a large amount of
memary is consumed. And when the pettem is updated Trio
needs'tqreg:nmthemmpwilh O(|P|) time where [P] is
the sum of all pattem lengths,

Bit-parallel data structure employs thie sequence of bit to
store the patterns. Navarro and Raffinot [17] showed how to
apply the single string Shift-Or and Shift-And to Multiple
Shift-And[8], Multiple-BNDM[9], and [10]. Nevertheless,
this'mumisresuictedbythewordlelmhot‘eompma
architecture; firthermore, it requires special methods which
are more complex in converting the patterns to the bit form.

The first hashing idca was presented by Karp and Rabin
[14] in single string matching; This algorithm takes the worst
msemmioinO(mn)ﬁmewberemlsﬂ:emnlmgth.
Unfortunately, the dictionary matching algorithms which
directly extend from [14] tzke O(n|P[) time (exhaustive
solution) where. 7 Is the length of the given text. A more
efficient algorithm presented by Wu and Manber [24] creates
the reverted Trie, the shift table, and implements the hashing
table for storing the blockofpwmmlosolwﬂmproblem.
The last solution [25] improves W and Manber [24], but it
does not support updating the paticms, :

Suffix. tree.. i3 implemented: for. accommodating the
dynamic pattems, Generally, this structure. does not directly
wppanhe,dynnmlépa,nambewmciim;oanployﬂ\e
dynamic mechanism of McCreight [16], DS-List [14), or
Weiner [23]. Thus, implementing suffix tree to algorithms
must sttach O(log|P|) time becauss the tree structurs is
embedded by log|P} for data socessing, The first suffix tree
elgorithm presented by Amir and Farech [2] is: the first
adaptive. algorithm thar displayed exhausiive time
consumption. Subsequently, (3], 4], [51, 61, 7], [8], 9] and
[22). showed the | logarithmic “algorithims of - suffix- tr
genenlization, Therefore, ., this . structure: is * immediately
challenged by how 10 escape from th factor of logarithmic
time (rlogiP|).. Mcrcover, tho spplications’ which are
implmwdbymiﬁxuutaknmmmyﬂ:mﬁens

For solving the -problem. of information retrieval, the
inverted index has been applied; this structure can be adapted
to several data structures. The motivation of this research is.
from the inverted index which focuses on the keywords, But
the new structure is based on o} Y

This rescarch article proposes to adapt the inverted index
[13), (18], and [19) to.create-a'new- data stnictiire called
inverted lists for accommodating the pattem or pattems. This
&:eslngle'paﬂans&inswberemisd:elengthofpmanp.'
For dynamie dictionary matching, the inverted lists structure
takes O(P) time and O(] A 4{P{) space where A ‘are any
characters which are exactly used In'a finite alphabet ¥
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andlgz Impommlythissttuctmunhmdloﬂw

nsamgordeleungofthemdmdmlpam in O(p)) time
wbenpxsﬂnmd:vidualpaﬁuntobeinsertedordelemd.[n

mmmmmhwmmmm.

mlessmeumythnthetmdlﬁomldmmucnm

The remaining sections are ofganized as follows. Section
Hshowshowtodeﬂveﬁzeinvmedmdexandtheperfect
hsshingpﬂncxplefotlecommodmﬁ:gthenewdmm
Sceuonmdesm’baﬂnmvmedhsuforsumgpanun
mawhmg.SecﬁonIVshowsthelnvenedhsuﬁdery
matching. Section V iliustrates the implementations and the
expedmmlmm,lndsecdiIuaoonclunm.

:11. DERIVING THE PRINCIPLES

A Deriving the Inverted Index
'I‘beinvmedmdummvemprumthewordsmlha

mrgetdoanuambyﬂ:efomof%nnmﬂ) word:pos>.

l

where doamemID' is the Indicated number referring to the.

nmnbu-ofdoamn. ‘word” is the keywords in the
dot:umcnt,l and ‘pos’ is the occurrence position of ‘ward” in
ﬂwdoammm The original invested index [13], [18], and
{19] mgulldnannmasb-(b,...D,.}whmD,nny
dmmmmevulomkeywadswimdlﬁum
pumonundlSiSn.

Elchdoc\mumlymdforkoepmgkeywordsmdmm

posmau.l’ormhnce.lﬂhedoumb,huthckcywords‘

w,l.w..),m.J it can be said that the keyword w, appears at
position 1, w.appeannpomuonZ,andw,appeunnpm{uon
3. Tbm,allkeywadseanbemwnttenbythefomofward.
(posting Iists) where ‘posting liss’ 18 (documentID: word
pmidanbulmdocuum) ‘Thus, all keywords in document

D can be rewritten as w,: : l), Wyt (1:2), and w (1:3)

mpeeuvc!y :
Aﬁuwuds,ﬂ\eheywordsandposﬁngllsummvemd

inmthewlhbledmmmsuchuB’Msﬂxba.md-:
sumxln'ny 'Ihxsmmhfowsumﬂmponhmof'
chumahs:adofthekeywordﬂmmlly the document D.

is replaced by the pattem P, and each D, is replaced by 7. For

insmwgifﬂmemthepmml’-{mb .aabe, aade} then

ﬂlepaumummlgmdublw Dy=aghe, and Dy=aade.
’l‘hm,th:ymdeﬁnedbyﬂwfunuofcharmtzr :<the:
oocmmpwfﬁm Jchamctermpa#em the indicated
mdﬁehncm:uofpuuem themmberd‘pamm
in P>; eg., a:<l:0:1>, <2:0:1>, <1:0:2>, <2:0:2>,... .

Baehlisimth!sfomiscalledﬁm“bnﬁvidnlpwdnglb!’-
Uslnzﬂmmeﬂwd.lllofﬂwindlvidualpostinglisuunbe,

applied for{ monmodaﬂng the dledonmy
B, Deﬂvingtbei’cd‘eclﬂaahlng
The nnstpowuﬁxlhsbmg
whid:mknO(l)ﬁmelnwnm-nsepufumcu(Mnm
[26],[27]md[28])wbaonuﬂwnmot'(hm.'lhusuwum
Ismubkfmthesetofm:kms\nhnthomuvedwmb
mthemmmmghngunge.Fotthummn,ﬂlep«feet
lmshmglsdlosmfonmplanenhngthemvmdlisls.

The perfwt hashing uses' the universal key U to
aoeommodaﬂeallkeysﬁrmmgnﬂdatamthztablemﬂ
two-!evelsebunafonmplemwtauon.mﬁmlevdisd:en
kcynfwhmhmgwxﬂldnmingtolbeseeoodlcvelby

ISBN: 978-988-17012-8-2 :
ISSN: 2078-0958 (P:im), ISSN: 2078-0966 (Onlinc)

which ¢,

pleuﬂ)epafwtlnshmg.

ﬂmdlonj(n),lndthesecondlevelhthedlhmassocxawd
with lhoemwpondmgkcyofn.msmwdwssigm pS
as the universal key Uand /1) asﬂn)forﬂleﬁrstlevelof
tbeperfeethashlngtableandﬂ:egmupsofposﬁnghstsmthe
datanetmmdwseomdlevelwhere 41: 2

III. INVERTED LISTS FOR SINGLE PATTERN

Definition 1 Let p=crecy...00 be the pattern input, snd ¢, is
anyalphabetﬂmoeumm at position & where
k~l2.3,....m.1helnv=ﬂed Hst ofc.mnbewnuenbyc..
<k:0>" i only |fk<m.orc.;<k.l> If only if k=m.
Symbolically, ¢ <k.0>mrepruemedbycl,.,and
c,.<_k.l>xsmp:mwdbyc'l,'.

Example 1, The inverted lists of p=aabez. We have c;=a,
¢1=a, es=b, ¢;/=c, and c5=z. The whole inverted list of pare
a:<l:0>, a:<2:0>, b:<3:0>, ¢:<4:0>, and z:<5:1>,
Definition 2 The perfect hashing table which is provided for
smnngﬂ:emvatedhsbofthemglepemmpnscaﬂedm
invatedlistsubleforsmglepmumlndudenowdby Ty,

Exemple 2. The table' 7, of pattemn p=aabez.

Table 1. The inverted list table 1, of p=aabe.

1= I, 11, |(Ge., heinverted fist)
LN Ny by, | <1:0>,<2:0>
) I, <30>
c 1‘.‘ : <4:0>

1=z Iy, <$:1>

Lemma Lt Iy, and Jy; be the inverted list of -
P=CCsCsnC If. Iy, and l,' are stored in the hash table

,r, ﬂmming I,. or ’h takesO(l)ﬁmewhere

k“l.2.3..-.m
quprchhvu!ndl]st l,. or: Iy eui:boremevedﬁom
n’O(l):tnne. Gmmjzt) be 8 lushmg fumction

messl,twh&eclsﬁnchmntuml 'nmtable 5, is

lmplmmdbydlepufwthaslﬁnghble.mm,mme
tlwuwem:dlnstl,o byﬂc,.)ortomd)emvenedhst

-y, byﬂ'c,‘) hku O(J) times bythehashmgpmpaues. [}

'I‘hisﬂusemmtbemvmadhstwblo % forall
nlphabmxn Z, mmmethodmdsﬂnchmmrsoneby

~memdgen=mwmv=bdhsu,udachmvmdlistu

addedintomcublef,.ﬂgmﬂnnlshowsthumeﬂmd.
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Algori(hrq L

Input : p=C1,02,C3104-Ca

O.nput:Ta'ble 5 ofp

1. Qwe'ubl'e T,

2, j=1 l '

3. while 0¢=m) do

4. Cmncﬂwinvuwdhstofq-) 7, atchar(c, )
s. j(-j+l

6. endwbila

AlgonthmlukuO(m)dmeandO(mﬂll)spaeeshm
23 the proof in Theorem 1.

Theorem 1 Let p=cc,0s...c be the pattern input, and given
1, be the inverted list table of single pattern. Generating all
chmacters:ofptothcinvuwdﬁstsmdtddingan inverted
lists into ;r,.ta_kuO(m)ﬁnn,nnddwtabla 7, uses
Ofmrt| A1) space.
Proof For timé complexity, the hypothesis is that the whole
chamctusofpmgmantedlmothehble t,. Line | creates
the table, and line 2 iniGializes variables, which take o).
LIneSnmdsmw;nmlmds,mdnnlsotnkesO(m)nme.
Lme4u0(l)byLemnmlwbﬂalmeStakcsO(l)lshnc2.
'Iherefore,theprepmcaﬁngumetakeO(m)mnc. u]
Forspaeeemnplexlty the table «, is created with the size
| A} for all alphabet of AC ¥ . Bach inverted list of ¢ of

p-c,c;c,-.c.usuonespacepermmvutedhstthmfnr
k-lwk-mtakemspawuwelll{mce,nl]mqumdspm
of 5, isOmHAD.O

P

P
M IN'VERTE)USTSFORDYNAMCPATTERNS
Definition 3 Let Pm=(z’, 7%, 7., I/} be the set of paterns
where p' is the pattern £ of m character {¢0,;...Cx/, and
1sisr, Anlndlvidu:lposﬁnglistof:dme.ﬁomlhe
panemp‘lsdgﬁneduq.<k.01_>|fk<m,orq.<k.l-i>lf

k=m. Symbohally ci<k0:> is gf , and eu<k:li> is
o wbunsksm.

Asin Deﬁnmon 3, if P={p'=aab, p’=aabc, p’=aade}
then the! documents are p'=ajaids, p’=aadbic, and
P'=aaxdse,, The individual posting lists of P are deﬂned as
below: ‘

Pl=a<l:0:0>, a:<2:0:1>, b:<3:1:1>,

p’—a.<loz> :<2:0:2>, b:<3:0:2>
e:<f:4:2>, and

p’==a.<MJ> a:<2:0:3>; d:<3:0:3>,

- e.<4.13>

chef(hnall individual -posting lists. shove can be
grouped 0 a pew form such as ar</:0:(1,2.3)>,
<20(1,2,3}>k B:<BL:{1)>, <3:0:£2}>, and 0 om.
.Definition Zshombowtogmupﬂwposunghsutonw
fmm.

Deﬂnlﬂolll.etl....bemem:dmumlengd)ofpaumm
P-a”,p’p',...,ﬂ), and let £ be the position of the same
character 1 whxchappeanmdwvmmnpaﬂamofl’wbere
1<s<1,,

" ISBN: 978-988-17012-8-2
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aqldzgz The posting lists of 2 are

{008 1eena " 500" } 08 {0 B seees )7 " ) Where

14,4, p,q} S7. A group of posting lists of A can be:

defined as follows.

1, fthe posting lists are { @ , @& 1., @57, P’ } thena

group of posting lists of 2 is 2,5.
2.1fthe posting lists are { g , &" ... 9},
mupofpowngllstsof A4,

#" } thena

Definition S The inverted list of alphabet A is defined as
I&_. if only If the group of posting lists is 4, 5 . Similarly,
the inverted list of alphabet 4 is denoted as I,u ifonly if
the group of posting lists is 4, .

With Definitions ‘4 and S, if the posting lists are
a:<1:0:{1,2,3}>, a:<2:0:{1,2,3}> then the groups of
posting lists must be written as 1,, and I, respectively
(shown in table 2).

Definition 6 The perfect hashing table which provides for all
alphabets over ¥ and their coresponding inverted lists of
P is called the inverted lists table for the dynamic dictionary;
this table is denoted a8 ;.

FrunDeﬁniﬁonG.hmbesﬁdMaﬂM A are
stored in the first column of 1y, and I,  and/or I, are
stored in the second column of r; . Por instance, if there is
P={aab, aabc, aade} then P can be implemented to the
perfect hashing table as the table 2.

Example 3, Table 2 shows the table 1, of P={aab, aabe,
aade). ; .

Table 2. The inverted list table 1, of P={oab, aade, aadej.

f{1) | Inverted ie., the granular inverted lists
lists '
a Tog Lo, | <8:0:(1,2,3)>, <2:0:{1,2,3}>
b I, Ly, | <Lfl)>, <3:0:02)>
e I, <4:1:{2}>
1y, G:Q:ﬁp
e I <:I:{3)>

KT

A Inverzedli.m tablecmbualon
l-'nstofall,ﬂwemp&ytabler, ‘is built for 4, and the entire

pmum;mmengeneratedtomelnvmedlistsandmadded
into the table r;; after the table is constructed. If the Invested

lists of target character are already stored in the table, only

the number of pattern is added to the corresponding inverted
lists; otherwise, a new inverted list is created and added into
the table. Algorithm 2 shows this method,
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A!gornhmz.

Input: P={p', 7, ...F'}
Output ; the table 7, of P
l iniﬁatzI fd

2 fori(-ltordo

3. forj(-w:ndo

4. fExia(pl)-null then

5. s € @ or g

6. else

7. i "’"U)[p or ’dﬂ’(/)” €t
8. end if!

9.  endfor

10. end for .

Fotamlynngtlmemdspm Algorithm 2 is referred as
pmoﬂ'lbeongshowsthehmecomplmntymd'Ihm3
lllustmesthespaoeeompludty

ummﬂfﬂwmmﬂ'neinvmedhsulg orI‘ of 1

in ry thentomallhvuwdlm.sof A uses O(J) time.
PmrBwhalphabulmtmﬂquchmtcrmz and 4
lsimplmudasmeﬁmlevdoﬂhepafeeﬂmhmgubb
mkmgO(l)nme.'lheinvenndliml,. orI are

unplemeated as the second level of the perfect hashing nble;
thuefue.eschdmitanhkuO(l)nme,mdallltemsmdt
second level of the table can be applied to O(1) as all
mdmdml'ltum.l:l

TheonnzLeth{p’,p’p’,..}f}belhe given patterns. All
pam:nsummtedmmthetable 74 in O{|P]) time
whcmlﬂlxﬂxemmofa.llpmanlmgﬂum}’
Proof The proof is that all characters of P are generated to
invemdl&nndmndded into ¢, in O(|Pf) time. All of the
pattem legts are denoted a5 (5, o', ). ). For the
lnimlstq),thehble £4 is built in O(7) time. As soon as the
table 7, is. bmlt completely, cach pattem is scanned by
individual character from the first character .to the last
clunm!lhmthemmtomnequalﬂhenumbaofm
length; thérefore, all patterns are scanned from the pattem 1
to . This step takes the processing time as [p'}+ [p'}+
*eee Ipﬂ-wl.mdumdleswﬂwhypoﬂmst:pbythe
character. of p'. Therefore the inverted lists' construction
takes O(IPDﬁme. Meanwhile, to access the table s, for
stodngdleinV«tedﬂsthkaO(l)ﬂmebylmZ}hce,
dleprepromgumcupmvedmoaﬂ)nm [w]

’l‘heomn’s “The table 1, fequires O( A;HP]) space for

mouumdmngthowhole inverted lists of P; where |P| Is the

mmofpaucmlengﬁnofi’ and ry, isthemvenedhstshble.
PmofAllpaucnumPcmmlnﬂwvaﬂousehaMmovwl
by the sx,ze I:“ where A ¥, and the table ¢, is
implemented as the perfect hashing table. The elgorithm is
pmvedas'lllchamtusoﬁ’axememedtoinvenedlms
mdmuddedmo!helable 74 with |P| space, The lengths of
P ore (') 7}, 7" 1) andeach ¢ contaiss the sting
{c,c,c,_.cTJ where 1S7<r. The length of this string is
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denoted by [p]. For the initial step, the first column of table
rduueamdbylllnm.Euhmvutedhstlsaeatedbythc
preproesslngphasefornllpatﬂmuof?‘ﬂmefnmeach
mvenedlxstofmng{c,c;c,...c.}meochp' only takes one

peronellst.’lhusthospaoelsequalto

.lP’I'HP’I"'Ip’H +P'I=P| for the-second level of perfect

hashing table. Hence.tbespecoof s OQA+P). O

B. Pattern Insertion

The pattem inscrtion: deals with the problem of adding all
characters of the individual pattern into the inverted table 1,
end maintains the stable dictionary, Let p* be 2 new pattem
for insertion where ¢ is 8 unique number that does not
appear in the dictionary before insesting the pattem. Weo
begin to search for the existence of p? in the table r, by
the function PExist(). The insertion method will be executed
if only if the result Is null. Next, all inverted lists of p* are
generated and are added into the table as Algorithm 2. This
algorithm is illustrated by Algorithm 3 below.

Algorithm 3,

Input: p* ={c/CsmesCu}
Output : p? isstored in 7,
1. if PExistp?) =ull then
2 forj€ltom do

3. ifExist(p§ joull then

4. 17 & ¢‘{' or P{‘

s. else

6. Idw(n, .o,/ld"wl _‘.(- ¢
7. endif: *”

8. endfor

9. endif

Theorem 4 Let p={c;c:03...cuf be the new Individual pattemn
10 be insested into the existing dictionary P=(p',p’,p,...0/}.
The insertion time Is O([p[) where |p| is the length of p,
Pmol‘AlgonthmMsrefemdfotﬂmpmof Givenp‘be;
newpauzmwhichcomainsasuing{c,c,c, .Caf Where ¢ I3
mnon—msungnmnbaofﬂmpm:nm}’ ’Ihelengthofp‘
is m and represented by [}, Indlaimﬁalstep,hmlrtpem
the search for-each character from ¢j.to ca, and it takes m
operation which is O(p]) time. The accessing of the inverted
listmkuO(I)timnbylmmz.Portheirmuloop,lfnncw
pauerndoesnotemtinl’ line 2 will insert the inverted lists
ﬂomc,toc.Allopendomuselplﬁme,mdthehypodmu
is proved as well;: Meanwhile, line 2, line 4, or line 6 also
access the table, and they take O{/) by Lemmsa 2. It can be
mdtlm!allope?ﬁonsoﬂlnehakeodpl)ﬁme s therefore, all -
characters of p meomatedandaddedmmtbesung
table in O(lp}) time. OJ
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C. Partem Deleﬂan

Pattern dcleﬁon consists of two methods. (l) looks for the
leqmmdpaﬂmtndelde, and (2) repeats and removes the
inverted llstsofthemgapa‘uunonebyone. For deletion
mecbanism,ifﬁeconupondmgmvuted lisis have only one
posting list, it will be deleted immediately. Otherwise we will
delete only (an inverted list in the Inverted lists group when
thapmunmnnberetho'.mdelenonalgomhmu
described Algomhm4below

Algorllhm‘t. i
lnm!tp-'(czczc, -Cu}
Output ; plsremovedﬁun 17
1. lt[ExistDel(p)-a)thm
foqé-ltomdo '
lfpoMgllstnn Loy, o/ Icharty,, > | then

Deleteposunglmnmnberequalm 4

PEN Aava W

Emlﬂ Takep-aaboﬁ'ﬁuml’ﬂ{aabaabcmde}

Asﬂxemnplebefon,thetablezisnfmd,mdﬂle
delchouubegunmlinel ‘This inspects and retumns the
numbera'mrdeletion. Thecbmctas in the pattern *aab’®
areemvmedma.d 0: {I}>,<20 {1)>, and B:<3:1:{1)>.
Then the. deleung mechsanism is started for deleting the
invemdlishonebyone.Byline4 the' inverted list of
a:<l: 0.{I)>and<2 :0; (I)>ueupdatedas<l 0:{2,3)> and
<20{2,3}>(byhldngthenumber‘l' ‘off). Otherwise, the
inva:edhsib«lnpisdelmdbylms

Theorem S'I'hedeleuonpanempﬁ'omﬂlemusungtableof'

PtakaO(]thlmewhmputhemgapwantobedelmd.
mdlplnstbelmgﬁxofpma'np. .
PnofRefermgtoAlgomhms Iet 7/ be a'patiem to be
deleted, whlchp' ‘Contains & String : fe,6:05...c): with the
lengthim; 'I‘lwlmgmmsdmowdhym,md‘risﬁwnm
oftheexlstingpattemf'm}’ The hypothesis is that ail
characters ofp’ are removed from the Inverted list table of P.
LineZ!oopatomovec,toc..Eashopmhonfaammg
ﬂ:emvutedhstumO(l)bylmm 2, Thus the main step is
iniﬁatedbylﬂmlmmmmmdonebymﬁm
__c,toc.am%remwadwmawhedmvmdhmﬁomrd.m
opemuonstake Ip|time while line’4>or line 6 uses the
eonstamﬁmebymenZMfomtodeleteallcbm
ofpammﬂfmm 7 takes O(lp}) time, O

-

V. mAmumammrumxs-

A Impkmmxt{m
WemedﬁxeDellLaﬂnkaSOOnotebookmlhImelPenumn
MlSGHzPSIZMBofRAM,mdnmnmgonWmdowsXP
Homeasarmnung lication machine, We implemented
Aho-Comwk ’lhe [l] (pamed- AC Trie), Reverted Tire of
SetHolspool ln [9], dynam:c Suffix tree of [16], and our
inverted lilsts. the abstract data type (ADT) of

I !
ISBN: 978-988-17012-8-2
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javautil.Vector. In Java lenguage was employed for
accommodating all siructures,

The| X, . | was 52 letters of English alphabet; *A” to
‘2’ to‘z \Veprogmmmedmnndmnuewhpanemwnh
ﬁxevnriomlmgﬁlsofStoi’Ochamcws.'m:pmmms
randomized the pattern groups of 10, 50, 100, 500, 1000,
5000, 10000, and 50000. Bach group contained 10 files, and
eachﬁlewaspcrfomwdtotestmﬂmuandﬂ)esvmgewu
m'l=n".

B. Experimental Results
The tests measure the processing time in seconds, and the
memory usages. in. Kilo-Bytes. The processing time of
inverted lists construction was faster than the traditional data
structures shown in table 3.

t0.°Z* and

Table 3. Comparing processing Hme (Seconds).

Patiem | ACTre | Reverled | Suffix | Iiveried
| Number | - Trie- Tres List
10| oai| 062] 035 029
50 019 0.0 0.16 0.05
100 | 047 0271 059 0.15
500 7066 098] — 2167| 039
1000 341208 -1 036]
5000 1379 9.02 - 455
10000 4943 2628 R 791
50000 - |~ 55074 i2LII| .| 4763

For using ‘memory, the inverted lists structure used less
memory-than the others; However, the suffix tree structure
was not zble to generate in the case of pattern numbers over
500 patterns because Java language used excessive memory.

The results are shown by table 4..
Tablo 4, Compering memory usage (KB). A

Paen | ACTric | Reveried | Sufix | Inverted
10 . - |-%-474 1.~ - 495 | - 2486 - 4.87
30 __ 483|498 | 4834 489 |
(100" | 492 502 80612 490
S0 |- 60| - 5.66] 281256 s.A1
1000 | 629 630 . .| _ 532
5000 11.07 § 11.23 . 7.57
10000 1586} 1615 | = 9.83
50000 - . |:-= 54.56 5518 - .. 23.38

dynamic.” panmn,'ﬂﬂ: mam:ﬁkes O(P)) time and
O(I,l]ﬂ}’l)spaoetbraeeomodaungmnlupauumMg,
wme!sthesmnofpaﬁunlmgths.mdl represents any
chamtuswhldlmexnalymedmasdofaﬁmwalphaba
.. . Furthermore, this structure is able to insert or delete the

individual pattérn in O(]pl) time. where p is the individual
pﬂttuntobeuwtedordslaed.lnexpmmnmlmulu this
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nary is constructed in optimal time and the individual patterns can be updated in
minimal time. The searching phase scans the given text in a single pass, even in a
worst case scenario. In experimental results, the inverted lists used less time and

space than the traditional structures; the searches were processed and showed an
efficient linear time. ’

Keywords: Dynamic Dictionary Matching; Static Dictionary Matching; Multiple
Pattern String Matching; Inverted Index; Inverted Lists; Trie; Bit-parallel; Hashing
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' 1 INTRODUCTION

Dictionary matching is one of the main. priciples in classical string processing. This
. principle deals with a large number of string patterns P={p',7?,..,p"} that can be
. searched simultaneously in a given text T={tstats...tn}: There are plenty of new
applications in. computer science that apply this principle to solve their problems

(e.g.,[32-,: 33, 34,.39]) including the operating system commands (Unix grep com-

© mand using Commentz-Walter [9] and agrep using Wu-Manberf25]), intrusion de-
. tection systems (e.g., SNORT using- Aho-Corasick{l], Commentz-Walter [9], and
. Wu-Manber(25]), and so on. Traditionally, the target patterns are generated to a
: suitable data structure (called; dictionary) in the pre-processing phase. Then the

searching phase scans and compares the given text -with data in the dictionary for

~ finding. all pattern occurrences. Typically, if the dictionary can not support the
. updating of individual patterns,it is called the static dictionary. In contrast, if the

dictionary has the ability to delete or insert the individual patterns over time, it is
called the dynamic dictionary.
Since dictionary matching is a fundamental problem; Trie and Bit-parallel data

. structures have been used to accommodate the static dictionary. Trie-based al-
- gorithms (Aho-Corasick {1}, Commentz-Walter [9], and SetHorspool(mentioned in

(18})) take:the linear time or sub-linear time to solve problems. On the other hand,

the suffix.tree has also traditionally been used for creating the dynamic dictionary.

Naturally, suffix tree-based algorithms work:in logarithmic time (O(nlog|P|)) where
[P is the sum.-of ‘pattern lengths from p! to 7" ‘and n is the length of T.. Although

. suffix tree-based algorithms are able to handle the mechanism of dynamic dictionary

mafching, all of them need some flexible structures such. as McCreight. [14], DS-List
[22], or Weiner [23]. Unfortunately, these structures aré also embedded with a loga-
rithmic ‘time (log|P|) which often drives the searching phase to O(nlog|P|). It can
therefore be said that all suffix tree-based algorithms are limited by the log|P| time

. trap.: The key. to solving the dynamic dictionary problem.can be found in reducing

the space and resolving the log|P| time complexity.

-Considered by efficiency, the algorithms using static dictionary are more efficient
than the-algorithms implementing.the dynamic dictionary, but the dynamie dictio-
nary:can:be:updated by the individual patterns in an optimal time while the static

. dictionary takes-an exhausive time (regenerates all patterns). Although there were
. several static dictionary matching solutions [35,-36, 37, 38, 40, 41] shown recently,
* they still tried to. improve the classic data structures for accommodating the dictio-
. nary. For example, solutions (36, 37, 38] improved Ttie. structure, solution [35] used
~ tree, solution:[40].employed Bit-parallel; as well as the solution [41] used the hash-

ing. ofWu-Ma.nber[25] and a quick sort principle. Therefore, a new superior data

A stmcture and’a new faster-algorithm will always need to inicorporate both efficiency

“Up until now; the inverted index and the perfect hashmg table have been popular
data structures-used for solving a.variety of problems.: The inverted index has been
viewed.as an excellent data structuré in solving information retrieval problems such



i
i
|
i
|
i
)
|
|
|
|
|
|
1
i

zli New Linear-Time Dynamic Dictionary Matching Algorithm ’ 1003
! ' . e L

83 [16, 28; 29, 15). The principle of the inverted index found in [17; 27, 26] focused
on the keywords and their positions. This principle can be applied to several data
structures for offering a fast search. As well as, the perfect hashing table is used to
accommodate the data in minimal space O(n).and to provide the search method in

excellent data structures to create a new dynamic dictionary matching algorithm.

|

fI‘he first solution [12] presented a new. method of dynamic dictionary match-
ing using the inverted lists. This solution.combined an inverted index idea.and a
normal hashing table to create the inverted lists structure. This algorithm takes
(i)(n' + locc) time in an average case where locc is the number of characters to be
matched while comparing characters in the given text. Unfortunately, this solution
l:ead's to backtracking which takes an exhausive time in O(n|P}). The next solution
[30) showed & new static dictionary matching algorithm. This solution concentrated
an the perfect hashing table to implement the inverted lists structure. Importantly,
it takes the linear time (O(n)) to search the given text even in a worst case scenario.
Surprisingly, when the inverted lists were adapted to accommdate the dynamic dic-
tionary; the searching algorithm still works in a linear time. Furthoremore, deriving
the inverted lists structure to the other field of computer science,-the solution [31]
illustrated two algorithms of single string matching that were more efficient in the
case of small alphabet sizes especially when searching on binary digits.

This paper proposes to adapt a linear time static dictionary matching [30] to
create a new solution of linear time dynamic dictionary matching,’ which avoids the
hacl:ctraclung of text scaning of [12]. This new approach concentrates on the inverted
lists; structure which is implemented by the perfect hashing table and explores dif-
ferent ways to utilize flexible updating and efficient linear-time usage:-In theoretical
rlwults, the inverted lists structure is constructed in O(|P[).time:and space; and the
insertion or the deletion of the'individual pattern take O(lp|) time where [p|'is the
l(langth of pattern to be inserted or deleted. The searching phase takes only O(n) time
even in a worst-case scenario. In experimental results; the inverted lists-structure
o;onsium& less time and space than the traditional data stuctures, The new algorithm
t[a.ke§ a linear-time to process the searching phase.” Compared to previously well
known static dictionary algorithms:Aho-Corasick[1] and SetHorspool(mentioned in
[18]), the inverted lists algorithm searches faster than SetHorspool but slower than
Aho:Corasick. ' 8

| !
Section 2 summaries the related algorithms and shows the derivations from the
inverted index and-the perfect hashing principle. Section 3 explains the details of
the inverted lists structure and the dynamic mechanism. Section 4 illustrates the
searching ‘algorithm and’ its example. Section 5 details the implemenitations; as
well las the experimental results are reported. Section 6 is the ‘discussion and the
suggestions for improving the algorithm and the data structure. Section 7 is the
conclusion and planned future works.

minimal time as O(1). It must then asks if there:is a way to combine both these.
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2 l%:.Ei,ATED WORKS AND DERIVING PRINCIPLES

[

I
Thi:s sc:action-presents a history. on related works of static and dynamic dictionary
matching algorithms: Furthermore, the ideas that derived the inverted index and
the pels'fect‘haghing table are described.

2.1 Related works

2.1.1 Static dictionary matching algorithms

Bas\icajlly, Trie, Bit-parallel and Hashing table have been employed for storing the
dictionary.. The static dictionary.algorithms always work best in linear time or sub-
linear time, but in a-worst case scenario often take an exhausive time in O(n|P)).
An ovérview of this principle is described below. '

Trie has been used for accommodating patterns for a long time. The first linear
time (Aho-Corasick: [1}-extended from [13] using O(n+ nocc)), the sub-linear time
(Commentz-Walter [9]) and SetHorspool(mentioned in [18] taking O(n|P]) in a worst
case scenario) are the solutions using Trie where nocc:is the-number of pattern
occurences. Although the existing solution [10] tries to improve the static dictionary,
the| patterns still need-to' regenerate: when' the*dictionary: is updated: The main
disa%dvé.nthgei;»ig that when.implementing Trie to. applications: a large amount of
memory is cosumed. 2l o {

Alternatively, Bit-parallel.is:also popular. in-accommodating the static dictio-
nary. Bit-parallel-based-algorithins employ the sequences of bit to store the pat-
terns, Navarro and Raffiniot 18] showed how to: apply: the single string Shift-Or.and
Shift-And,;_tq Multiple Shift-And[4] and Multiple-BNDM{[18]. This principle is re-
stricted by the word length of computer architecture; furthermore; it requires special

methods which are more complex in converting tlié patterns to the, bit form.,

On. the other hand, the. first hashing algorithm was presentedby Karp and

Rabin [22] in single string matching: This algorithim takes the worst ‘case scenario in
O(mn) time where m is the pattern length. Unfortunately, the dictionary matching
algorithms which directly extend: from.[22] take:O(n|P]) time.(comparableto the
exhaustive solution).. A more efficient algorithm’presented bj:Wu and Manber [25)
creates. the. shift: table-and ‘implements the hashing table for storing. the block of
pasterns to solve the problem.. The new. solution. [11] improves Wu and Manber [25]
and! provides'a faster solution tothis'principle.: =~ 7 7

::l'\‘.et::'e:l_lt;ly.. developed; solutions (36, 37, 38):improved-Trie structure to accommo-
date the patterns especially [37] shown minimal space of solution:. Other solutions,
which employed those classic.data structures(e.g., Trie,Bit-parallel; and Hashing),
can be found in 35, 40, 41].

|
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2.1.2 Dyfxamic dictionary matching algorithms

Dynamic dictionary matching algorithms are scalable in terms of the flexibility of
their patterns, but they are disadvantaged in time and memory consumption. Suffix
tree-based algorithms are able to handle the mechanism of dynamical patterns.
This structure has led the dynamic dictionary research community to explore new
solutions. | The first suffix tree based dictionary presented by Amir and Farach 12
was the first adaptive algorithm that displayed a consuming time. Subsequently,
[4, 3, 5, 8] showed the logarithmic algorithms of suffix tree generalization. All of
them required one of the dynamic data structures such as McCreight [14], DS-List
[22), and Weiner [23] for managing the dictionary.

This principle was straight away challenged by how to escape from the factor
of logalrith;mic time (nlog|P|). Although, AFGGP [4] was the first algorithm with
almost| linear time efficiency, the log|P| factor still remained problematic. It can
- be said that all suffix tree approaches fall into the log|P| time trap. Furthermore,
when implementing the suffix tree to applications it takes more space than Trie.
Nevertheless, [20] tried to improve DS-List [22] for storing patterns, but the time
complexity is still'affected by logarithmic time. For a clearer understanding, there
are many sources [6, 8, 21] which provide good information on this principle,

1

2.2 Dériving the inverted index

The mverted index is the method for creating the index of keywords which appear
in D={Dj...D,} where D; is any individual document which contains the vari-

ous keywords over T, and 1 < i < n. Then, the keywords are represented by -

< documentID, word : pos > where documentID is the indicated number referring
to the humber of documents, word is the keywords in the document, and pos is the
occurrence position of word in the documentID.

Foxf' example, assume that there are the documents D;:sun of sun, Dy:moon of
moon,,:and Dg:star of star. Then, each document is analyzed for keeping keywords
and their positions. Thus the keywords in the documents are sun, of, moon and
star. Then, all keywords can be rewritten by the form of word : (posting lists)
where ;lna;ing list is (documentID: position of words in that document). In this case,
all keywords in these documents are re-written as sun:(D : 1),(D; : 3); of:(D; :
2),(D,[:. 2),(Ds : 2); moon:(D; : 1),(Dz : 3), and star:(Ds : 1),(Ds : 3).Afterwards,
the keywords and posting lists are converted into the suitable data structures such
as Bttree, suffix tree, and suffix array.

Motivated by the positions of keywords, this research focuses on the position

of cha,rlacters instead of the keywords. For deriving the principle, the document D
is ﬁrst‘replao_ed' by the pattern P, and each Dj is replaced by p’. For instance, if
there are the patterns P = {ram, run,running} then the patterns are assigned as
Dy = 1l'a1fz, D; =:run, and D3 = running. In the next step, they are re-written
by the: form of character :<the occurrence position of character in pattern: the

indicated status of the last character of pattern: the number of pattern in P>;eg.,

[;
E

)
|
{
1
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ri<l: 0 1>,<1 0:2>;<1:0:3>,.... Each item of this form is called the

mdzmdual postmg list. Then, the context is detemuned using the individual posting
lists that aceommodate the dictionary(shown in section 3).

2.3 Demvmg_ the perfect hashing.

The perfect hashing principle is the most powerful hashing table because it is com-

pletely devoid of collision.. Importantly, this priciple takes O(1) time in worst-case .

perform‘anoes (shown in [7, 19,.24]). Moreover, it takes. O(n) space where n is the
size of data. This structure is suitable for the set of static keys such as the reserved
words i m the programming language. Similary, the alphabéts(3), which are used
in all la.nguages, are as limited as the static keys. This is the reason why perfect
hashing|should be chosen for implementing the inverted lists.

Fundamentally, the perfect hashing table consists of 2 levels. The first level is
the um{rersalkey U to accommodate all keys for accessing all data in the table.
This level has the 1 keys for hashing to access the second level by the function f(r).
The seclond level contains. the data items associated with the corresponding key of
n. Thls level splits into 2 buckets which avoid collision- when accessing data. By
using thxs method accessing data may need re-hashing 2 times.

This research assigns ¥ s the universal key U-and f()\) as f(n) for the first
level of [the perfect. hashing table and represents the groups of posting lists as the
data items'in the second level where AC ¥,

Tbe first level has the hashing function h(key) — (data in level 2). If there are
colhslons then they need to re-hash by h(key of level 2). However, the time com-
plexity stlll takes O(1). For implementing, 3° and X are unnecessary to store in the
memory bécause:they can be calculated using the special function f(character, pos)
(shown[m definition 3.6) when accessing the inverted lists in the second level. This
method decreases the space in the first level of hashing table while the accessmg of
the items ta.ka a constant time,

3 INVER'I‘ED ‘LISTS DATA STRUCTURE

The main ideas to. accommodating dictionary are highlighted in this section.. Ini-
tially, all characters of each pattern are analyzed and given their positions. Then
the positions are grouped to a new form and are arranged into the perfect-hashing
table. The following sub-sections present all basic definitions for the next sections,
the pre-processing. algorithm, pattern insertion, and pattern deletion.

| :
3.1 Basic deflnitions )
As mentioned earlier, this paper adapts the inverted lists structure and the search-
ing algorithm presented in [30] to improve the approach outlined in [12] and thus
some definitions and notations are the same in both [30, 12]. In representmg the
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characters by position, defintion 3.1 and 3.2 illustrate the.individual lists and their
form. Deﬁmtlon 3 3 represents the inverted lists in new context. Definition 3.4 to
3.7 arelfoq creatmg the table, keepmg the inverted lists by temporary variables, the
functxolns for accessing the table, and a theorem called intersection for analyzing the
contlmuty of patterns.

Deﬁmtlon 3.1 Given P is a set of patterns {p', 7% .7 } where p* denotes a
pattem t"' which 1< i< r. The length of ¢ is m and p' is formed by the character
sequenge {010263 .cm}. A single individual posting list of a character cy is defined
as ¢ : [<k O:i>ifk<morg:<k:1:i> ifk= mwhere1<k<m The
mdmdualpostmghst;ofc‘= :<k:0:9> isdenoted by ¢f' ,and ¢y i< k:1:i>is
denoted by ©¥.

Ezample 1. If there are the set of {ram,run,running} then each pattern can
be assigned as p' = riaymg, p?* = rugn; and p° = ryungnyignggy. All individual
posting lists are represented as below.

P Ericl:0:1>, 6:<2:0:1>, m:<3:1:1>,

P =ri<1:0:25>, w<2:0:2>, n:<3:1:2>, and

7 —-r<1 :0:3>, 8:<2:0:8>, n:<8:0:5>,
n<4 0:8>, i:<5:0:8>, n:<6:0:9>, g:<T:1:9>.

The next step is that. all individual posting lists are grouped to a new form
as chalmcter :<position: sterminate status:{set of patterns which occur in the same
position}>. Then, the groups of all characters can be shown as r:<1:0:{1,2,5}>,
n:<3:0; {2 8>, <8:1:(2}>, <4:0:{3}>, <6:0:{3}>, and 50 on. Definition 32 shows
how to group the posting lists to the new form.

Deﬁnxtlon 3.2 Let Lnu5 be the maximum length of patterns in {p‘,p’,p’, W h
and leé € be the. posmon of any character A which appears in’ the various patterns
at the! same posxtlon where 1.< ¢ < lmez 80d A € . Then the postmg lists are
{wo' :'Po: g 720"} or {?l yP1y e, 0T 1° )} Where 1 < {7" caPgt <1 A
group of posting lists of A can be defined a.s follows.-

1. If the posting lists of A are {05 08 1. 00 @5 } then a group of posting
hstsxsldeﬁnedbyz\.o‘ r ey RS

rIf the posting lists of A are {ipf,0%,.. - P 1"} then a group of posting lists
is defulxded by Aea..

Ezample 2. The posting lists of P-{ram, Tun, running}.

Palstmg lists AcofAca
a:<2:0:{3}.>, 20,

g <7 1:{3}>, g,
i1<5:0: {3} >, 5,0,
m|<3 1:{1} >, m3,,
n:<3:0:{3}>,<3:1: {2} >, 13,05 N3,1,

<4:0:{3}:>,<6:0:{3}>, n4,0,16,0,

r|<1 :0:{1,2,3} >, L0,
©:<2:0:{2,3}>. Uz0-

Dc'eﬁmtmn 3.3 Let I be the inverted list structure of any group of the posting

lists. For Iany inverted lists structure of alphabet X; if the posting lists group is Ao

|

|
|
I
| i
|
|
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then t;;he; inverted lists structure is defined as Iy;o. Similarly, if the posting lists
group;is A¢; then the inverted lists structure is denoted as I+ ‘
Ezample 3. The groups of posting lists shown in example 2 can be re-written
88 Loz, Iyray Iis s Imats Tosoidnsts ooy Losgy Trro, a0d Igs.” _
Definition 3.4 The perfect hashing table which provides for all alphabets over
2 and their corresponding inverted lists, is called the inverted lists table and denoted
byr. .
Ezample 4. The groups of posting lists shown in' example 3 can be stored
in the table 7 as shown in table 1. It is.unnecessary.to store the first' column in
the real table because it can be calculated by the code of ASCII or Unicode when
implemented, but the second column is stored in the memory which is split into two

parts. These are described in the third and the fourth columns.

‘ Table 1: Table : icte of P .
f(X) (first level) | Second level | set of positions | set of pattern numbers
a : Iag.o 2:0 {3}
g Igra 7:1 {3}
i 155.0 5:0 {3}
m In3a 3:1 {1}
n Ins‘o ,Ins,l 3 :0, 3:1 {3},{2},
; Tna0,Ins0 4:0,6:0 {3143}
r Iyo 1:0 {1,2,3}
u I u2,0 2:0 {2,3}

Definition 3.5 Two hashing sets which are provided for storing any inverted
lists Iy, and/or I, are called SET1 and SET2.

Definition 3.6 A hashing function which takes Iposp and/or Inpes, from 7 is
called|the inverted lists hashing function, denoted by T VL(\, pos) where A C ¥ and
pos is the required- position of posting lists which are stored: in the second level of
T. i
Definition 3.7 If SET1 and SET2 contain the inverted lists groups, then the
continuity of patterns is operated by the intersecting function which is denoted by
SET1 NSET?. ' 7 |

Ezample 5. Supposing that SET1={<1:0:{1,2}>} and SET2={< 2: 0 :
{1,3} >} then SET1.n SET?2 is ordered by the.position 1 to 2. The first consider-
ation is that the sequence of inverted lists in SET'1 are described by SET?2. In this
case, the pattern number {1} of SET1 is described by the position of {1} in SET2
while the required position is '2* in {<2:0:{1,3}>} (prior to the positions in SET1

1). Therefore, the result is SET1={<2:0: {1}>}.

3.2 Pre-processing phase

This section shows the algorithm for generating the table 7, Lemma 1 shows how
to get! the inverted:lists in constant time. Theorem 1, Theorem 2, and Theorem 3
define| the correctness, time, and space of Algorithm 1, respectively.
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Pre-proemng represents the steps for creating the inverted lists. whxch take -

O(}PD‘ thime.- The first step is. creating the. empty table.7. The second step is
reading p? to p; Whenever each pattern is read, the character is converted.to the
inverted hsts . Then if an inverted list of the considering character exists in the table,

the number of pattern is added into the part of {set of patterns which occur in the

same posmon} Otherwise, a new inverted list is created and added into the table.

Algou’thm 1: Pre-processing phase
Input:P = {p',p?,...,7}
Output' table Tof P

1. Createtable'r

2. fort—ltor do

3. forJ ltomofp'do

4, 1fgo" or ) does not exist in  then

5. i ‘r(——tpt’, fj<morreglifj=m

6. else

7. Teras(pjpo 3 i j <mor Lpgj)jn —iif j=m
8. if

9. end for

10. end for ' *
11. n’tumtabler

'Lemma llfthere are the groups of inverted lists A.p or A1 in T then acwssmg

all mvt]arted hsts of Aeg OF: ‘Ae;1 uses O(1) time.

Proof Smce ACY then each alphabet is a unique character, and X is implemented

as the ﬁmt level of the petfect hashing table taking O(1) time. The inverted lists Ao .

or. A1} 8T lmplemented as the second level of the perfect hashing table; therefore,
each data item takes:O(1) time; and all items in the second level of table are taken
in. O(II) as.well a8 the individual item. O

TheormnlA]gunt.hmlcangenemtea]lp&ttems{p‘p’p’, 7"} to the in-
vert.ed’hsts and store them into 7 correctly.

Proof The eon:ectness is’ proved when p! to g7 are generated to the inverted lists,

mdaﬂmvenedhshsmaddedwthembhf Theproofsateorgamzedbyl)

proving the initial step, 2} proving for of ianer loop, and 3} proving for of outer
loop.. Ehrtbemmal step,hne 1 needs to be true, and the table must be created for
‘nmmng the other- steps of proof.

Regardmgthe inner; Imp,the proof is by the induction on j for.5 =1 to j =m.

Thelﬁvmantsatestﬂlattheendofeachg iterationon1<j<mand 1 <i<r .

fory'—lto; M. .Thepre-condxtwnmthatp -does. not exist.in the table, and
thelengthot’eachp‘ is:m. - Also, the variable ofmcanbechangedwbeneach-
pis cbanged The post-condition is that each p* is formed by the  sequence of
{310263 ~ 'cm} All characters c102C3... cm are generated to inverted lists and-are

I
|
| 1
|
l
'
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added to the table.. Smce the for loop is executed by a fixed number, this therefore
gmmntem the sermination of the Joop. In the base case, ¢t ofp‘lscmmm}w%‘
xngd m{dedtothetable 88 8 new inverted list. This result is true, and the jnvariants
Temam. Assnmmg the proposed invariants are true afterm—1 Jterataon, proof can
be dﬂrmnsm;ted using the two following cases.

Tn/the first case, lfthﬁrea:enomve\:tedlistaoﬁp_,‘, then.a.new med-edhstga{, i
_7<mlor:p"1f_7 mxsgenemtedandthetab\eatthewoi—zor i 1
is created. Then off o:gpf‘ is stored:in the table, and the invarianis ana unchanged.
In tbe!semnd case, if there are tbe inverted Jists ofp‘, the number of ' — 1is stored
in 7. J.‘Inaxbﬂnampbmtbattbevanableyandl <] Sm-1<mandl<i<rfor
i=1 tOJ m ~ 1. Also by induction, the varisble j and 1 < j <m -1 < m and
1<z<rfor3 -1to_1 m— 1. Then after adding ¢! ona’, to the table it implies
an lt.erat.lon of j = m as the hypothesls induction, and the post-counditioun s shown °
when c,,. xs added to the inverted list . In either case the proposed invariants remain
wdtbeﬁermmabmmgmmntmdbg sﬁmdmaff, &mahre, the hner Joop

xscorrlect

The outer loop is proved by induction on 5; The pre-condit:on is that there
are Pland 7., the post-condition js all patterns in P are generated to- ‘the inverted
lists and are added to 7. ‘The proposed invariant is 1 < i <'r. For the base case,
1f1.=!1then1tlstmebythemnerloopandtbepmposedmvmantl(: <r
remains. | The inverted lists from c; to ¢y, are followed by the inner loop, and the
loop i3 mn on the fixed number of § ¢, this also guarantees its ‘termination. In the
mdncmon step, the jteration of { = r— 1 must be proved; the pattern p™* is formed
by {c;ozo; -}, and. all of the characters are sent to the inner loop: ‘which are
thentme sfier Turming the frner Yoop, The Aermination s gosramteed by the fixed
number oim, andwheuallmvertedlmts ara stored. in. .- Themwanankstn\ltemmns
wlnle stores the inverted lists from pattern 7t to g1 after running the inner Yoop.

uctmn, the hypothésis is reached, and the corréctness is ‘proved. O

Tllleor 2 Generating the patterns {p',p?,7%,... 7'} to the inverted lists and

adding them into 7 takes O(|P|) time where |P| is the sum of all pattern lengths.
|

Proof The hypothesis is that all characters of {p!,7%,7°,...7"} ere generated to
mverted bsts and they- are added into 7. Referring. to Algorithm 1, all pattern
1engths are denoted by |p'}, |p?|, Ip%]...., Ip}. For the initial step, the table =
mbmk.mO(l)ume. Eachmndprowssesthemner]ooptoexecutehne3or
Hiie 8 huiitil they equal. the length of each. pattern. ‘The summation is. [p![+ [p?}+
[p’l+ .+(p"( which-equal-|P}, and it reaches to-the’ hypothesis: step:by: the last
t.et ol p”. Thsznmtheumedadhstaammuxtmatalm{ﬂhme, this is
called 0(|P|) time complexity. Meanwhile, line 4, 5, and 7 access the table in 0(1)
by Lemma 1. Hence, the preprocessing time is proved iz O(}P)) time..

Theorem 3 The table 7 requires O(|P]) space for accommodating whole in~
verted lists of {p’,p?, 7, .. p"} where |P] is the sum of pattern lengths.

|
|
i
!
i
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Proof.: The space is; ptoved -when: all characters of .P. are generated to inverted
lwtsmdmaddedmto thie table. rtalrmg IPI -space.. Tbepattem}engtbs inP

are-{p'f, (], [p%-<ss [p7;:and each pf contains; the sequence string {c10363 .. Cm}
which has: t.he length 7. The length m is denoted by: [p*|. For the initial step; the

ﬁmtmhzmnoftahler:sueatedforaﬂpattms Eachmvertedhstisaeatedby .
the pte-prowssmg phase for all patteros «of P;.therefore; each inverted Yist of string -
{cycacs). s ,c,..}meachp onlyta.kmonespacepe:onehst Thus, the space i3 equal

to lp'l-Hp’|+Ip’|+ «¥{p7| = |P| for the second level of the perfect hashing table.
As men|txoned earﬁer, the perfect hashing table required O(n) space to accommodate
the data Jtems, hence, the space of 7 is O(|P]).’ (W]

3.3 Palttem insért!on

The m(lathod of pattern insertiou is similer to that of the inner loop of Algorithm
J. Letp* besmpattem which does not sppear:in .7, and contains the sequence
string {Ci% 11Cmks mcna.ﬂmvgwtcdhstsofp‘mgmmtedand added into
the table as the pre-processing phase. This: method is"illustrated by Algorithm 2.

Theorem 4ahowsthe correctness of Algarithm 2, and Theorem 5 proves the time of
the indmdua.l pattern insertion.

Algori thm 2: Pattern Insertion

Input :p? = {c103;¢3..,Cm}
Output.faftermmtaonthemvertedhstsofclm,cs, v1Cm
1. for{j =1tomdo;

2. 1f|-pj ortp{‘ofp‘doesnotemstm'rthen

N 'l;qu{,‘xf1<morri-sg"‘liz =m: K
€ |

! Imu)jp+-¢lf]<m0rfc)uf0)j'li—¢lfj m
Iendlf

end for

retlurn; table 7

0N

|
zample 6 If there'is the. new pattern p*=rap to be inserted into the table
T of P|=
lists as
ri<i:0: ‘ :
@:<2:0:{3,4} >. But1 then: ;he character ’p’ Dew
exist in the table. The mvated st of’p’lsgenerated agp

bj

tained jin the table 7. Algonthm 2 ingerts the inve:ted lista of pattem ;2“‘ mto the- .

table 7 correctly

Proof! Thecorrectnessofﬂgmthm 2 is proved. when all inverted lists of p? are
added Jmto the existing table 7. Let 7aq be the table before adding the new.pattern,

l{ram,run,runnmy} In thiz case,: all chmacters are formed. to'?mverted _
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and let -r,.,,, be the table after adding the new pattern.

Tbe 'pre-condition js that 7ue contains the inverted lists |P}, and the post-
condltmnm |P|+(p¢|(1-w) The invariants are 1 < j < m,and 1 < i < r for
= 1( to'j = m where m.is the length of {c1c2,...,cn}. The proof ,Js_by induction
on j as the inner loop of Algorxthm 1

Obviously then, the pattern p® is similar to the pattern p* in P. Algorithm 2 is

run as the inner loop of Algorithm 1. Therefore, the proof in the loop of Algorithm
2is clmmed as well. Also, the invariants remsin because there is nothing to change
them: Hence, the post-condmon is shown at ¢, and Ty, i8 shown.

Theorem 5 Insertmg p? = {t102,C3,. - .,6m}, which does not appear in the
table 7, takes O(|p[) where [p| is the length of p*.

Proof. A],gonthm 2 is referred to for straightforward proof. The length of p* s m -

~ and i 1s denoted by |p). The loop for reads all characters and converts-them to the
mverbed lists. Then each individual inverted list is added into T one by one. This
loop :reates the inverted lists from ¢, to ¢y, 8nd it takes m operations. Thus, O([p|)
time js shown and then the hypothesis is also proved. The other lines (2,3,5) access
the table taking O(1) by Lemms 1. Therefore, to insert all characters of p* into the
enst.ing dictionaxy takes O(|pl} time, a

l
34 Pattem deletion

Assummmg that p° is the existing pattern in 7, and p” is formed by the sequence
stnng {c10263. .- €m}. Then, all characters from p°. are read one by one, and each
mverlted list is removed from the dictionary. For the mechanism of deletion, if the
corrspundmgmvenedhst exists in only one pusting bist, #t will be tmmediately
deleted Otherwise, only the inverted lists which the pattern number equals to o

are (|leleted The method is described by Algorithm 3.

Algonthm 3: Pattern Deletion

-Input 7 = {c1043. .« Cm}
Ontput 7 after deletion the inverted lists of ¢je5¢3. .. €.
1. for _7 =1ltomdo

2. ' if the postlnglmts in Lnar(5)50 OF Ienarggyjs > 1 then
3. Delete ¢ if j <m or A ifj=m-

4. else

9. ‘Delete Terartiio f 7 < m or Ioar(ijn f7=m
6. . end if

7. end for

8.

return table 7

~ An jllustrative example is shown below, followed by the proof of correctness and
the time complexity. _
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[ ,
Ezainple 7. ‘Taking p=ram. off P={rim, fun; runining}. In thié-case, the

.t@rgetf pattern is-1;.and all characters of ram are-formed to ri< 0 {1} >,
a:<2:0:{1}.> amdm:<3:1: {1} >. Line:3 takes:the:inverted list of

r:<1:0:{2} > from'r:< 1: 0:.{1,2,3) > theii the result is :< 1% 0 1 {2,3}.>.

But the inverted lists of a::< 2:0.:-{1} > and m < 3::1: {1} >-are removed from
the table by line 5. '

Theorem 8 Deleting the existing pattern 77 = {c;c2, 6, - -, ¢} from the table .

T by ]Lklgoﬁthm 3 is correct..
Proof. 1 contains the inverted lists of P with the size |P|. Let 7,z be the inverted

Lists 'éabie after deleting the pattern p® = {aezcs,. . cn}, and the size of Taje I8
IP{--'-E {p?| where o is the pattern number which.appears in the table. The proof
needs'-to!show all inverted lists of {¢,c3,¢3, . . ., €} that are removed from the vable.
The pre-condition. is that the 77 exists in table:z; and the post-condition I8, 7,7,
The proposed invariant is 1< j<mforj=1toj=m. =~ = = . =

The proof is by induction on j. The base case is in j =1 and the character ¢ i
converted to the inverted list.. Then, the inverted list w° is formed by line 3. The
proofineeds to show both conditions of if. In the first case, if the niimbeér of posting
Iist ¢; in'the table is more than 1-then the number of cp{,"--’is removed from 7. In the
second case, if there is only one inverted list in 7 then Largp)jo 18- removed by line
5. Thus, f is removed from the table after the first iteration, and the size of the
tablelis decreased by 1. In both cases, the invariant-1 <;j < m remains. According
to the fixed number of loops, the termination of loop is guaranteed by.the value-of
m |

In.the inductive step, the invariant ncods to' be truc after tho iteration of j =
m— 1. The character of cpm-y 18 cxeated as pp™~2:. If the nurmber of inverted lists of
one i}we:rted list then: Lysrpm—1ym=1,0 18 removed: “The'invariant still remains. The
number of inverted lists in the table equals | P} — |p° =~1jwhile}<ji<m-1<m
j = m, and. 7y i3 shown. By -induction, the hypotheam:s implied.

Cm-1j8 more than 1 then the number of @™~ is remaved from 7 afd if there is only

for ji=11to § = m,
Therefore, Algorithm 3 is correct. O

Theorem 7 Deleting the existing pattern 7! from the Sictionary. P takes Oflp])
time iwh:e:e 7' is the target pattern to be deleted and Jp} is the length of pattern 7*.
Proo:f.'Assummmg that p* mtheenstmgpattembo bedeleted, and p‘xsfotmed
by the sequence string:{ciczes .. ¢:}: The length of p* Is m:and is denoted by [p,
-and #/is the number of the pattern i** in P. The hypothesis is that all inverted lists

of p* are removed from the dictionary of P. _
The process of deleting repeats. to remove the inverted lists from'c; 0 ¢p. ‘Each

!

operation for accessing the inverted list uses O(1) by Lemma:1.. 'The operations

remove the matched inverted lists from the table one by one: -All operations take.

I} tizine while line 3 or Jine 5.takes the canstanthmebyl.emmal'l‘hus, 1o delete
all charactera of pattern ¢’ from the dictionary: P takes p| which is.O(|p{) time:. O

|
i
[
[
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4 SEARCHING PHASE
[—

Before describing the searching methodology in depth; this section refers back to the
baisic:fdeﬁnitions which are used for. running:the searching:algorithm. Let' N be the
inverted lists to be matched; and # is the length of the text 7. In addition, SET1
and SET?2 are the variables that are operated for continuity during the search.

’ Initially, the variables N pos, SET1, and SET?2 are set to enforce the searching
window, and the variable pos is used to control the required position in the text T
’I‘leis gearch is based on reading from left to right along the text T'. While reading,
the inverted lists that equal pos in the row of tezt[N] are taken to SET1 or SET2.
When. considering continuity, the intersection (N) is used.for checking patterns in
SET] and SET?, - o ,

‘ The intersection between SET1 and SET?2 finds a set of numbersin SET2 that
contitl‘me from SET1. Importantly, it reports the matched position: whenever the
terminate status equals 1. The continuity is concentrated on:the posting lists in
SET1 that are described by SET2. If the numbers of positing lists in SET?2 are
superior to SET'1, these are kept in SET'1 for the next operation. For reporting the
occur!renm, the indicated number 0’ or *1’ of SET1 is considered; if the indicated
number in SET1 is 1’ then the matched position is reported.

In.the case of the overlapping patterns, the inverted lists which are equal <
1:0 i {:+.} > must be attached to SET?2 when accessing the inverted lists of any
positions. For instance, if the patterns are’ ‘ram’ and ’amazing’; the inverted lists
of'a”are <2:0:{1}> and <1:0:{2}>. In this case they are taken ‘together when the
character ‘a’ in the given text is scanned.

The algorithm,. an illustrative example, the. proofs of the correctness and the
ti1’ne complexity are shown below respectively. '
A¥go;ithm 4: Searching Algorithm
Input: P and T -
Output-;- all occurrences are reported, and T is scanned.
1.\ N =1pos =1,SET1 = SET2 = null, RESULTS = {}
.| SETL « (IV L(text[N]), pos), N + +

while (N < n) do ;

2

3

4.; { Store the matched position into RESULTS set if SET1 contains >
5.| if SET1 <> null then

6. | pos++

7.0 | SET2 ¢ (IVL(text|N}), posorl)

8.| | SET1+ SET1NSET?

9. |

10 © pos=1
1l | SET1 (IVL(test|N}), pos)
12! lend if

1014 ! " Chouvalit Khancome, Veera Boonjing:

target position in the given text to be compared; pos is the required position of the -
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14, end ,whﬂe
15. report all occurrences in RESULTS

Ezample 8. Searchmg ‘P={ram, run, running} in the- glven text T'= run as
running on ram.by searching algorithm.
1 Im(tmte the variables N=1, SET1 = SET2 = {}.
2. Sk:p to the line 2 and SET1 ={<1:0:{1,2,3}>}, and N = 2.
rupfas run n i n g 0 n I a m
234567891011 12131415 16 1718 19 20 21

the first loop of while, pos=2, and SET2={<2:0:{1,2,3}>}.

as run n i n g on r a m
5678910111213 141516 1718 19 20 21
- SET1 N SET?2 thus SET1 ={<2:0:{1,2,3}>} and N=3.
the next loop of while, pos=3, SET2={<3:1:{1}>,<3:0:{2}>}

8 run n i n g on ram
6 7891011 12 13 14 15 16 17:18 19 20 21
- SET1 N SET?2 thus SET1={<3:1: {2}>,<3:0:{3}>} and n is matched at
2}> in the pattern 2; After matching report, set N=4 and SET1 = {< 3:
}>}

Ly = oa (o]
w:mgwc
T o g te an
o

QT MO ANHET A
a-—-\w
"o
iy

Sk}p to the next loop of while, pos=4, and SET2=({}

un ' as run n i n g o n ram

234567891011 12 131415 16 1718 19 20 21

Skfxp the next loop of while, and it takes the condition of else that pos=1,
SETI1={}» and N=5,
run as raum n i n g o n r a m
1234567 8910111213 1415 16 17 18 19 20 21
7. Skip to the next loop of while, and it takes the condition of else that pos=1
SET1=({}, and N=6.
ru,hfas run n i n g o n r am
1234567 89101112131415 16 17 18 19 20 21
8. Skip to the next loop of while, and it takes the condition of else that pos=1,
SET'1={}-, and N=7.
run|as runanin g o n r am
123456789101112131415161718192021
9. Ski)ptjothenextloopof while, and set pos=2,SET2={<1:0:{1,2,3}>}, and N=8.
run as run n i n g o n r am
123456789101112131415161718192021 .
10. SJkip to the next loop of while, and set pos=2, SET2={<2:0:{1, 2,3}>}, and
N=9] | :
ruxflf'a.s run.ning o n r a m
12?4567891011 12 13 1415 161718 19 20 21

SET1 « SET1 N SET?2 thus SET1={<2:0:{1,2,3}>} and N=10.

1L Sklp to the next loop of while, and set pos=3, SET2={<3:1: {2}>,<3:0:{3}>},
and N—l

I
1
|
|
I
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.r-u'nfa.si runn i n g o n r am

12 3456789 1011 12 13 14 15 16 17°18 19 20 21

SET1 « SET1N:SET?2 thus SET1={ <3:1:{2}>,<3:0:{3}>} and n is matched at
<3:1:{2}> in pattern 2, After matching report, set N=11and SET1={<3:0:{3}>}.
12. Skip to the next loop.of while, and pos=4, -SET2={<4:0:{3}>}, and N=11. -
run, as run n i n g o n r a m .
12345678910111213 1415 16 17 18 19 20 21

SET1 + SET1 N SET2 thus SET1={<4:0:{3}>} and set N=12.

13. Skip to the.next loop of while, and pos=5, SET2={<5:0:{3}>}, and N=12.
runi as run n in g o n r am
1234567891011 1213 14 15 16 17 18 19 20 21

SETY ¢ SET1 N SET?2 thus SET1={<5:0:{3}>} and st N=13. .

14. Skip to the next loop. of while, and pos=6, SET2={<6:0:{3}>}, and N=13.
run! a8 Tunmn in g o n r am
12{3456178910 11 1213 14 15 16 17 18 19 20 21

SET1 + SET1 N-SET?2 thus SET1={<6:0:{3}>} and set N=14.

15. Skip to the next loop of while, and pos=7, SET2={<T7:1:{3}>}, and N=14.
run; as run n in g on r am
12/345678910111213 14 15 16 17 18 19 20 21

SET1 + SET1 N SET2 thus SET1={<7:1:(3}>} and ¢ is matched at <7:1:{3}>
in the pattern 3. After matching report, set N=15 and SET1={}.

16. Skip to.the next:loop of while, and it takes the condition of else that pos=1,
SET1=({}, and N=15. _

ruin, &8 runn i ng 0 n r am

12 3!4 5678910111213 1415 1617718 19 20 21

17. Skip to the next loop of while, and it takes the condition of else that pos=1
SET1={}, and N=16.

run! as run n i n g o 1 I a m
123456789 101112131415 16 17 18 19 20 21

18. Skip to the next loop of while, and it takes the condition of else that pos=1,
SET1={}, and N=17.

rujn, 8§ Ffun n i n g o n ram

123 ;4 D5 678910111213 1415 16 17 18 19 20 21

19. Skip to the next loop of while, and it takes the condition of else that pos=1,
SET1=(}, and N=18; ,

run, as run n i n g o n I a m
123456 7891011 12 13 14 15 16 17 18 19 20 21

20. Skip to the next,loop’ of while, and it takes the condition of else that pos=1,
SET1={<1:0:{1,2,3}>}; and N=19. |

run’ as runan i ng o n r am

1:2134 5\.6";‘-7~f8‘f"_9‘f,,105,'illz 12 13-14 15 16 17 18.19 20 21

1. Take the first loop of while, pos=2, and SET2={<2:0:{1}>}, N=20.

Wn: as run n i n g o n r am
2134567891011 12 13 14 15 16 17 18 19 20 21

Chouvalit Khancome, Veera Boonjing
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SET1 = SET1 (\ SET2 thus SET1={<2:0:{1}>} and N=21.
22. Take. the first loop of while, pos=2, and SET2={ <3:1:{1}>},N=22.

Fun ;as run n i n g 0. n  .r'am
1234567891011 1213141516 17 18 19 20 21
SET1 + SET1 N SET?2 thus SET1={<3:1:{1}>} and the matched position is

reported.: Therefore, N=22 and N > n, and the searching is finished.

Lemma 2 If SETL and SET2 contain the faverted Tists then SETT - SET1 n
SET2is correct.

Proot,‘ The correctuess is thet all inverted lists in @5 or ¢ of SET2 which
continue from SETL are returned and put into SET1. The pre-conditions are

N > |2,land the inverted lists stored in SET1 and SET2. The post-condition -

-i8 that all inverted lists of ™ or ¢§* in SET2 which continue from SET1 are
returned and put into SETL. '

The required position is pos; and the continuity is that all inverted lists % el
or p}* " of SET1 are described by £ or @i in SET2. SET1 and SET2 contain
any Iy o.and/or I, of the hashing set in definition 3.3, and they are the second
level of the perfect hashing table. It can be said that every inverted list of SET2

must be inspected and compared with the inverted lists in SET1.by the properties

of intersection. Thus, the results are 8 and/or 2 and ¢} . The post-condition

is thetii reached. o
Tfl’a‘;’m“ 8 Algorithm 4 js correct for searching P in' the given taxt T

Proof _'fhe correctness is proved by the induction on n for %, to t;. The proposed
mvamlmts arel <N<nand1<pos<lne : — kX
Assuming that line 1 and line 2 are true; then in the base case the variable N is
increased by:1 before getting to the while loop. This step needs to be proved in the
case of SET1 <> null and SET1 = null. Then if SET1 <> null the inverted lists
of tezt{N] are taken t0'SET2 and'1 < pos < L.z, the correctness is proved by the
intease',cﬁbn in Lemma'4.1: If SET1 = null, then the tezt[N] is taken to SET1 and
then after the end of this:jteration 1 < N <n and 1 < pos <l *In both cases,

the invariants remain unchanged and tims this step is troe. In the inductive step,

the iteration n — I needs to prove when the cise of SET1 <>'null. This algorithm
runs the variable n by ‘the fixed number and then the iteration 1 — 1 is reached

and all iterations from ts to £,_; are true; (by reporting the 'matched patterns in
line 4 which prove both the correctness and the pattern continuity). Tt can then be
claimed the iteration 7, isirue by induction and the algorithm is correct. =~ [0

 Lemma 8 The time complexity {or taking any Lo snd/or I,y from SET is
0.(1);.’ |
D

Proof.. l'!ll’om.deﬁni_,tion;’..'s; SETY or SET2 contains only one row of inverted lists;

Also, both of them are the perfect hashing set. Thus, it implies O(1) tiie by their
v - : p

hashing properties.

|

i
!
i
|
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Lemma 4 If SET1 and SET2 contain the inverted lists then SET1-N SET?2
takes 0(1) time..

Proo Let SET] contain the, mverted list groups D10 a.nd/or D11 ‘Let SET2
contmn 't.he mvert.ed hst groups Im and/or Iay - SET1, and- ‘SET?2 are the
perfect hashmg set; then every operation can be solved in O(1)-time using Lemma

3. Tllleret'ore, every operation to access Iy, Daet,1.[ra0, and T also takes 0(1) )

time lby Lemma 1.

’I,‘hoorem 8 Searching the occurrences of P = {p!,p?,...,p"} which appear in
the gwen text T' = {t1tals. .. tn} tokes O(n) time where n is the length of T

Proof The proof is that all characters of £12t3...ts are-scanned, and all occur-
renoes are reported in'n time. Referring back to the searching a]gqnthm the time
complexlty is dominated by the variables N,. SETI and SET2. The while loop
(line| 3)'is repeated to inspect the inverted lists of ¢; to ¢,. Each: iteration of the
loop definitely reports all occurrences in line 4 with O(1) by Lemma- 4. Tt can be
said tbat the loops of line 3 take O(n) time because. this step is processed from the
mmalsteptonmme. And line 5, 6, and8takeaoonstanttxmebyLemma3and
Lemmai4, respectively. Therefore, the time complexity takes only Ofn) time. Also,
this nlgonthm is able to performinbothaﬂawl-a.gecaseaud & WOKE ¢asé SCENATio.
o,

5 EXPERIMEN’I!AL METHODS AND THEIR RESULTS:

The sub-scchoms below begin to-oxplain the implementation dctm]s then the first
set o{ expemnents shows the time and the space reguirements of the inverted Hsts
structure. Furthermore, the searching times in several patterns and several given

text ismw are also presented.

5.1 |Implementatlon

The ‘expmments were performed. on a Dell: Vostro 3400 notebook with Intel(R)
CORE(TM) 15 CPU, M. 560 Q2.6 Gﬂz 4 GB of RAM, and 'mnmng on Wmduws
7 Professional- (32-bits) as an’ ‘application machine: )
Implementmg <data structures. for pre-processing phase;: Aho-Coms:ck Trie {1}
(named AC-Trie), Reverted. Trie.of SetHorspool(mentioned, in: “8]); -and dynamic
Suﬂix tree (14] were implemented for comparing with the inverted: lista: ‘structure.
In t.he sem-chmg phase, the searchmg algonthms of, Aho-Coras:ck [1],

java, util. Vecbor was employed for’ wcommodat;mg a!l struchxiesfwhxd: were com-
pm-ed AC-'Ihe and Reverted-Trie structures were ‘created: by the spemal classes

|
|
|
|
|
!
|
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.to. _r_epri_&se:nt the nodes; of Trie and Reverted-Trie; and then they were put into the
instam‘m of java.util. Vector.. The table 7.was created by the java.util. Vector as well,
but ‘each instance in the second level of the peifect hasing table. (set of positions
and set of pattern numbers) ‘was implemented by-the:java.util. HashTable-and the
java.util. HashSet:structure respectively:. For the new. proposed algorithm, the vari-

ables SET1 and SET?2 weré also implemented: by jiw&:ﬁtil.Hasthblé; ‘a8 well as,

all rw'lltsg were kept in the instances of ;java.utﬂ.Ar;&yLists;
The data tests of | | were the 52 letters of the English alphabet; ’A’ to °’Z’ and

’a’ to 'z, | Then, programs were randomized each pattern with the various lengths
of 3 to: 20 characters, where the average range was 12 characters. The proposed
numbers of patterns were 10; 100; 1,000; 10,000; 50,000; and. 100,000. and 300,000
(only for the inverted lists algorithm). Each of the pattern numbers was randomly
built in 10 files. The texts were randomized from the size of 1 KB, 10 KB, 100 KB,
1 MB, 5 MB, and 10 MB. Also, each of the text sizes was performed in. 10 files as
well. !

|

For pfe-proming tests, each file in each group was read and. generated to the
data structures one by one. Then the processing time of each file was captured in
nano-seconds. - Afterwards, each file again was built: and both-the data structure
and th%: memory usage was captured in Kilo-Bytes. Performing the'searching ex-
periments, every pattern file was paired with each text file. For. instance, the first
file of 10 patterns was-paired by. the first file of 1: KB; the second file of: 10'patterns
was pa.lired by the second file.of 1 KB, and the otlier: cases were performed in' the

same vlva.y.! When-the search in-each pair-of pattern and: text size completed, the

processing time in nano-seconds was ¢aptured. :Tlien, when the 10 pairs-of each
group of text finished processing, the average time was given. '
|

5.2 Pre—;}'wrocessing results

The inverted lists structure- was constructed faster:and used:smaller spacé than
the earilier‘ structures (Aho-Corasick [1)-called AC-Trie, SetHorspool in [18] called
Reverted-Trie,and the suffix tree[14]),. — '

The inverted lists structure. takes: the shorter. average; time; than AC-Trie:3.75
folds, the }Reverted—’.l}ie:z.33'ifdlds,,and»;ﬁhg suffix: tree 15.69 folds.. The resulting
details are shown in table 2, which converts the nano-time to the seconds where -’

means lkhe:» data structure could not. cogstmcﬁ (out: of the java heap: memory).

Then, | the inverted lists structure:used less. average space than: the: AC-Trie

18.42% the Reverted-Trie 20.05%, and th sufffix tree 92,38%. In the case of pattern
numbers more than'1,000, the suffix tree could not.create the struct re because our
computer .was out ‘of heap memory-in-java- while' generating the structure.” The

'

results are shown in table 3.
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g ... Table 2:: Processing time (Seconds)- .
#patterns.| | AC-Trie | Reverted-Trie | Suffix Iree . -Inverted:Lists- |
o 10 0.161 | - 0.095 © 0154 - 0.030
: 50 0.152 0.201 0.235: 0,113
f 100- 0.401 0.466 0.467 0.278 :}
. 50| 0566 o710  19.276 0:351.
! 1,000. _ 1.023 1.905 708.274 0.767 |
' 5000 10791 8.001 ) 5519
10,000 [ 45.431 | 20.728 . 6918
. 50,000 532518 110.561 - 43.623
. 100,000: | 3,598.131. 5,745.879 - 851.156
| 300,000 - - - 1,132.651
| Table 3: Memory usages(KB) _
i#patterns | AC-Trie | Reverted-Trie | Suffix Tree | Inverted Lists.
[ 10 4,71 4,93 24.88. 4.56
l 50 4.82 4.96 48.35 |. 431
5‘ 100 4.9 5.10 896.11 | 4.890°
i 500 5.59 5.67 2,512.46 : 5.12
i 1,000 6_.21 6.29 - 5.33
'5,000 11,10 | 11.22 | - 7.56
i 10,000 15.83 16.13 - 9.84
50,000 54.57 55.11 - 23.36
100,000 155.84 131.14 - 47.631 |
300,000 : : -] 169584 |
f I 2 B o :
5.3 Searching results
The searching times of the inverted lists algorithm(represented by IVL) were more
efficient than the SetHorspool algorithm(represented by HP) in average, but took a
longer time than the:Aho-Corasick(represented by AC). In the case of small pattern
numbers and the small text sizes, the inverted lists algorithm’took  an ‘almost equal
searching time to that of Aho-Corasick. '
In the case of the large pattern numbers and the lerge text sizes; the proposed

algorithm took an almost similar time to SetHorspool in some ¢ases: It:should also

be noticed that the bottleneckiof our algorithm occurs if there are.a large number of

pa.tten:ls,._'in{ygl;ich’;ca.‘;q;!;é;i;j-,'t_hg..inverted lists break into serveral groups.. Although
the intersection: can be operated one.time per each:intersection, t'needs the time

to analyze the sequence of ‘continuity ‘and needs:the time to"check the matching
positio&:s.!;_ These. two points need the time to process and ‘then thé searching times
are loxlxger than the static. algorithms such Aho-Corasick|1] which compares only
once per character. o

The following tables (4 to 9) show the experimental results which are crossed by

the text sizes as 1. KB, 10 KB, 100 KB, 1 MB, 5 MB and 10 MB; and the pattern

numbers as 10; 50; 100; 500; 1,000; 5,000; 10,000; 50,000;_5100,0003';!.!11_1‘;300,000 (only
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Table 4: Searchmltxme (Seconds) in the g text 1KB.

#patterns |

“AC-

. HP.

50

500
1,000

300,000

10.

100-

5,000
10,000
50,000
100,000

0.011
0.018

0.017

0.039
10,042

0,038

.0.020:

0.033
0.029

9.045
0.102
0.134
0.201
0.212
0.186
"0.165

0.817

0.734"

0.040
0.042
0.045
0.147
0.165
0.167
0.159
0.393
0.498

0.987

Table 5: Searching time (Swonds) in the g ven text 10 KB,

#patterns

AC

HP

50
100
500
1,000
5,000
10,000

50,000

300,000

10

100,000

0.066
0.102
0.104
. 0112
0.120
0.161
0.210
0.705
1.667

0.200
0.755
1.574

1.698:

1733
1.695
1.889
2.034
2.701

0.098
0.168
0.141
0.365
1.001
1.576
1.301
1.696
2.019
3.089

Table 6: Searching time (Seconds) in the given text 100 KB,

#patterns.] AG| HP|  IVL
10 | 0.301 | 1.272 | 1.004
50| 0.554 | 8012 | 1.621
100 | 0588 | 13.101.| 1.589
500 |-0.634 | 17.892 | 4.984
1,000 | 0.579 | 15.605 | 7.312
5,000 | 1.405 | 18.243 | .6.988.
10,000 | ‘1.464 | 10.454 | -9.002
50,000 | 2.185 | 20,798 | 10.102
100,000 | :4.387 | 25.391 | 15.235
300,000 - - | 20680
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Table 7: Searching time (Seconds) in the given text 1 MB.
AC HP |

#patterns IVL
10 3.143 | 24.231 | 23.623

50 6.286 | 108,732 | ..30.380

100. 5.012 { 131.076 | 29.766

50O 7.501 | 155.205°| 45.201

1,000.| 7.003 | 190.532 | 46.665
5,000 | 26.784 | 175.989' | 49.571

10,000 | 58.860 | 179.859 | 51.651 |
50,000 | 90.725.| 249.101 | 94.290
100,000 | 102,198 | 321.761 | 134.872
300,000 - - | 356.712
Table 8: Searching time (Seconds) inthe iven text 5 MB.

# patterns AC IVL
10 | 15.118 103.881 98.612
50 |. 30.889 | 400.266 | 126.493

100 | 31.997 766.786 | 136.431
500 { 35.150 | 804.195 | 139.498

1,000 | 42.807 869.241 | 153.521
5,000 | 128.047 | 900.480 | 161.541
10,000 | 156.598 905.586 { 213.094
50,000 } 201.003 | 1,521.231 | 300.691
100,000 | 302.677 | 1,941,345 | 341.861
300,000 - - | 399.765

6 DISC‘USSIONS AND SUGGESTIONS

This sectlon describes the advantages-of the inverted lists structure, opening the
rwearch how to improve the inverted lists structure, and suggestions on how to

apply this structure to other matching principles.

The pnma.ry advantage of the inverted lists structure is that the expected pattern

| Tublo 9: Searching time (Seconds) In the given text 10 MB.
WP | VI

#patterns |- AC IVL
© 10| 40.907 | 250.583 | 189.778
60 | 69.397 | 882.667 |-287.018

100 |- 72.976.| 1,534.896 | 291.781

500 |- 85.781 |1,688.574 | 320.745
1,000.| 89.481 | 2,457.665 | 331.905
5,000 | 260.882 | 2,561.901 | 348.921
10,000 | 316.175 | 2,551.012 | 449.005
50,000 | 452.236 | 2,631.422 | 631.448
100,000 | 649.133 | 2,752.843 .| 739.004
300,000 - - | 876.339
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to be matcjhed can be reported over time because, this structure keeps the positions
and th?l numbers of patterns. Then the searching results are based not only on yes
or no.a;nsv»;rers,, but can also report all numbers and patterns to be matched over
time. In contrast, the traditional data structures mentioned in section 1. and section

2 are not able to handle this aspect because they need to access by sequencing the

root of structures.

Cotsidered by the type of each window search, Navarro and Raffinot [16) di-
vide the seﬁrching approach to prefix approach (comparing from left to right), suffix
approac:h (comparing from right to left), and factor approach (comparing by cal-
culating the spacial positions). Then the inverted lists structure is unsequnced to
access and compare the characters in the target text. Then the target text can be
scanned by all approaches even paralle] scanning(simultaneous access).

Forjsuggestions, the inverted lists structure could improve the space by grouping
or compressing the lists of the pattern sets. For instance, if the pattern numbers
are connected in the sequence such as < 1:0: {1,2,3,4,5,6,7,8, 9,10} >, they can
be grouped as-< 1:0: 1~ 10 >. Furthermore, this structure could be applied to
- solve other|problems such as approximate matching, regular search, two-dimensional

matching, pattern recognition, text indexing and so on.
[

7 CONCI;.USION AND PLANNED FUTURE WORKS

A lineaf tixfne dynamic dictionary matching algorithm, which improves the approach
present‘ed in [12], is proposed. This solution adapts the linear time static dictionary
matching [30], and especially the inverted lists structure for accommodating' the
dynamilc dictionary. The inverted lists structure is implemented by the perfect
hashing table, and it is constructed in optimal time. Furthermore, it is able to
insert or delete an individual pattern in minimal time, In theoretical results; this
solution takes (1) O(] P|) time for pre-processing where |P] is the sum of all pattern
lengths| (2) O(lp}) time for inserting or deleting the pattern where |p| is the length
of pa.ttt%,m to be inserted or deleted, and (3) O(r) time for searching in an average
and a worst case scenario. where n is the length of the given text. In experimental
resnlts,{»thq inverted lists structure takes less time and space than the traditional
structml'es; jand, the searching time is processed in a linear time, In the near future,
we wil:}[edt}ce the table space and create the dynamic dictionary matching algorithm
using le suffix approach and the factor approach for improving the time complexity.
Also, tl‘xe approximate matching algorithm is being developed by the inverted lists
structure. |
|
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