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; ABSTRACT
i

I

;This independent study is a study and building prototype of the information technology
risk mafnagement at SPANSION (Thailand) Ltd. The project’s ijective is aimed to improve
efﬁcien?cy in the organization’s risk management. Currently the company’s procedure is recorded
in docu%nent which is difficult to use.

| The methodology for this study starts with the analysis of the current risk management in
several gways. The project is developed by applying the NIST SP800-30 approach to analyze and
design fthe system. It presents énalyzing methods, risk evaluation, threat identification, system
vulnera;bility, level of risk, impact, control plan, preventive action, and risk mitigation. The

analysis: and design use object-oriented approach with UML, .net framework for Web Application

and Mi(f;rosoft SQL server for database.
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M15199 3.1 Spansion Risk Assessment

LocationFaoiity:  Spancion (Thalland)

17 May
Date Completed: 07
Completed by: BCP Team
Tweof Hictortoal Prob. of Human Property Business Mitigation  Infernal External
Hazard Oocourrenos  Oocurrence impact impact  impact  Activilles Recouroes Resowrses  Tobal
Eecrcyl Supply 2 1 1 1 § 3 3 2 18
Water Supply System 1 ) i 1 3 3 3 2 08
Chiiers 1 1 1 1 3 3 3 2 08
CoA 1 1 1 1 N 3} 1 2 11
Ar Conditon i 1 1 1 4 3 k) P4 11
ROD! System 1 1 { 4 4 3 3 2 11
Cou Room
Retperator 1 1 1 i 4 3 3 3 10
Niyogen Storspe Tank i 4 { 1 ) 3 3 3 12
Fre Purp not Went 1 { | { 1 4 4 3 01
Blier Shut Down 4 { f $ 1 3 3 ) 0
Fre i 3 H § § B - b )
Fiood { ! 2 3 3 4 4 [ 14
Chemicy Spil \ 2 2 2 ) 3 3 2 12
Gas Legt { 1 1 i 3 4 3 2 03
gemd 1 1 H H § 3 3 2 u
KeyManssiturng
Down i { 1 { 3 3 3 1 10
La0dr Shortdpe/Syme 1 1 | { 4 4 4 2 1] )
| Maters! Shortsge 2 2 1 1 4 3 2 2 18
Subcon Shet Dowe 1 { 1 ) 3} 3 3 1 10
Transpantsten
Prodiem 1 3 3 2 2 10
IT Diaster 1 P ) 3 3 b 14
Quitresk { [ ] 1 4 3 [ 18
Waste Waer
| Trestment 1 1 1 1 W 3 3 2 (]
| Cow i ! ) 1 1 y 18
ExPoare pd 4 - 4 2 b 2 i

Summary: THS 190110083 31 37 Organization’s o 3 Lormmunity’s vunerailty 1 Ihe e%acts ¢f varou: NYE Vsing 3% of 1 §, e prodadilty of
occumence 3nd e Impact pOSAY) are measured apainZt MIISON S bies and the rezourtes avalade 1 respend to the hazyrd. The 1oty I3 based on 3
formuiy that weighs ik heavily but provides Credlt for mEQEtion 303 78200N%e 3 recovery resOURCes. The Mighest score possbie 15 S.0. The lower the total
score, Ihe iower the Qversil risk o the Hazad

Inttructone

Score each hazard bazed on 3 5cake of 010§ with S beingthe highest

Add or deiete hazards 33 required DT on YOUr 3NY)3S.

Historicyl Occurrence: Based on numbder of occumence In the 1322 20 yeors. Maximum i3 §; # 3 new hazard uze 0
Probadiity. Score 1111023 Tan 1%, 21 less than 5%, 3 ¥iess 10%, 4 Fless than 20%, and § If greater than 20%
mpact: Based on ‘worsi-case scenyio” - greatest possidie Impact Should wersi-case evert ocour.

Finy Step: Sort the Toty! Column In descending order once scoring 15 compieted.

Analytic Reculte:
High Rick: Oroater than 3.6

Medium Rick: 201036
Low Rick: Lect than2
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3.3.2 708-099.2, BKKk IT Infrastructure Disaster Readiness Plan (DRP)
g, YA ~ a = = o
nJuuNuqﬂuszuu Lmleﬂﬁllizllluﬂ’l'lulﬁﬂﬁ‘llﬂﬁSSUUL‘I’IﬂIuIﬁUﬁﬁﬁumﬂ ﬂ»ﬂgﬂ

< =
3.4 UAgMITNN 3.2

User

;

Risk Assessment IT asset
on paper/file

Upload to INTRANET

510 3.4 msilszdiuann@esvesssuuasaume

a a o @ o w
NU UIHN ﬁllﬂu‘ﬁu (vlﬂmlﬁu@) 109



A1919M 3.2 Spansion Information System Risk Assessment
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Locatim:l: Spansion (Thailand)

i
Data Co:mpleted: 30 SEP’08

Compleiled by: BKK Team

Application .J‘md System | Historical Prob.of Human | Property | Business | Mitifation | Internal External Total
Analysis i Occurrence | Occurrence | Impact | Impact Impact Activites Resources | Resources
Application |

CAMSTAR?(BKK) 0 1 0 0 5 4 4 3 0.3
XSITE (BKK) 1 1 0 0 3 3 4 2 03
Wafer map E(BKK) 2 1 0 0 3 3 2 2 0.8
SPCA (BKi() 1 1 0 0 2 4 3 2 0.1
HR/Payroll{(BKK) 1 1 3 0 1 2 1 2 0.7
Attendance|System 1 1 0 0 1 3 1 5 0.1
(BKK) |

ATEX (US) 1 2 0 0 2 3 1 3 0.8
SAP FICO f(US) I 2 0 0 5 4 1 3 1.1
SAP P2P (US) 1 2 0 0 5 4 1 5 L1
SAP PD (US) 1 2 0 0 5 4 1 5 11
Data Backu:p System | 1 1 0 0 4 3 3 2 0.7
(BKK) |

Network i 1 2 0 0 S, 3 3 2 1.3
(LAN/WAK/MPLS/

Internet) (B:KK)

Network Sécurity 1 1 0 0 4 3 3 2 0.7
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Process of IT Risk Management
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Risk Assesment \-L Mitigating Plan

Y

Evaluate

\

P View Report

i End
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LJ get mitingating plan info ()

get mitingating plan info( )

mitingating plan info ”

mitingating plan info
Rt e L AL C R L bt T

create/updale mitingating plan info( )

L.l submit mitingating ptan info( } LI

gt

I:I record mtingating plan info( )

=

record miingating plan info( )

514 4.24 Fiaaud laezunsuvesgaing Mitigating Plan
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10. MngaAanssziiupa (Evaluate) aunsorhdiou dinaud laozunsy e
ad T wazDIAMITNNUYegmAT 1A e {TAN15AAYY (Hen Evaluate T2UUIEIINS
L, . - o
Aunuiteyhmsadradeyanionsinladoya Evaluate ioszuumudoyalunata Evaluate f

wuansdoyadldnuszuuiumianifine EvaluateForm  diamsanussannsaiulye

L record Evaluate info( )

LY 3 [ {
viotufindeyadldnmaluszuyld dwaasmugili 4.25
x O O O
Risk Manager EvaluateForm Bl ntr _Evaluate
select Evaluate ()

U get Evaluate info () _

get Evaluate info( )

Evaluate nfo ’D

Evaluate info

: LY - 7 o B -casassctase T '

3 create/update Evaluate info( ) W ‘

U submit Evaluate info( ) U

U rl record Evaluate info( )

1 o
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szu fUszdiuanu@es fianisanundes WigninensGongseauvealasanisaieg

AduaAInugli 4.26

e i
e O o O O
~— _ N Sl

System Admn/Risk_ ‘ReportForm ReportControl Risk RiskAsset

Manager/Risk A 19

select Risk to Report ()

U getnskinfo ()

get niskinfo( )

g VL [ J

risk info!
o N B T . b SR TTORIR, .
nsk info

A AR -

Ui 426 Fnudlaezunsuvesymna View Report
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1. Asset HUIWDI NINGAU

a v da
2. AssetType HIWDY HHAVOINTWIAL
3. Controls 11881 NMIAIVAUANUALY

4. ControlVulnerable M31884 m3iaratazlsziiuauas
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. EvaluationAsset ¥11893 ¥1AY09MIIAHA
. EvaluationType MU0 AT NILHURANTENY

. ImpactPlan 31894 T100DUAYDITLUL

1 ] o
Likelihood #i16ds Temananiteziluvessivgnniy
Mitigation M310814 MTUTTMANNAL
MitigationControl #3188 tuIMad iU lFmsnIuquandss
MitigationOption H31884 MadenlumMsussmaNude
- v v da
Owner WU (1UDINTHETY
; 2 = I
Policy 1004 UTo110ANUFBIVDI0IANT
: < a

Risk M11809 AT
RiskAsset M11009 N131)52lunIUToe

< Y A 9y
Role M11003 UNNNUBIRANYITD
Standard 11084 WATTIUANEITOIRUMITUS MITANUTES
Threat H1004 N3 32YABANAIL

2 gs A ) A =
User 111009 gnineaveslunisusmisnnunaes

Vulnerablility 31083 yavounsorod Inivesszuuaisaume
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G Likethoodld

¥ UserName DO- -

W T 28

& Witigation A
|| Mitigationid
O, RiskAssetld bO-S
O ¥ Optionid

D Remark
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O UserName
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WILIYNTUVBITLUVLTHITANMT LS TNIMUA 21 A1519 uaaa 1ARIA15199 4.14 B

4.34

MI1N 4.12 WIYNTNTOYAATTI Asset

[V - ) w da
13149 Asset NVVdHANIN AU

. yilaves | AN | _, . -
HaANIUIN ANUHUY » el A1 1N01N04
Uaya 17
Assetld sHaniwiau Integer 10 PK
Name Fonswau Varchar | 250
o . da
Description SWazDuAveInSNIAY Varchar | 500
SerialNo WINUIAYUDIN TUE AL Varchar - | 40
Vulnerableld sﬁmmfgﬂdau Integer 10 FK | Vulnerablility
o v da
Ownerld sHadveInIngau Integer 10 FK | Owner
Enable AmuYIN NI Bit
[ a v I
AssetTypeld TINATUAVDINT WA Integer 10 FK | AssetType
a 3
13190 4.13 WIUTUNTNUBDYANTT N AssetType
v oo Y a v da
13149 AssetType AUNVVIHAYUAYBINITWETU
4 ¥iawes | A | _ . -
HAANIVIN ANUYIHEY = el 1IN0 1903
voya | &M
@ ) v da
AssetTypeld TNABUAVDINT WU Integer 10 PK
Name ¥ovoayiinvomingan Varchar | 250
a a v  da
Description TNUALIDYATUAVDINITWUTU Varchar | 500
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M1514 Controls IANUYBLANTAIUANANINTES

Ry ¥ilavea | anw | _, . -

ANIVIN ANNKRUEY o el 13199139043
vaya 817

Controlld 5ﬁﬁﬂ’3ﬂﬂn Integer 10 PK
Remark 3100 Laﬂﬂlﬁma U Varchar | 250
Policyld sHaulouy Integer 10 FK | Policy
StandardId THANIATTIU Integer 10 FK | Standard
msw?; 4.15 Wi]‘lﬂ‘l;lﬂim’fﬂu"ﬁmﬂd ControlVulnerable
A1314 ControlVulnerable dafudoyamsTanauazdszifiuanudes

by ¥ilaves | A | _, -
HANIVIIN AIUKHNIEY N el 13149914904

Yoya | &M

Vulnerableld iﬁﬁi}ﬂﬁau Integer 10 PK/FK | Vulnerablility
Controlld sHanIuRuAeeu Integer | 10 | PK/FK | Controls
m*m‘?i 4.16 wamgﬂiu%y‘amsn EvaluationAsset
M13149 EvaluationAsset dauiudeyartaveinsiana

by YHAves | A | -
HaANIVIN AITHHUY of el 13199149049

vaya | o1

Evaluateld shamsUseiiu Integer 10 PK
Assetld sWanswiay Integer 10 FK | Asset
EvaluateDate ”uﬁﬂ SEYT Date
Score izﬁumms?m Integer 10
Remark TwazBuAiuAY Varchar | 250
UserName %aé’ﬂsztﬁu Varchar FK | User
UpdateDate ’ium?'l Update N3 IR Date 50
EvalTypeld sHaviauoInslseiiu Integer FK | EvaluationType
Enable aouemylsziiy Bit 10
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[

A1574 EvaluationType daufiudioyamsnaumumanszny

¥HAvYeY | AU
aln d o8 d v a
uoAN3iian ANURINY . Ag | M9199909
Uoya 8172
EvalTypeld sHartlaveen1s sy Integer 10 PK
Name F¥ouoIMms Varchar 100
Description TeazREAvdIN sy Varchar | 300
M99 4.18 WIUIYNTUAOYAA1T1 ImpactPlan
M1514 ImpactPlan dnfiudayasieazidunvesszuy
1HAveY | ANY
ala d ad Y A
HBAN3LN ANUHINY . Ag | M131991999
Toya 812
ImpactPlanld sHananzni Integer 10 PK
Severity ANNFULTY Varchar 50
Rate BATIANTULTS Decimal | 5
Descripition S1eZRIANANITNY Varchar | 250
M15199 4.19 WIUTYNTULOYAAI31E Likelihood
. 3 Y- 1 | [
M54 Likelihood daufiutieyalomaniiuiiozidiuvessunnnix
yHAVDY | AN
an d o d Y A
HOATIILIN ARG S = ag | 1951991999
deya | &3
LikelihpodId sva lonanazna Integer | 10 PK
Severity ANNFULITY Varchar | 50
Description TwazReave lon e Varchar | 250
I'd 4 .
Percentage esudvasToma Decimal | 5
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M1319 Mitigation dAAUYOYAMIVIIIMANINAE

iy ¥ilaves | Anw | _, . -
ueANILIA ANUTINY ., fg | M31991999
veya | &M
MitigationId SHAMIUIIIMANUEDS | Integer | 10 | PK
RiskAssetld HAMIUsziunu@es | Integer | 10 | FK | RiskAsset
Optionld THANIUADNTUTTIN 10 | FK | MitigationOption
AT Integer
Remark $0AIDYANTUITTIN Varchar | 255
CreateDate UNas MU IImaNY
=
ey Date
UpdateDate Funlsulgamsussm
ANUTYS Date
A Y
UserName ‘lif]ﬁ;ﬂ‘lfﬂu Varchar | 50 FK | User
MitigationCtrlld | SHANITUITNINNINIFE Integer 10 FK | MitigationControl
Enable A0IUSVBINTUTTINIANY
& {
BN Bit

M151491 4.21 mumnim’f’auﬂamsn MitigationControl

M54 MitigationControl daufivdeyaumimedmiulimsaiuauanuass

by vilawed | anw |, V-
HOAN3 1IN ANNHIY y Af | 1519919949
oy &2
MitigationCtrlld | SHENIAILANUTIN Integer [10 | PK
CRRG N
Name %amsmuqumsumm Varchar 100
-
AUAL
Description i”lUﬁ:L%EJﬂmSﬂTmﬂllﬂﬁ 255
UIFIMANUTO Varchar
Enable ANNULMIAIVANMT
VFFIMANUTYS Bit
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a 3 e .
MINN 4.22 WIUIYNTHUDYDAT N MitigationOption

M1319 MitigationOption daufiudioya mardenlunsussmanudes

A1, ¥ilaves | ANy |, -
HoANIUIN ANURINY y Ag | 19519919049
voya 817
Optionld sHAv0IN19a0n Integer 10 PK
Name ¥oupamaaen Varchar 50
Description S1eazDeAvDINIaLHDN Varchar | 300
M50 4.23 WINYNTNTOYAAITIS Owner
v aq Y v v da
M319 Owner VANVVOYADIVBINTWEAY
i ¥iaues | anw |, . -
HoAN3 1IN ANUHIE Z Ag | 119519919049
Yaya 8172
Y] v da
Ownerld sHavRInSneau Integer 10 PK
4 v da
OwnerName yorhweansndau Varchar 250
v da
Remark 50PN VOINTNITY | Varchar | 300
M13190 4.24 WILYNTUYBYAAITIS Policy
o v g Y d' d
M1314 Policy datiudoyaulenisndsaesiueioinng
¥HUAYDI | ANY
aa J a Jd Yy a
HOANI LA ANNHINY y Ag | M19319919049
vaya g
Policyld siauou loiny Integer 10 PK
Name yovoau leuny Varchar | 250
Description swazdeavoIu leuy Varchar 500
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. v g Y d'
M1319 Risk AANUVdHAA NUIAEN

€, ¥iavea [ AN | _, v -
HOANILIN ANNHINEY Y fg | 191991994
Yoya 812
Riskld sWanmdos Integer | 10 PK
Name %am‘nmﬁlm Varchar | 200
Description 51%:@&1%3114@(00 Varchar | 300
Enable aouzveInUEYL | Bit
Mafi 4.26 WILYNTNTBYAATTI RiskAsset
M1314 RiskAsset %’mﬁu%’eynm5ﬂixaﬁum1m§wa
b ¥UAVDI | AN | _, | M3
HBANILIN ANUHIY ). ago|
Yoya 817 01984
RiskAssetld iﬁﬁmiﬂsuﬁummm?{m Integer 10 PK
RiskId ey Integer 10 FK | Risk.
Assetld iﬁ/ﬁVI%/WET’Fm Integer 10 FK | Asset
Threatld iﬁﬁﬁﬂﬂﬂﬂ1u Integer 10 FK | Threat
RiskScore ﬂxuuummnﬁ'm decimal 10
ImpactPlanld | SHALWNUNDNTZN Integer 10 FK | ImpactPlan
CreateDate Suinlsziiunnuidos Date
UpdateDate | Tufitl$inlysmatlszifiuanniios | Date
LikelihoodId svia lona Integer 10 FK | Likelihood
UserName %6@1‘%’011‘! Varchar 50 FK | User
Enable aozveamsilszdiunnudes Bit
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1131499 4.27 WIUIYNTNUBYAAIT N Role

v g Y yadd oy
1914 Role NUNVVBHAUNUINVIN NINEIVD

¥HAYDY | AN
aa d ad v a
woAN3iian ANUHINE . Ad | 1191991989
Toya 6172
Roleld FHAUNUIN Integer 10 PK
Name FOUNLIN Varchar | 100
Description $10ADIAYDIUNLIN Varchar 255
Enable FOIULUDIUNUIN Bit
a 2
M3199 4.28 WIUYATUVDYAMI319 Standard
A1514 Standard daHuveyaINAIFIUTIRITBINIMILIHITANNIGES
oy
¥HAYDY | AY
ala d ad Y a
woAN3i e AN 3 Ag | M1951991909
Toya &7
Standardld SHAUINTFIU Integer 10 PK
Name FouMITIU Varchar | 250
Description IUAZBYAUDINIATTIY Varchar | 250
M9197) 4.29 WILYATUADYAA1319 Threat
M99 Threat daiudeyamsszysaanau
¥HAvas | AN
am d ad Y A
TRV ANUKINE > ad | M191991909
LGHE) 817
ThreatId Pl uﬁﬁﬁlﬂﬂﬂ’lll Integer 10 PK
Name FofugnAl Varchar | 250
Description T16Q2DUAUDINLANAW | Varchar | 250
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Y g Y yd’ 4' v a d'
1914 User ﬂﬂlﬂﬂﬂlﬂﬁﬁgﬂ!ﬂ&l’)ﬂlﬂﬂuﬂ]S’i.li?ﬂiﬂ’n‘ll!ﬂﬂ\i

¥HAYDS | AU
aa J ad Yy a

HoANIUIAN ANUTING , A8 | M919919089
Voya 817

UserName ‘Tf@m‘ﬁ} Varchar 50 PK

§ g

FullName Foran 14 Varchar | 255

Enable nlasuaaiugminanu But

Roleld SHAUNUIN Integer 10 FK | Role

CreateDate Junaia Date

LastLogin Joyaganiensidiszuy | Date

M50 4.31 WIUIYNTHYOYAAITIS Vulnerability

M504 Vulnerablility daiudeyagndenrsesedlnivesszuuasaums
¥HAYeI | ANU

aa d ad Yy Aa

uoANILn ANUHINE b Ag - | M919019089
Uoia #8172

Vulnerableld SHAANUDOULLD Integer 10 PK

Name ¥OANNODULLD Varchar 250

Description F10ALDIANIIUDDULD Varchar 250

Recommend QRITYERTR Varchar 250
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Risk
Assignment

Mitigating

Plan

View Report

Evaluate
Risk Matrix
Score

Standard
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5.2.1 HU12IUNQITUY

g { a £ v {
Wlumheeildlumsasnaevdninsdhlfauszuy uaaslddagi 5.2

:: Risk Management System ::

Login:

Password:

Ui 5.2 wmheerhgszun

5.2.2 vitheemsdanmsdeyadlyauszuy

Wundhwei i lumsathanazlSuilzadoyadldnuszuy uaasIddgilii .3
SPANSION' |
-
. B

~ i Home l._‘gimiﬂ?_l 7 Add To Favorites

‘ Manage -> User
UserNa+e : W\
FuliName : R
Password :
Enable :
Email :
Role : Please Select -
Add Ne;v Row l Update ] Cancel I

Search : Query [

13 rows

2w |p

1
/ b\ Khairoj Chairo) Thamwissawa Chairo}. Thamwissawa@spansion.com True Manager
{

UserName FullName

Enable

Risk Assessment Admin admin@abc.com admin

ﬂ 'i'\ hantn Th, Montri Th, Montri.thongma@spansion.com True Assessor
|

31 5.3 wihvemsdansg 14
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SlumbeflFlumstufinuazlsulgsdoyadunindniiogniolunsun uaasld

Risk Management System

SPANSION’

|

-

_ > RskAssgument  ViewRepot ¥ |

' Manage -> Asset

Description :

Serial No :

Enable :

Vulnerable : Please Select

Owner :

Please Salect

Asset Type: Please Select

Add New Row update |7 Cancel

Search :

16 rows

-

o ouey.. |

Description

sTuuAW aunr dfumg

" Mome | M4 Email | AddToFavorites

Enable Yuinerable

AssetType

14 5.4 wheemsiamsAuning

5.2.4 %Theemsdamsgaoen

Hunten1Flumsmsadazudlvdoyagacen taaslda

Risk Management System

Name :

Y RiskAssgnment. Vi

Description :

Recommend :

Manage -> Vulnerablility (2ia91u3)

u

51

'
a

5.5

SPANSION" |

4 Home ] & et 1 Add To Favorites

_Add New Row Update | Cancel
Search : Query
10 rows
Name Description Recommend
& B | Access control mmaRum Awua Policy mnhfidays
2 B |aohvirus ifinvwdmaniinan Anti Virus sismbiane Smantisunu Anti Virus sevsmbuasis

1l 5.5 wiheensdamsgaseu
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5.2.5 Wihvemadamssunna
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nJu‘nfﬁﬂaﬁfl‘ff"mﬂ1sﬁ§'1mawﬁ"1m’fay,anﬂﬂnﬂm uans lddagli s,

U
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Risk Management System

i Manage -> Threat (3=yfuqna)

Name :

SPANSION’
u

" Home | NdEmait | Add To Favorites

Description :

Add New Row | Update | Cancel |

Search : Query

18 rows
Name Description
Compromises to 5
at ail
/ i Intellectual Propesty Aedrodaninddumedyy
/ - by e - o y, P ”
W | Cracker Hynitmaia dasmahingsuue aszuuansaving
nﬂulfnqnl‘mi«‘-nnmsﬁ!ﬂnlh‘mn & i insansiuy
/ b\ Denial of Service Mnaunsi LT Lianosebivlng e den, i & foouy
swibivimstuyanameunn Wy Web Server, FTP Server o
; Aoanaruitifaduasnmsiale wiaylunia osnvhnsimnsetedud wdnstszuugen 79
2 F | Bevation of Privilege bl a

Ui 5.6 ihaemssamsfunna

L & a a
5.2.7 ﬂmﬂamsmmﬂamamzmﬂ

L'i'luﬂﬁ'wﬂaﬁ1%'1umsnﬁa%ﬁmazuf’f"lm’fagaiamaﬁn:sﬁﬂ uaaeldnagii 5.7

SPANSION
w

1 e | SLemail | K'Add To Favoritas

Severity :
Description :
Level :

Add NewRow | Update | Cancel |
Search : Query
3 rows

D ptio

2 ¥ |u rean O RN 1.00
2 |2 rmote enandadumety 10 ¢ 2.00
Z B | 3 Mediom ovasniadumty 5 3 L 3.00
;_p:::;b:_ .......... > ,.“:\,;:;7 RN S Y _;co il

3 5.7 mbwemsszyTonafiezifa
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