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ABSTRACT

Today, if users who would like to check vulnerability of your computer must have knowledge about
network. Because many tools that are available now need to install the application on inspected computer and
sometimes the user must use a command line to check the vulnerability. Therefore, a web-based network
vulnerability scanner system is built so that users can access the system easily who just have a computer is
connected to the internet. This project can support the end users of organizations and administrators. The user
can check the computer information that you would like to know and check your computer’s vulnerabilities on
the network. After the user detects a vulnerability that occurs, the system will provide details of the
vulnerability, cause of vulnerability and propose guidelines on how to fix vulnerabilities that occur. In
addition, the system can store historical data of the validation of computer vulnerabilities that have already
been checked then the user in the same organization can view that history. In the administration part, there are
more functionality such as add modify and delete the user information and vulnerability because additional

vulnerability information have changed throughout time.
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@
NI1TTIUNU
<<interface>>
Ryer
+takeOFE)
+1and()
iy
Aiplane Bird Superman
-aint -b:int -cint
+takeOff() +take Off() +takeOff()
+land() +land() +landQ)
+ly() +ilyO +iiy(
+buil dNest() +leapBuilding()
+1ayEggs() +stopBullet()

Boeing747

-aaa:int

+airFlow()

d' g 1 =
3‘1]71 2.11 LLﬁﬂQﬁ'J@EJNﬂ"IiL*UEJHﬂa1ﬁ'blﬂ6$LLﬂ53J
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{ < o 1 1 o3|
1z 2.1 Wudedemsdounaralaozunsy Tagazuieeonilu 5 aate Ao
_ 2 -
AQA Flyer, AQ1@ Airplane, AN Bird, AN1® Superman LAZANIE Boeing747 F92ULOANS
a o 1A <3 ' % 3 { wa
TuazwseamnuasgiinaId uazizmiuAd Boeing747 dzilunaianduneanmauiia
" , 3 ; g { wa
11INAAE Airplane FIUAME Airplane, Bird, Superman Nagiiluaaianduneanuaniinig
1INAANA Flyer A0
a ¢ .
3) FnIud lnozunsu (Sequence Diagram)
o Hq v =< A ' ' 9 A
witlulaezunsunlFugadsnaraniansnluudazymaauaztonnuindaniu
' ' 2 -4 < a A o w
FEMINAM VUG 9 Fiau laezunsvaniiu Tumauuy laudinNrzuaasdiduves
F0ANNYNAININTZHINANTDONUIDE 1T AL
= o 9 a A g’;
Fauh laonTNUTLADUMBLANTUNA 2 UAUAD UAUUDU LAZUAUAL TATLNY
Z\I/ o 1 1 @ 1 3’; < 3’;
UOUAZUAAITUADUMIHII 15 0M3 dedonTEnI19IAg aruunuauilugna 192
9 @ v o @ @ o 9 1 ~ A < LN ] < 4
unudesduiusiu dydnvalliznoudies daunvenyevesoounauliueouanaes 1y
=3 o W o < J o '
TagFeenndis 1Uveud1dumsiauedssuuAe 8o URNANIeE 10 IIUA DY
g ot 1 N A a9 I AW A G g 7 & @ g ¢ &
spuinAnogunile Tasaziiveanuumsansoiidanineeuinanile lldieouinamiis

A 1 ) o o Y
ﬁi@@W%ﬁQﬂﬂUNTWTﬂ?lﬂﬁﬂqﬂ

Registration Registration |, Math 101 1 Math 101
Form Mansger | ] Section 1
Student
! T T ] T
| | [ | 1
! [fill in info]: | | | |
P';] | | |
| | |
i | | | |
bmit|
submit() : | | |
| | |
| | |
add course{joe , math 101) | | |
LB | |
| |
3 | |
[Are you Open?): H |
|
{Are you opan?}: !
. T I
add(jor) i |
[ Y
|
I
add(joe) |
T T =T T |

d’ (J ' = ~ 4
31]7] 2.12 uﬁmm@mamsmﬂummum"lﬂa:zmm

- I~ @ 1 a = 4 =1 ~ a
1n51U7 2.12 iWudedeams@eudaiudg lnezunsulumsamziouizouluIm
a 4 o A @ o a @ ’
aglamans lagnsiinuIzEununGeuiinsangdeusiedv lldaszuy szu

= < @ a a d 1A Y = a A 1 @
ﬁﬁﬂ%LUﬂUﬂﬂgﬁiﬁﬂﬁﬂ‘Uqﬂﬂﬁﬁ'lEJ'J“If'lﬂmﬂﬁ'lﬁﬁi'ﬂLﬂﬂnlﬁﬁﬁVI%LUEJH?RI'J%"]‘H?'E]"hJ Uadvn
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y a a =] o VoA 1A Y ~ a A VY A
Tuseimadiamaaifazaiaaen lifingui 1 Nillaliamadisuneivivseli dula
Y =1 < = a a g Yo o A dy
Tamediou szvvnizamzouneimnadiamani lnuinEouauil
4) aan’laezunsu (State Diagram)
< a A ' = & I Y '
wwidluTuaauuylandniuaasaaiug aA1e q Anaramilsnaraaziluldlusznig
1 aa 1 oo a X < vy 1 Y v
$1933nTunsneuauesdomanisainmavy Taoia luds manlaezunsues hignldnuy
Y ' Y a o o Y 7 A A ' v
amaianya udazlfeTurommizaaaiiianududougs o iy envzsielims
QI a \ g
POALLLBANDS NI
P 2 A g ~a
aanlaozunsurzuaasaEuALIAzgAAUgAT U TaggalTuAuan ULl
v o dd 2 < :
Fadnvaiiuginauiiy uazgadugaaaiuziziiugienanTisedouseuainauiiudie
' < 4 { o : @
Tu Tuusazanuzves laezunsuazgauaauiugldmaomianm wosieunudndugnas
é’ & v A & = o a &t o Y -
FonaauzrilelUdsdaanuzvils annso@eumetnumamsanvh lvasuanius

9 y = =
Gliﬁ&ﬁugﬂﬂiqﬂ ‘UNﬁLWVI‘lﬂE]MLﬂ'511"1]3%?{6]11!331“3814

Initialization Canceled N\
1: At Cancel s <
[do: Initialize course] {do: Notify registered student]
Start '
Add student Cancel
/Set count = - o
A
Open end
/ i Closed

: Register s ! =1
§ G5 - - R NV 0. Sl [do: Finslize course]
[exit: Incement oount}J

Add student [oount <10}

51 213 aasdredamseudan laozunsy
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UNN 3

NIYoNUUUISUU
3.1 MNIUVDIITUY
Scanner Server
NASL
hle’b S?rver' Nessus Ef\> cho)
Addition
Multiuser Scripty Nmap
(;,Use‘nf - Result Scanning
Account of Scan ~ .data

o
31 3.1 MNsINURITTUY
@ Lg A Yy a T 1 A 1]
sgyugnNayuie 1MusnislunisasiraeuyedlnivesseuyinT 0ule

Y 9 v 3 s o ~ A A
”lﬁmmﬁm15916}5@1uw1unmmmmm Iﬂﬂﬂ1§§$u1®WLL®ﬂLﬂiﬁﬂia%6

a 4 A
ADNNANDST 1ABT

=

ﬁﬂﬁﬂ?’iﬁ’i?%ﬁ@ﬂ LLﬁI’Ji@Wﬁﬂ'\iﬁi'Jﬁ]ﬁi’)‘lJ%"Iﬂ‘i&"]J“]J’J"lﬂE]iJﬁ’JLG]@%Lﬂ%E)\‘l

=n

A a 4
IATOIADUNAADS
9 Y
WudveeIndey lsthe uazdiismsud lulymniuedils

o = ) Y q Y 1 < 4 ¢ o
AMwswesszuLaaeiegli 3.1 dldaunsadnldnussvuiuiunsdes
v Yo @ 4 1o & P
TWahwwazazainlumsldau Sansdeansaldlanuyninios Taolusuiudesdaas
a 1 U 9 ?xll a 1 [ 1
Tdsunsu Msdaaesznang IFuazszuuiuszAaaenuriunialils laneaeaioaen
R o q Y o vy A 4
(Secure Sockets Layer : SSL) @9y niauasanslumsadevoyauingeiy
o 2 S99 91 o & = s ad R A
msvhnuvesszuvz Gy lFdsmaamsaunu ldfaunumesimivnes aal
3 o g { o & o ¥
Tsunsudusuazmadaiullsunsuniavediioandd (Back-end)  Tagnadog
o ! o < ] { o { 3 4
Tsunswazimihfuandrsduesn ) wuuudeziduTdsunsundimihnilunesa
d o I3 A ' ' & AN Y
aunuie’ duadaziuaunuueiNAT19aoUY0d InIv0esz Uy Fawahn lavinnis
) J o v 9Jq Y v R 9 A 3 wa
aunuiuszasnau ldadle uazgniiunnasluguveyaivouilseiamsaunuveg

y ) v
Aldauy A
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d ad d
3.2 aunuuesarsHinies

Nessus Server Nessus Plugins (.nasl)

NMAP Server

Additional Script B
e e S ",,N‘:‘Lbf‘__"‘

\ 4

Database . _Web Interface

1 ¢ ad A
51 3.2 Taseai v saununmosi@suies

Jd ad Jd ?x’; = [ o [ 1 @ A A = ~1
AuAU NI FSWnes UuNndnnIIMaIYeE19ns 13 9 Aegln 3.2 Aovz v

U

ad 4 o ad d o 9y A v a 1 o W 9
LG]ﬁ‘V‘IL’J’E)iLLa%Luﬁ“ﬁﬁk%’i‘V\IL’JE]5'V]'I1’11‘!17]6114ﬂ?iﬁllﬂﬂﬂ1w1§'mm@5ﬁ1\‘l S AINATTIVD :klclf

A

< s v A 1 a G o
NSV Iwes udhaumumdaInmIsimesiy - q Wensaunuihvuie
a y a v =& 9 ° Yy & X
Sevudesfzimstiuiinnanisauauasgiudeyaraziluaaswanurdudn saawise
=1 d" @ i) P d ad o 1 o I~{ 1 @ dy
Bonqramsaunuilmendsld Femnuueiiinedazuismsmaueonilu 2 a1u asil
d d
3.2.1 wuunthasnnes
o N 5 ) v Ay ¥ 2

WuTsunsugemludivvesnsnsisaeudeyaiiipsduveui mine e
3 ! o 4 < ) { i ad P
Funsuiuldimsaununes avsunsouihvinadlundn Taswananauduuuihaswiies
dy A ¢ e A A 9 21 Y I
HegszuuanIuveansed wosamdatusaisezlsiauazinsouihvuroilu
szuulianisla

o ad d
3.2.2 wadmainnes
v acd 4 a 9 P @ 1 1 LY ?,’, °
wagaEinnodazinihnvan lunisasnaeused lniveuthruenu o Tagazm
) Frars ' ' 3 4 o

msizsnuatalansulunisasiaaeured Inivesihvuie Tagaziiluaisaiondnlunis
Aune94117910309508019 9 HIDANTNATOUAL 9 AUNIATFIU Taowaf Idazuon

= 9 1 <3 ad 4 2’./ A ] 1 1A
s1vazdea lanseuaguludiumduunlidinneinimua tagasin luaiuveare e lnan

A o o ¥ @ =isT 9 gll a wa A 1

asnurIemuuzihduanulasanua q wieunwwamalumsufiansoud luara g
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3.3 ganalaezunsy (Use Case Diagram)

uc usecase /

ool

User

A

Discover

i “«includes \\
\
\
\
! A
\
\

Print Report N

- D \

«extends

\

N
=5

Admin
Database

a
511 3.3 genaa laezunsuvesseuy

o N 1

~ o 2, el Y
Mg 3.3 wdunamuninnsgineizuuey

5211 (Admin) waz 1uteya (Database) TasNidguaszuuianuamsauuugldaulann

3 AU fp {1991 (User), Haua

' = L) oY 1 9 ' o ' 9
RIJAN] LL@NU'\QLW@ﬂTﬁmﬂE@ij5$'U‘U‘V”l1ﬂ l,méhlmm”lummmm‘lmuﬁzuu ﬁaugmmayﬁ

4 v 1 A o A 1 A a ygAd 9 9
LﬂuQﬂi3°1J°1JGI’E]i8U‘]J‘VlQﬂﬂ'53WLWENEJEJNmEJ’J?J“HuTﬂLﬂUﬂlayﬁaﬂiuyuﬂl@yja

: o
M3199 3.1 113NN lusz Uy (Event Table)

Event Description Actor Abused
Login 3 L"l’ﬁ@:’ EEAT] User/Admin None
Discover msaunudunuihming User/Admin None
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4 /A 1
M3199 3.1 mamsaini luszuy (de)

Event Description Actor Abused
Audit mimmuuazm’Ji}ﬁamﬁamﬂ?m User/Admin Database
Tnweunzeudhming
History mi!,a@ﬂl?ﬂ"lﬂ3J18J‘ﬁlﬂﬂ¢li’mﬁ®ﬂ User/Admin Database
Manage Member | N159an13g1u903av0IR 195311 Admin Database
Manage Threat M3danstoyavered Inauag Admin Database
Database ﬁufﬂﬂlﬂi}m1

o @ N = s /)
i]’]ﬂgﬁlﬂﬁllﬂﬂgllﬂjll HAZATIUVANITUISTIUNAI Discover 1401 Audit Y ﬁﬂﬂ’lj

2 o & 9 9 a \ 4 A ) v &
qUnuy i]\ﬁ]'llﬂl!@]ﬂﬂ% FUNUBUIUY (Scan Engine) “Vnﬂ"lﬁLW‘JJL"’U"ILI‘]Jﬂ']EJLWWN 2 LUVITALLNU

lugduvunaeny

3.4 Aaalaezunsu (Class Diagram)

class Class /

Member

MemberiD
Username
Password
ipAddress
Email
Firstname

Machine

Lasname 1
Lastlogin
dateAdd

Login()
Logout()
Discovery()
Audit()

+ A

Admin

AddUser()
EditUser()
DeleteUser()
AddProblem()
EditProblem()
DeleteProblem()
AddSolution{)
EditSolution{)
DeleteSoclution(}

[ e e e

~| 7 ShowHistory()
AR CreateScanJobf}
+ RecordDetail{)

Plugins

- family

pluginid

kb
sav

nasl_names

capyright
shortdesc i
rev
ove i
bugtraq1
bugtrag2
desc

Audit Discovery
IPAudit DateScan
Ds!eSan Cesciption
Desaiption IPDiscovery

+ ViewFullDetail() | + ViewFullDetail()

plugins
saript_name

51 3.4 nanalaezunsnvesszuy
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M3197 3.2 UoYAVOINAE Member

Field Key Data Type Description
PK FK
MemberID v int sHAvon 19
Username varchar(20) o) Eﬁﬂgf
Password varchar(20) sWaruiemn 149
5 g = Yy
ipAddress int Tofiuonnsavo 14
Email varchar(30) G LLE b
Firstname varchar(100) %0934 Rﬁ%}
Lastname varchar(100) wuana Eﬁ%
' F
LastLogin timestamp nanleas 3019 @
Dateadd timestamp nafigligniiudig
LU
. Vel 9
flag int(11) szyNihudauassy
M19199 3.3 WHDAVIAATE Member
Method Description
. o A‘ 9 1
Login() MIMNUNONFITVY
Logout() MIMNUNEDNINTL
Discover() MIIN ALY Machine
S o Ay 12 9 v
Audit() NMIMNUNDADINITIUNIIVUDYAUDI Machine

~ X < A a
mﬂgﬂ‘ﬂ 3.4 Aa1e User La¥ AN Admin WuamanauneaInAald Member i

aa 4 [
WOANS TN (Attribute) 1A% W50 (Method) tMiloU AAE Member H4lunaia User Hinson

Y v 9
MileuRUAa1d Member NINUA LA Admin NINATOANNAIL

A13197 3.4 WHPAUDIAAI Admin INTETER

Method Description
AddMemberDB() mahauieiiu §19
EditMemberDB() ilodoamaud ludoyadld

DeleteMemberDB() Lﬁaﬁ’mmsﬁwﬁ%aﬂmmzuu
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M35199 3.4 1WFOAVDIAATE Admin MWL (m'@)

Method Description
AddProblem() intoyatoslnilng
EditProblem() udlueyavesTnauii

DeleteProblem() aureaIndvenaIng udoya
AddSolution() winsudlaymivesroslnd
EditSolution() ud luisudynivesrealng

DeleteSolution() avsudTyvivesreeIng

ﬂ]i]\‘l‘ﬁ 3.5 1WT9AVINATY Machine

Method Description
ShowHistory() wanalszFAnisuanuveuni o
RecordDetail() Tufindoyafiveunses
CreateScanJob() aPumsannunsanilveunios

M13197 3.6 ToyavoInaId Audit

Field Key Data Type Description
PK | FK
Memberid 7 A int Tofvosdnsrnaon
Dateaudit timestamp nmﬁm PRGN
IPAudit time ofuounsoeiinsinadoy
description text 31663&56@%@%?1%@Qﬁﬁliﬂi}ﬁ@‘u
ﬂ]in‘ﬁ 3.7 WOTOAUDIAAE Audit
Method Description
viewfulldetail() A31902100A
mM3197 3.8 ToyavesaaIel Discovery
Field Key Data Type Description
PK | FK
Memberid Vi int Tofivosdasrveon
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M3197 3.8 YoyaveInad Discovery (710)

Field Key Data Type Description
PK | FK
Datescan timestamp nmﬁmma ()]
description text ﬁwazzﬁﬂﬂmmm’%‘mﬁmnaau
mi’Nﬁ 3.9 1UATONUBDIAATH Discovery
Method Description
viewfulldetail() ERLLEIGEL)
M99 3.10 To3av0IAAT nasl_name
Field Key Data Type Description
PK | FK
pluginid v int o vlandu
Script_name varchar(64) YAV ﬂ?ﬂﬁﬁqﬂg U
T1l5un 3w
madi 3.11 403aU0IAA1d plugin
Field Key Data Type Description
PK | FK
pluginid Ve,V varchar(20) sHa ‘\Jﬂ\iﬂgﬂau
family varchar(128) wuaﬂﬂgmaaﬂgﬂﬁu
kb varchar(128) undedhedavealana
sev varchar(128) ¥HAVDINT 19NA
copyright varchar(128) $veedvang
shortdesc varchar(128) oS untiometiados
rev varchar(128) maﬂ%”uﬂ;q;'uﬁ
ove varchar(128) 5H 81989909 &30
Bugtraql varchar(128) sHad1adanntnunsn
Bugtraq?2 varchar(128) sWadhaBanniaunsniiaes
desc text omaaldnsu
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d
3.4 FHAIUIaezunN (Sequence Diagram)

o A 9 d' U a 1 % 3 (2] a U 1
mMsThauveImsauau Sudunaudadenudly sinmsdenay lgludi aaa

1T a A

@ Y I a o = YA dy 1Y AKX 9 1
Member HAJINUUAUABDNNINITATIVTDUINU Fﬂ%‘ﬁﬂu@ﬂﬁ]ﬁﬁﬁﬁﬂqu DIWIUVIFISVU Uae

U

9). g} 9y A ) 1 a 4 1 @
01999N1TATIVADUUDYAVDIUATON WNINITNIDAATWITTULADT hl‘l.]’s;fﬁuﬂuill@ﬁ Nadan

& = 9 o a A 9 9 Ay ¥ oA Y
HU ﬁllﬂuiﬂﬂﬁﬁ]gliﬂﬂiﬁﬁﬁﬂﬁllﬂulauﬂu LW@G’\??%ﬁaﬂﬂl@yﬁﬂl@ﬁlﬂ']ﬁNTﬂﬂllﬂlaﬂﬂ‘l'J

9
@ Y a o J @ <
nasniu aunueuiuiuiteyaveuthvine szdesnduuItaunuTugainudoyaas

9 ] o ) Y Ay Yo Y o Y A Y
JuUBYD ‘Wi@Mﬂﬂllﬁﬂﬂﬂ]@llaﬂlaﬂkﬂ'IﬁNTEJﬂllﬂVHﬂ'lﬁﬁ'LLﬂuﬁlﬂLlﬂm%ﬂu@' LEJ’E)‘liJGIENﬂﬁ

U

T¥5zputehmsoenanszuy aegii 3.5

sd Scan Sequence /
% User Interface Member ScanModule ScanEngine Target
User
| T T T T T
: | | | | I
Legin®) | 1 i | |
i — i | 1 |
| | 1 |
: Authenticstion() ! : : :
| I | |
| i ” [ | |
I . AuthapRUI) § - i I |
| | | |
! ] 1 | |
| yInput parameter() | |
| 1 ' | |
I ] I I
| | Reguestscan{) _ | |
| [} Lol I
| | |
: ] ScanTarget(} I
|
| {
| I GetDetail()
I I e .‘. ™
! |
: | Get Data/Desaiptiont) !
: 1 [ 7 7 e o o g 1
| —'—'—l [}
| | Database | |
| | SavelnDatabase() 1 |
| I I !
I ] | |
I 1 T SaveResult() 1 | |
I g AW, SU\LTE T T B I I
| I I |
: | )lk | |
I I I
| | ShowResult() ! |
| -y " TR e e o gy — — g | !
| | L | |
: | | I |
1 I I
I 1 X I I
I 1 I [}
: I I )
g | | I
Logout() | I |
Ij L | | |
! | | | I
! | | | |
! | | | |
! | | | |
! | | | |
! | | | |
| | 1 | |
| | | | |
| | | | |
| | ik | |
! | 1 ! |
| | | | |
| | | | !
| | | | |
! | | | |
! | | | |
| | | | !
! | | | |

:i = o
g‘IJ‘VI 35 G]ﬂﬂ’l‘u“]fulﬂ’EJSLLﬂiiJ“U’FNﬂ'IiﬁL!ﬂH

o =S 9 d' 1 a 1 [ 9 (2 a 1 1
NITNINIHUDINITBDNTIYUITU Lsmuﬂmumm@ﬂmﬂ% INNITIADNDOU "lﬂq“lumu

R4

v Y
Yodnale User ﬂ?ﬂuu%&’@iﬁﬁlﬁﬂﬂvlﬂﬂﬁﬂﬁWﬁ Machine mm%’ﬂuﬁmﬂﬁwmimmuumau

U
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Y A 1Ry ' y ~ ) ' Yy
LLﬁ’J‘Vii’E]th °I)’\‘l€ﬂlﬂEJﬁLLﬂ‘L!‘JJWﬂ’?)‘Hllﬁ?]ﬂﬂzﬁ"liJ'lﬁﬂLiElﬂ@ﬂJ’t‘]HﬁﬂJ’fNﬂ'liﬁllﬂuﬂ@uﬂu1ulﬂ Iﬂﬂ

9 a o v 1 ' Y A 'y Y
Fenmsafinnaeanumsauausinaneonmlugiuoueis o 18 die lidosms sz

U

Y KX o [ a
HAIWNINITRINIINISUUY ﬂﬁllﬁﬂﬂ‘ugﬂ“ﬂ 3.6

sd Report Sequence /
ul User Machine
T T T
| | |
| Login{) | :
+ .
! History() !
| ¥i) > |
|
|
|
|
|
| showData{}
) PG R A T
|
| |
: printReport{) :
! Logout() :
g |
| | |
| | |
| | |
1 i 1

a = 4
S‘lJ‘ﬂ 3.6 mmum"lmmmsmmmﬁﬂaﬂswam

G
1 @ [ 1 g ] o
Tudaunissamaglfau daasluzda 3.7 dudesdugldanluszaudqua
v v
szuumniy Serzansasanmsdudldanld Tavideuassuuausatamsdldanld 3
A
Uy Al

1. AddUser() 1i10fguaszuudesmsiud 199114 aaa Admin 9311101344

v Y
s10azdoaveIn sinug 15911 11daTuga User Management System Ha491A1

wyhmaiud 1Fuamugiudeya

: ¥ 9 'd ]
2. EditUser() tiiadguaszuudosnisud ludeyad 1dauniiegluszuy aaa

[

: o ' = 9 @
Admin 3zvhm3daneazidoaveansud lug g liUgaTuga User Management

) y 0 alul ) s&ls/ Y o & v
System UAVINUUITINITLUN LVUDYAUDIN LYITU umuumﬂ“lﬂmgmmay,a

A g Y 4 A ' A
3. DeleteUser() Luﬂﬂﬂua%ﬂﬂﬂﬂﬁﬂﬁﬂ‘uEﬁ%ﬂWUﬂﬂJ@gﬂ@ﬂ%]ﬂiZUU AN Admin

wihmsdeseazidoavesmsaud 19911 11JdiTuga User Management System

9 Y
wasnminazyhnsaugldteonaingudeya
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sd Manage User Sequence /
ul aAdmin User Manag Database
System
T 1 | 1
| | | |
! Login() | | :
I
l'|'I I |
! Add User() ! !
[ - |
I |
| . 1
| Save() PR
| i1
| af |
: Edit User() i ;
| |
| |
| Save(} Rl
| b 1
| o1 |
| | |
: Delete User(} ! :
| I
! Delete() !
] ! -
I L =
}
: Logout() : \
L= | |
| i | |
| | | I
| ! | I
| | | I
| | | I
I | | |
| | | |
| ! | I
l 1 1 1

d‘ ) o @ 9
31““ 3 mmum"l@azuﬂsmmmi%ﬂmsvflmm

@ 1 v A [ a < g‘;
Tumstansgiudeyageslni Gudusinnisdendsududauassuy nuudqua

A

@ 9y 1 nm Y 1 < '
szUvITaINsasamIgdolareslnala Tasazuiiseenidu 3 U Ao
1. Add Problem Solution() 8@ 09 13NudoYy a0 11 IG5z U AAIA Admin 92
) 1 a = 9 1 T @
Mnsdes1eazidoavesnisiiydoyaro9ind lildaluga Threats Database
@ & 1Y v R 9,
Management %839 minvzdadeya liuiinasuugiudeya
. 2 A g Y Y 1 VA A Il
2. Edit Problem Solution() {iiedoamsud ludoyayed Ininiegluszuy aata
z o v = Y Y ' 1 @
Admin hasdsswaziBoavesmsud lwdeyaseelng ldaluga Threats
Y Y v
Database Management 839 ninazasdoyamsud lvil Ti5ulgengudeya
. 4 9 ' '
3. Delete Problem Solution() tlodesnisaudeyaresIniosnainszuy aad
: ) U = 9 ' ' v
Admin  w¥MsdesIeazideavosmsaudoyatedIndlidiluga Threats
v 4
Database Management #8391 15z UAZYMsaUdoyativonangudoya
9 @ @

¥ ] ] < o
waziledauaszuusanisnugiudeyared Indadaisuiesuds Nzriinisesnain

s2UU A9g1 3.8

35



sd M Datab c,

User Interface

Admin

Threats Database Database
Management

Login{}

Logout()

Add Problem Solution{)

Edit Problem Solution()

Delete Problem Solution()

LIJ
|
;

[

I
|
|
|
|
|
|
|
1
Save() o |
U
i 1
| |
|
1
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2.2 i‘hmuﬂ?aﬂwjﬁ%ﬁm (Number of security holes found)
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is report gives details on hosts that were testedand issues that were found. Please follow the

Hosts which were alive and responding during test

Number of security holes found

Number of security warnings found

Possible Issue

[sémuy hole(s) found

192.168.1.1 ‘ http (&0/!5)

192.168.1.1 generalftcp

Security hole found

192.168.1.1 domain (53/udo)

Security warning(s) found

192.168.1.1 generalfudp

Security notes found

192.168.1.1

Security notes found

192.168.1.1 bootps (67/udp)

Security notes found

192.168.1.1 https (443/tcp)

s

e,

A web server is running on this port.
Nessus D : 22964

http (80/tep)

Informational http (80/tcp)
Synopsis ¢

Description :

IThis test gives some information about the remote HTTP protocal - the
version used, whether HTTP Keep-Afive and HTTP pipefining are enabled,
etc...

Plugin output ¢

Pratocol version : HTTR/L.1

Server:
Date: Thu, 10 Fab 2011 22:31:09 GMT

Contant-Type: text/htm!
Connection: close

Nessus ID : 24260

Some s about the remote HTTP confi can be extracted.

| Informational http (80/tcp)
Synopsis :

A web server is running on the remote host.
Description :

This plugin attempts to determine the type and the version of
the remote web server.

Risk factor :
Hone
Plugin output :

The remote web server typeis :

Nessus ID : 10107

& erabd £ Bout this 6 =

Nessus version : 3.2.1
Plugin feed version : 200805250058
Type of plugin feed : Release

ERROR: Your plugin feed has not been updated since 2008/5/29
Performing a scan with an older plugn sat will yeld out of date results and

51 4.17 wad TdndannmsasiedenyesInd
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(’Tuﬁﬁ’u%ya . 15 9a1AW 2553).

[2] iquery.foan lani]. 118418910 : hitp:/iquery.com/ (Sufidutoya : 15 aaAw 2553).
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Jbuntu 8.04.4 LTS project ttyl

roject login: bordin

Password:

East login: Eri Feb 11 12:19:29 ICT 2011 on ttyl

Linux project 2.6.24-26-server #1 SMP Tue Dec 1 19:19:20 UTC 2009 i686

The programs included with the Ubuntu system are free softuware;
he exact distribution terms for each program are described in the
individual files in ~susrs/sharesdoc/»x/copyright.

Jbuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable lauw.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.con/

You have new nail.
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a 3 A 1 a wua ad P ~
517 n.26 MIasAnATOVIBLNITVVIRIRMS QYT HINBTIUAD N 2

3. aoudlnlefitoamsauuuauaan (Static IP Address) A931 n.27

auto eth 0

iface ethQ inet static

address [viunaa lofitloninse]
netmask [MINg@UFUITIAN3A]

= A d.
gateway ["l’e)wu@ﬂmmmmmimmmna]

~ a ad J
dns-nameserver [hl@WLL@ﬂLﬂiﬁ"UﬂﬁﬂL@uL’&)?ﬂ“])’in,’J’E]S]
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This file describes the netuork interfaces available on your S
tt and hou to activate them. For more information, see interfaces(t

t The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto etho

iface eth0 inet static

address 161.246.73.111

netmask 255.255.255.255.0
retuork 161.246.73.0

gateway 161.246.73.1
ns-nameservers 161.246.52.21

"setc/netuorksinterfaces” 10 lines, 268 characters

‘l.lﬁ .27 ﬂ"l‘iﬂ\iﬂ%ﬂi@“lﬂ&lﬁﬂﬁ ‘]J‘]J‘]JQ‘UG]ﬂﬁ?)‘U‘L!G]L“‘If'i“V\lL’J’f)ﬁ‘llUGlE]H“Vl 3

o y 1 U a J B LY {
vaanniulanily ESC uazily : udaiun wq! iaiumsiuiinmsulaguinlag

# This file describes the netuork interfaces available on your sys
it and how to activate them. For more information, see interfaces(5).

The loopback netuork interface
iface lo inet loopback
The primary network interface
6 ?3 11]

XA R Ay
.0

ateuvay 161.246 qak
ns-nameservers 161.246.52.21

a ] A T a wa ad 2% ~
517 n.28 MmInsanaTevIBLUTEUUURTAMIRYUETHIEITUADUT 4

v
2

o =3 o I'd A T Yo
Mmssaasnmiamsoeuie laalaaidas

sudo /etc/init.d/networking restart

9
naanInuNazuaaINanigl n.29

67



bordin@pro ject:”S sudo ~setcs/init.dsnetuorking restart

[sudol password for bordin:

» Beconfiguring network interfaces...
There is already a pid file svarsrunsdhclient.eth0.pid with pid 4146
killed old client process, removed PID file

Internet Systems Consortium DHCP Client U3.0.6

opyright 2004-200? Internet Systems Consortiunm.

11 rights reserved.

‘for info, please visit http://uuu.isc.orgssuszdhcps

Listening on LPF/eth0,00:0c:2
Sending on LPF/eth0/00:0c:

ending on Socketsfallback

HCPRELEASE on eth0 to 192.168.1.1 port 67

There is already a pid file svarsruns/dhclient.eth0.pid with pid 134519072
Internet Systems Consortium DHCP Client U3.0.6

opyright 2004-2007 Internet Systems Consortium.

All rights reserved.

For info, please uvisit http://wuuw.isc.orgssus/dhcps

Listening on LPF/eth0/00:0c:29:0d4:34:54

Bending on LPF/eth0/00:0c:29:0d:34:54

bending on Socket/fallback

HCPDISCOVER on eth8 to 255.255.255.255 port 67 interval S

~ ) A v Aa ua ad o ~
gﬂ‘n .29 m’immmiaﬁmauuﬁz‘uuﬂaumm’u‘guu@t%ﬂmamumauw 5
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v
U

U

=\

:; L ad d
ﬂﬂ‘Hﬂ]iﬂﬂﬂﬁ@1ﬂ1ﬂfn‘ﬂ!“ﬂiﬂ!]i’]§

v
o

a o 1 é’ Jda
1. WUN mam"lﬂumuummuuaa

sudo apt-get install apache?2

a wa I'd @ ] 1 4 o a g 4 o
2. szvvlfiamszmwgaeiiuunaz siaruneunaghimsAnannnaii g il

1 Y
Niugauaszuy

A g

y r y
3. sYUULAAeIwazBoavRImsAnnd 1in 1y Tashdesnatly Y iWedudun1sfang

ordinBpro ject:™S sudo apt-get install apache?
[sudol passuord for bordin
eading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packag will be installed:
pn-worker apacheZ-utils apacheZ.Z-comnon libaprl libaprutill
libpgS libssl0.9.8
gested packages:
pache2-
> following NEW package e installed:
apacheZ apacheZ-npm-uorker apach utils apache2.2-connon libapril
libaprutill libpc libpgS
following packa uwill be upgraded:
libssl10.9.
1 upgraded, newly installed, 0 to remove and 33 not upgraded.
1?86kB of archit
operation, 6 kB of additional disk space will be used.
Do you uwant to continue LY¥Y/ml1? _

d’ a g‘z 1 3 ad d
sUn u.1 mMsanaIo AU HIes

u

Y 3 v Y o o) g v 3 @
wudasliiviudszoy lahnisaeasonhmad sauyseiuda aagy v.2

o~
2
=
=3
(a2}
=
=De

1w installed; run setczinit.dzapache? force-reload to enable.
ine installed: run setc/init.dzapac force-reload to enable.
negotiation installed: run setcszinit.dzapache reload to enable.
stenvif installed: run cetc/init.dzapach ce-reload to able.
> status installed; run setc/init.d’apache forc load to enable.
auth_ba installed: run setczinit.dsapache v load to enab
> authz_default installed: run setcsinit.dszapacheZ force-reload to enable.
authz_user installed: run setcsinit.dzapacheZ force-reload to enable.
authz_groupfile installed: run setcszinit.dzapacheZ force-reload to enable

= authn_file install run stczinit.dzapache? C reload to enable.
> authz_host install run /e init.dsapache P load to enable.

Setting up libpcre3d (?7.4-1ubuntuZ.1)

Betting up apact -npm-worker (2.2.8-1ubuntu0d.19)

» Starting web apackh
apact ould not reliably d rmine the server's fully qualified domain nane,

1sing 127.0.1.1 for ServerName

[ OK 1

1p apacheZ2 (2.2.8-1ubuntu0.19)
ing triggers for libcét
ldconf ig deferred processing now taking place
bordin@project:”9 _

a ey Ve 2 ¢ v
gﬂ‘ﬂ U.2 ﬂﬂmmﬂwmmwswnaim%auyimum
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a ::1 'c ad d
ﬂ“liﬂﬂﬁi’)‘ljﬂﬁﬁﬂﬂﬁm1.]1!‘!1!’31]!"]551’\'!’39‘3

A Y ] 1 Y o a g’/ ] < J Y a g‘/ '
L‘Wﬂﬁlﬂllusl"l]'ﬂvlﬂ?ﬂﬂTiﬂﬂﬁ\?f’ﬂﬂﬂﬂﬂﬁii]ﬁlluﬁmtlﬁ'l I31AITNATDUNANTITAAFNIIN

13 ad 4 ' [l
ansalyuenhwduginnes ldedagndonie i

a J 4 (9 Y J 1 1 J 14
1. Wawsiees ﬁﬁ\‘lﬂ’]ﬂuuglﬁll,@ﬂLﬂiﬁﬁ@qﬂuﬁ\iﬂulﬂi'nlcﬁﬂﬁ

http://161.246.73.111/

P < 9 d" 1 18 ad 4 o gl iy 9
2. LﬂJ'E]l“ri‘L!‘ﬁu”l!“w%uLLﬁﬂﬂ'J”lﬂ]ﬂ’lL"]ﬂ'JUl“lﬁWL’J@ﬁf‘T'lﬂJ"IﬁﬂV]"NWu‘lﬂ@ﬂ'NQﬂﬂﬂﬁ

T8 et //161.246.33.1117 - Windarms Infernet Explorer e B
@ [ g 16120673011

Now e

g Fovortes | 1 48 lwiliusih v 2] Get More Add-ons v

@ hitp//161.246.73.111/ 23 B v s v Page~ Safetyv Toolsv @v 4 7

It works!

This is the default web page for this server.

The web server software is running but no content has been added, yet.

[ B Tabermos | Dembartad Anda O e @MY v

A e 12 ad s g ¢ Y
r‘il‘l.h’l U.3 ‘ﬂﬂﬁﬂﬂﬂﬁﬂﬂﬁﬁE]']’]_]'II,GIﬂ'JULGIﬁ'V‘IL'Jﬁ]iLﬁi%ﬁuﬂuﬁmllﬁﬁ

[
v A =

VUADUNIAARINIBEN

v
Qs as o

AP it ca
1. WUN mamm"lﬂuawumamu@a

sudo apt-get install php5 libapache2-mod-php5

a wua 4 v v { o Ay 4 o
2. szuvdRUuamsizmugesuNLA SHARIUABUNIL NI AAAILNNINALND TG
T3 9
Nilugguaszuy
= a ¥ Y Y U A A o =Y
3. SYULLAAITWADEnYIMIAAnalimI Y Tashdeenatly Y inedudumsaans
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hord in@pro ject:™§ sudo apt-get install php5 libapacheZ-mod-php5
Reading package lists... Done
uilding dependency tree
Reading state information... Done
The following extra packages will be installed:
apacheZ-mpmn-prefork libxmlZ phpS-common
suggested packages:
php-pear
Recommended packages:
xnl-core
The following packages will be REMOVED:
apacheZ-mpn-worker

The following NEW packages will be installed:

apacheZ-mpn-prefork libapacheZ2-mod-phpS libxmlZ2 phpS phpS-common
B upgraded, S5 newly installed, 1 to remove and 33 not upgraded.

eed to get 3813kB of archives.
After this operation, ?766kB of additional disk space will be used.
Do youw want to continue [¥/n1? _

4 =P
s 1.4 msaeAINOYI

A ~

Yy 1 o 1 o citrdil 4 o =1 4 ]
4. LW@iﬂ‘WL@%WLLﬁ%@Wﬂ"IL“IWIN”IL!ﬁ’JiJﬂu”lﬂﬂﬁﬂx‘iﬁuy‘im MM an15no1l 1y ae

£ Y
Mdane liil

sudo /etc/init.d/apache? restart

MINATDUMIAAAINIBYN

- s

Aa Jdo dh & A Ja 3| a k1
1. wunmdasae lfasuumesivea Tagezilumsadiewaniiviuana .php Yuun

s & A a 3‘1
TWlanilanonaaounanIsnana

sudo vi /var/www/testphp.php

2. nwdennuae 11310 1We testphp.php Taodus phpinfo() AodaulsnlFlums

9 ~ =~
HAAUDYAVIINDYN

<?php phpinfo(); 7>

@ Y o @ R J
3. MaanHuYiNTTuNn19a testphp.php

a 7 T \ 2 ¢ 7
4. Lﬂﬂﬂﬁ?mm@ﬁLm?WNWH@ﬂmjaWBQﬂanUiﬂﬂiTumﬂi

http://161.246.73.111/testphp.php
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A g v 2 A Py o Y 1 Y =
5. UJ@ﬁ’iuﬂ11!']LWﬂul!ﬁﬂ\‘i'«nwmcﬁwﬁ’nJ’]ﬁﬂﬂ’N’]u‘lﬂﬂﬂqﬂgﬂﬁ@\?@']ilgﬂ‘ﬂ 4.5

€ & C ©1921681106/t=stph, vEB MR A

System L 4 #1.SHP Tue Dec 1 19:19:

BuldDate ~ [Jan 122011153552

Server AP __|Apache 2.0 Handler

 Virtual Directory disavied

Support

(php.ini) Path

f

File.

Scan thisdic for || | ietcphpS/apache2icontd

additional ini files

additional ini fles

parsed >_mysalini
PHPAPL 20041225

PHP Extension 120050613

Debug Build o

Thread Salety disabled

Zend kemory enatled

Manager

1Pv6 Support enabled

Registered PHP 2ip. php, fle, data, hip, o, compress.oaip2, compress zib, hiips, fips
Streams

Registered Stream __|tcp, udp. unix, 1idg. 51, §Sh3, 55N2, tis

Socket Transports. i i .
Registered Stream. .| s¥ing ot 13, string toupper, string tolower, SYing.suip_1ags, convert?, consumed,
Eilters .7 | converticonv.®, baip2.”, Ziib.* Wil

ci ~ ~ o 9k 9
51 u5 Mewiannsohanldediagndes

Vv
o

JUADUMSAAAIINERANIIDA

o

a o U w1 t Ja
1. WUN Wﬁﬁﬂﬂﬁ@qﬂUﬂQUULﬂﬂﬁﬂu@ﬁ

sudo apt-get install mysql-server libapache2-mod-auth-mysql php5-mysql phpmyadmin

Ay a o i it

Y v
2. TTULLEALS10aL1eav04n15AARd 11 NI 1L TaendosRun Y iiledudun1sAnng Ag

31 %.6

pS5-nysql phpnyadmin

eading package lists... Done

uilding dependency tree

eading state infornmation... Done

The following extra packages will be installed:
apache2-npm-prefork libapacheZ-mod-phpb libdbd-mysql-perl libdbi
1ibl1td13 libmcrypt4 libnysq ient150ff libwnet-daemon-perl libplrpc
libxm12 nysql-client-5.0 mysql-comnnon nysql-server-5.0 phpS-common
phpS-nmcrypt

>sted packages:

php-pear dbishell libmcrypt-dev mcrypt libcompress-zlib-perl nysql-doc-5.0
tinyca

Recommended packages:
xml-core libhtml-template-perl mailx phpS-gd php4-gd

The following packages will be REMOVED:
apacheZ-mpm-uworker

The following NEW packag uill be installed:
apache2-mpn-prefork libapac nod-auth-mysql libapacheZ2
libdbd-nysql-perl libdbi-perl libltdl3 libmcrypt4 libmysqlclientl1Soff
libnet-daemon-perl libplrpc-perl libxmlZ mysql-client-5.0 mysql-comnnon
nysql-server nysql-server-5.0 phpS-common phpS-mcrypt phpS-nysql phpnyadnin
upgraded, 19 newly installed, 1 to remove and 33 not upgraded.

eed to get 45.4MB of archives.

fter this operation, 131HB of additional disk space will be used.

Do you want to continue [¥Y/nl7 _

' 9 9 ! 9 H
gﬂﬁ V.6 NTAAAINYDTAUBDAVUADUN 1 LASVYUADUN 2
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) ' I o 4 ) a
3. ﬂluﬂauﬂ@ulﬂ!,ﬂumimwuﬂgwaimmmmﬂﬁwmgﬂ (root) UDANYLDTAAILDA Iﬂﬁl

I ldswarunresnng udina ok aegi 4.7

’ackage configuration

v ) v v
511 .7 nsAeauNRaRRATHABUT 3

a gz} YN @ o i = 2’, A AW E) @ {1 yq v
4. m3aanselidudusvardnase etudunnugndeevessieariy 1vld

QI ' = o g’/ td‘ L3
IUAFNIUAYINUVYUADUN 3 @\‘igﬂ 9.8

Package configuration

H Y v v
517 4.8 nIfaRINRERBATUABT 4
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g’; dy < 3’; =Y ~ a 3’; dy Y A
5. Tutussuilazilumsasmiieyiinioueniy lasluvunouillviidon apache2 taz

apche-ssl udana Ok @Tﬁgﬂ 1.9

Package configuration

apache2
apache
apache-ssl

1 apache-perl
lLighttpd

(] 9 Y v
51 4.9 MsAaaRAAMBATUADUN 5

1 a o < d @
6. ﬁaﬂuﬂ'ﬂﬂWiﬂ@W]\‘iﬂgtﬁiﬂﬁuuﬁmﬂﬁgﬂ 9.10

reating config file setc/phpSszapache2/php.ini with new version
» Reloading uweb server config apachel
apache2: Could not reliably determine the server's fully qualified domain nane,
tsing 127.0.1.1 for ServerName
[0k
Setting up libltdl3 (1.5.26-1ubuntul)
=

Setting up libmcryptd (2.5.7-5)

Setting up nmysql-server (5.0.51a-3ubuntuS5.8)
up phpS-mcrypt (5.2.3-Oubuntul)

Setting up phpS-nysql (5.2.4-Z2ubuntu5.14)

Setting up phpmyadmin (4:2.11.3-1ubuntul.3)

» Reloading web server config apacheZ

apacheZ: Could not reliably determine the server’'s fully qualified domain nane,
ising 127.0.1.1 for ServerName

[ OK 1
invoke-rc.d: unknoun initscript, setcszinit.d-sapache-ssl not found.

cessing triggers for libcé
dconfig deferred processing now taking place

bordin@pro ject:~9

! Y Vv {1
gﬂﬁ V.10 MIAAMINYDTAWULLAVUADUN 6
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a ¢ ol g i
1. @alnd php.ini ArefdavumeIiuoanail

sudo vi /etc/php5/apache2/php.ini

Y o Aay g
2. AUMIUIINANUVDAINNU

;extension=mysql.so

) 4
3. Thmsud v Taemserneusius ¢) eon

o s o = = Y a s VAL 8 g g Ly 1
4, ‘ﬂﬁ\ii]']ﬂuuw1ﬂ15ﬂumﬂﬂ1§lﬂﬁﬂuuﬂaﬁ Lla'ﬁﬁﬁ'ﬁVI@TﬂH%@ﬂﬂﬁﬁﬂfJﬂﬂWﬁ\i@@‘lﬂu

sudo /etc/init.d/apache?2 restart
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Y v Y
fanalsunsuduuuaunumeiatomdeao 1

sudo apt-get install nmap

1 -y 3 o
'i@%umﬂﬂmﬂimzmmms%ﬁuy‘im

bordin@pro ject:™§ sudo apt-get install nmap
[sudo]l password for bordin:
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:
nnap
O upgraded, 1 newly installed, 0 to remove and 33 not upgraded.
eed to get 1013kB of archives.

Af ter this operation, 3506kB of additional disk space will be used.
Get:1 http://us.archive.ubuntu.com hardys/main nmap 4.53-3 [1013kB]
Fetched 1013kB in 8s (122kB/s)

Belecting previously deselected package nmap.

(Reading database ... 18859 files and directories currently installed.)
npacking nmap (from ...sarchivess/nmap_4.53-3_i386.debl) ...

Setting up.nmap (4.53-3)" .

ordin@project:”§ _

' )
51 .1 MsAnasTsuasuduLl

; v d
maasndsunsueuundaunimues

9
v

TumslFauldsunsuduudannumefiusuiluiivedeadinisldaulusedugniaez

o o [ { da @ F.
annsaldauldaseunqunnmds Taeldviinisilavumestydu (Permission) V04

v vy
Tsunsudunul aredrdedo Tl

sudo chmod +s /usr/bin/nmap
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1. a1l ImaalUsunsu'ld hitp://www.nessus.org/download/ Tatdong U ot e
Idassnuszuulgiamsnlidae
2. i lan 18 1dna 140 lasanes /momeswvs/

Y Y v
3. wasnnuushmsaaaslisunsy Iaeldmida

wvs@iteproject:/# sudo chmod 777 /home/wvs/Nessus-3.2.1-ubuntu804_i386.deb

wvs@iteproject:/# sudo dpkg -i /home/wvs/Nessus-3.2.1-ubuntu804 _i386.deb

[ g’/ y v ~
4. vidsonuuez ldnanenuasgi o.1

root@iteproject:/# dpkg -i /home/bordin/Nessus-3.2.1-ubuntu804_i386.deb
Selecting previously deselected package nessus.

(Reading database ... 21912 files and directories currently installed.)
Unpacking nessus (from .../Nessus-3.2.1-ubuntu804_i386.deb) ...

Setting up nessus (3.2.1) ...

nessusd (Nessus) 3.2.1. for Linux

(C) 1998 - 2008 Tenable Network Security, Inc.

Processing the Nessus plugins...

[HHHRHHHHH R T A ]

All plugins loaded

- Please run /opt/nessus/sbin/nessus-adduser to add an admin user
- Register your Nessus scanner at http://www.nessus.org/register/ to obtain
all the newest plugins

- You can start nessusd by typing /etc/init.d/nessusd start

d' a g’z v ad 4
3N w1 MR AT es
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a a‘f vy A

U o Yo o
1. Whgszundlednsznvesszuy udaunudlsauuada Taglyads

U

root@iteproject:/# /opt/nessus/sbin/nessus-adduser

& A

2. waannldmdaitomudlfnumadauds szuandlddegl o2 Falisunsuasld

1 4 g ' g g’l 1 4 LY g‘l 1
Tasedld, svaru ndsniuldnaty Y inedudunsnam

Add a new nessusd user

Login : wvs
Authentication (pass/cert) [pass] : pass
Login password :

Login password (again) :

User rules

nessusd has a rules system which allows you to restrict the hosts
that wvs has the right to test. For instance, you may want

him to be able to scan his own host only.

Please see the nessus-adduser(8) man page for the rules syntax

Enter the rules for this user, and hit ctrl-D once you are done :

(the user can have an empty rules set)

Login WS
Password skl ook sk
DN

&1



Rules

Is that ok ? (y/n) [y] y
user added.

root@iteproject:/#

a Lo i, ¢
511 9.2 mammmammmv\lnm

u

=} [ { A % o Y v
asnzidoudlFuadan hip:/www.nessus.org/register/ Fazih I aNIAT AN
[
Uandujumgavouuaddla

[ g‘/ o =1 v ad 4 Yo @
naannHUINMsamdouasaEsWinos laalgaid

/opt/nessus/bin/nessus-fetch --register 46DA-8BCC-7A3D-BO2E-8A2A

s Ia o Yo o
ﬁ@]ﬁ%&“ﬁ’é)i’aﬁ"ummﬁ“ﬁﬁiﬂ&lﬁl%mﬁﬂ

/etc/init.d/messusd start
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