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ABSTRACT

Nowadays, most of anti-malware programs are signature-based. They examine threats by
comparing with malware's signature but it does not work well because some malware can
polymorphic themselves. Therefore malware's signature has been changed but their behavior still
as it was. So we need to update malware's signature regularly. To solve this problem we need to
develop behavior-based malware detection that examine by behaviors existing on OS. Our system
consist of 2 sub-systems the first is Monitors: File, Process, Registry, Port monitor, API hooking
and WinPcap to check state changes on the OS. The last one is analyzer for constructing

behavioral models and analyzer for detection by principles of Misuse Detection.
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2.12 Windows Registry
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1) Intel(R) Core(TM) 2 Duo CPU T7500 ANI53 2.20 GHz
2) RAM2.00 GB
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1) 5 $1J1J‘ljf]ﬂami Microsoft Windows XP Professional Service Pack 2
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31 4.1 m3vhauves Rabbit

4.2.2 manaasuanunlas ha
usJTﬂs"13%“m‘1°‘Ju"h%"ﬁ“?iﬁnuuumﬁu"lv\lfcfmﬂmwhaq Mnsnaaed lasms e
TaauuTasde v TWdionas lulaswerli3da dodudawnaiszimsasnaeniaa
uwlaswieds Maauulasudnslinszinslandn uddrde lidauy Insezimssaasn
Ia'ld8a CAWINDOWS\Window.doc uazfaasnuTas U Normal.dot azidoy Regkey

existMacro UAZ Regkey Shutdown -s - 600 Tagiinsziaumsvaiudagy 4.2
s |

Af Macro Virus?

y

Copy File to C:\WINDOWS\Window.doc

Copy Macro to Normal.dot

) ) End
Write Regkey existMacro

Write Regkey Shutdown —s -t 600

31 4.2 M 311914989 Macro Virus
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31 4.6 msnlamunlassquednsiaa vid 35ans wedn APT uazdumedmlamiaua

4.3.2 WamsdunamsaingAnssuveasiauas

a A 4 d PRy 1
1) Aan#uny Process Monitor iladaamsuaasmsiasuutasaqves Insia

@

a331l 4.7

€ ALL Montors %4 Process Morstor ]kaw!wmmﬂmw]mm«immm«lm«m

| Type  [adion [ Process "t [ object | Time |
process ¢ d  CWINDC exe C:AWINDC d.exe 11422011 4:29:2.359

process areated CAWINDOWS\explorer.exe C:AWINDOWS|system32inotepad. exe 11/2{2011 4:29:0.921

process terminated  C:AWINDC .exe CAWINDC 324 d.exe 1122011 4:28:53.906

process aeated C:AWINDC lorer.exe CHAWINDC \r exe 11422011 4:28:57.281

process : C:\WINDO lorer.exe CAWINDC 324 d.exe 11£2{2011 4:28:55.656

process aeasted CAWINDOWS e xpk exe CAWINDC exe 11422011 4:28:54.78

31 47 manfaenlasimequeslwsiaa
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2) AARNUNL File Monitor adnamsuaasnsnffouuasdrsues’lvd dagi 4.

Pandora Box For Windows
Home  Moritor Notfication “Help

Wrte
Open
Open
Write
Open

Write
Write

E

§
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31 48 manlasunlasieque sl

a { g 4 4' J aa
3) AANNUNY Registry Monitor Lﬁ'aﬁ'mﬂ1suammsgﬂaﬂuuﬂmmaqﬂrmﬂﬁvﬁ

g

f931] 4.9

L)

10/2/20...
10/2/20... v
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4) AANNUNY Port Monitor laavIMsuaaImtlasunlasarequesnein

v

f931 4.10

U

l;al;doraBa.;( Eor WindM % 5
Home - Montor - Notfication ~ tielp

£ ALL Morikors | &% Process Monkar | Fie Monkor | Registry Morior - Port Montor | a1 Monkor | Winpczp Monitor | Detect View

37

Protocal - | Local Address | Foreign Anddress | state { Process |

() 10.211.55.6:4319  161.246.2526... TIME_WAIT  (Systera Pr...
(rce] 10.211.55.6:4318 N
(1] 10.211.55.6:4317

[ep] 10.211.55.6:4316
(1) 10.211.55.6:4315
[rep) 10.211.55.6:4314
[rce) 10.211.55.6:3260
1) 10.211.55.6:13%
[rcp) 0.0.0.0:3261
{ree] 0.0.0.0:445
[rer] 0.0.0.0:135

! l
31 4.20 manfaeumlasdsquesnein

a { o ' = 1
5) AANTALNAY AP Monitor tiiadesmsuaninisi/deuntasaienves API

@

fs31l 4.1

Y

PandoraBox For Windows
Home  Monltor Notification Help

hm«oﬁm]&mwlmml Registry MonZar | Port Monor  &PL Mok ]lemmml

Time [ Process | o1 |

122[2011 26:42:19.395 keylogger.exe GethsyncKeyState
122/2014 26:42:17.395  kaylogger.exe GatasyncKeyState
12/2{2011 26:42:15.395  keylogger.exe  GetAsyncKeyState
12/2/2011 26:42:13.395  keylogger.exs  GetAsyncKeyState
12/2/201126:42:11.395  keylogger.exe GetasynckeyRate
12/2/2011 26:42:9.395  kelogger.exe GetasyncKeyState
12/2[2011 26:42:2.395  keylogger.exe GethsyncKeyState

1 4.11 maSenly ApI
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a 4 4 5 N 4 v < !
6) AANNUNY WinPcap Monitor maﬁmmiu’dmmitﬂaauuﬂmmm‘um

a (4 o (G
sumoimlsmIauau aagil 4.12

Y AL Monkors | &2 rocess Monkor | Fils Monkor | Registry Henitor | Purt Moritor | 48T Monkar - WinPcap Hontor | Detect view | @
e
Protocol Source | Payload : i 4} s
T TCP 10.211.55.6 pa... GET /sites/defauk/fies/blognone4_favicon.ico HTTOD OO OO O O0203.150.228.244 post 80 Sarvice
T TCP 10.211.55.6 po... +aLIM*o0 - :
PTTCP 10.211.55.6 po... ... ot =y
PTTCP $8.97.45.10 po...  10.211.55.6p0... AU™U OGO xOUSVOIE>O KO % helAE# DE+S <O +249"7° »bDOOOONOOON10.211.5... E
PTICP 10.211.55.6po... $8.97.45,10p0.., ¢WL[TMO :
pTTCR 58.97.45.10p0... 10.211.55.6p0... @74 e,
PTTCP $8.97.45.10po... 10.211.55.6 ... A%irZ ~10AASOKOZ xid~e=OR6vZ8£0 "OKeFIEAOSES?0 %y "SOOO00OO0NKOOO0O10.211.
PTTCP 10.211.55.6 po... 58.97.45.10p0.. Sel(TMIé s :
PTTCP $0.97.45.10p0... 10.211.55.6p0... @94 7
PT ICP 8.97.45.10p0... 10.21155.6 pa... HTTP/1.0 200 OKODContent-Type: DOX-Baxcke0OOO0ONOODO10.211.55.6 port 438
PTTCP $9.97.45.10po...  10.211.55.6 po... - HTTP{1.0 200 OKO) OContent-Type: image/ipegO0X-Backe 00O OO MO OO 10.211.55.6 pot 437¢
pTTCP 10.211.55.6 po.., $8.97.45.10p0.. L[TM3B
PTICP $8.97.45.10 po...  10.211.55.6 po. (i@ﬁ)n,—qwrjnsugn-é('ommqurmukwu' i B
PTTCP $8.97.45.10p0...  10.211.55.6p0.. 0 %™ K+0>GA%OIO0FAR4UOMR [1%00®-_2238THE RIS X 0C0AO0 00O N0AONI0.21L... e
pTTCP 10.211.55.6 po... 58.97.45.10 po. ™,Y .
PTTCP 58.97.45.10po... 10.211.55.6 ... ECE:D{2dgOe>e3—R®-3GT. 858EOIE<Op3s#pNa%{60 ' S00000NOOOO10.211.55...
PTTCP $8.97.45.10po...  10.211.55.6p0.. HTTP/1,0 200 OKDIOContent-Type: image/ipegl O%-Backe 00O OO MO OO C10.211.55.6 port 438
PTTCP 10.211.85,6po... 58.9745.18p0... OOLTMIU
PTICP $8.97.45.10p0... 10.211.55.6po... pO(¢-3gcABOOGHHYT
PTTCP 50.97.45.10p0...  10.211.55.6 po... (FVayec-emin3alt%.J0" Ol+400gakAb <—Xpfa Dx£80%- " Gy-(00000ND00010.211.55.6..
PTTCP 10.211.55.6po... $8.97.45.10p0.. OO TMa
PTTCP $8.97.45.10p0... 10.21155.6 po... §294
PTTCP $8.97.45.10po.., 10.211.55.6 po... HTTP{1.0 200 OKOOContent-Type: image/ipeg00x-Backe 0 000D MO DD O10.211.55.6 port 437.
PTTCP $8.97.45.40po... 10.21155.6 po... ,OL[THEL
PTICP $8.97.45.10p0... 10.211.55.6 po... H(TMA
PTTCP 10.211.55.6 po... 58.97.45.10p0... GET fhprofie-ak-snc4/161530_100001039363223_354810 000 0'n00O0S8.97.45.10 port 80
PTTCP 10.211.55.6 pa... S8.97.45.10p0... GET fhorofile-ak-snc4/161351_5839909_4203629_q.J00000NCOOCISE,97.45.10 port 80
PT TCP $8.97.45.10po... 10.211.55.6po... CIOL[TMOA
PTTCP $8.97.45.10p0...  10.21155.6 ... kel[TMDY
PTTCP 10.211.55.6 po... $8.97.45.10p0... GET fhprofde-ak-snce/161668_647411517_7386735_q.J0 0000 OO0 0S8.97.45,10 port 80
PTICP 10.211.85.6 po... 58.97.45.10p0... GET fhorofile-ak-snc4/49303_100000142318881_6421770 000000 00S8.97.45.10 port 80
10.211.55.6 po... 58.97.45.10p0... 68L[TMENO
10.211.55.6po... 58.9745.10p0... =0((TMOIO
10.211.55.6 po... $8.97.45.10p0.. fa{TMOIO
$8.97.45.10p0... 10.211.55.6po... 1O2Ac6$lTl
10.211 97.45.10 po... ;[TMYAT

W W 3 1 a I3 13
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7) AANNUNY Detect View iBADINITUAAIUUNNNITATIVNIVNALIT ﬂ\iqﬁ‘ﬂ 4.13

Pandora Box For Windows
Home * Monkor - Netification ' Help

7 AL Montors | 5 process Monkar | Fis Monkor | Registry Honkor | Port tonkor | APt Morkor | Winkcap Monkor Detext View |

Desaription A
192.168.47.129:2162 192.65.13.165:445 SYN_SENT avserveZ.exe
192.168.47.129:2161 151.197.146.141:445 SYN_SENT avserve2.exe
192,168,47.129:2015 7.146.64.179:445 SYN_SENT avserve2.exe
192.168.47.129:2014 192.168.203.121:445 SYN_SENT avserve2.axe
192.168.47,129:2013 192, 168.23.214:445 SYN_SENT avserve2.exe
192.168.47.129:2012 26.244.159.95:445 SYN_SENT avserve2.exe
192.168.47.129:2011 70.57.245.252:445 SYN_SENT avserve2,exe
192.168.47,129:2010 188.165.71.0:445 SYN_SENT avserve2.axe
192.168.47.129:2009 34.124.202.216:445 SYN_SENT avserve2.exe
192.168.47,129:2008 121.127.19.176:445 SYN_SENT avserve2.exe
192.168.47.129:2007 192.173.125.80:44S SYN_SENT avserve2.exs
192.168.47.129:2006 192.217.155.146:445 SYN_SENT avserve2.exe
192.168.47.129:2015 7.146.64,179:445 SYN_SENT avserve2.exe
192.168,47,129:2014 192.168.203.121:445 SYN_SENT avserve2.exe
192.168.47.129:2013 192.168.23.21 4:445 SYN_SENT avserveZ.exe
192.168.47.129:2012 26.244.159.95:445 SYN_SENT avserve2.exe
192.168.47,129:2011 70.57,245.252:445 SYN_SENT avserve2.exe
192.168.47.129:2010 188.165.71.0:445 SYN_SENT avserve2.exe
192.168.47,129:2009 34.124.202.216:445 SYN_SENT avserve2.exe
192.168.47.129:2008 121.127.19.176:445 SYN_SENT avserve2.exe
192.168.47,129:2007 192.173.125.80:445 SYN_SENT avserve2.exe
192.168.47.129:2006 192.217.155.146:44S SYN_SENT avserve2.exs
192.168.47.129:2005 209.1.61.5:445 SYN_SENT avserve2.exe
192.168.47.129:2004 192.168.175.209:445 SYN_SENT avserve2.exe
192.168.47.,129:2003 156.30.227.179:445 SYN_SENT avserve2.oxe
192.168.47,129:2002 143.176.161.53:445 SYN_SENT avserve2.exe
192.168.47.129:2001 186.234.183.172:445 SYN_SENT avserve2.exe
192.168.47,129:2000 192.168.77.167:445 SYN_SENT avserve2.exs
192,168.47,129:1999 192.168.239.83:445 SYN_SENT avserve2.exe
192.168.47.129:1998 192.252.158.31:445 SYN_SENT avserve2.exe
192.168.47.129:1997 141.175.236.145:445 SYN_SENT avserve2.exe
192.168.47.129:1996 192.168.49.161:445 SYN_SENT avserve2.exe
192.168.47.129:1995 172.156.14.87:445 SYN_SENT avserve2.exe
192.168.47.129:1994 192.80.226.153:445 SYN_SENT avserve2.exe
192.168.47.129:1993 60.192.57.173:445 SYN_SENT avserve2.exe
192.168.47,129:1992 192.168.127.59:445 SYN_SENT avserve2.exe
192.168.47.129:1991 192.168.128.119:445 SYN_SENT avserve2.exe

i
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(Y] a s da 3 d
4.4 MINAABINATIVVUNGANTINVRWTAINIMsaNdIWauazavna
4.4.1 mydunansaingAnssuvesiauas
nnmsdunansaimsnGounlawes s wudillndangdalfauegly

C:\Windows\System32

s Wike o

fie Open C:\Documents and Se... C:\Documents andSe... 10/2/20.
fle Gpen AW CAWINDOWS\Prefet... 1072420,
fie Write C:\Documents and Se... C:{Documents and Se. 10£2/20,
fle Open C:\Documents and Se... C:\Documents andSe... 10£2f20.
fie Wrke C:\Documents and Se...  C:\Documerds andSe... 10/2/20.
flo Write C:\Documents and Se... C:\Documents and Se. 10/2/20
fle Open C:\Program FiesivM...  C:\Documents andSe... 10/2/20,
fie Wrie C:\Documents and Se... C:\Documents and Se... 10/2/20.
fle Open CADocuments and Se... C:\Documents andSa... 10/2{20.
fle Wrke C:\Documents and Se... C:\Documents and Se. 10/2/20.
fie Write C:\Documents and Se... C:\Documents andSe... 10/2{20.
fle Wrie \Documents and Se... C:\Documents and Se... 10/2/20.
fio Open C:\Documents and Se... C:\Doaments endSe.., 10/2{20,
fie Wrke C:\Documents and Se... C:\Documents andSe... 10/2/20.
fie Open C:\Documents and Sa...  C:\Documents andSe...  10/2/20.
flo Write C:\0ocuments and Se... C:{Documents and Se. 1072420,
fle Write C:\Documents and Se... C:\Documentts and Se... 10/2/20.
fie Wrie Se... C:\Documents andSe... 102120,
flo Wrke C:\Documents and Sa... C:\Documerds andSe...  10/2/20
fle Open C:\Documents and Se... C:\Documents andSe... 10/2{20.
fle Wite C:\Documents and Se...  C:\Documents andSe... 1072/20
fie Wr2e C:\Documents and Se... C:\Doaments and Se. 1042/20.
fle Wrike C:\Documents snd Se...  C:iDocuments and Se. 10/2420.
Fle Open C:\Documents and Se... C:\Documents andSe... 10f2/20.
fle Read C\Program Fles\ticr...  C:\Documents andSe...  10/2/20,
Re Open C:\Program Fiesiicr...  C:\Documents and Se... 104220,
fie Create C:{Program C:\Documents and e, 102420
fie Wike C:\Documents and Se... C:\Documerds andSe... 10/2/20.
fie Write C:\Documents and Se...  C:\Documents and Se. 10/2420.
fie Wrde C:\Documents and Se...  C:\Docments and Se. 102420.
fie Open C:\Documents and Se... C:\Documents endSe... 10/2/20.
fie Open C:\Program FlesiyM. C:{Documents and Sa. 10/2/20.
fle Wrte C:\Documents and Se...  C:\Documerts and3e...  10/2/20
fle Wrte C:\Documents and Se...  C:\Documents andSe...  10/2/20
file Wrkte \Documents and Se... C:\Documents andSe... 10/2/20. k
fie wrte C:{Documents and Se... C:iDocuments andSe...  10£2/20. <

1 onay (v ¢ o 3
31 4.4 wihaadFunamsaiasnasaazaylvla

4.4.2 MIAATIZHINGANTINVETAIIS
vnmsnaneudledunamslounlasues Ing Tldenanfioglu
C:\Windows\System32 gy gy Ilddsamessrunyfians dufu dfiasau s
Taoii I&vimsaslsunsavdeau Tsunsuud oy woanssuniudl Temadosioziutanns
443 manadufami
(diefimsan'Ing ntdildil veeszuy 7 C:\Windows\System32 923N 15udaufnui

MIasIInLTaIIAagy 4.15
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31.' 4.15 KAV NVNALIT

4.4.4 HamsasIdUa;
nnMInansullevhnsdunamsaingAnssuvesiaid’ annsansenumsay
d ° U
Idszuy udwhnsududounadldnuld
v a ad da SR é
4.5 MINAVINTINNUNGANTINVRINTUNUNMSTAUANUNDIA 445
451 M3dunansaingAns uvewTauas
@ 4 a -4 = 14 1 9 [} s 1
nnmsduaanmssimsdavesneia wuhiinesadredalFauegunzinisas

g 4 ' ) AP 1
uiamnlszinnasqeen lunslutazueninsode

Pandora fox For Windovss

£€ ALL Monkors | 55 Process Morkar | Fie Montor | Regitry Monter  Port Mankor. [mm«}wmmm | oetact view
Protocal | Local address -~ [ Foregn Anddress | State [ process | el
1] 10211.55.6:4319 161.246.252.6... TIME_WAIT  (SystemPr..,

=2} 10.211.55.6:4318  161.246.252.6... TIME_WAIT  [SystemPr...

(rcp) 10.211.55.6:4317  161.246.252.6... TIME_WAIT  [SystemPr...

[y(ed] 10.211.55.6:4316  161.246.252.6... TIME_WAIT  [SystemPr...

f1ce) 10.211.S5.6:4315 161.246.2526.. TIMEWAIT  [SystomPr...

(1ce) 10.211.55.6:4314  161.246.252.6... TIMEWAIT  [SystemPr...

(rer) 10.211.55.6:3260 0.0.0.0:0 LISTENING StarwindSe...

1) 10.211.55.6:1%  0.0.0.00 LISTENNG  System

(1) 0.0.00:3261  0.0.009 USTEMNG  Starwindse...

(1) 0.0.0.0:445 0.0.000 USTENNG  System

) 0.0.0.0:135 00,000 USTENING  svehost exe

3 416 msdunamseingAnssu
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a d a (] d
452 MIARTTNNGANTINVRTAINS
e g o 4 g ¢
NANINARDINLNUNBIA 445 (A NMIsIIUYDINes A 445 Huneiaiildly
d a va a (] = @ § o [ g o
msusd dvesszu il iams ulardlunded ooty uagtiielimsasuiafalszian
[l ° " a { { a o J
Syne Sent 8on liluonis ev e s If3niude wodnssufitanudeiatans
453 mInseduiiamns
4 o 4 1A a 1 o g Y
weumMsasasuMsilavesneia uazwuiimsfAndetuvoanesa 45 T
A @ 1A @ o A = Y A a @ 4
IAT0UIY UULAAINUN WIS TuaTov1e szlimsudufoudniinsasanuauas
Asg1l 4.17

¥ AL Monitors | B rocess Montor | Fis Monkor | Regitry Morkr Port Monkor }mw!m»mwlwmi
Protocdl. | Local Address | Forelgn Anddress | state [eocess |
(1) 0000554  0.0.0.0:0 USTENNG  avserveZ.axe
TCP 0.0.0.0:445 0.0.0.00 LISTENNG  System
[rcP) 0.0.0.0:135 USTENNG  swhost.exe
UoP 192.168.47.12...  * ML schost.exs
UOP 192.168.47. N System
LOP, 192.168.47. L Srtem

0P ] 192.168.47. L swehost.exe
Uoe 127.0.0.1:1900 e schost.exs
use 127.0.0.1:1168 AL swchost.exe
LoP 122.0.0.1:123 L swchast.axe
uoP 0.0.0.0:4500 N bass.exo
uDP 0.0.0.0:1167 L swchast.exs
e, 0.0.0.0:500 L kuss.exe
uDe 0.0.0.0:445 o L

1c7] 192.168.47.12...  192.16,140.14...

) 192.16342,12...  192.67.86.33:445 Sk

TP 192,168.4712...  192.168.54.23...

1CP) 192.168.47.12...  192.168.91.85:.

TCP 192.168.47.12...  27.78.110,126:.

(TcP) 192.168.47.12...  192.168.1

(rce) 192.168.47.12...  192.224.216.2..

TcP] 192.168.47,12..,  132.24.244.49:.

(vce 192.168.47.12...  192.168.250.1... 2

(TP 192.168.47.12...  192.168.183.2... - &
[Tce) 192.168.47.12...  0.0.0.0:0 USTENING  System
[TCP] 1Z7.00.:1100  0.0.0.0:0 USTENING  agexe

(rcP 0.00.0:555  0.0.0.0:0 USTENING  sviorveZ.oxe
(rcp 0.0.0.0:445 0.0.0.0:0 USTENIG  Sptem
(TCP] 0.0.0.0:135 0.0.0.0:0 USTENIG swhost.exe
(LUoP] 192.168.47.12... e ML swchost.exe
(LD} 192.168.47.12... e System

UoP 192.168.42.1 NAL System

UDP 192,168.47.12... ML swhost.exe
UDP 127.0.0.1:1900 e swhost.exe
UOP! 127,0.0.1:1168 NAL swhost.exe
uoP 127.0.0.1:123 A o svhost.exe
0P 0.00.04500 e ML bass.exe
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W32.Aizu W32.Bobax
W32.Cissi W32.Cycle
W32.HLLW.Deborms W32 HLLW.Deloder
W32.HLLW.Lioten W32.HLLW.Moega
W32.HLLW.Polybot W32.Ifbo
W32.Kibuv.Worm W32.Kiman
W32.Mytob W32.Reatle
W32.Scane W32.Slackor
W32.Wallz W32.Welchia

W32.Bolgi.Worm
W32.Explet

W32 .HLLW.Gaobot
W32 .HLLW.Nebiwo
W32.Janx
W32.Korgo
W32.Sasser
W32.Spybot
W32.Zotob

31 4.18 s eifanrinlinesn 445 lumsuninszane

4.6 PNINAABINTIVILNGANINvasAddentna5TaelY API Hooking

4.6.1 madunansaingAnssuveaaia3

@ L4 9 et =\ 9 = v ad
mﬂmimmﬂmim‘U‘EJ»1mﬂﬂmuTﬂsuﬂiuwumiziﬂﬂh API 137393 UA8VUU

s < ' .:i v o ad o
fAduaia (Key Stoke API) wuniimsizenld A1 #ildlumsansumsnandunddueda

P&nﬁar_& Box For Windows
Home ' Monitor - Notification - Help

¥ AL Hortoes | 55 Process Montor | Fis Hookar | Regiéty Maner | Port Morkar AL Korker | Wircap Monkor | Detuct Vet |

4

Time lhocos [API - 1 {

12{2/2011 26:42:19.395  keylogger.exe GetAsyncKeyState
12/2/2011 26:42:17.395  keylogger.exa GetasyncKeyState
12/2{2011 26:42:15.395  keylogqer.exe GatasynckeyState
12/2{2011 26:42:13.395  keylogger.exe GetAsyncKeyState
12/2/2011 26:42:11,395  kevlogger.exe  GetAsyncKeyStats
12{2/201126:142:3.395  kevlogger.exe  GetfsyncKeyState
12/2/201126:42:7.395  keylogger.exe  GetAsyncKeyState

U 419 msFunamssingAnssu
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a < a ) d
4.6.2 MIUATITANgANIIHvesiTaINS
nmsnaasanuiielinis 1dau Tdsunsuna'ly aziimsSonld AP Alimsan
1Y a Jd ad ¢ & a gy s =) Y o o v o ad
umsnanduundueia ¥ lasdadudlaz lulinsGonld API AvimsandunIsnafouy
ad o o q ¥ Y1 & oA a aa d a o é
Aduesahlinsldmiuie nodnssundanu@ssaaianas
4.6.3 MIATRIUNaS
A o P ] a v o ad ad ¢ a Y A VA
Wetmsizenly API n1Flumsansumsnafduuadueia slinmsududoudniinig

asranuiaund asgal 4.20

T ALL Monitors | £25 process Mantor | Fie Monkof | Regity Monkar | Port Monkor | 491 Monkor | Wirbéas Moritor | Detect view |
Type | Adion | Process | object {Tme |
registry Query¥a... C:\Documents erdSe... HAMISYSTEMACoatr... 11/2/20...
fie Wrte C:\Program Flesipicr...
registry Query¥a... C:\Documents andSe... HAMISYSTEMCotr...  11£2/20...
fle Wrike C:\Program Flestiicr.
fhe Wrke C:\Program Flesiicr...  C:\Doauments andSe...  11/2/20...
registry OpenKey : and Se... HKLMISYSTEM{Contr...

{fle Wirke C:\Program FlesiMiar...  C:\Documents andSe...  1142/20...
registry CloseKey  C:\Documents and Se...
fis Wirke C:\Program Flesiticr...  C:\Documents andSe...  11/2/20.
registry QueryVa. and Se... HAM\SYSTEM\Contr, 1142420,
registry QueryVa... C:\DoasmentsandSe... HAMISYSTEM\Cordr. 142420

31 4.20 ndesdennuasrenuTamds
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4.7 m'i‘nﬂamm‘ai}%’anﬁnsiuﬂlmuamﬁﬂﬂgﬂmuqum‘iﬂﬂﬂﬂﬂaa IRC
4.7.1 mit?r’qmﬂmm‘iwqﬁnssumeaﬂ’mn%
NNMIFunamsaims 1Fnuniinisds command Wiu 115 Tnaea IRC wuiimsds

v
command #1115 Tanea IRC Wusaninaluszznandug
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M Pandora Box For Windows

ﬁMMmlﬁWMWimwl'kmw[QOlmw wipcap Monkor | Dotect Viewi |

Time: Protocol Sourcs Destination P

04:40:28 704 PTTCP 1021.55.6pa...  203.1S0.2282...  GET Jskes/detauffilesiblognoned favicon.ko HTTOD O OO O OO 0203.150.228.244 port 80
04:40:28 54 PTICP 10.211.55.6p0...  $8.97.45.10p0... +OUTM*OO

04:40:28 S4 PTICP 10.211.55.6 po. '$8.97.45.10 po, M{Tmfﬂ

04:40:28 1340 PIICP . 10211.55.6p0... dAU™U OGO <0U3YOE>0 A4 % elAE#DE+5<OG0+44077° b0 OO NOAO010.211 5...
04:40:28 54 PTICP . S897.45.10p0.. LL[THGE

04:40:28 1502 PTICP $8.97.45.10po...  10.211.55.6pa... 7398

04:40:28 1423 PTTCP $8.97.45.10p0...  10.211.55.6p0... ~AdGZ ~10AA30KOZ O~ OREVIBED CKFIBAOSES?0 %y SOOO0O0TNIOOD0.211.
04:40:28 54 PTICP 10.211.55.6 po...  $8.97.4S.10po... Sal[TMIé

$8.97.45.10p0...  10.211.55.6p0... 9093

$8.97.45.10p0...  10211.55.6p0... HTTP/1.0 200 OKODIContent-Type: image/ipegl0X-Backe 00 OOONOOQD10.211.55.6 port 438
$8.97.45.10p0...  10211.55.6pa.,. HTTP/1.0 200 OKO Ol Content-Type: magefipegUl 0X-Bacde 000 0N OO 010.211.55.6 port 437(
10.211.55.6p0...  58.97.45.10p0... L(TM&B

$8.97.45.10p0...  10211.55.6p0... (EG-AID, 48UxiOs OISO =é¢ "Opir0d2<i$fioo0K @0

$8.97.45.10p0... 10211.55.600... O %"™K+0>GBUDBFaR4GNRIJUO0B- 2°88THE ¥ NiE% DUOAOOOO0HKAOOO10.211...
10.211.55.6 po...  S8.97.45.100...

10211.556p0...  ECE:O{zdg0e>e5—A@-"0GT. S3REDOs«O3pes#H24HO0 ‘600000OTOO10.211:S5. ..
10.211.55.6p0...  HTTP{1.0 200 OKOICICankent-Type: Image/pegO0%-Backe 0O OO D'NOO OO 10.211.55.6 port 478.

58.97.45.10p0...  ©O

10211.556p0...  pO(¢-308cABOOGHHY D

10211.55.6p0...  [rVavec-saiv3alt%.10° O1a+400guAP <—Xg /A xE80 %, 04-{00000NAOOOI0.211.55.6..
10.211.55.6po...  S897.45.10p... OO[TM=d

$8.97.45.1000... 10211.556p0... 9074
$8.97.45.10p0...  10211.55.6p0... HTTP{1.0 200 OKOOContent-Type: image/ipegOl0X-Backe DO OO T MOOOO0.211.55.6 pact 437
$8.97.45.10po..  10.211.55.6p0... ,OL[TMS]
$8.97.45.10p0.. 10211.55.6p0... a¥[TMA
10.211.55.6p0... $8.97.45,10p0... GET fhorofie-ak-sncd/161530_100001039383223_35481 00000100 OIOS8.97.45.10 port 80
10.211.56.6po...  S8.97.45.1000... GET fhorofle-ak-sncd /161351 _583990349_4203829_q.{0 0 000OhO 001 058.97.45.10 port 80
$8.97.45.10p0...  102(1.55.6p0... OOUTMOA
$8.97.45.10p0...  10211.55.6p0... kel[TMBY
o ... GET fhorofie-skosncd {161668_647411517_7388735_q.j0000C0NOOCINS8.97.45.10 port 63
- GET fhorofie-ck-snc4/49303_100000142316381 6421770000000 0T 0S8.97.45.10 port &0
s8L(TMa0

W 421 msFunamssinginssu
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NNITNAADINUNUMIAS command  WIU U5 Iaaea IRC Wusiuruyinly
3’: 2 a 9y A 1 d é’, 10
szeznaTug ¥elasdnfudimsusnusenisiaunuesy laiiuss Wi s1uauninly
- o q ¥ v & oA a o 4 a o o
szeznmau MlinauldIniude nganssunlianu@esaasiana;
4.7.3 MINTIUITALNS
(BTINIATWABUMI A command U115 Tanoa IRC WUIITN1SHS command
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#uldslanea IRC Wuswauwnluszsznmdug sumashimsnudanalunied s oz
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(e Taction — Jprocess [ obgect Tme T
registry Queryva... C: and Se... \Cortr...  11/2f20...
fla Wiite C:\Program FilesiMicr ...
regstry  QuenyVa... C:\Documents sndSe... HKLMISYSTEMiCowr... 11/2(20...
flo Wrke C:\Program FlesiMicr ...
fla Wite Ci\Program FiesiMicr...  C:\Documents andSe...  11/2/20...

registry Operkey  C:\Documents and Se... HKLMISYSTEMICortr,.,
file Wie C:\Program FiesiMir...  C:\Documents andSe...  11/2{20...

U d
31 422 naesdennuasronudians

4.7.4 WamsnsIaduNas
NNMINAasulipMsFunansaingAnssueTaNls auIsaRIINUAITE
i g o & o 1 a 4
command H1uldsTanea IRC Wusmumnluszoznmdug Mmldnswidmganssui

d a @ R o Y A 1 Yy Yy
Wunganssuveaiawd’ Juihmsududeunadlfou’ld
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] vy H =
1) Sududremsaudiananiiloneu Pandorabox_win32.exe

Pandorabox_win32.exe

31] n.1'loneu Pandorabox_win32.exe

: 4 vy v
2) disvhmsdudandni leneuudinzlsingminodagy

i Box For Windm ‘Sétup . .

License Agreement
Please review the license terms before instaling Pandora Box For Windows,

Press Page Down to see the rest of the agreement.

This software is a work developed by Mr. Ratsakan Srisawat, Mr. Rungtham
Rodrawangpai, Ms. Woraphan Pariyaphan from King Mongkut's Institute of Technology
Ladkrabang under the provision of Mr, Akkradach Watcharapupong. Under Behavior-
based Malware Detection System for Windows,which has been supported by the
National Electronics and Computer Technology Center (NECTEC), in order to encourage
pupils and students to learn and practice their skills in developing software, Therefore,
the intellectual property of this software shall belong to the developer and the developer
gives NECTEC a permission to distribute this software as an “as is * and non-modified o
software for a temporary and non-exclusive use without remuneration to anyone For his

or her own purpose or academic purpose, which are not commercial purposes. In this o~
connection, NECTEC shall not be responsible to the user for taking care, maintaining, M

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install Pandora Bax For Windows.

[ Ilgl_gree‘ J [ Cancel ]

31' f1.2 #1114 License Agreement
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4 { Yy U 4 g g’ 1
3) aannseanInegnidenya lsunsuiidesnsAnn uaznatfu Next iite ludsvunoude'l

@ Pandara Box For Wlndcfws Setup

Choase Components -
Choose which features of Pandora Box For Windows you want to install. @ :

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components toinstal:

Space required: 21 .6MB

"‘u*éyoh nstall System vz is

(e > ] (o )

31] 1.3 #1719 Choose Component
! y
4) AN Next tie lildaiunoude 1/

'@ Pandora Box For Wmdows Setup

Choaose Install Location ;
Choose the folder in which to instafl Pandora Box For Windaws.

Setup will install Pandora Box For Windows in the following folder. Ta install in a different
folder, click Browse and select another folder. Click Next to continue.

‘Destination Falder -

2 Program Files)

Panclora Box For Windows)

] l Browse... l
bt Ve b r

4

Space required: 21.8MB
Space available: 5.2GB

DIHSOFY Install Sirstam V246w o

[ <Back ][ mext> ] [ Canceij

3‘1] n.4 m’hdw Choose Install Location
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5) Aanty Install tNoAaAs lsunsu

5 Pandora Box For Windows Setup.

Choose Start Menu Folder
Choose a Start Menu folder for the Pandora Box For Windows shortcuts.

Sélect the Start Menu folder in which you would like to create the program's shortcuts. Ydu
can also enter a name to create a new folder.

{

| Accessories

Administrative Tools

Games

Microsoft .NET Framework SDK v2.0
Microsoft SQL Server 2005
Microsoft Visual Studio 2005

Startup

*andor s Box For ¥indaws

* - [[Joonet create shortauts -
HuBsoft Instad Systerm V2,46

(<o )l J ( éafge; ]

71 n.5 nindsfaaslisunsu

[ a y} <4 ' E) AW A I3 A
6) 'ﬂﬁ\ﬁﬂﬂﬂﬂﬁﬁlfﬁﬂ%$ﬂ§1ﬂ§]ﬂﬁﬂﬁﬂ19ﬂ31u ﬂaﬂ“l.quJ OK (NBIaa15Nin I 04

Installing
Please wait while Pandora Box For Windows is being installed.

Create shortcut: C:\Documents and SetthgsWalwareiDeshop\Parvjota Box for Windows.Ink
‘fﬁ“i“ﬁiﬁiﬁliﬂﬂﬁi?ﬂﬁEﬂ;ﬁﬁﬂﬁ“iiﬁﬁiﬁﬁiﬁiiﬁﬁiiﬂﬁﬁﬁﬁ ]

% Pandora Box For Wmdows Setup 5

MlisOFE st all Systen v2.96 -

<Back Ciose Cancel

31 0.6 ¥16119 Reboot
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1) ‘Vnﬂ'liﬂ‘lJL'UﬁﬂﬁﬂﬂvlﬂﬂEUTﬂS!lﬂill Pandora Box for Windows

31 2.1 leneulusunsu Pandora Box for Windows

4 o Qy = 4 o 1 j e
2) dioduidandn Tdsunsuiedlanisyhan szuaamihmeTnan Tusunsuiium Asgil v.2
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4 ] { ] [ G
3) LﬁeTﬁaﬂiﬂsuﬂmm%‘ﬁmz'lﬁ'ﬁﬁmwuﬁﬂamsgﬂﬁauuﬂmmmmmTwsmrd Wa 33avs

4 a J 4 @
mulaneda API uazduime Srlamiauau dagil v.3

1 ALL Monkors | &5 mm«immﬂwmmﬂmmw{mmﬂm»wlmm
o [Adin Throcess Tobect [rme ]
registry Query¥a... C:\Documents and Se... HAMISYSTEMIContr...  10/2/20...
fie Wrie C:y andSe... Cy andSe... 10/2/20...
registry Operkey  C:\Documents and Se... HAM\SYSTEM{Contr...  10/2/20...
file Write C:\Documents and Se...  C:\Documents and Se... 10f2{20...
registry Closekey  C:iDocuments and Se... HKUMSYSTEM\Conty... 10/2/20.
Write C:\Documents and Se...  C:{Documents and Se. 1072f20.
tegistry  QueryVa... C:y andse... \SYSTEM\Contr...  10/2/20
G andSe.. CiY andSe.., 10/2{20.
registry Query¥a... C:\Documents andSe... HKM\SYSTEMiContr.. 10f2f20.
C:y andSe... C:\D andSe... 10/2/20.
registry Queryva. C:\Documents and Se... HKLM{SYSTEM\Contr.. 10f2{20.
He C and Se. C: andSe... 10/2/20.
registry Operkey  C:\Documents and Se, HAMISYSTEMIContr...  10/2/20.
C:\Documents and Se. C:{Documents and Se...  10/2/20.

fle Write c\ Se.. C: andSe... 10{2/20.

registry QueryVa. C:iDocuments and Se. HIUMSYSTEM\Contr..,  10/220.

Wrike C:\Documents and Se...  C:{Docurments and Se...  10/2/20.

registry Operkey  C:\Documents and Se. HKMISYSTEM 10/2/20.

fie Wrte C:\Documents and Se. C:{Documents and Se...  10/2{20.

Closekey  C:\Documents and Se. HAMSYSTEMY 10/2/20.

registry Queryva. C:\Documents and Se. HKLM\SYSTEM\Contr. 10/2f28.

Ci\Program Fles\VM...  C:{Documents and Se, 10/2{20.

registry Query¥a... C:\Documents and Se...  HKLMISYSTEM\Contr, 1042{20.

fie Write C:\D andSe,..  Ci and Se.., 10/2/20.

registry Query¥a... C:\Documents and Se... HKLMiSYSTEM\Contr. 10/2120.

fis Write C:Y andSe., Cy and Se.. 10/2/20.

registry Openkey  C:\Documents and Se... HKLMISYSTEM|Cantr, 1042{20.

Write C:\Documents and Se. C:\Documents and Se...  10/2/20.

Cosekey  C:\Documents and S¢...  HKLMSYSTEM\Conir. 10/2f20.

file Open C:y andse... C:Y and Se.. 10/2/20.
filo Wike cy and Se. C:y and Se... 10{2/20. -

: R T , . . 4
31 v.3 manlasunlasehaque siwsiwa 1d 33am3 wedn API uazdumedlaminuay

a a4 4 » A 9 = 1 [
4) AANVUNY Process Monitor liBavamsuansmsilasuntlasdievos Inse Azl v.4

Pandora Box For Windows
Home - MonRor  Notfication Help

£ AL Monkors 558 Process Montar Imm«lmm«lmm«}mmlmw]mzm!

|ype  [Aion | Process _Jobjedt - T E G e 1
process CHAWINDC lorer.exa C:AWINDO! d.exe 11/2{2011 4:29:2.359

process created CAWINDO exe CAWINDC d.exe 11f2/2011 4:29:0.921

process terminated  C:\WINDOWS\explarer.exe C:\WINDOWStsystem32\notepad.exe 11/2/2011 4:28:58.906

process asated  CAWINDC lorer.exe CAWINDC d.exe 281

process CAWINDC lorer.exe CHAWINDC d.exe 656

process aqeated CAWINDOWS\explorer.exe CAWINDOWStsystem3Zinotepad. exe 11{22011 4:28:54.78

31 2.4 manlasunlasssquaalnsira
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a 4 d . , 4 { T ¢ o
5) AT File Monitor iiiodesnsuaasnisidsuulasaienveslnd daga 4.5

Home Monkor Notification - Help

¥ ALL Moeors | B process Montor e Monkor |Registry Moritor | ort Monstor | AP toritor | WrPeap Morikor | Detect View |

]

!kuen ‘Process
Write

Wrike

hae B
Write <:\D and Se... G andSe... 10{2{20...
Wrke C:\Documents and Se...  C:\Documents and Se...  10/2{20...
Wike C:\Dx andSa... C:\D andSe... 10{2/20... v

?i‘?i‘i’???i’i’??i‘i‘?i‘i‘??i‘i’?ii’???i‘?i???i’i‘i?}i

31 4.5 manfaeumlasdrsqueslila

s o

a & g 5 A 4 = 1 aa
6) AANALTNY Registry Monitor illedoemisuansmsnfsuniiasiisvedIans asgy v.6

{ object g [yme ]
... HAM|SYSTEM\Contr...  10§2§20...
... HAMISYSTEM(Contr..  10/2/20...
\S! \Contr... 10f2/20...

- HMSYSTEMContr..  10/2/20...

i%

o

31 v.6 manfasulasieques3dani
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a 4 4 4 d o
7) AARTIUNY Port Monitor Hisdasmsiuaasnsillanada Asg v.7

Pandora Box For Windows

mm«'mm&b_

£¢ ALL Monkors | &5 process Monkor | File Montor | Registry Monkar Port Monitor | a1 Moikor | winbcap Mortor | Detect view |
Protocal [ Local Address eign | T Process I
) 10.211.55 System Pr.
(ree) 10.211.55.6:4318 System Pr
{1cr] 10.211.55.6:4317 System Pr.
ree] 10.211.55.6:4316 System Pr.
2] 10.211.55.6:4315 [System Pr.
[7ep] 10.211.55.6:4314 System Pr.
[rcp) 10.211.55.6:3260 Starwindse.
L] S5, System
[efe] .0, RawindSe. ..
(402 .0.0.0:445 System
1) 0.0.0.0:135 svchost.exe

! Z
71 .7 manfReunlasisquesnesdn

a 4 4 4 @
8) AAn#UNY API Monitor iedeanisuansmsionld Ap1 dagal v.g

1 AL foritors | &% process venior | Fie vonitor | Regstry Montor | Pt Hontor AP Monitor | winpcap Honior | Detect visw | (6o
Tine | Process [ | : =
12/2/2011 26:42:19.395  keylogger.exe  GethsyncKeySiate vake
12/2/2011 26:42:17.395  kelogger.exe GetasyncKeyState 3
12/2/201126:42:15.395  keylogger.exe  GetAsyncKeyState ==
1222011 26:42:13.395  keylogger.exe  GetAsyncKeyState E
1222011 26:42:11.395  keylogger.exe  GetasyncKeyState i
12/2{201126:42:9.395  keylogger.axe  GetAspncKeyState LP'J:-
1222011 26:42:7.395  keylogger.exs  GethsmcKeyState 3 :
Bt

U v.8 m3i3enl¥ API
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a & g . . 4 v = ' a o
9) AANNUNY WinPcap Monitor liaanimstaaimsiasundasaisvosdumeimas

o [
miauau asgy v.9

¥ ALL toniors | 555 Process Monikor | Fle Mankor | Registry Monitox | Port Mankor | 421 Monkor  WinPcap Monzor | oetect view |

Time L Source : Destination Pay

04:40:28 704 PTTCP 10.2(1.55.6 pa... 203.150.228.2.. GET fskes/defauk/fies/blognone4_favicon.ico HTTO OO OO0 OOCI203.150.228.244 port 80
04:40:28 54 PTTCP 10.211.55.6 po... 58.97.45.10po... £QLTM*OO Z8
04:40:28 S4 PTTCP 10.211.55.6 pa. $8.97.45.10po...  0OL[TM! i

1o
04:40:28 1340 PTTCP $8.97.45.10po... 10.211.55.6p0... AUV OGO xOUEYOE>0hO4% YelAE #0016 +/ <0G +8i6°7 /00O OONOOOO10.211.5...

04:40:28 54 PTTCP 10.21155.6po... 58.9745.10p0... ¢WL[TMA
04:40:28 1502 PTTCP $8.97.45.10p0... 10.211.55.6 po... 9294
04:40:28 1423 PTTCP $8.97.45.10po... 10.211.55.6 o... Asi-Z ~DAASOKOZ xidee ORGvEBED "SKFIEA0SE¢2 0%y 0 "SOO OO OOONIOA010.211.
04:40:28 54 PTTCP 10.211.55.6 po... 58.97.45.10p0.. Sel[TMIé
04:40:28 1502  PTTCP $8.97.45.10p0... 10.211.55.6 o... §994
04:40:28 429 PTTCP $8.97.45.10p0... 10.211.55.6 po... HTTP{1.0 200 OKDOCorkent-Type: image/ipeg0 OX-Backe0 0000 OO CH0.211,55.6 port 438
04:40:28 429 PTTCP $0.97.45.10po... 10.211.55.6 pa... HTTP/1.0200 OKOOContent-Type: image/ipeg0 O%-Backe 00O QT OO O 010.211.55.6 port 437¢
04:40:28 54 PTTCP 10.211.55.6 po... 58.9745.10p0.. L[TMiD
04:40:28 111 PTTCP $8.97.45.10p0... 10.211.85.6 po... (BG IO, -§400s050=d¢ " Opi?002<4 00K @D
1514 PTTCP $8.97.45.10p0... 10.211.55.6p0... [ %™K+0>Gl% CIOGF R 100MR | 1400®-_2°38T4E| XU % O00AO00OONOOADI0.211...
S4 PTTCP 10.211.55.6 po... 58.97.45.10 po. '

BTM,Y
éCL:U’(:ngbﬂd—&@-’OGLMOIIﬂDMIMA?fGD ‘d00000h000a0.211.55...
HTTP{1.0 200 OKO OlContent-Type: image/ipeg0 0%-8acke 00O 00 NOO O O10.211.55.6 port 438,
oMU

417 PTTCP 68.97.45.10po... 10.211.55.6 po,
PTTCP $8.97.45.10 po... 10.211.55.6 po.,
PTTCP 10:211.55.6 po...

PTTCP $8.97.45:10 po... 10.211.55.6 pa... pO{¢-3gack GHy O

PTTCP $8.97.45.10p0... 10.211.55.6 po... (Vavec-emin3alt®.j0’ OlId+400gnkAb <—a fa DxE50%s G000 00NO00010.211.55.6..
PTTCP 10.211.55.6 po... $8.97.45.10po.. OO[TMxd

T TCP $0.97.45.10p0... 10.211.55.6p0... §294

PTTCP 50.97.45.10po... 10.211.55.6 po... HTTP{1.0 200 OKD OContent-Type: imagefipeg OX-Backe 00O 00 OO OO 10.211.55.6 port 437
PTTCP $3.97.45.10po... 10.21155.6po... , 1

PTTCP $8.97.45.10p0... 10.211.55.6 pa... H[TMA

PTTCP 10.211.55.6 po... 58.97.45.10 po.
PTTCP 10.211.55.6 pa... 58.97.45.10 po.
PTTCR 58.97.45.10 po... 10.211.55.6 po.

GET fhprofie-ak-snc4/161530_100001039383223_3548100 000000 0ISE.97.45.10 port 80
({Tﬂwcﬂ;-ak-mllslasl 583990349_4203829_q.{00000NOOIO0SE.97.45.10 port 60
oo

PTTCP $8.97.45.10po... 10.211.55.6 pa... kel[TMDY

PTTCP 10.211.55.6p0... $8.97.45.10pa... GET fhprofie-ak-snc4/161668_647411517_7386735_q.{000 0000 0O0SE.97.45.10 port 80
PTTCP 10.211.55.6 po... 58.97.45.10p0... GET fhprofile-ak-snc4/49303_100000142318881 6417700000100 00SS.97.45.10 port 80
PTTCP 10.211.55.6 po... 58.97.45.10po... 68L[TMEO

PTICP 10.211,55.6p0.., 58.9745.10p0... =OK(TMOIO

PTTCP 10.211.55.6 po... 58.97.45.10pa... Fa(TMOIO

PTTCP $8.97.45.10p0...  10.21155.6 po... *D2Ac6$]Tl

PTTCP

O 199) 1 a d d
31' 6.9 mssuawayawmeumasuwmmiﬂuau

a a4 d g > 9 v <2 v o d o
10) AANNUNY Detect View 1IDAINITUAAILUNNNITATIVIVL QLT ﬂ\ig'ﬂ 9.10

5 AL Monkors | B ProcessMwimr}th’Mof | Regitry Monkor | Pt Honkor | 461 tonkor | WinPcap Mankor: Detect view

Description R i

192.168.47.129:2162 192.65.13.165:445 SYN_SENT avserve2.exe
192.168.47.129:2161 151.197.146.141:445 SYN_SENT avserve2.exe
192.168.47,129:2015 7.146.64.179:445 SYN_SENT avserve2.exs

192.168.47.129:2011 70.57.245.252:445 SYN_SENT avsarve2.exe
192.168.47.129:2010 188.165.71,0:445 SYN_SENT avserve2.exe

192.168.47.129:2006 192.217.155.146:445 SYN_SENT avserve2.exe
192.168.47.,129:2015 7.146.64.179:445 SYN_SENT avserve2.exe
192.168.47.129:2014 192.168.203.121:445 SYN_SENT avserve2.exe
192.168.47,129:2013 192.168.23.214:445 SYN_SENT avserva2.exe
192.168.47.129:2012 26.244.159.95:445 SYN_SENT avserve2.exe
192.168.47.129:2011 70.57.245.252:445 SYN_SENT avserve2.exe
192,168.47.129:2010 188, 165.71,0:445 SYN_SENT avserve2.exe
192.168.47.129:2009 34.124.202.216:445 SYN_SENT avserve2.exe
192.168.47.129:2008 121.127.19.176:445 SYN_SENT avserve2.exe
192.168.47.129:2007 192.173.125,80:445 SYN_SENT avserve2.exe
192.168.47.129:2006 192.217.155.146:445 SYN_SENT avserveZ.exe
192.168.47,129:2005 209.1.61.5:445 SYN_SENT avserve2.exe
192.168.47.129:2004 192.168.175.209:445 SYN_SENT avserve2.exs
192.168.47.129:2003 156.30.227.179:445 SYN_SENT avserve2.exe
192.168.47.129:2002 143.176.161.53:445 SYN_SENT avserve2.exe
192,168.47,129:2001 186.234.183,172:445 SYN_SENT avserve2.exe
192.168.47.129:2000 192.168.77.167:445 SYN_SENT avserve2.exe
192.168.47.129:1999 192,168.239,83:445 SYN_SENT avserve2.exe
192.168.47.129:1998 192.252.158.31:445 SYN_SENT avserve2.exa
192.168.47.129:1997 141.175.236.145:445 SYN_SENT avserve2.exe
192.168.47.129:1996 192.168.49.161:445 SYN_SENT avserve2.exe
192.168.47.129:1995 172.156.14.87:445 SYN_SENT avserve2.exe
192.168.47,129:1994 192.80.226.153:445 SYN_SENT avserve2.exe
192.168.47.129:1993 60.192.57.173:445 SYN_SENT avserve2.exe
192.168.47.129:1992 192.168.127,59:445 SYN_SENT avserve2.exe
192.168.47,129:1991 192.168.128.119:445 SYN_SENT avserve2.exs e

v K v é
71 w10 unnmsasrodusiauas
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]
e

4 o 4 1 2 4 o 4
11) Welmsasremulauns srlimsudafonundldanudgy v.8 Fozuentesiauaiiiasn

WU

£ AL Monors |ﬁhmm&lmm[wymﬂmwlwwlkaaaMaIbemml

T Action Process lon)_eg.’ Jrme 1 RS
registry Query¥a... C:\Documents and Se... HLM\SYSTEM\Contr... 11£2420... d
Wirite .
a?ﬁry QuenyVa... C:{Documents andSe... HKLM\SYSTEMYConty... 1upRo...
fie Wite  Ciprogam Flesia... CiDocunents andSe... 11/2/20...
registry C: ..o HLM\SYSTEMAContr...
fle Wite C:\Program Flesiicr...  C:\Documents andSe... 1142/20...
fle C:\Program FlesiMcr...  C:\Documents and Se... 11/2420...
registry ... HUMASYSTEM\Cortr...

e 11/2420...
QueryVa... C:\ andSe... HAMS \Contr...  11/2f20...

v 3
31 v.11 ndesdennunsronuifams

12) AanPllu Start Service iedvemsisumsuansan iz dugy v.12

£ AL Monitors % i"?céssw:]aemmtkmmlwtmmlmm«m]wﬂ’wm«}mectm]

process d C:AWINDO! forer.exe C:AWINDOWS\system32inotepad. exe 11§2f2011 4:29:2.359
process aeated CAWINDOWS\explorer.exe C:AWINDOWS|system32{notepad.exe 114242011 4: 921
process terminated  C:{WINDOWStexplorer.exe CAWINDOWSIsystem32inotepad. exe 11/2{2011 4:28:58.906
process aeated CHWINDOWS\explorer.exe C:\WINDOWSs|system32\notepad.exe 11/2/2011 4:28:57.281
process d  C:\WINDC exe C\WINDOWSisystem32inotepad.exe 11/2f2011 4:28:55.656
process created C:AWINDOWSexplorer.exe C:AWINDOWS\system32\notepad.exe 114242011 4:28:54.78

31] .12 Start Service
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a A s 4'! 9J [
13) Adnhifu Stop Service sk oINS MgAMIHARITOIE Aagl ¥.13

g4 AL Monkors = Process Monkor il Morieor | Registry Morstar | Pot Marior | 4P1 Morstor | WinPap Morkor | Datect view |

Typs  [Action | Process [ Object i [ Time

Pprocess terminated  C:A\WINDOWS\explorer.exe C:AWINDOWs\system3Z\notepad. exe 11422011 4:29:2,359
process aeated CAWINDOWS|explorer.exe CAWINDOWS|system32{rotepad.exe 11/2{2011 4:29:0.921
process CAWINDX lorer.exe CHWINDC d.exe 11422011 4:28:58.906
process aeated CAWINDOWSlexplorer.exe C:AWINDOWS\system32inotepad.exe 11/2{2011 4:28:57.281
process CHWINDC exe CAWINDOY exe 11f242011 4:28:55.656
process crested CAWINDOWS\explorer.exe C:AWINDOWS\system32inotepad.exe 11/2{2011 4:28:54.78

Service Natification

o WARNING : This Service has been stopped E

qi_‘lJ .13 Stop Service

14) aaniiifu Clear List View indoanmisvimihne Tsunsulihaiesumsuaasaaius

Tnal diagal 0.14

Pandora Hox For. Windows -
Home Monkor Notification ' Help

rmmm]ﬁammmm]ﬁéwiwmlmw APt Monkor | winpcap Montor | Detect view |

Type  [Action | Process | Object [ Time ol

311 .14 Clear List View
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d a dy - sy 1 I 4
15) enfdniiy Minimize 14171ﬂﬂiﬂmmngﬂﬂamnmauJu System Tray (1a29289A9N13

ey dagil v.15

31] 9.15 System Tray

16) sfendinimaumilalusunsumiotlu Exit vxfinihaamidesnisezeonsn

Tsunsuvie’lii adin Yes idiodoemstlaTasunsy a3n No dieludeeniseansin

Tulsunsy dagy v.16

,5“-"“"“"“"la"msm}mw]mw]mm]mm«lmmﬂmmi :
T Acton | rocess T cbiect Tl sl ] "
rﬂy Query¥a... CAWINOOWS\avserv... HUMISYSTEMiContr...  11/2/20... 23
fie e Ci\Program FilesiMicr...  C:\Documents and Se... 112/20...
registry
;::stry Createkey  C:A\WINDOWS\avserv... HKLM\SYSTEMContr... 1142/20...
fie Wrke Ci\Program FlesiMicr...  C:\Documerts and Se... 11/2/20...
regstry
'r_:ng Closekey  CAWINDOWSlavserv... HKUMISYSTEMCortr...  11/2/20...
fis QueryVa... CAWINDOWS\avserv... HMISYSTEM\Contr... 1142420...
registry
;z;ostry Query¥a... CAWINDOWS\avsery... HKAMISYSTEMiContr...  11£2/20...
fie Wrke Ci\Program Fles\Micr...  C:\Documents and Se... 11/2§20...
registry
fie CreteKey  C\WINDOWS\avserv... HKLM\SYSTEMIContr... 142420...
fregistry
;:?stry Closekey  CAWINOOWS\avserv... HAMSYSTEM(Contr...  11/2/20...
fle Wrte Ci\Program Fles\Micr...
registry
fie Query¥a... CAWINDOWS\avserv...
registry
fie Wike C:\Program Fles\icr,
registry  Querfa... CAWINDOWS\avserv.
C:\Program FilesiMice
registry Operkey  C:A\WINDOWSlavserv.
fie Wrte C:\Program Fles\Micr
requstry Createkey C:
fie Wrke Ci\Program Fles\Micr.
registry  Wike C:Program Fles\Micr.
fie
fie Wrie C:\Program Fles\Micr...
registry
|fle Wrke C:\Program Fles\Micr. .,
registry  Openkey . ol M

31 w16 wihaseenanlisunsa



17) MY Log File Aagy v.17

Fle Edt WVew Favorkes. Toos Hep

Qo= O F P

Adress (3 Cy and Settingsip \ Chent{3)\NLClertINL Ck

File and Folder Tasks A1 8 1204035587, ) 1,493KD  Text Document ifaron toeM :

ST ) ) 1293988325.0¢ 6KB Text Document 1/312011 12:12 AM

‘jm'""'h_" 5 1233660546.6xt 11KE Text Document 12/30/20105:09 AM

Q famasfomtothe - B 5 o SKB  Text Docupent 12/30/2010 5:06 AM

4 : S 64KB Text Document 124302010 3:43 44
S4KB  Text Document 12/30{2010 3:27 A 4
160KB  Text Document 12/30/2010 1:13 AM

67KB  Text Document 12/30/2010 12:46 A4

295K Text Document 12{30{2010 12:42 At

21KB  Text Document 12/29/2010 11:56 P4

28KB Text Document 12{29/2010 11:40PM

28KB Text Document 12/29{2010 11:33P4

25KB Text Docunent 12/29{2010 11:38 P4

41KB  Text Document 12{29/2010 11:37 P4

44KB  Text Document 12/29/2010 11:36 P4

46KB  Text Document 12/29/2010 11:29 P4

81KB Text Cocumert 12{29/2010 11:19PM

34KB  Text Document 12/29/2010 11:12PH

31KB Text Document 12/29/2010 11:03 P4

ISKB Text Document 12{29/2010 11:01 P4

17KB Text Document 12{29/2010 11:00 P14

18KB  Text Document 12/29/2010 10:59 P4

KB Text Document 12/29/2010 10:59PM

19KB  Text Document 12{29/2010 10:58 P

25KB Text Document 12/29/2010 10:57 pta

136KB  Text Document 12/29/2010 10:41PM
22KB  Text Document 12/29/2010 10:40PM Vi

31 4.17 #¥e13 Log File

18) 49U Menu Bar Ag31] 4.18

pandéf_a Box For Win(; Pan;ibr,a qu‘for Windows

| Monitor  Notificatidf "™

Exit ;
w;amm{lonitors lﬁ _ﬂ
Typt
| Type | Action file |
file Write Fdegs
F ﬂe Wr ite reg;g
file Write file

31 4.18 4aw Menu Bar

Process
File
Registry
Port

API
WinPcap
Detect

Que

S Notfcation Help

(- IP

C:APro¢
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gemanaaevlisunsu

Q' % a’l ) {
1) Gududremsaudianinii lonow malware.sample.zip

- | malware.sample.zip
eliske

31] .1 lenau malware.sample.zip

@ ‘:3' a { 4 3’/ Y] 1 Y] 1
2) Audanani IWd malware sample.exe 910114 T1)sunsuazorusiaru 1¥nsensiary

o T A o o 1 o 4
1177 infected INBIUAIDYIUALNIT

[
' ;;j)sﬁm {7 poders | [T33]-
AMahwarelDesktoplNew Folder\malare.sample. 2 B

Name'- & - oo Tywe o Pade.. Has.. Sze R.. Date
! Dlmaksare sample.exe Application 1SKB Yes 16KB 9% 1/15{2007 1:43PM

Password ‘needed

@ File ‘malware. sample.exe' is password 0

protected. Please enter the password in
"1 the box below.

password [ infected |

Y. 1 v 1
7 a2 niheasdarin





