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ABSTRACT

This project presents the automatic temperature and humidity control
system in a silo. Thailand is an agriculture country so the agriculture product
saving efficiently will give the most benefit for agriculturists. For the silo
model, its size is width 50 centimeters, length 60 centimeters and height 45
centimeters. The design control system can control temperature and humidity in
the silo automatically using a sensor (SHT15) and transfer data to computer via
wireless communication using Zigbee module. The temperature is reduced by a
ventilated fan. To increase the temperature, a heater is used. For the humidity,

the ventilated fans are used to control the proper humidity level for the silo.
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2.2.1.1 AauaaliAved PICI6F877
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31 EEPROM w119 256 1ud
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1] Timer/Counter 3 A3
ﬁhlﬂ’d Capture/Compare/PWM on2 AR
§l A-TO-D Converter iy 10 Do $11171 8 Foariud1 ludues
fi3210 USART dsUsed n1sdeesuuy RS232 W30an a1
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RDO/PSPC w—-[] 19 22 [J -—» RD3/PSP3
RD1/PSP1 - [] 20 21 [] «—— RD2PSP2

i 2.1 Tns9d319904PIC 16F877

2.2.2 Msdaassuiazadsunsy
TuluTnsneuinsames PIC 16F877 iminsanuideyansudmiuldau il 368
e S35ameilvld 8 Ta 54 g 56 G udaziusntiviagaga 128 Tud ualimsldameialy

1 g (%
UAASHUNNANNY
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FIGURE 1-2:

PIC16F874 AND PIC16F877 BLOCK DIAGRAM
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==t STATUS rag :j:;ll
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Timer
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Timer

Brown-gut
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In-Circuit
Debugger
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Fregramming

MOLR

Voo, Ves

p Program Data
Device FLASH Data Memory EEPROM
PIC16FE74 4K 192 Bytes 128 Bytes
PIC18FE77 2K 368 Bytes 256 Bytes
st . DawBus PORTA

FLASH =:], Preg ram‘Coumer I'«xﬁ [[ - y

Program || N :

Memory '\" 2AM i

- Fite i
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PCRTC

Farzlie] Elzve Portfl 3
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PREADTAEDIA]
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Serial Port

el Timsr1 Timer2 10-58 A/D
il I 1 T
Data EEPROM coP12 Synchronous USART

Note 1. Higher order bits are from the STATUS register.
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) a o ] 4
ﬂﬁNﬁ 2.2 iwamaammzmgmuwweﬂuiﬂiﬂ@uimamai PIC16F877

4 DIP | PLCC | QFP | WOIP Buffer o i
Pin Name pin# | Pin# Pin# | Type Type Description
PGRTC is a bi-directional #0 port.
RCO/THOSOQITICKE| 15 16 32 e} ST RCO can also be the Timer1 oscillator outputor a
Timer1 clock input.
RCU/T1OSHCCP2 16 18 35 el ST RC1 can also be the Timert1 oscillator input or
Capture2 input/Compare2 output!PWM2 output.
RC2/CCP1 7 {9 36 #0 ST RC2 can also be the Capture? inputiCompare
outputPWHi1 output.
RC3/SCK/SCL 18 20 37 o ST RC3 can also be the synghmnous serial clock input!
output for both SPI and 1-C modes.
RC4/SDI/SDA 23 25 42 i8] ST RC4 can also be the SP1 Data in (SP1 mode) or
data /0 (1°C mode}.
RCE/SDO 24 26 43 HO ST RCS can also be the SPi Data Cut {SPI mode}.
RCE/TXICK 25 27 44 WO ST RCH can also be the USART Asynchronous Transmit
or Synchrongus Clock.
RCTIRX/IDT 26 29 1 Ho ST RC7 can also be the USART Asynchronous Receive
or Synchronous Data.
PORTD is a bi-directional #Q port or paralle! slave port
when interfacing to a microprocessor bus.
RDC/PSPO 19 21 38 o | sTATLS
RD1/PSP1 20 22 39 4o | STATLE
RD2/PSP2 21 23 a0 o | st
RD2/PSP3 22 24 41 o STATL
RD4/PSP4 27 30 2 Yo STITTL®
RD5/PSPE 28 3N 3 ito | st
RDE/PSPE 29 32 4 o] STTTLS
RD7/PSPT 30 33 4o | sTTiL®
PORTE is a bi-directional #0 port.
REO/RD/ANE g 25 e} STTTLS REQ can also be read contral for the parallel siave
port, or analog inputs
RE1/AVR/ANG 9 10 26 e} sTTIL® RE1 can also be write control for the paralle! slave
port, or analog inputd.
RE2/CS/ANT 10 11 27 YO STTTLE REZ can aiso be select contrel for the parallel stave
pert, ar analog input?
Vss 1231 1334 | 629 P — Ground reference for logic and /0 pins.
VoD W.32¢” @285 7.28 P — Positive supply for logic and O pins.
NC | 191728, | 12,13, — These pins are not intemally connected. These pins
4 33.34 should be left unconnected.
Legend: |=input O = output 1O = inpuvoutput P = power
— = Notused TTL=TTL input ST = Schmiit Trigger input

Note 1: This bufier is a Schmitt Trigger input when configured as an external interrupt
2: This buffer is a Schmitt Trigger input when used in Serial Programming mode.
3. This buffer is a Schmitt Trigger input when configured as general purpose /0 and a TTL input when used in the Paraliel
Slave Port mode (far interfacing te a microprocessor bus).
4: This buffer is a Schmitt Trigger input when configured in RC oscillator mode and a CMOS input otherwise




2.3 195 aANNT T Hnoan laiin (Ultrasonic Humidifiers)
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HB4AIUANITDININAZD 1A 1TURAFINNT I

A o 2(’ a @ y a L P Y 1 %,’ =
A5 091ANUTUYHAAAI1 1w1A (Ultrasonic Humidifiers) %zainnquwuan%um

4 X a v < ¢a a o = g 3
Usrmnmsiuduvesganagi Tasldmsduvesgunsaidian Insiindiignulaewilumsdu

sl

3 g a3 A o
Fana Taolduuidlols (Piezo disk) fuasluh msdudanasziina TasassdeAnidaild
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Snyazvouns oAU EuTiasani1 1aiia (Ultrasonic Humidifiers) taaalugii 2.3




2.4 gunsailumslvinanieu

4
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Tumstivgamgiildun TsedewiuluTassauilidiiaasahinnudou uldly

s lanuleuTaemsdeaniominasilsaiton Tasldnszualnili 220 Taad fsdal

u

o o J o a 1 4
2000 g Tumsyhanudeu fifeaniimsldgUnsaiiinnuiousiiauna (Heater) Tuiso
anwdeufidanuriesmnnnglnsaindinniglnsalhanuiouriiauvangamsrhanas

NS eudesudn dnvaizveavaalannuioundasAsgli 2.4

51 2.4 waadanuiou

2.5 gilnsainsreTagamginazauyu SHT15

[} @ a v 1 a Y 4 < o v
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a A
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1fio9 N UIes SHTI5 amisndan Idieguugil naganusy mwsizlduasdyg o

U

< @ aa ] I oy ~
ownaenliiludaaafinea (D) egniely Imuwes SHTIS {ugnsalfhaerdnan
12 udaufuduanudseeariom lumunssiuiunuiasgiuvesglnsaitees 1dan
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a &
QUNYUUAZANUTU

2.5.1 paEnileIny
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v o d

% 1 &’ Z/ J L3
AWTDIANANNFUTUNND llﬁ’ﬂ\ilm 1-99.9% A7YazoealuN15In 0.1%RH
vy

ansnangurgiinag 0-125°C ANaziBealumMsin 0.1°C

Teurasnrelil +5v aunszue vl

L g d'

fanuiugrlums iaguugiiegh 0.5°C IUANUFUN 3.5%RH

Snvae Taseadveuruweinsivinguugiuazauyuy SHT1S uaalua1sai

2.3 waznaaalugii 2.6

[

v Y
s 2.5 nuazvosgUnsains I InguMgiiasAIY SHTIS

4 3 @ a
M1 2.3 Taseaivoninsunsiningmngii SHTIS

Pin Name Comment
1 GND Ground
J DATA Serial Data, b_idirectional
3 SCK Serial Clock, input only
4 VDD Source Voltage

NG NC Must be left unconnected

= ¥ ¢ o a
51 2.6 Tnsaai19v049UnI0inT 10 IAQUNAI SHTIS



2.5.2 MAUMaa (Command Sequence)
2.5.2.1 nm’%uﬁumiﬁnm (Transmission Start)
@ A o A <
anvazdou lvwesdyaaldnvuily
= < { g
-Datadounin 1o Y vaizdi sk grusn i 1
= { g
-Data@oumin 0ifu 1 4 wauzdi sck gninz iy 1

anyazveId RN 2.7

%

U 2.7 dnyardyanoiiioEuALNIT11M (Transmission Start)
2.5.22 ms‘%wnmsﬁaude (Connection reset sequence)
A a 1 o J Y o = 1 Y
dleviantsfaneiuglnsal Inaedryamuniin (Sck) Tedwiion 9 gn

- @ 19 < Y Y " - @ ~
yazidyausudidoya (Data) (1 118201088 Transmission Start Aauanalugilii 2.8

-
P
-
.

a = 2 ' 4
31]71 2.8 MITWANIIFOUAD (Connection reset sequence)



14

2.5.2.3 padnyarvesTyyanduazean (1/0 Characteristics)

AudNYMZYIAYATAZEEN (VO Characteristics) ttanalun13197 2.4

uazgUi 2.9

MINN 2.4 pudnyUzVeIdY YUY azenn (1/O Characteristics)

Parameter Conditions Min | Typ. | Max Unit
FSCK SCK frequency VDD >4.5V 10 MHz
VDD >45V 1 MHz
TRFO DATA fall time Output load 5 pF 3:5 10 20 Ns
Output load 100 pF 30 40 200 Ns
TCLH SCK high time 100 Ns
TELLE SCK low time 100 Ns
vV DATA valid from 50 Ns
THO Output hold time 0 10 Ns
TR/TF SCK rise/fall time 200 Ns
N - BN TR—- -
L% — FSCK i —| | [ TF
scK (e |
Ve | TV il

DATA : Y~ %

UM 2.9 uHUAWAIMTTNNUANTN ULV Yayaaudazeon
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o q'J o 1 d
2.5.3 mFddumIman tazmseutoyansuIros

v
o o

mdalumshauuazmssudoyannmumes nandluaisedi 2.5

M 2.5 mdalumahauiazmssmdoyasnnauised

Command Code Description
Reserved 0000x Reserved
Measure Temperature 00011 Temperature measurement
Measure Humidity 00101 Humidity measurement
Status Register Read 00111 Read access to the status register (see application note)
Status Register Write 00110 Write access to the status register (see application note)
Reserved 0101x- Reserved
1110x
Soft reset 11110 resets the chip, clears the status register to default values
wait 11ms before next command

d
2.53.1 MIDIUYDYANNITUIHDS

qﬂﬁﬁaﬂazﬂauﬁw Transmission Start + Address + Command Tae Address = 000 3 bit +

Command 5 bit aaaaslugali 2.10

wait for data ready

TS
©

I
1

ack

0ll
11

LSB
ack
=0
o
)
&
gE=na
ack

SALE

ack

'

Adr Command

s 2.10

msfudadeyannmues

o w d

2.53.2 MIv A inazANUTUTUING

1 1 a g o i litor ' 4 J
N30 IUARUNNILATANUTUTUNND Frethaiiie luTasnouTnsames Aean1se 1y

, X % o & & w
mmm‘vummmuwagc‘f?m Address = 000 LazAT3I =00101 i)xﬁ"lgﬂmﬁdmiﬂ

°

2.11

=b.

Y
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Measurement
Transmission Start Address=000 Command="00101" =56ms for 12 bit
= 11ms for 8 bit

DATA e Bold = SHT1X controis DATA signal

Normal = o0 controis DATA ine

SCK

o

4 @ ' 4
st 2.1 dnvuzdyanslumsewdoyaninauise’

4 [ o O U Y <3|
H oo iSumumMAnd19zae Acknowledge (ACK) 4281159391 Data adiilu 0

(duiy) uaalugln 2.12

Skip jedge o end
After the senser pulls down the DATA : (i no CRC is needed}
oin, measurement I ready for readout 12 bit hurmnidity data ‘
0 ] ;

] [i] /1—1

Wait for data B bk Idw
Ready i f” piidl - i

SCK

[

! o [ 4
s1li 2.12 dnwezdymnalunssudeyannuannmuges

9

- Foyaussganigiivuig 14 U tay ANUAUINNA 12 U9 @ansonlaould
I a 3
flu 12 uaz 8 Ta Taganugmsha)

- 1101451 Acknowledge 11 luTnsnouTnsamossodnagdszuna > 210
ms (folvmuroindon ndaSededuana SCK aolddn 2 lud dnsuSudeya uaz 1 Tud
dmsudeyansiadeunudianaln (CRC)

o ) 1 a g a
nnfetverannsasmdoya 12 Savesaawdu @ Ja usnidlu o awe) 1hiu
A yyy v Y v
0000 1001 0011 0001 = 2353 (dec) = 75.79 %RH o lddoyansuudivindesns CRC In

I [} < ) ¢
A1 Acknowledge 8700159991 Data aiifu 0 winludesmsndmwruneniill



dninvomyana1e navveuIndInanIzl 17

2533 msoudeyamonsivaeuderanaia (CRC)
dadyana sk delUBn 1 Tud 8 Tn) dmudoya CrC
2 a gy J I 4 [
- windugamsanaen hideanoy Acknowledge YaoslH Data 11y 1 1 isorin
SCK gn# 9
Y ' 9 ' Y vy =2 S|
- mndesnsenteyans Aoy Acknowledge AIUM3AYT Data Ay 0 udAs

Tugi 2.13

CRC-8 Checksum Wait for next measiement Transeaission Start

NS
[
DATA s Skip acknowledge to el
ack e, £l B el
SCK sleep automatically ',' “‘ ',' b3
________ MSB LsB s bR
1 2 3 4 5 6 Xa 8 9
d‘ [ [ v 9 4 14
51 213 dnyaizdygralunssudeya CRC 1 luAnnmuzos
M35197 2.6 A151AAINTITNIAT d1, d2 YUIA 14 bit, 12 bit NUTIAY 5 V uag 3V
Celsius Fahrenheit
SOT d1 d2 d1 d2
14 bit 5V -40 0.01 -40 0.018
12 bit 5V 40 0.04 -40 0.072
14 bit 3V -38.4 0.0098 7.1 0.0176
12 bit 3V -38.4 0.0392 3R 0.0704

2.5.3.4 msnldaudoyafitnea

I Y a 1 9 ad o I a 9
ﬂumayjaamwnu ANVOIVDYAYUNHUY ﬂyngﬂummu

a U

msnldeudeyadinoat
ansadnuldlasldgas
Temperature=d, +d, * SO, 2.1
Lf}ﬁ) SO, = Serial Output Temperature

J ' Aa g
d,, d, 1y mnadiradu

117582
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1 e1udoyaAdneAvLIA 14 bit 18 SOT = 011010 11111111B = 06911 dec NTIAU 5V
4 ' =] - 1 °
dodeamseruaniiuesmsaioass lda1 di = -40, d2 = 0.01 HAMIAIUIV temperature =
29.11°C
= 9 aa I 9 43 ' 9 ,Z = (I~ a 9)
msldvudeyadineaiudeyaniuiy mvoadeyannusuiidnyus hithudady
v v
gunsamura ldmutunauaail

fnna RH,,, Tneldgns

Lincar

RH, = c,+c,*SOp, ¢, SO0, 2.2)

lincar

Lﬁﬁl RH = Serial Output Humidity LUV Linear &% ¢, ¢,, C, ﬁﬁ%ﬂu
c,=-4 ¢, = 0.045 c,=-2.8%10"  for 12 bit SOy,

c, =-4 ¢, = 0.648 ¢, =-7.2%10"  for8bit SOy,

iweld A1 RH, g T udd mism R Tavldgas

linca

RH, = (T.-25)*(t,+1,*S0,,) + RH

true

(2.3)

linear

dlo t,=0.01;t,=0.00008, t,=0.00128 for 8 bit SO,

wueutoyanInoaia 12 bit 14 RH,,,, = 0110 111111118 = 1791 dec fiuseAu S

linear

V 81U T, =29.11 °C 1ip@0an1svia1 humidity 98 14A1 ¢,=-4 , c,= 0.0405 , ¢, = -0.0000028

HAN13A11IAY humidity = 60.18 %RH

\J
2.6 @IUNFAIWANINNAA LCD
< = =* g ~ o (& g ' > =
FlursnasdanuranmalIFaiiua s NIy ladaaiusena19ueuraInUKan
ot V. s
LCD Uveanatelsems
- Aundsnutles dpamsiiasnuios LsAUAT

a 9 =

A A Vg ¥ ' v
N L“Iff)f]ﬁhlﬂ clwm"lﬁ"lumqqmwnumn wmqmﬂﬂmumu

9

- AImInAuMsIEasHavedoyaii lad

- 51N

=2 9 @ v

0 S| v { o o
Fadrumarasana129 9114 Tuga LCD naedududszneuidnyuesgunsal
' A a vy o Avyvo o
e fnaneangiosaainluifagiu Tavlulassnuilldihduraswanuuluga LCD wy

naaamIsBIVIA 16 x 2 11 lumsvh ey AsgUi 2.14



Uit 2.14 dnbuzanluga LCD

2.6.1 Tassadawealuga LCD

ieraamssav1vealuga LCD 11 16 A18nu3 2 13avia Azl 2.15

Vss (U11)
vdd (v12)
Vo (v13)

RS (v14)

RW (W15)

E (@6)

DO0-D7 (v17-14) :

AONI10

k4
dollinua +5 vde
< a o o A o
Huvidunafuns s uielSUANUVIVEINITUAAIND
=1 a 9 a 9 a L= o A
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MANUIN N

Tilsunsuniuna

#include <16F877.h>

#use delay(clock=4000000)

/f#fuses XT,PUT,BROWNOUT,NOWDT,NOPROTECT,NOLVP
#fuses XT,PUT,BROWNOUT,HS,;NOWDT,NOPUT,NOPROTECT
#use rs232(baud=9600,parity=N,xmit=PIN_C6,rcv=PIN_C7)
#include <math.h>

#include <string.h>

#include <stdlib.h>

#define FAN.2  PIN.Cl
#define FAN 1 PIN_C2
#define FAN_DRY_ICE PIN_C3
#define DRY_ICE  PIN_C4

#define MOTOR_HEAT PIN_C5

#define SHT1xDATA PIN_Al
#define SHT1xSCK PIN_AO
#define noACK 0

#define ACK 1

#define use_portb_lcd

#include <lcd.c>

/

// SHT 1x address=000 is currently supported

// SHT 1x command code

/ladr command 1/w

#define STATUS_REG_W 0x06 /000 0011 O

#define STATUS _REG R 0x07 //000 0011 1



#define MEASURE_TEMP 0x03 //000 0001 I
#define MEASURE_HUMI 0x05 //000 0010 1
#define RESET Ox1E //000 1111 O

// constant use for SHT1x Humidity Measurement
#define C1 -4.0

#define C2 0.0405

#define C3 -0.0000028

/#define C1 -2.0468
/l#define C2 0.0367

/l#define C3 -0.00040845

/I constant use for SHT Ix Temperature Measurement
#define D1 -40.0

#define D2 0.01

/[#define D1 -40.1

/[#define D2 0.04

1

// constant use for SHT 1x True Humidity Measurement
#define T1 0.01

#define T2 0.00008

/l#define T2 0.00128

//PIC16F6X8

//#define CMCON O0x1F

/[#define PORTA 0x05

/[#define PORTB 0x06

I define variable /1111
char ch;

int num_value[14] =11,2,3,4,5,6,7,8,9,10,0,12}; // value to calculate
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int value[4];
int ans;
int mode=0;
int running;
float settemp=0,sethumi=0;
T T
T T
1 v S s
void InitialChip(void);
//SHT 1x Transmission Start condition
void SHTStart()
{
output_high(SHT1xDATA);
output_low(SHT1xSCK);
output_high(SHT1xSCK);
output_low(SHTI1xDATA);
output_low(SHT 1xSCK);
output_high(SHT1xSCK);
output_high(SHT1xDATA);

output_low(SHT1xSCK);

——

// SHT1x Connection Reset:
void SHTConReset()
{

int 1;

output_high(SHT1xDATA);

for (i=0; i<9; i++)

{
output_high(SHT 1xSCK);
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delay_us(2);
output_low(SHT1xSCK);
delay_us(2);

}

SHT Start();

// SHT 1x Address & Command Mode with address=000
int SHT Write(int Data)
{

int 1;

for (i=0x80;1>0;1/=2) //shift bit for masking data
{
if(i&Data)
output_high(SHT 1XxDATA);
else

output_low(SHT1xDATA);

delay _us(2); //Snend Clock each bit
output_high(SHT 1xSCK);
delay_us(2);

output_low(SHT1xSCK);

output_float(SHT1xDATA); //Change DATA Line to Input

delay us(2);

output_high(SHT1xSCK); //Clock for Acknowledge

delay_us(2);

i= input(SHT1xDATA); //Get Acknowledge
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output_low(SHT1xSCK);
delay _ms(250);

return (i);

//Read data from SHT 1x
float SHTRead(void)

{

int 1;

long [Tmp,IVall,lIVal2,IValue;

1Val1=0;

1Val2=0;

//get MSB from SHT 1x
for (i=0; 1<8; i++)
{
IVall<<=l;
output_high(SHT 1xSCK); //Send Clock Hight
ITmp = input(SHT IxDATA); //Read Data Bit
//delay_us(2);
output_low(SHT1xSCK); //Send Clock Low

//delay_us(2);

if(ITmp)
IVall|=1; //store in 1Vall

1
s

//Acknowledge routine for Next byte
output_low(SHT1xDATA);

output_high(SHT1xSCK);
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//delay_us(2);

output_float(SHT1xDATA); //Change to Input
output_low(SHT1xSCK);

//delay us(2);

//get LSB from SHT1x
for (1=0; i<8; i++)
{
IVal2<<=1;
output_high(SHT1xSCK); //Send Clock Hight
ITmp = input(SHT IxDATA); //Read Data Bit
//delay us(2);
output_low(SHT1xSCK); //Send Clock Low

//delay_us(2);

if(1Tmp)
IVal2|=1; //store in [Val2

1Value = make16(IVall,lVal2); //Makes a 16 bit number out of two 8 bit numbers.

return(1Value);
b
// SHT1x Soft Reset
// resets the interface, clears the status register to default values
// wait minimum 1 lms before next command
void SHTSoftReset()
{
SHTConReset();

SHTWrite(RESET);

I8
J
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// calculate dewpoint
float shtlx_calc_dewpoint(float fRh,float fTemp)
{

float fDewpoint;

float fLogEW;

fLogEW = ((7.5*fTemp)/(237.3+fTemp))+log10(fRh)-1.33923;
fDewpoint = ((0.66077-log 10(fLogEW))*(237.3))/(log10(fLogEW)-8.16077);
return(fDewpoint);
}
void InitialChip(void)
{
// setup_comparator(NC_NC_NC_NC); //Input Digital
set_tris_a(0B00000000);
set_tris_c(0B10000000);
b
M. End Seasor- /11T
I Keypad: I
int atoc(char c) //[Convert char to int
{
int 1;
i=c-'l'
if(c=='0") i=10;
if(c=="¢") i=20; //suppose if press "<" will get integer = 20
if(c=='<") i=21; //suppose if press ">" will get integer = 21

/] if(c=="#) i=11;

return(i);

b
char get_keypad()

{
//check coll



output_d(0b00000001);

/el rl

if(input(pin_D4)==1)

{
while(input(pin_D4)==1)
delay_ms(1);
return('1");

}

/el 12

else if(input(pin_D5)==1)

{
while(input(pin_D5)==1)
delay_ms(1);
return('4');

)

/el 13

else if(input(pin_D6)==1)

{
while(input(pin_D6)==1)
delay ms(1);
return('7");

H

/el r4

else if(input(pin_D7)==1)

{
while(input(pin_D7)==1)
delay _ms(1);

return('<');

//check column 2

output_d(0b00000010);
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/le2rl

if(input(pin_D4)==1)

{
while(input(pin_D4)==1);
delay ms(1);
return('2");

b

/le2 12

else if(input(pin_D5)==1)

{
while(input(pin_D5)==1)
delay ms(1);
return('5");

}

/lc2 13

else if(input(pin_D6)==1)

1
while(input(pin_D6)==1)
delay _ms(1);
return('8");

}

//c2 r4

else if(input(pin_D7)==1)

{
while(input(pin_D7)==1)
delay_ms(1);
return('0');

h

/Icheck col3

output_d(0b00000100);

//e3 1l

if(input(pin. D4)==1)
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while(input(pin_D4)==1)
delay_ms(1);
return('3");

}

//e3 12

else if(input(pin_D5)==1)

{
while(input(pin_D5)==1)
delay_ms(1);
return('6");

h

//c3 13

else if(input(pin_D6)==1)

{
while(input(pin_D6)==1)
delay_ms(1);
return('9");

}

//c3 4

else if(input(pin_D7)==1)

{
while(input(pin_D7)==1)
delay_ms(1);

return(™>");

-

//check column 4
output_d(0b00001000);
//c4 rl
if(input(pin_D4)==1)

{
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i)

while(input(pin_D4)==1);
delay_ms(10);
return('s');

}

/lc4 12

else if(input(pin_D5)==1)

{
while(input(pin_D5)==1)
delay_ms(10);
return('u");

J

/lc4 13

else if(input(pin_D6)==1)

{
while(input(pin_D6)==1)
delay_ms(10);
return('d');

}

//c4 rd

else if(input(pin_D7)==1)

{
while(input(pin_D7)==1)
delay_ms(10);

return('e');

-~

float CheckKeyPress()

{

char ch;
int a1=0,a2=0,count=0;

int ans=0;

value[0]=0,value[ 1]=0,value[2]=0,value[3]=0;
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while(ans==0)

{

ch=0;
ch = get_keypad(); // get value from keypad
if(ch!=0) // check if there is any press
{
al = atoc(ch); // send ch to ATOC function and return cl
iflal!'=20 && al!=21) // press any key 0-9
{
a2 = num_value[al]; // get real value
/Nled_putc(ch);
value[count]=a2; // store value in variable array named value

printf(lcd pute,"%d",a2);
delay_ms(1);
count=count+l;

ch="0";

}

else if(al==21) // press key '<'
{

led_pute("\f");

led putc("Insert again\n");
delay_ms(2000);

/Ned_pute("\f");

count=0; //clear everthing
ch="0"; //clear everthing
ans=0; /[clear everthing

value[0]=0,value[1]=0,value[2]=0,value[3]=0; //clear everthing
al=0;

a2=0;

}



else if(al==20) // press key 'enter'
{
if(count==3)

{ans = ((value[0]*100) + (value[1]*10)+(value[2]*1));} // calibrate to integer
else if(count==2)

{ans = ((value[0]*10)+(value[1]*1));}

else if(count==1)

{ans = value[0]*1;}

ch='0";

return(ans);

}

}
float menu_func()
{
start:
led_putc("\fTemp:1, Humi:2\n");
lcd_putc("End:9");
delay_ms(100);
running=0;
while(running==0)
{
ch = get_keypad();
if(ch!=0)
{
if(ch=="1"
{
led_putc("\fSet Temperature\n");
delay_ms(100);

settemp=CheckKeyPress();
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printf(led_pute,"\fsettemp=%.1f C\n",settemp);
delay_ms(1000);
running=1;
return(1);

}

else if(ch=="2")

{
led_putc("\fSet Humidity\n");
delay_ms(100);
sethumi=CheckKeyPress();
printf{led_pute,"\fsethumi=%. 1 \n",sethumi);

delay ms(1000);

running=1;
return(2);

}
else if(ch=="'9")
{
led_pute("\f---- END ----");
running=1;

return(9);

else

goto start;

}
Y o s oY W s



// Main Program

void main(float)

{

float fRh_lin=0;

float fRh_true=0,fRh_true 1=0;

float fTemp_true=0,fTemp_true_1=0;
float IValue _rh=0;

float IValue temp=0;

float R;

led_init();

InitialChip();

delay ms(200);

set_tris_b(0x00);

SHTConReset();

led_pute("\fHello world\n");

printf{("Hello World");

delay_ms(1000);

menu_:

mode=menu_func();

while (TRUE)

{

SHTConReset();

// delay >1lms before next command

delay_ms(12);
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SHTStart(); //@1 start transmission

R=SHTWrite((MEASURE_TEMP); //@2 measure temperature
if(R==1)
{

printf(led_putc,"\fSensor Error'\n");
delay_ms(1000);
continue;

}

1Value_temp = SHTRead();

// temperature calculation
fTemp_true_1 = (D1+(D2*[Value_temp));
iffTemp_true 1>10 &&fTemp_true_1<80)
{

fTemp_true =fTemp_true_L;

// delay 11ms before next command
delay_ms(12);

SHTConReset();

// delay >11ms before next command
delay_ms(12);

// start transmission

SHTStart();

// measure relative humidity
SHTWrite(MEASURE_HUMI);

IValue rh = SHTRead();

// relative humidity calculation

fRh_lin = (C1+(C2*1Value_rh)}+(C3*IValue_rh*IValue rh));



fRh_true 1= (((fT emp_true-25)*(T1+(T2*IValue_rh)))+fRh_lin);
if(fRh_true_1>10 &&fRh_true_1<80)
{
fRh_true =fRh_true_1;
}
ch = get_keypad();
if(ch!=0)
{
if(ch=='9")
{

goto menu_;

—~

if(mode==1)

{
printf(lcd_putc,"\fSettemp=%.1f C\n",settemp);
printfled_putc,"T=%3.2f C\n",fTemp_true);
printf("T=%3.2f C\f\n",fTemp_true);

printf("H=%3.2{%%\r\n" ,fRh_true);

delay_ms(1000);

if((settemp>=fTemp_true-1) && (settemp<=fTemp_true+1))
{
output_low(MOTOR_HEAT) ;
output_low(FAN_1);
output_low(FAN_2);
output_low(FAN_DRY_ICE);
output_low(DRY_ICE);
}
else if (fTemp_true > Settemp+1)

{

68



output_low(MOTOR_HEAT) ;
output_high(FAN_1);
output_high(FAN_2);
output_low(FAN_DRY _ICE);
output_low(DRY_ICE);

}

else if (fTemp_true < Settemp-1)

f
§

output_high(MOTOR_HEAT) ;
output low(FAN_1);
output_low(FAN_2);
output_low(FAN_DRY ICE);

output_low(DRY _ICE);

ifltmode==2)

{
printf(lcd_pute,"\fSethumi=%.1f \n",sethumi);
printf(lcd_putc,"H=%3.2f \n",fRh_true);
printf("T=%3.2f C\r\n",fTemp_true);

printf("H=%3.2{%%\r\n",fRh_true);

delay_ms(1000);

if (fRh_true >= Sethumi-1) &&(fRh_true <= Sethumi+1))
{
output_low(MOTOR_HEAT) ;
output_low(FAN_1);
output_low(FAN_2);
output_low(FAN_DRY_ICE);

output_low(DRY _ICE);



}
else if (fRh_true >= Sethumi+1)
{
output_low(MOTOR_HEAT) ;
output_high(FAN_1);
output_high(FAN_2);
output_low(FAN_DRY _ICE);
output_low(DRY _ICE);
}
else if (fRh_true <= Sethumi-1)
{
output_low(MOTOR_HEAT) ;
output_low(FAN 1);
output_low(FAN_2);
output_high(FAN _DRY ICE);

output_high(DRY _ICE);
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v.1 A salemMsl¥nu PIC16F877

Devices Included in this Data Shest:

- PIC16ro73
« PIC16F874

- PICIGIO76
« PICI6FETY

Microcontrolier Core Features:

-

.

Iigh pedormance RISC CPU
Only 35 single word instructions to learn
All single cycle instructions except for program
branches which are iwo cycle
Dperating speed: DC - 20 MHz clock input

DC 200 ns instruction cycle
Up to 8K x 14 words of FLASH Program Memory,
Lip fn 3R8 x A hvies of Nata Memary (RAM)
Up to 256 x 8 bytes of EEPROM Data Memory
Fmnout compatible 10 the PICTeC 3B/ /4B /61 /
interrupt capability {up to 14 sources)
Elght level geep haraware stack
Direct, indirect and relative addressing modes
Powei-uit Resel (POR)
Power-up Timer (PWRT) anc
Oscillator Start up Timer {O8T)
watchdog 1imer (WU i) with 1is awn on-chip RC
oscillator for reliable operation
Programmatsle code protection
Power saving SLEEP mode

- Scicclable oscillator options

-

-

-

Low power, high speed CMOS FLASH/EEPROM
technology

Fully stalic design

in-Circuit Serial Programming™ (ICSF} via two
pins

Single 3V In-Clrcult Sertal Programming capabiiity
In-Circuit Debugging via two pins

Processor reddiwile aceess Lo prugranm imernory
Wirde operating voltage range” 2 OV in 55V

High Sink/Source Curentl. 235 mA

Commercial. Industrial and Extended temperature
ranges

Low-power consumption:

- < 0.6 mA typical @ 3V, 4 MHz

- 20 uA typlcal @ 3wV, 32kHZ

- <1 pAtypical standby current

Pin Diagram
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PDIP
MCLRNee —= || ¢ S 13| | =—= RE7/PGD
: 2 3| | == REGFGC
3 3 []=— RES
4 37 [J=—s RE4
RANANINREr+ -—e[] 5 35 [] »—e RBIPSM
RAATOCK! =[] 35 [] =—s RE2
7 T N )
8 N 33[]e—e RBOANT
B B pQe—veo
0 t 3 [ -—Ves
o ® p[e— ro7PeF?
2 @ 28[]e— RDAPSP3
DSCHCLKIN — [T 12 5 3§ [] w—e- RD5PIPS
OSCICLKOUT e——l 4 &= ' 27[]=—w RD4PSP4
ROOT IGSOTICH w—e [ 47 5% ] w—e RCTRXDT
RCITIOSHCCR? e[ <R 75 [] w—e ROATUCE
RC2CCPY w—w [ 17 24 [] =—e RCSSDC
RCYRLKIRSE HE R 3 :] i ROASDESNA
ROOPIPY [ 10 25 [ e RDAPIFPE
RO1PEPY w—e [ 20 4 :] - RO3PSPZ

Peripheral Features:
Timer0: 8-bit timer/counter with 8-bit prescaler

= Timert: 16-bit timer/counter with prescaler,
can be Incremented guring SLEEF via externat

crystal/clock

- Timer2: 8-bit timer/counter with 8-bit period
regisler, prescdler and postscaler
= Two Capture, Compare, PWR modules

- Capluieis 16-Dil, rmax. resotulivn is 123 18

- Compare is 16-bit. max. resolution is 200 ns

- PWM max. resclution is 10-bit

10-bit multi-channet Analog-to-Digital converter
Synchronous Scrial Mort (SSP) with st (Master
mude) and 1°C - {(Masler!Slave)

Uiniversal Synchronotis Asynchronotis Receiver
Transmitter {{USART/SCI) with G bit address
detection

Parallel Slave Port (PSP) B-bits wide. with
external RD, WR and CS condrols (10/44-pin only)
Brown-out detection crcultry for

Brown-out Reset (BOR)



Pin Diagrams
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PDIP, SOIC

MCLRvae— [
RAG#ANG =— []
ratsant =

RAZIANZP/REF- >
RARANIA=zrs <+ [
Rasmock =— O}
RASAN4SS ~— [
Vag— [
oscticLkin— [
QSCHTLKCUT -—
RCOTI0SOMACK) =— [
RC¥TIOSIGEP2=— [
rRC2ACCP1=— [

{

<
S

P2 = QR MR = RN st R e

PIC16F876/873

-

[ ] =+ RB7/FGD
[ ] = RBEPGC
[] <+ RBS
[ ] =~ RB<
[] =~ Ra2PGM

[] = RBOINT

»
o[ ] =— e

[] =——Vszs

5[] = RCTRXOT

[ = RCBMWCK
[] =—= RCHSDO

g ] == RC4SDUSDA

SR} MC

2gMI] =—— ‘s3

2500 =-— Voo

27000 «— REANTICS
260 =— REHANSMWR
25 =— RENANSRD
24 «— RASIAN4SS
23 -— RA4/TOCKI

33
32 =— RCOT10STITICKI
3100 — QSCCLKOUT
300 +— DSCYCLKIN

RCHUSCKISCL=—e |15
E‘:l
Py (“,
T D
5r§€“”8§£%
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o d i
SHE8Es88850
QFP FERFEEERD EERE D
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Key Features

PICmicro™ Mid-Range Reference PIC16F873 PIC16F874 PIC16F876 PIC16F877
Manual (DS33023)
Operating Frequency DC -20 MHz DC - 20 MHz DC - 20 MHz DC- 20 MHz
RESETS (and Delays} POR, BOR POR, BOR POR, BOR POR, BOR
{PWRT, GST) (PWRT, OST) (PWRT, OST) {PWRT, OST)
FLASH Program Memo
(‘M-bi?worcis) i e 3k 8K B
Data Memory (bytes} 192 192 368 358
EEPROM Data Memory 128 128 256 256
Interrupts 13 14 13 14
KO Ports Forts AB.C Ports AB,C.D.E Partis AB.C Ports AB.C.DE
Timers 3 3 3 3
Capture/Compare/PWH kModules 2 2 2 2
Serial Communications MSSP, USART MSSP, USART MSSF, USART MSSP, USART
Parallel Communications — PSP — PSP

10-bit Analog-to-Digital Modute

5 input channels

8 input channels

5 input channels

8 input channels

instruction Set

35 instruciions

35 instruciions

35 instructions

35 instructions




2.2 1PATINOM TN SHT15

Datasheet SHT1x
Humidity and Temperature Sensor

#

Fully calibrated
= Digital output

Product Summary

BHT1x (includng 8HTO, SHI11 and SHTIS) B
Sensirion's family ‘of surface mountable relative humidity
and temperature sensors. The Sensors integrates sensor
elements plus signal procassing on a finy foot print and
provide a Rully calibrated digial outplt A unique
capaditive sensor element is used for measuring relative
humidity while tamperatire &5 measured by 5 band-gap
sensor. The applied CMOSens® iechnolegy guarantses
excelient relisbility and long term stabiliy. Both sensors
are seamlessly coupled fo @ 14bit anslog to digial
comverter and & serlal interface circut This resulis in
superior signal gqualty, 2 fast response fime and
insersifiity to external disturbances (EMC).

Dimensions

I-<—>|? 2 e

b

4880 8 =us

Figurs 1: Drawing of SHT1x sensor packaging, dimensicee in
mm {fmm = 0.00%nch}. Sensor label gives *11" for SHT1 &
an example. Contacts 22 ascigned as follows: 15GND, 2.DATA
350K 4VDD.
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(SHT10, SHT11, SHT15)

Each SHTIx is individually calibrated in a precision
humidity chamber. The caliration cosfiicient are
programmed into an OTP memory on the chip. These
coefiicients are used 1o internally calimate e signals
from the sensors. The 2-wire serial interface and internal
voltage regulation aliows for easy and fast system
integration. The finy size and Jow power consumpdion
makes SHT1x e ultimate choice for even e most
demanding applications.

SHT1x is supplied in a suriece-mouniable LCC (L eadless
Chip Carrier) which is approved for standard refiow
soldering peocesses. The same sensor is also avaiiable
with pins {SHT 7x] or ors fiex print (SHTAT).

Sensor Chip

SHT1x V4 — for which tis datasheet applies - features a
wersion 4 Sificon sensor chip. Besides the humidity and
temperature sensors the chip containg an amplifier, AD
corverter, CTP mamory and a digital interface. V4 sensies
can be identified by the alpha-numeric taceabiity code on
the senscr cap — see example *ASZ" code an Figure L.

Material Contents

While he sensor is made of a CMOS chip the sensor
housing consists of an LCP cap with epoxy glob toponan
FRE zubstate The devics i fully RoHS andt WEEE
compliant, thus 1t is free of Po, Cd, Hg, Cr{E+), PEE and
PBDE

Evaluation Kits

For sensor trial measurements, for qualification of the
3ensor o even experimental application (data logging) of
the sensor there is an evaluatiors kit EK-H4 avaikable
including SHT71 (same sensce chip a5 SHT1x) amd 4
sensar channels. hard and sofiwars o interfzce With 2
computer. For olher evelualion Kis please creck
W sensirion comhurmidity.




Sensor Performance

Relative Humidity
Parameter Condion | min | typ | max | Units
a0 (4 |005]006 | %RH
sl Bluln| m
Bocuracy 2 typical 5 %RH
SHTH maxima see Figure 2
Accuracy?  |typical | 230 ] %RH
SHTH maxima see Figure 2
Pocurscy®  [typical |£20] %RH
SHTI maximal see Figurs 2
Repeatabiity Hid 8RH
Hysteresis + %RH
Mordineanty finearzed <<l %R
Response time * |1 (63%) 8 s
Operating Range 0 100 | %RH
Long term drf #  |rosmal <05 WRHyr
+ 40
EX: " y
5= N / =7
£, [N T N &
<" RE i ma SHT s
£7d | § : A
= SHT15
£0 L_pWU8 ~ i 4 BN

0 1620 30 40 450 &0 70 B0 W 40D

Retative Husmidity (XRH)
Figure 2: Mawimal BH-tdlerance at 22°C per sensortyps.

Electrical antd General ltems
Parameter Condifon | min | typ | max | Unis
Source Voltage 2 | AINLESD Y
sleep 2 o W
Power measuring 3 il
Consumption® [0 i d
averaye @0 W
Communication |digital 2-wire interface, see Communication
Storage 10 - 50°C (0 - 125°C peak), 20 - 00RH e

The CEfRUN IMSQsUISMENt ST ¢f T 1AL Y lEmpRratIe ane 110N R

mumidRy. It 230 B2 teute o 1 TEEH &y Semonant 5 regRte.

¢ Asowaves me esed 3l Ouipoig Cuatly Cows ol ISTT (TR and 33,
VEkieE sNclide nyREresis ond are applcabis B non-condensing envibonmants
oy

¥ Time 90 rezching 55% of 8 Step funcion, walis 3 25°C 300 1 M Ao
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Temperature
Parameter Conditon | min | typ | max | Units
. agd oM | 00| °C
Resolution
= R
Accuracy 2 fypical H5 C
SHT10 maxima zea Figure 3
Accuracy typical | =04 I ¢
S5HTT mamima see Figure 3
ﬁtmacy z %‘,}MC&] | i@;} | °C
8HT13 maximal zee Figure 3
Repeatzhbilty =4 *C
e 40 1238 °C
Operating Rangs ") G| oF
Respanse Tme* |1 (83%) 5 B | s
Long tem drift <004 *Clyr
+34
20
P %24 \{\\\Siﬂlﬂ » 5
; £15 \» j” //
A0 S
A
+04 -w__jw 2w SHT1S
+ 0.0 T T T T T

Figure 3: Maximal T-tclsrance per senser Type.

Packaging Information

Seraor Type Packaging | Cuantity | Order Number

SHT1G Tape &Rext | 2000 113021804
Tape & Recl 100 150005104

SHT11 Tape & el 400 110009804
Tape & Fesl 2000 110052404

SHTTS Tape & Reel 100 1-100085-04
Tape & Reel 400 1500049304

This datasheet is subject to change and may be
amended without pricy notice.

4 Vake may 52 RigNET in SnvPommENts Wit Digh cortants of wuatie coganic
LoMpouTs, SRe Saren 1.8 piser Sulde

¥ Yales 50 VDDS3 AV 3 2870, gwerage value of one IZ5l megsaErem

per zecond

Fezzonse (me depends on P23l CIpaldy o angd hemE resstante o
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2 Interface Specifications

HName Comment

=
(3]

GND | Ground

DATA [Serial Data, bidrectional

L

5K |Serial Clock, input ondy

s

VD [Source Voltags

%husm«ag

NC  |Wust be left unconnected

Table : SHT 1% pin assignmert, NC remain floating.

21 Power Pins {VDD, GND}

The supply voltage of SHT1x mustbe in the range 01 2.4 -
5.5¥, recommended supply voitage is 3.3V, Power supply
pins Supply Voltage (VDD} and Ground [GND} must ke
decoupled vith & 100 nF capacitor - see Figure 10

Tne serial interfece of the SHT1x is optimized for sensor
readout and effective power consumption. The sensor
cannct be addressed by PC protocol; however, the sensor
can be comected to an FC bus without inferference with
other devices connected to the bus. The controller must
switch between the protocois.

Voo GHE

SHTIx

I4-55y ZhD

Figure 10: Typical application circuit, including pull up resistor
B and decouplirg of VDD and GND by a capacitor.
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2.2 Senial clock input {SCK)

SCK 15 used to synchronize the communicafion between
microcontrolier and SHT1x Since e interace consists of
fully static logic there is no minimum SCK frequency.

2.3  Serial data (DATA)

The DATA tri-state pin is used o tansfer data in and out
of the sensor. For sending a command o e sensoy,
DATA iz walid en the rising adge of the serial clotk {SCK)
and must remain stable while SCK s high. After the falling
edge of SCK the DATA value may be changed. For safe
communication DATA valid shall be extended Tsy and Tao
pafore the riaing and after the falling edge of SCK
respectively — see Figure 11, For reading data from the
sensor, DATA 5 valid Ty after SCK has qone low and
remains valid until he next falling edge of SCK.

To avoid signal comntention the microcontralisr must only
drive DATA tow. An external pull-up resistor (eg 10K i
required fo pull the signal high — it shouid be noted that
pul-up resistors may be included in O circuits of
microcontrollers. See Table 2 for detalled 110 characterisic
of the semsor.

2.4 Electrical Chiaracteristics

The electrical characteristics auch as power consumption,
low and high level input and output voitages depend on
the supply voliage. Table 2 gives electrical characteristics
of BHT1x with the assumpfion of 5V supply voltage # not
siated otherwise.

Paramster Conditions min | typ | max |Units
Power supply DO'® 2| 33 8% | ¥
measuring 0551 1 |mA
Supply current average’ 2 | 28 A
zleep 03] 15 | wA
Low level output - y |
o iy foe = dmA ] 26 | my
3;%*;;%’ ot Ig2e 250/ | W% 100%| VDD
Low level inpur & . : |
= Hegative goirg| 0% 20% VDD
Figh level ingest Positive going | 80% 1009 | VoD
woltage
Input current on gads 1 | ph
Cutput current {lﬂ - = 4 |mA
Tr-ztated of] 0] 2 |pA

Table 2: SHTix DC characiernstica Rs stands for pul up
resistor, while fa 12 low level output current.

¥ Recommanied voitage Supply for highest aoumsy © 33V fus e sensar
AL,

opinimum value R one MensUREMAR: of BRI Messuten Winsit OTF neesl
P Second. TypinSi voie #iN 06E MRGSWEMET of 1200 yesodution per
SEZONE



Absolute maximum ratings for VDD versus GND are +7V
and -03V. Exposure to sbsolule maximum rating
conditions for extended periods may affect the sensar
refiability {e.g. not carrer degradation, oxide bregkdowrn).
For proper communication with the sensor it is essential 1o
make sure that signal design is strictly within the limits
given in Table 3 and Figurs 11,

Figure 11: Timing Diagram, abbrevistione are explained in
Tablz 3. Bold DATA fine is contrcllad by the sensor, plain DATA
ime is contrelled by the micro-controller. Note that DATA valid
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32  Sending a Command

To inftate 2 ransmission, a Transmission Start sequence
nas 1o be issuad It consists of a lowering of the DATA fine
while SCK is high, followed by a low pulse on SCK and
raising DATA again while 3CK i still high - see Figure 12

Figure 12: Transmizsion Stan” cequence

The subsequent command consists of tree address bis
{orly '00€ is supported) ard five command bits. The
SHT 1x indicates the proper reception of 3 command by
pulling the DATA pin low (ACK bity afier the faling edge of
the Bth SCK clock. The DATA lne is released (ard goes
high)) after the falling edge of the &th SCK clock.

read time s trggensd by falling edue of anteror toggle. Command Code
: _ _ Recered 0000
Parameter Conditiors | min | typ | max |Units Weasure Temperature 40011
! VDD>45¢ & |01 5 [MHz Measure Relative Humidity 00101
Faex |SCK Fsequesw:y 1 -
VDD<ABv| 0] Q1] 1 |MHz Read Status Register i
Teon |SCK hilow e 10 I Virts Statas Register Wi
— —— Resered 01011110«
Te/T: |5CK rigelfall tim 1120 ¢ | ns -
i j e Zﬁ_j 4 Soh reset, rezets the interface, clears the e
: OL=2pf [33[ 10|20 | ns SIS tegister 10 defaut values. Wakt minimum
Tro [DATAfalltme 5 11 mis before ned corrmand
OL="100pF| 30| 40 | 200 | ne :
Teo |DATA rze tme i #* *+ fs Table 4 SHT Ix fist of comgmands
T, |DATA validtime 2001250 [ * | ns 33  Measuremento! RHand T
v |DATA setup time 100150 | *# [ ns Afier issuing & messurement command (‘C000C10T for
Teo |DATA hald time 10| B ns relative  huidity, 0000CQ1Y  for  temperature)  the
%, T S e conirclier has to wait for te measurement to complete.
XA, = - This takes a maximum of 20080320 ms for a 871211401t
1 Tap I3 GEINNNEC by Ihe Rl mE-Tonsian I DATA in2

Ll Tirer 30 T d2pend o0 sxiernad pibup meistor IR and todsl s
iz capachancs (Chws) St DATA SR

R T e @ Toe— MaX (T, Tau)

Table 3: SHTx W0 signal charactenstics, OL stands for Cumpan
Load, entites e deplayed in Fiaure 11

3 Communication with Sensor

3.1 Startup Sensor

As & first step the sensor 15 powered up fo chesen supply
voitage VDD, The slew rate during power ug shall not &l
pelow 1Vims. After power-up the sensor needs 11ms 1
get 1o Zleep State. No commands must be sent before
that ime.

measurement The tme varies wih the spesd of te
irfernal cscillator and can be lower by up 1o 30%. To
signat the completion of 3 measurement, the SHTIx pulls
daia fine low and enters Ide Mods. The confrofier must
wall for i Dtz Ready sigral before restarting 5CK o
readout the data. Measurement data &5 stored untl
readout, therefore the contralier can confinue with other
tasks and readout at its convenience

Two bytes of measurement dafa and ore byte of CRC
checksum {optional) wil then be transmitted. The micro
conwoller pwst ackrowledge each byte by pulling the
DATA fine fow. All values are M3B first, right justified (eg.
the 5 SCK is M3B for a 1251t value. for a Bbit resull the
firet byte is not used)




Communication terminates after the acknowledge bit of
the CRC data. f CRC-8 checksum i5 not used the
controfier may ferminate the communication after the
measurement data L33 by keeping ACK high. The devics
automatically retums to Sleep Mode afier measurement
and communication are completed.

Important. To keep seff heating below 0.1°C, SHTix
should not be active for more than 10% of the tme - eg.
maximum one measurement per second at 12bit accuracy
shali be made.

3.4 Conneclion resel sequence

If communication with the device is lost the following signal
sequence will reset the serial interface; While leaving
DATA high, foggle SCK nine or mare times — see Figurs
13. This must be followed by a Trenemission Sn
sequence preceding the next command. This seguence
resefs the interface only. The status register presenves ifs
content.

Figure 13: Connection Reset Sequence

3.5 CRC Checksum calculation

The whole digital transmission i5 Secured by an 8bit
checksum It ensures that any wrong daia an be detected
and eliminated. As described sbove this is an addifional
feature of which may be used or abandoned. Flease
consult Application Note "CRC Crecksun” for information
an how fo caloulate the CRE.
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3.6  Status Register

Some of the advanced functions of the SHT1x such as
selecting measurement resolution, end-of-batiery rofice,
use of OTP reload or using the heater may be activated by
sending a command o the status register. The following
section gives a brief overview of these features.

Afier the command Stalus Register Read or Status
Register Write — see Table 4 — the content of 8 hits of the
status register may be read out or writen. For the
communication compare Figure 14 and Figure 15 — the
assignation of the bits & displayed in Table &.

FEERERE
Status Register |

EFELT

#lelele|efa|1] 10| &

it

Figure 14: Status Flegister Wnite

_ [kl | | I
Siatys Register i

13
T
ok

#lefa|clefe| 1]+t

HET

i|%| oo
151 | IIIIII

Figure 15: Status Register Read

Examples of ful communication cycle are displayed in
Figure 16 and Figure 17.

| TIRT BRRREE

#olala| commane mg:c:‘wﬂ ol  wuss g
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Figure 16: Cverview of Measurement Sequence. T3 = Trane-
mission Start, MSB = Most Significant Bye, LSB = Last
Sierficant Byte, LSk = Last Sigrificars Bit
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Figure 17: Example RH measuremen: sequence for value

measurement)

Pl f ‘kf ﬁ‘a, e

Steep {wail o next H Transméssion Starl

—

we “DOOMNCEMTTO0GT = 1073 = I550%RH twithout temperature

compensation). DATA valid times are given and referencad i i:nm on DATA fine. Bold DATA linss are controllzd by sensor whie plain

fines are controlled by the micro-confrolize.



Bit [Type |Description Default

i resenved 0
End of Batery (low wohaze Neo defaudi value,

8 lr detection) X ki 15 ordy updated
{0 foe VDD > 247 afera
Ao VOD < 247 measurernent

5 reserved 0

4 reserved 0

k! For Testing only, donetuse| 0

2 |RAW |Heater 0 [off

1 |RMW o reload from OTP 0 |reload
1= Bk RH /12t Temp.

s resolution ~ |12t RH

O \RW 10 126 R/ it Temp. Y et Temp.

recolution

Table 5: Status Register Bits

Measurement resolution.  The defaul measurement
pes0ltion of 140 femparature) and 120it (Rumidity) can
be reduced 10 12 and 8bit. This is espacially usefulin high
speed or exireme low power applications.

End of Battery function detects and nofifies WDD voltages
below 2 47\ Accuracy is 10 .05V,

Heater: An on chip hesting element can be addressed by
wring a command into status regster. The heater may
increase the temperature of the sensor by & — 10°C*
beyond ambient temperature. The heater draws roughly
BmA @ 5V supply voltage

For example the neater can be helpful for functonality
analysis: Humidity ard temparatore reddings befors and
after applying e heater are compared. Temperature shall
increase while refative humidity wecreases at he same
time. Dew point shall remain the same.

Please note! The lemperature reading wil! display the
femperature of the heated semsor element and not
ambient temperature. Furthermore, the sensot is not
qualified for continucus application of the heatar,

OTF reload: With this. operation the callbration dats is
uploadied fo the register before each measurement This
may be deactvated for recucing measwement me by
about 10ms.

4 Conversion of Signal Qutput

4.1 Relative Humidity

For compensating non-linearity of the humidity sensor —
&2 Figure 18 - and for obtaining the full accuracy of the
sensor & is recommended ta conwert the humidity readout

T Coresponiz 0 B - 1ETF
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{S0mw) with the following formula with coefficients given in
Table &

RH, _ =c, +¢,-80, +¢; 80" (3RH)

SCre C C [
12 bit 70488 (0367 -1 BHBAEH
B kit 20408 (.5672 4 (184564

Table 6: Y4 bumedity conversion cosfiicients

The vaiues given in Table 6 are optimized coefficients for
V4 sensors. The parameter set for V3 sensors. which has
been proposed in earlier datashests, stil applies and is
provided by Sensirion upon request.

Valugs nigher than 98% RH indicate fully saturated air and
must be processed and displayed as 100%RH®. Please
note that the humidity sensor has no significant voltage
dependency.

00%
Z 80% W
‘E 50% 1 b
£ 40 =
2 208 —
E o, 4 . : ' ;
0 530 4000 4500 2000 2500 3000 350C
S0y sensor readout (12biY

Figure 18: Comersion from B30z fo relative humidity

42  Temperaiure compensation of Humidity Signal
For temperatures significantly difierent fram 25°C (~77°F)
the humidity signal reguires temperature compensation
The tempersture corection coresponds roughly o
0.12%RH™C @ 50%RH. Coefiicients for the temperature
compensatica ate givenin Table 7.

RHM i el (4?!;: T 25; 7 (t.g R tg y SOF&H }+ RHQJ’”,

80: & 53
12 bit R 0.00008
B kit 001 000128

Table 7: Temperature compensation cosflicenis®

43 Temperature

The bancgap PTAT (Proporionsl To Absolute
Tempetature} temperaturs 5ensor is very linear by design.

2 ¥ wered sxcessively (SONg Condensation of Walsr of SERE0T SUFECE),
TE567 QURut Signal can Trep beierw 1NC%RH [2wen beliw O%RH pseme
C33es), DUl T8 Sensor Wik PLOVEr COMpEtEly W ER WRIBT r00kes
EyETOT2%E. THE SENSOr IS Mot tamaged by Wals? PDMErscs o CNCEnsaion
% Cosdcients appy Dot 1o W3 a5 wall 35 1D V4 semsars.




Use tne following formula o convert digial readout (50
10 temperature value, with coefficients given in Table 8:

T=d,+d, 80,

VDD | di*C) | &°F) | |B30r | =0} | &P
V| 400 | 402 | |Emt | 001 | 0018
4y | 388 | 386 | |12et | 004 | 0072

3bv | 87 | 385
V| -Bs | A3

29v | -84 | -389

Table 8: Temperature comversion coeficiantss

4.4 Dew Point

SHTtx is not measuring desw point directly, however dew
point can be derved fom humidity and temperature
readings. Since humidity and temperaturs are both
measwred on the same monolithic chip, the SHT 1x aliows
Supetl dew point measuremsnts.

For dew point (T4} calculations there are various formulas
0 be applied, most of them quite complicated. For the
femperature range of -0 — 50°C the following
approximation provides good accuracy with paramsters
given in Table &

Infi RH ’]_& m-T
: ( 100% ) T =T
T( : b T |} 25 TH
RAPT TS T h ] mT
m—m“ -
LI00% ) T +T
Temperature Range Tn {=2G} m
Sbove water,  (-50°C 2312 17.62
Kbove ice, A0 -0°C 2282 2243

Tabie 9: Parameters for daw point (T caleulation.

Please note that ‘(.. 1" denoles the natural loganthm. For
FH and 7 the linearized and compensated values for
relatve humidity and temperature shali be applied.

For more information on dew point caloulation see
Application Note “Infreduction to Humidiy”

5 Environmental Stability

If sensors are qualiied for assermies or devicas, pleass
make sure that they experience same conditons as the
reference sensor. it should be taken into account that
response mes in assemblies may be longer. hence

'8 Tempersurs tosficients nave sigtly bean adjus e COmpaTss o datasheet
SHTK versien 384, Cosficien’s opply o WS 23 el 33 VS sEnsur.
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enough dwell ime for the measurement shall be granted.
For detailed information please consult Application Mote
“Qualification Guide”.

The SHT1x sensor series were tested according to AEC-
Q100 Rev. G qualfication fest method  Semsor
specifications are tested to prevall under the AEC-Q100
temperature: gracle 2 test condtions fisted in Table 10%,
Sensor performance under oter test conditions cannat be
guaranteed and is not part of the sensor specifications.
Especially, no quarantee can be given for sensor
performance in the field or for customers specific
applicaton.

Please contact Sensirion for detaifed information.

Environmend  |Standard Resitlts
HTsE 125°C, 1000 hours Within
specifications
TC B0°C-125°C, W eycles  |Within
A, JE3DZ-A104-C specifications
UHST 130°C 7 85%RH { =2 3oar, Within
G8h specifications
THU 85°C 7 B¥%RH, 1000k Within
specifications
ES8Dimmunty |MILSTD 883E. method 3015 |Qualified
{(Humar: Body Mods! at +2k\)
Latchruap foros cument of £100mA with |Qualified
Ta-,;: = GC, A%C. JEEE{: 17

Table 16: Qualfication testz: HTSL = High Temperature Storags
Lifetime, TC = Temperature Cydes, UHST = Unbiased Highly
acceieraied Siress Test, THB = Temperature Humidity Unbizsed
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High Performance, Low Cost

Low Power

« IndoorfUrban: up to 300" (100 m)

« Qutdaor line-of-sight: up to 1 mile {1.6 km)
o Transmit Power Output: 100 mW {20 dBm)

EIRP

s Receiver Sensitivity: -102 dBm
RF Data Rate: 250,000 bps

Advanced Networking & Security

XBee-PRO
o TX Current: 285 mA {@3.3 V}
« RX Current: 45 mA (@3.3 V)
 Power-down Current: < 1 yA @ 25°C

Easy-to-Use

Retries and Acknowledgements
DSSS (Direct Seguence Spread Spectrum)

Each direct sequence channel has over
65,000 unigue network addresses available

Point-to-point, point-to-multipoint
and peer-to-peer topologies supported

Self-routing, self-healing and fault-tolerant
mesh networking

Specifications

No configuration necessary for cut-of box:
RF communications

AT and API Command Modes for
cenfiguring module parameters

small form factor
Extensive command set

Free X-CTU Software
(Testing and configuration software}

Free & Unlimited Technical Support

Pardnemanca

Table 1-01. Specitic:tions of the XBea®/XBee-PROE ZB OEM RF Module

-

indoor/Urban Range

up o133 . (40 m)

up to 300 &. {100 m}

Curdoer RF Iine-of-cght Range

up 10400 . (120 )

ug to 1 mile {16 km}

transmt Bonke Uutplh 2mil {+3dBm}, bonst mode enabled SEmW 417 dBr}

ot e 1.25mW {+1¢Bm}, boodt mode disabled 10mW (10 dBm] for Intzmational vanant
RF Data Rate 250,000 bps 250 (00 bps

Serial interface Data Rate 1200 - 230400 kps 1200- 230400 bos

sofiwace selectable) (ron-standard baud rates also supporied) inot-standard baud ratzs also suppaned)

Receiver Sensitivity

-85 dBm, boost mode enakied
-5 d8m, boost mode disabled

-102 4Bm

Power Requirements




Table 1-01. Specifications of the XBee®/XBee-PRO® ZB OEM RF Module

Supply Voliage

21-36Y
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Ogerating Current {Transmit, max

40mA (@ 3.3V, boost mode enabled)

outpiat power) ¥mA (@ 33 V. boost mode disabled) Z5mA @33V

Operating Current (Receive]) gg;:‘ fé zj 3 ::f_:: o :f‘siii’) 15 mA (@33 V)

Idiz Current (Receiver offy 15ma 15mA

Power-down Current : «*u%éZSGC < tub @ 25°C "

General

Operating Frequency Band 15M 24 GHz ISM 2.4 GHz

Dimensions 0960« 1.087" (2.438em x 2.761em) 0.900 x 1.297 (2 438cm x 3.2%cm)
Operating Temperature 400 85” C firdustrial) 40} to 85° € {industrial) ’

Anterna Cpions

Integrated Whip, Chip, RPSMA, or U.FL Connector®

Integrated Whip, Chip, RPSMA, or UFL Connector™

Networking & Security

Supported Network Topelogies

Point-to-pomnt. Point-te-multipoind, Peerto-peer, and
Mesh

Point-to-peint, Point-to-multpoint, Peer-to-pesr, and
Mesh

Humber of Channelz 16 Direct Sequence Channels 13 Direct Sequence Channels

Addressing Ogtions PAN {D-QGS Addrasses, Cluster iDs and Endpaints PAz’s! §D_E:nd Addresses, Cluster IDs and Endpoints
{cptional] {optional}

Agency Approvals

United States {FCC Part 15.247;

FCC ID: QUR-ABEEZ

FCC iD: MCQ-XBEEPRC2

Incustry Canada (IC}

1C: 42148-XBEEZ

IC: $B4BA-XBEEPROZ

Europe (CE}

st

ETS

ReoHS

Compliant

Campliant

Mechanical Drawings

Figure 1-01. Mechanical duawings of the XBee@/XBee-PRO® ZB OEM RF Modules fantenna options not shown!
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Figure 1-02. Mechanical Drawings for the RPSMA Variant
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Electrical Characteristics
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Table 1-03.

DC Characteriztics of the X

i

Irput Low Voltage

Bee-PROVCC =3.0- 34 VDC.

i Digital dnput= : p2'vce | v
Vi Iraut High Yoltage All Digital Inputs g8+vce ¥
Ve Qutput Low Voitags oy = 2mAVCC»= 27V - Lagvee ¥
Vs Cutput High Voltage losi = -2 mA, VCC 5= 27V 082vee ¥
véigg input Leakage Current Wiy = VCC cr GND, all inputs, pet pin - 0.5vA uf




Pin Signals
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Figure 1-04. XBee®/XBee-PRO® ZB RF Module Pin Number

(top sides shown - shields on bottom}

asassavnnn

i

Table 1-02. Pin Assignments for the XBee-PRO Modules
(Low-asserted signals are distinguished with 2 horizontal line above signal name.)

1 ¥Ce - Pawer supply

2 pouT Cutput UART Data Cut

3 DIN/ CONFIG input UART Data In

4 01012 Either Digital /0 12

4 RESET input Wodule Reset (reset pulsa must be atleast 200 ns)

B PR (RSS! DIOD Either PWM Output 0/ RX Signal Strength Indicator / Digital 10
1 PN DICT Either Digtal HO 1

8 [reserved] - Do not connect

9 DTR / SLEER_RQI D08 Either Pir. Sigep Control Line or Digital 108

10 GND X Ground

H DiC4 Either Digitat 1C 4
12 ﬁg FTIOT Either Clearto-Send Flow Contral or Digital 10 7
13 ON fSLEEP / DIOY Cuipu’ Module Status indicator or Digital VO 8

Mot used on this module. For compatibility with cther XBes

" VRER Vi ,Egliii’if?&i{;ﬁfxfggggfﬁ i ey
15 #sseciate f DIO% Ether Asscciated Indicator, Digital ¥0 5
16 RIS/DIOS Either Requestio-Send Flow Conol, Digial 108
17 AD3/DICS Either Anaiog Inpwt 3 or Digital 10 3
18 ADZ i DiC2 Either Analog Input 2 or Digital 10 2
19 AD1{DIOA Either Analog Input § or Dignal H0 1
20 iod Dméu%:mmmm Either Analog Imput @ Digital 100, or Commissioning Button

Design Notes:

=« Minimum connecticns: VCC, GND, DOUT & DIN

« Minimum connections to support serial firmware upgrades: VCC, GND, DIN, DOUT, RTS & DTR
» Signal Direction is specified with respact to the module

« Madule inckudes a 30k Ohm resistor attached to RESET

« Several of the input puli-ups can be configured using the PR command

« Unused pirss should be left disconnected

» Pin 20 can be connected to a push button (pin grounded when closed) to support the
commissicning push button functienality. See "Commissioning Pushbutton and Associate LED”
for datails.
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Modes of Operation

Idle Mode

When not receiving or transmitting data, the RF module is in Idle Mode. During Idie Mode, the RF
module is alsc checking for valid RF data. The module shifts into the other modes of speration
under the following conditions:

» Transmit Mode (Serial data in the serial receive buffer is ready to be sacketized)
« Receive Mode (Valid RF data is received through the anteana)

» Sleep Mode {End Devices only)

» Command Mode (Command Mode Sequence is issued)

Transmit Mode

Whan serial data is received and is ready for packetization, the RF moduls will axit Idle Mode and
attempt to transmit the daza. The destination address determ nes which node{s) will receive the
data.

Pricr to transmtting the data, the module ensures that a3 16-bit network address and route o the
destination node have been established.

If the destination 16-bit network address is not known, network address ciscovery will take place.
if @ route is not known, route discovery will take place for the purpose of establishing a route to
the destination node. If a module with 3 matching network adcress is not discovered, the packet is
discarded. The data will be transmitted cnce a route is established, If roue discovery fails tc
establish a route, the packat will be discarded.

Figure 2-04, Transmit Mode Sequence

Saerenal

Tamsrciteadon

e Made Tomamt Tufs

Eivelet Nrewreh

5 ? Femise Trinccrsery
Addmes Diener,

Fats Decandad

When datz is transmitted from one nnde to another, z network-level zcknowledgaemant is
transmitted back across tie established route to the source node. This acknowledgement paciet
indicates o the scurca node that the datz packet was recaived by the destination noce. If 3
network acknowledgement is notreceivec, the source node will re-transmit the data.

itis possibie in rare crecumstances for the destination to receive 2 data packe:, but for the source
to not receive the network acknowledgment. In this case, the source will retransmit the data,
which could cause the destinzation to receive the zame data packet muitipie times. iFe XBee
madites do nat fiter aut fuplicate parkets. The appbeation shouid inclide provisions to adrrass
this potential issue

S=e Cata Transmission and Reuting in chepter 3 far more information,
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Receive Mode

If 3 valid RF packet is received, the data is transferrad to the sarial transmit buffer.

Command Mode

To modify or read RF Module parametars, the module must first enter inta Command Made - 3
state in which incoming serial characters are interpreted as commands. Refer to the AP Mode
saction in Chapter 7 for an alternate means of configuring modules.

AT Command Mode

To Enter AT Comunand Modse:
Send the 3-character command sequence “++ +” and observe guard times before and after the
command characters. [Refer to the "Default AT Command Mode Sequence” below. ]

Default AT Command Mode Sequence (for transiticn to Command Mode):
« No characters sent for one secand [GT {Guard Times) parameter = Ox3E8]

s Input three plus characters {"+++") within one second [CC {Command Sequence Character)
parameater = 0x2B.]

e No characters sent for one secend [GT {Guard Times} parameter = 0x3E8]

Once the AT command mode sequence has been issued, the module sepds an "OK\r™ out the
DOUT pin. The "OK\r" characters can be delayed if the module has not finished transmitting
received serial data.

When command mode has been entered, the command mode timer is started {CT command}, and
the module is able to receive AT commands on the DIN pin.

All of the parameter values in the sequence can be modified to reflact user preferences.

NOTE: Failure to enter AT Command Mode s most commonly due to baud rate mismatch. By default,
the ED {Baud Rate)} parameter = 3 (9600 bps).

To Send AT Conumnands:
Send AT commands and parameters using the syntax shawn below.

Figure 2-03. Syntax for sending AT Commands

"AT" - ASCII + Space 7 Parameter - Carriage
Prefix Command (Optional) — (Optional, HEX) Return

'

H il 150

H

H

| S, . o - T 1

Example: ATDT 1F<CR>

To read a parameter value stored in the RF module’s register, omit the parameter field.

The preceding example would change the RF module Destination Address (Low) to "0x1F" To
store the naw value to non-volatile {long term) memory, subsequently send the WR (Write)
command.

Sleep Mode

Sleep modes aflow the RF module to enter states of low power consumption when not in use. The
¥Bee GEM RF micdules support both pin sleep {sleep mede entered on pin transition} and cyclic
sleep (module siseps for a fixed time). XBee sleep modes are discussad in detail in section 5.3.
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ZigBee Network Formation

ZigBee networks are called personal area networks or PANs. Each network is defined with a unique
PAN identifier (PAN ID). XBee ZB supports bath a 64-bit (extendad) PAN ID and a 16-bit PAN ID.
The 16-hit PAN ID is used in all data transmissions. The 64-bit PAN 1D is used during joining, and
to rescive 16-bit PAN ID conflicts that may occurn

ZigBee defines three different device types: coordinator, router, and end devices. &n example of
such a network is shown below:

Figure 3-01. Node Types/ Sample of a Basic ZigBee Netwvork Topology

Coordinator

Ead Nevice .
Sovirat o be iea PAR |

Lone poseer

A coordinator has the foliowing characteristics: it
» Selects a channel and PAN ID {both 64-bit and 16-bit) to start the network
« Can allow routers and end devices to join the network
« Cap assist in routing data
» Cannot sieep--should be mains powered.

A router has the following characteristics: it
+ Must join a ZigBee PAN befcre it can transmit, receive, or route data
« After joining, can allow routers and end devices to join the network
« After jcining, can assist in routing data
» Cannot sleep--should be mains powered.

A end device has the follewing characteristics: it
« Must join a ZigBee PAN before it can transmit or receive data
« Cannot allow devices to join the network
« Must always transmit and receive RF data through its parent. Cannot route data.
« Can enter low power modes tc conserve power and <an be battery-powered.

In ZigBee networks, the coordinator must select 3 PAN 1D (64-bit and 16-bit} and channel to start
a network, After that, it behaves essentiaily tike a routen The coordinator and routers can allow
other devices tox join the network and can route data.

After an end dewice joins a router or coordinator, it must be able to transmit or receve RF data
through that router or coordinator. The router or coordinator that aflowed an end device to join
becoemes the "parent” of the end device. Since the end device can sleep, the parent must be able
to buffer ar retain incoming data packets destined for the end device until the end device is able to
wake and receive the data.
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ZigBee PANs

ZigBee networks are formed when a coordinator first selects a channel and PAN ID. After the
coerdinator has started the PAN, routers and end devices may join the PAN. The PAN ID is selected
by the coordinator when it starts the PAN. Routers and end devices become a part of the PAN
{and inherit the coordinator’s PAN ID) when they join a PAN.

ZigBee supports mesh routing in the network, allowing data packets to traverse multiple nedes
{multiple "hops™) in order to reach the destination node. This allows ZigBee nodes to be spread
out over a large region, and still support communications among all devices in the network.

All devices in a ZigBee netwark receive a 16-bit address (network address) when they join a PN,
The 16-bit address of the cogrdinator is always 0.

Starting a PAN

Since the coordinator is responsible for starting a ZigBee network, all ZigBee networks must have
2 coordinator present initially. To start a PAN, the coordinator performs 2 series of scans teo
discover the level of RF activity on different channels (energy scan), and to discover any nearby
operating PANs {PAN scan}. Energy Scan

When a coordinator comes up for the first time, it performs an energy scan on multiple channels
(frequencies) to detect energy levels on each channel, Channels with excessive detected energy
levels are remowved from its list of potential channels to start on.

Figure 3-02, Potential Channels

List of Potential Channels

o

Performing an energy scan allows the coardinator to aveid
starting or channeis with high energy levels.

When the energy scan completes, the cocrdinator scans the remaining quiet channels (found in
the enargy scan) for existing PANs. To do this, the coordinater sends a broadeast, ene-hep
heacon reguest. Any nearby coordinators and routers will respond te the beacon request by
sending a beacon frame back to the coordinator. The beacon frame contains information about
the PAN the sender is on, including the PAN identifier (PAN ID}, and whether or not the device is
allowing joining. {The PAN scan is mare commonly called an active scan or a beacon scan.}

PAN Scan

Figure 3-03. PAN Scans

PAN Scan

Bexcon Request

Beacon Raquest Mew

Rpater - - '
Beacon : Coorgnator

A PAN Scan allows the coordinator to detect neartyy PAN 1Ds to avoid
duplicating existing PAN [Ds

Se3cen Requas! |

Baaon
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Jaining a PAN

Router and end cevice types must discover and join a zigbee RAN. 10 do this, they first issue 2
HAN scan, ust fike the coord nator doss whan it starts 3 PAN. From the PAN scan, the router or
erd devee receives o listof Leavars (100 nedrby ZigBer devices, Thesuuler o end device paises
this list to find a valid ZigBes network to join.

Routers and end devices can be canfigurad to joirn any ZigBes PAN, or to only join 3 PAN with a
certain PAN 1D. However, they must always tind a coordinator or router that is allowing joins.

Figurs 314, Joiming a PAN
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A touter or end sevice yerds 3 beacon raquestta disnower nearty Jigbae networks. f 3 device is faurd that s opersting =0 5
valid Zighes nerwark, that is alicwirg jcins, the router or end devicz sends 3n assowstion raguest to thal device to attempl 1o join
the networt

Once a3 ioiring device (router or erd cevice) discevers @ device operatng on a valid ZigBes
network that is allowing jeining, it attampts to join the PAN by s2ncing a3n associalion requast to
that device.

Allowing Joining

The cocrdinater and all routers can allow new routers ard cnd devices to Join to them. Whether or
net a particular cocrdinator or routar will aliow 3 new davice to join depande upen two things:

« its permit-ioning attribute [if joirs zre allowed)

« the number of end device children it already has
Permit-Joining Attribute

The cao-dinator and all routers have a permit-joining attribute. This attribute cn a coordinator
and any joined routers can ke configured to always aliow Joins, allow joins for & short timz, srte
nol glluw any more joins, Inorder for 3 vew device W juin the nelwork, tas albibute mmust be set
on a nearby device such that joins are epabled.

End Device Children
Since end Jevices tely oo Lhiein pere L rouler o ceurdinglen te bufles incon iy RF packets, e
coardinator and ezch router Can s4pdoit € finite number of end davice children, Once that number

of end devices hac joined a particulzr router o~ caerdinator, the Jevice can no lenger aliew end
devices tojoin to &



91

Security

If security is arabled, the coordirator wil start up usng a -28-bit AES encryaticn key. Only
devices that have the same security key ~an rammunicate an the FAN. Roaters and 2nd devices

that will juin 4 secure PAN st ohian Ue currect security key, The seourily key tan be vbtdined
in onz of two ways:

+ pre-installation

» key is receivad over-the-air (in the Ccear} duting jcining.
XBae 7B defines 3 network key anc = link kov (truct centerlink kay}., Both kzys are 128-bite anc
are used to apply AES encryption to RE packets.

Network Security Key

The coordinator selacts a network security key when &t forms the network. Joining reuters and end
devices abtain the key when they join the network. The network key czn be transmitied securely
to joining dovices if they have a pre instelled link key thet is shared by the coordinatorn
Ctherwise, the coordinator wil transmit the retwork Key unencrypied © joining devices,

the network sscurizy key ic used to apply 128-0it AkS 2reryption to the paylaad portion of all
rnetwork lovel fransmissicns. This includes APS headers and data including route requests, ~oute
replies, APS wommanids, 20O cormnanes, epplication dete packels, ele. All nztwork layer packels
are encrypted and authenticated using AES-128. A 4-byvte messags niegrity cade {MIC) is
appended to the end of the padket.

Network security supperts a 22 bit frame countern The counter is inercmented for cach

transm ssicn sent by the device. {Each davice maintairs the last recervac frame counter valus ~or
all of its ncighbors.y The frame counter cannot weap to O If a packst is reccived from o neighbor
wit? 2 frame counter {ess than or equal to the last received frame counter, the packet is dropped.
The frama courter is reset to 0 when the natweork kev & updated.

Natwark ‘aver sacurity is applied on a bap-ny-hap hasis. A< each nada aleng a routa raceivas an
encrypled packel, it deciypls and autheolicales e packst before processing L Whe o urwarding
the packet fo the naxt ncn, the node re-encrypts the packet with its own network security
parameters {source address and frame counter},

Becaus= of the hop-by-hop overhead to decrypt, authenticate, ard re-encrypt data, transmitting
datz in a secure network has added latency over transmissions in an unsetured network. Also, due
to the additional bytes reguired to for securs data tranem'ssions, the maximum data packet size is
reduced when security is enablad.

APS Link Key

The ZigDee APS layer provides end-to-end security between source and destinatior devices using
a ik key thet 5 only known between the two devices, APS secunty encrypts the APS payload
(which includas the data saylozd] and authenticates the APS headar, APS securty headsy, and ths
4Py payload. A 4-byte message integrity code (MIL) is appended to the end o the APS data.
After encrypting and authenticating 2 transmissicn at the APS layer, the packet ic passed to the
network layer for processing. AFS secutity is only encrypred by the source and decyptad by the
dectination - not by ¢ach hag.

Network Key Updates

As montioncd proviously, netwerl security requires a 32 bit frame counter b mainzained oy cach
device. This frame counter is incremerted after each transmission and cannot wrapto 0. If a
neighbor receives a transmission with 2 frame counter that is less than or equal to the last
received frame countar, the packet wil be discarded.

To prevent an eventual lockup where the frame counter on a device rzaches OxFFFFFFFF, the

network key stould be pericdically updated {changed) on zli devices n the network.
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