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ABSTRACT

Data communication in the organization via using Wide Area Network (WAN) has many
factors to determine the performance of Network. The important factors which most organizations
consider are speed of data transmission and bandwidth of the communication link. The
organization which has traffic monitoring system will help network administrator to make sure
how utilization of WAN communication link is. And what application is communicated on the
link. Moreover, network administrator can specify which user communicates during that period.
Especially, network administrator can verify whether network status is normal or not such as
infected virus within organization or network threats.

This project will provide guidance in the development of traffic monitoring system on
Wide Area Network. Data which are passed in communication link are transmitted between each
organization passing Wide Area Network. The principle of computer network in category of
client/server message transmission such as SYSLOG protocol is used for this development project.
Data which are sent from switch and collected in server are transformed into Database format by
using ASP.NET as data registration application. And then, web application which is developed to
query data from Database and present as Webpage for user. The presentation can show data
categorized into Protocol and Network Subnet. It is easy to understand because it presents by
using graph format such as pie chart or line chart. User can specify monitoring period to scope
data_for checking. For system administrator, there are functions to maintain data such as subnet,
protocol which the organization uses for traffic monitor. Moreover, the system itself, has ability to
alarm when frequency of communication access is over the limitation which is set by system

administrator. 1
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2.1 SYStem LOG Protocol (SYSLOG Protocol)

Win9x/NT/2000/XP/2003 .
running Syslog

i T

‘Sysiog resasgge

Sysiog massaw

Foreign Sysbem ssodmg

g1 2.1 mshamvesIns lanea SYSLOG -

a 1 A& o X . q ' < . 'Y e 4
miﬂﬂﬂaﬁamimu‘luaqﬂfmJiznauﬁ’wqﬂﬂimmnmuﬁ'aunu Tiidrezihunsos
a PR ad o ) o gy d ad A fAq Y
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a [ & a d . o & d v A o 4 1
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dszdniam nmmuu‘nanaﬂanﬁ‘lmm Lm.MﬂnusmWiumﬂmm Tagansada
2
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‘1J‘1J1uﬂ‘|ii]ﬂﬂ’lii““]J‘]JlﬂifJ‘U‘lU%ﬂlﬂuﬂuuu1%ﬂ1ﬂﬂqﬂﬂﬂTWiTﬂﬂaﬁ‘nﬂ‘Ba‘ﬂ SYSLOG
w30 SYStem LOG Protocol FuihuTnslaneafidmunlagesdng IETF (Intemational
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1. Facility Li’lutaw"mfmLﬁuﬁ‘l%’szq‘ﬂmﬂmmﬁ’umﬁﬁ%’wﬁ’famm SYSLOG
an éqﬁaﬁ’umqé’mmmﬁmumi‘luizuuﬂﬁ.ﬁﬁmi NTZUIUMS NTouoWHEIR
Fun'ld

2. Severity e 1 'naﬂhf‘lumsmuenmﬂ'nu;uuswawamm

3. Hosma;ne-TuWan (Field) V093019304 (Hostname) 1% s1lsy ﬂau"lﬂmu ¥ound
inseafignaeuigisiull nielefuoamsa ﬁmi"‘uqﬂﬂimwummmaima
{1008 Firewal)  Ain1miFeudediedumedilanareds Tnslanen
SYSLOG ﬂﬂq’f"’lawsmﬂmsﬁ‘umaummMcﬁmam'mnﬂmmuaeﬂm .

" 4. Timestamp Lﬂunmmwwmmmqﬂnimma‘ﬁ'ﬂmmgnﬁiwﬁum Tavazeylu
juliiunios MMM DD HH:MM:SS '

5. Message 1ud6A21M999 SYSLOG wag‘lu;ﬂuumjmmnm (Text) wwum

i’l’aqmwnmnn"lmmﬂizmumﬂumsﬂﬁwamm

2.2 aoniaunssuYes SYSLOG Protocol

+ ——— — + e +

| content f | content [

| - - | | ———— e B

| syslog application’ | | 'syslog application | {originator,

I : R ' © | eollector, .relay)
|- | | ==-—-- oo | ‘ T

| syslog transport | | syslbg transport | (transport sender,

| | | | (transport receiver)
Fom e et + e +

—_—————

¥ 3 °
517 2.2 ununmszaudunsdedeyaves Ins lanea SYSLOG

Tws Tanoa SYSLOG uiluily 3 szdudeiufie
1. Syslog content 1ﬂu%’agaﬂ1i-€ﬂﬂ1sﬁgﬂmsQeﬂ'lu'ﬁ'aﬂ'nwm SYSLOG
2. Syslog application Lﬂuizﬁuguﬁ’l%‘lumiﬁ%’w (Generation) it15A21M1IY
 (Interpretation) v dun1e (Routing) LazMISAITT (Storage) ¥oadonam lu
sautufirunsouseasienididi -
- Originator Juflefisuduadne syslog content W Hpiez 1"[1]‘16114
doany
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jOriginatorl——4—>—-——[Relay[————>*-—4ICollect0r|
I [ -+ ot e +
sttt SR '
N et ot —me g
4+=>——|Relay|-—---»--——|Collector|
ettt + = -———t
gmm LA +
| Originator | —=-=>-—---|Collector|
| -+ R
ol , ’
R Fom—m e ——
+->+~| Relay|=--->————|Collector]|
Fm———— + e ———— + .
dmmmmm et + d—m———m———4
|Originator | ————>——~-|Relay| —==~=>=——==—- [Collector]
I |-+ e + e | |
o ——— e + N A Fmm e +
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SYSLOG-MSG
HEADER

PRI
PRIVAL
VERSION
HOSTNRHE

g?P-NAHE
PROCID
HSGID

'TIHESTLHP
FULL -DATE
DATE-FULLYEAR
DXTE-MONTH
DATE- HDAY

FULL-TIME
PARTIAL-TINE

TIME-HOUR
TINE-HINUTE
TIME-SECOND
TIME-SECFRAC
TIHE—OFFSET
TINE-NUMOFFSET

STRUCTURED-DATA =

SD-ELEMENT
SD-PARAM
SD-ID
PARAM-NAME
PARAM-VALUE

SD-NAME

N3G
HSG—ANY
HSG—UTFS
BOM

UTF~-8~-STRING

OCTET

sp -
PRINTUSASCII
NONZERO-DIGIT
DIGIT
NILVALUE

¢NILVLLUE /

HEADER SP STRUCTURED=DATA [SP HSG]

PRI VERSION SP TIMESTAMP SP HOSTNAME

SP APP-NAME SP PROCID SP MSGID

Fv<n PRIVAL #>"

1*3DIGIT ; rénge O ., 1

1 .

NONZERO-DIGIT 0#*2DIGIT

1$255PRINTUSASCII

NILVALUE / 1*48PRINTUSASCII
NILVALUE / 1*128PRINTUSASCII
NILVALDF / 1%32PRINTUSASCII

NILVALUE / FULL-DATE "T" FULL-TIME
DATE—FULLYEKR #_m DATE-HONTH "-" DATE-FDAY

4DIGIT
2DIGIT ;
2DIGIT

01~12

01-28,

01-29,

. : month/yesar
PARTIAL= TIHE TIHE OFFSET
TIMR-HOUR "™ TIHE BINUTE ":" TINE- SECOND

{TINE— SECFRLC]

2DIGIT : 00-23
2DIGIT @
2DIGIT :
*, " 1*6DIGIT

0059
00-59

nzr / TIME-NUMOFFSET R
{"+* / "-7) TIHE-HOUR ":" TIME-NINUTE

01-30,

NILVALUE / 1*SD- ELEMENT

01-31 based on

= m[" SD-ID *(SB. SD-PARAN) "]"
= PARAM-NAME "=r %d34 PARAM-VALUE %d34
= SD-NANE
= SD-NAME
= UTF-8-STRING ; characters '"', '\' and
; ']7 MUST be esgaped.
= I%*32PRINTUSASCII ,
: except '=', SP, ']', %d34 (")

= *QCTET :

MSG-ANY / MSG-UTF8

BOM UTF-8-STRING

%xEF .BB.BF

*OCTET »
; in RFC- 3629

%d00-255
$d32
%d33~-126
%d4s8-57

%d48 / NONZERO-DIGIT

.

mot statting vith BOM.

UTF-8 string as spéecified

31 2.4 gunudennn SYSLOG muanhsgan RFC 5234



1. ﬂ']']ilU'I'J‘Uﬂﬂ'J'ILI (Message length) ‘llu'lﬂﬂ'l'llltl'l'l‘llﬂ\i‘llﬂﬂ'l'lll SYSLOG w29n

10

Y

fivun 1Ay Syslog transport mapping 'ﬂ‘l‘mmag Tﬂukuwm”lﬂammawqﬂ

ﬂﬁJ 480 Octet

- o y o o : & ) 1
2. Header Wifladfivzfivuald 7 #adnusfiduuun ascn devzniniu

Numerical
Code

VPO W RO

PRI fwu1a3-5 ddnuslaefiinfeening «< wag <> Taszniteds
) - [y o 2 . .
wazthodeya Tasdeyneziidnyuziduduavdaldlumssey priority

' ‘v '
value (PRT) TifiA 1A% A 0 89999 uagihmilNumy Facility Aegy 2.5

LB Severity Av31l 2.6

Facility

‘kernel messages

user-ilevel- messages
mail system

gystem daemons

security/authorization messades
nessages generated internalfy.hylsvslogd'
line printer subsystem

‘network news subsystem:

UUCP subsystem
clock daemon
security/authorization messages

FTP daemon

NTP subsystem

log audit

log alert

clock daemon (note 2)
Jocal use- 0 (localO)
local use 1 (locall)
local use 2° {locall)
lacal Gse '3 (locel3)
local use 4 (local4d)
local use 5 (localb)
local use 6 (localé6)
local uge 7 (local?)

31."?! 2.5 Syslog message facilities



Numerical
Code

Jdotnh @M RO

 11
Severity

Emergency: system, is unusable

Alert: .action must be taken immediately
Critical: eritical conditions

Error: error. condltlons

Uarnlng uarnlng condltlnns

Notice: normal but. 51gn1flcant condition
Informational: informatidnal messages
Debug: debug-level messages

31]‘71 2.6 Syslog message severities

- neddu (Vesion) 1 lumsszyneiduiildavegvesinslanea
. 1 1 1 N {y" o. N
SYSLOG #anziinuandrteenllamunasgiuiildsimualy wu

{ , [ :
ULY83 Header Aanfi 194 ueg ifudy

4 o

- Timestamp (fusritszyavesginssludasduiiodenanu sysLoc
qnﬁ%’miﬁ‘u

- Hostname. 1#7zyfevssqinsaliidedoninu sysLo ‘1uﬂaﬁ§w
152n$ud 6 Hostmame 1ag Domain name éaifwmaé‘lu;ﬂua‘a FQDN |
(Fully Qualified Domain Name) #elunnuiflusieginseluredetney
‘luﬁuuﬁuumweﬂeq‘luiﬂtmu FQDN fifufeannsalddoyauny
eumﬂumlmumumﬂu'lﬂmﬁ
1. FQDN

Static IP Address

Homnmné

Dynamic IP Address

AP T o

the NILVALUE

. APP-NAME 1#5zygunsaindeuewndmdufiadrndanany

- PROCID 1#lumsszyfoveenszurumnie Process ID figouToey
JoA27 SYSLOG a7

- msa Wunsszysilavesdenin idululieades: 14 «repne
& M5U TCP traffic vudn (Ineoming) uazld “TcPOUT” @MU TCP:

traffic U190 (Outgoing)

3. STRUCTURED-DATA ifluna’lnfilflunisyandeyaldiredenmsidrloas

wlagtinivesfoya Tagszalsznoulidae
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. SD-ELEMENT ilszneu'lidedudiny 2 daufie SD-NAME Fa14

seyyilauasingussasfives SD-ELEMENT Uaz SD-PARAM Hane

ifhuwrsiiines (Parameter) ffuszninedle (PARAM-NAME) (agA
imwnﬁma;(PARAM-VALUE) |

4. MSG Li‘lufhuﬁ“l%"[unTs%wh’fauawunqm‘m‘fﬂﬂuq FaTaorialdasnus

vedvseyluzilues Unicode ffin1sidsde (Bncode) WUV UTF-8 HAGININ

) ‘llE]ﬂ'TliJvliJﬁ'liJ'lifll“U'liHﬁLL‘lJ‘lJ Umcode vlﬂﬂﬁ'llJ'Iiﬂ‘/lil“l‘U'liﬁffll’U'Uﬂu“’]"lﬂ'

WUNU

2.3 mamauveslnslanea HTTP

. o - 9. o o
Inslnnea HTTP (HyperText Transfer Protocol) mqmauuuﬁumwm"lﬂmauﬂ

(Client) tag mﬁﬂnas (Server) 1us~ﬂn*muawwam°nmawai (Application layer) 484 OSI

model °1NWﬂaqnmﬂijmiumﬁawa (Request) 11AZN15ABUTL (Response) ﬁ.,mmmm
qnﬂnunmﬂiaaammu Funieegnirefegdllaronts (Bnd-user) uasm;aummuaa
d (4 3 ' . 1 d I'4 .
Sl (website server) 1T89gnYIWzAS1IN15§BIVE HTTP AIUNWILUTINTDS (web

g N ¢ A A {a 1 o
browser) LiUATOIa0T (Web caller) nTnifToeilodu < #vadutiu dunwfld (User agent)

C 4 ' { o & o - Y Lt
duftoitoiineuiy Fufuriufinnioad1anineins (Resource) athusulvd HTML

wiegunm szioni1 inFealiuInisdums (Orgin server) luszniadumigldfunios
1nusmmumqannﬁanmwmtmm 917 Proxy Gateway {1a2 Tunnel

ﬂnmﬂimgnmu urrpezfudiSuadrumsdesvenou Tauidanisifensedan
anmﬁmuﬂumwuﬁwaua (Tcp) Tfmedammzvouniounivi (Wﬂiﬂ g01flus
Default muu"lwaﬂwﬂmaa HTTP) in3ositsive HTTPmilﬂiaiuauwwawuu witlase
1nmimqnmummamm%’ewamm old7unisdosveud infeanitiszasuiudae
Jenniaaruzdunile fiod193u "HTTP/1.1 200 OK" muﬁ'wlﬁwwmﬁmmfh"lﬂﬁ"w
mamuuawLi‘.luuﬁwauamawa foanuudnidedanain niaﬂuauaammmﬁuﬂu
Tumal§iia uenninezideuse Tasldwesnso ud muaszuuawnmuﬂmwasmi‘lu
Faaudu Idnunmideams um@"lammmaqszuwmma'uwaiﬂm"lﬂ“lumwagva;URL |
(URL Address) Lf}aﬁagmi_v?‘rémia"lﬂﬁwﬁﬁuq

‘l.umi?m_-uainnm.‘siiiq."lﬂm%uﬁuazmimauauaqmnLch?’ﬂha%’nzﬁ'mﬁnji‘?udq
donnuszniieiu uwii’famﬁ%’ndq1?’1’f'¥u1uusiazﬂ$q"l:i"lﬁ'ﬁmwwi’faqmﬁma_dmﬁm Tay

unazfheezdesiinisld HTTP Header ¥l ludauriavesdosyadan Tay HTTP Header 98
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a a . . . Lo v 1. & g
aUNVA IIS (Internét Information Services) uaz"lﬁ'ﬂauﬂgti FYUAUDUDIAUY
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. .. A o 2 oy Add e ’

(Web application) ANAINITUNI9INATNI ASP.NET Andhnitludlszulana
o 4 . d o o 4

yoegrfesveitlurninlnadud ihdoyafesvefi ldudufdu (Quey) 110

9 . A o aA 4 A o . .
gudeyanldsunsITmmesornuennwiindu FI-WAN * Database  Builder
o a’: ¥ o dd a o 3 & & IR} Y
wdanniiuezdwradnin tanduliidiy s dnasanile ¥ 1S 93sin1ava
‘¥ 1g . wyveo o VY | d ¢
Soyaloglugluuuves HIML wazdawail IdTundulfunTeqlnadud

o lid 1 ldgrandldeniGeng
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by web b",’“" 2. Send request page and data to server .

3. {1S reccives request from client
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page to process

S. \ASP.NET process by query data from
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6. 11S return (responsc) data to client by HTML format
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A1 19N A-1 ﬂ'li'l\ulﬁﬂ\'i"lf'ljluﬂﬂ‘l‘lfﬂ'ltlsluil\'iﬂﬂ'J'

Category Description Curﬁgﬂg}%;;gnet Factory| Floor Area Remark
FTC Admin/H-1F Server Room (FTC to WAN connection Link) 172.16.90.0 F/H Server room
[FT C RMC-Net (Remote Maintenance Subnet) 172.16.175.0 FTGC Network rack
FTC Untrust-Zone Backbone 172.16.100.0
FTC H-Factory Trust-Zone Backbone 172.16.100.128 H ! Server room
FTC I-Factory Trust-Zone Backbope 172.16.125.0 1 1 Server room
FTC-Backup-line 172.16.241.128
SPGnet e 172.16.241.0 F 2 |Spare Part room
FTC SPGnet Server 172.16.188.128
IF[C H-factory to I-factory Backbone(EIGRP-1Xcore-7) 172.16.64.0
[FTC H-factory to I-factory Backbone(EIGRP-3Xcore—8) 172.16.64.128 H/I 1 Server room
Network |Fre H-factory to I-factory Backbone(EIGRP-2)core-7) 172.16.65.0
equipment |FTC H-factory to I-factory Backbone(EIGRP-4)core-8) 172.16.65.128
FTC H-1F Server Room (ESRP Group-1) S48si ICMP ESRP V-IP 172.16.66.0
FTC H-1F Server Room (ESRP Group—1) $48si ICMP ESRP Core to Core 172.16.66.128 H 1 Server room
FTC H-1F Server Room C6k(core3,4) to X450(core5,6) Backbone 172.16.67.0
JFTC H-1F Server Room Cé6k(core3,4) core to core 172.16.67.128
FTC I-1F PCS Room C4k(core7,8) core to core 172.16.68.0 I 1 Server room
FTC F-2F DMZ-Zone (Mapping Subnet) 172.16.98.0 F 2 ISpare Part room
IFTC H-1F Server-room Untrust-Zone (Corel to Core2) Core to Core link 172.16.123.0
FTC H-1F Server-room Trust-Zone (Core5 to Core6) Core to Core link 172.16.123.128
FTC H-1F Server—-Room Trust-Zone (ISG1000 to Core3/4 Link) 172.16.121.0 H ! Server room
FTC H-1F Server-Room Untrust-Zone (Core1/2 to ISG1000 Link) 172.16.98.128
|FTc ReD T/L (Untrust-Zone) 172.16.30.128
|FTc RaD T/L (Untrust-zZone) 172.16.31.0
|FTc ReD T/L (Untrust-Zone) 172.16.31.128
|FTC R&D T/L (Untrust-Zone) 172.16.32.0
[FTC R&D [Analysis Office & Calibration Room] (Untrust-Zone) 172.16.125.128
IFTC F-2F Office[Milaci-Room & Meeting—Room=-2/3] (Untrust-Zone) 172.16.54.0
[Frc F-2F office[PCS] (Untrust-Zone) 172.16.54.128
lFTC F-2F Office[BC & Finence & Account & President & Document-Control] (Untrust-Zone) 172.16.76.128
|FTC F-2F Office[PCE & EES] (Untrust-Zone) 172.16.76.0
|FTC F-2F Offce (Untrust-Zone) 172.16.77.128
|FTC F~2F Office[MFG & FA & QA & IPQC & QSM] (Untrust-Zone) 172.16.77.0
FTC F-2F Office[BPA & Purchasing] (Untrust-Zone) 172.16.82.128
=FTC F-2F Office[Training & IQA & HMQE & SQE] (Untrust-Zone) 172.16.85.0 F 2 Office area
[FTCF-2F Office(Plarr Service-& EQ] (Untrust-Zone) - [172.76.85.128 "~ — = =
|[FTC F-2F Office[DEV] (Untrust-Zone) 172.16.180.0
|FTC F2F EM 172.16.126.128
IFTC F~2F Office[EES & Training-Room & EQ & PCBA-Support] (Untrust-Zone) 172.16.126.0
|FTC F-2F office[PE & EQD & "IBE”] (Untrust-Zone) 172.16.96.128
Untrust Lt St 568 Milacl-Sorver Room Unirust- Zone(Security VLAN) 172.16.52.128
ZON€  IE7C SPGnet Server 172.16.188.128 Spare Part room
|[FTc E-1F Untrust-Zone 172.16.121.128 E 1
IFTC Admin Office (Untrust-Zone) 172.16.96.0 ADM 1 2
|Frc Admin/F-2F 172.16.90.128 1
FTC H-1F Server—Room Untrust-Zone(Enterprise Server Pool) 172.16.127.0
FTC H-1F T/L OBA CERES 172.16.120.128 1 Server room
FTC H-1F CR & Pahse—1 MFG Staff Area (Untrust-Zone) 172.16.184.0
FTC H-2F CR Phase-1/2 Untrust-Zone(Data) 172.16.184.128 H 2
FTC H-1F Server-Room Untrust-Zone(Enterprise Server Pool) 172.16.120.0 1
FTC H-1F OBA-Zone (Untrust—Zone) 172.16.180.128
FTC H-2F MFG~Offce Untrust-Zone(Data) 172.16.93.0 2
FTC Admin-1F Server-Room & H-1F Server—Room Untrust-Zone(Enterprise Server Pool) 172.16.95.128 ADM/H 1 Server room
FTC I-1F [OBA Area] (Untrust-Zone) 172.16.176.0
|FTC 1-1F [0BA Area] (Untrust-Zone) 172.16.175.128 I 1
|FTC I-1F [MFG Staff Area & EQ Tech & Training] (Untrust-Zone) 172.16.70.0
FTC I-2F.Canteen—5 Untrust-Zone(data) 172.16.70.128 2
FTC H-1F Server—Room & 2F Technician-Room(Phase2) (Untrust-Zone) 172.16.63.0 H 2
JFTC I-1F [CR & Receiving Area & Shipping Area] (Untrust-Zone) 172.16.236.128
IFTC I-Factory “S” (Spare) 172.16,124.128
|FTC 1-Factory “S (Spare) 172.16.127.128 )
|FTC I-Factory "S” (Spare) oo 1172.16.167.0
[FTC -Factory S” (Spare) e e 172.16.183.0 ) e
- [FTC  Factony 5 Spare) T 172,16,183.178
S |FTC1-Factory ”S" (Sparé)”ﬁ““ " ) T T 1621 1.0 e T
{FTC I-Factory S” (Spere) o "1172.16.212.0 ‘ )
IFTC I-Factory "S” (Spare) 172.16.213.0 o
|FTC -Factory “S™ (Spare) 172.16.213.128 .
[FTC Factory “S” (Spare) e 1172,16,.218.0 o R
Spare  |FTC I-Factory "S” (Spare) ‘ 172.16.218.128
IFTC I-Factory "S” (Spare) ) 172.16.219.0
FTC I-Factory "S” (Spare) 6k 172.16.219.128
FTC I-Factory S~ (Spare) . . o TR 172.16.2200 -
FTC I-Factory 7S” (Spare) N I 72.16.220.128 11
FTC I-Factory ~S” (Spare) 172.16.239.0 )
FTC I-Factory ~S” (Spare) “1172.16.240.0 .
FTC I-Factory ~S" (Spare) ' 172.16.240.128 -
FTC I-Factory "S” (Spare) 172.16.242.0
FTC I-Factory "S” (Spare) 172.16.245.128 M ‘
FTC I-Factory °S” (Spare) T H72.16.2530 N S )
{FTC H-1F Serysr—Room Untrust—Zone(Enterprise Server Pool) 1172161270, . . T P . I .
Wnice ZOHGFJE‘Q"E'!E“%?EE%M(WQFE) oA B Gy TRRR Py . . 3 5 WA 1%2-15-71-0 i I I,;‘......!..'L..‘.L..ﬂ.n‘)n..n.n.‘h?ﬂ.,..h.n.]..n..’s.b\.ﬂ......z‘..‘
F1C I-2F Canteen-5 Untrust-Zone(voice) . 172.16.71.128 . P PR N N _—
FTC [E-factory & F~Factory] Voice 172.16.6.128 E/F J1/2
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Current FTC subnet

R

FTC I-2F Phase-1 [CR-3] (Trust-Zone)

172.16.170.128

Category Description 172.16.0.0/25 Factory|Floor Area Remark
FTC H-1F Server—Room (IPX-318 Control subnet) 172.16.91.0 Server room
FTC H-1F T/L Pahse—1 (Trust-Zone) 172.16.181.128
FTC H-1F Server—Room (Server—Pool) 172.16.97.0
FTC H-1F Server—Room (Server—Pool) 172.16.97.128 Server room
FTC I-Factory (Server—Pool) 172.16.122.0
FTC H-1F Server—Room (Server—Pool) 172.16.122.128
FTC H-1F T/L Pahse-1 (Trust-Zone) 172.16.94.0
FTC H-1F T/L Pahse-1 (Trust-Zone) 172.16.243.128
FTC H-1F T/L Pahse~1 (Trust-Zone) 172.16.243.0
FTC H-1F T/L Pahse—1 (Trust-Zone) 172.16.242.128
FTC H-1F T/L Pahse—1 (Trust~Zone) 172.16.182.0
FTC H-1F T/L Pahse—1 (Trust-Zone) 172.16.182.128
FTC H-1F T/L Pahse~1 (Trust-Zone) 172.16.86.0
FTC H-1F T/L Pahse~1 (Trust-Zone) 172.16.93.128
FTC H-1F Server—Room (Server-Pool) 172.16.95.0 Server room
FTC H-1F T/L Pahse—1 (Trust-Zone) 172.16.94.128 1
FTC H-1F T/L 4C Pshse~2 (Trust-Zone) 172.16.181.0
FTC H-1F T/L (Trust-Zone) 172.16.244.128
FTC H-1F T/L Pahse-2 (Trust-Zone) 172.16.246.0
FTC H-1F T/L Pahse—2 (Trust-Zone) 172.16.246.128
FTC H-1F T/L Pahse—2 (Trust-Zone) 172.16.247.0
FTC H-1F T/L Pahse-2 (Trust-Zone) 172.16.247.128
FTC H-1F T/L. Pahse-2 (Trust~Zone) 172.16.248.0 H
FTC H-1F T/L Pahse-2 (Trust-Zone) 172.16.248.128
FTC H-1F T/L Pahse-2 (Trust-Zone) 172.16.249.0
FTC H-1F T/L Pehse-2 (Trust-Zone) 172.16.249.128
FTC H-1F T/L SRT-Zone (Trust-Zone) 172.16.165.0
FTC H-1F T/L SRT-Zone (Trust~Zone) 172.16.165.128
FTC H-1F T/L SRT-Zone (Trust—Zone) 172.16.166.0
FTC H-1F T/L SRT-Zone (Trust-Zone) 172.16.166.128
FTC H-1F Washing-Room Pshse-1 (Trust-Zone) 172.16.244.0
FTC H-2F CR Phase—1 (Trust-Zone) 172.16.92.128

i FTC H-2F CR Phase-1 (Trust-Zone) 172.16.245.0
FTC H-2F CR Phase-1{Trust-Zone) 172.16.99.128
FTC H-2F CR Phase~1 (Trust-Zone) 172.16.92.0
FTC H-2F CR Phase—-1 (Trust-Zone) 172.16.91.128

ity cemmimmne e FTC H-2F CR Phase=1 (Trust-Zone) 172.16.99.0 -
FTC H-2F R Phase—1 (Trust-Zone) 172.16.254.128 )
FTC H-2F CR Phase~2 (Trust-Zone) 172.16.250.0 2
FTC H-2F CR Phase~-2 (Trust-Zone) 172.16.250.128
FTC H-2F CR Phase-2 (Trust-Zone) 172.16.251.0
FTC H-2F CR Phase-2 (Trust-Zone) 172.16.251.128
FTC H-2F CR Phasa-2 (Trust-Zone) 172.16.252.0
FTC H~-2F CR Phase-2 (Trust-Zone) 172.16.252.128
FTC H-2F CR Phase-2 (Trust-Zone) 172.16.254.0

Trust I H2F OR Phase-2 (Trust—Zone) 172.16.253.128

zone FTC I-1F Phase—1 [T/L] (Trust-Zone) 172.16.229.0
FTC I-1F Phase~1 [T/L] (Trust-Zone) 172.16.229.128
FTC I-1F Phase-1 [T/L] (Trust-Zone) 172.16.230.0
FTC I-1F Phase—1 [T/L] (Trust-Zone) 172.16.230.128
FTC I-1F Phase-1 [T/L] (Trust-Zone) 172.16.231.0
FTC I-1F Phase—1 [T/L] (Trust-Zone) 172.16.231.128
FTC I-1F Phase—1 [T/L] (Trust-Zone) 172.16.232.0
FTC I-1F Phase—1 [T/L] (Trust-Zone) 172.16.232.128
FTC I-1F Phase—1 [T/L] (Trust-Zone) 172.16.233.0
FTC I-1F Phase-1 [T/L] (Trust-Zone) 172.16.233.128
FTC I-1F Phase~1 [T/L] (Trust-Zone) 172.16.234.0
FTC I-1F Phase—1 [T/L] (Trust-Zone) 172.16.234.128
FTC 1-1F Phase—1 [T/L] (Trust-Zone) 172.16.235.0
FTC I-1F Phase—1 [T/L] (Trust-Zone) 172.16.235.128
FTC I-1F Phase—1 [T/L] (Trust-Zone) 172.16.237.0
FTC I-1F Phese—-1 [T/L] (Trust-Zone) 172.16.237.128
FTC I-1F Phase~1 [T/L] (Trust—Zone) 172.16.238.0
FTC I-1F [CR & Receiving Area & Shipping Area] (Trust-Zone) 172.16.236.128
FTC I-1F Phase-1 [T/L] (Trust—Zone) 172.16.238.128 1
FTC I-1F [CR & Receiving Area & Shipping Area] (Trust-Zone) 172.16.176.128
FYC I-TF [Disgnosis] (Trust-Zone) " [1T7216:236.0° > = o
FTC I-1F PCS—Room (Trust-Zone) 172.16.239.128 I Server room
FTC 1-1F [New CR] (Trust-Zone) 172.16.173.0
FTC I-1F [New CR] (Trust-Zone) 172.16.173.128
FTC I-1F [New CR] (Trust-Zone) 172.16.174.0
FTC I-1F [New CR] (Trust-Zone) 172.16.174.128
FTC I-1F Phase-2 [T/L] (Trust-Zone) 172.16.171.0
FTC I-1F Phase-2 [T/L] (Trust-Zone) 172.16.171.128
FTC I-1F Phase-2 [T/L] (Trust—Zone) 172.16.208.0
FTC I-1F Phase-2 [T/L] (Trust-Zone) 172.16.172.128
FTC I-1F Phase-2 [T/L] (Trust-Zone) 172.16.209.0
FTC I-1F Phase-2 [T/L] (Trust-Zone) 172.16.208.128
FTC I-1F Phase-2 [T/L] (Trust-Zone) 172.16.209.128
FTC }~1F Phase-2 [T/L] (Trust-Zone) 172.16.210.128
FTC I-1F Phase-2 [T/L] (Trust-Zone) 172.16.211.128
FTC I-1F Phase—2 [T/L] (Trust~Zona) 172.16.212.128
FTC I-1F Phase-2 [T/L] (Trust-Zone) 172.16.172.0
FTC I-1F Phase-2 [T/L] (Trust-Zone) 172.16.210.0
FTC 1-2F Phase—1 [CR-1] (Trust-Zone) 172.16.168.0
FTC I-2F Phase-1 [CR-1] (Trust~Zone) 172.16.168.128
FTC 1-2F Phase-1 [CR-2] (Trust-Zone) 172.16.169.0
FTC I-2F Phase—1 [CR-2] (Trust~Zone) 172.16.169.128 2
FTC I-2F Phase—1 [CR-3] (Trust-Zone) 172.16.170.0

FTC I-2F Phase—1 [CR] (Trust-Zone)

172.16.167.128
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