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ABSTRACT

Communication Technology increase very high and Internet is the most famous in
Communications. Technology Virtual Private Network can help you to access data where is in
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° dq v b 4
qllﬁizﬂﬂﬂ'lil'liﬂ'ﬂ'lﬂ'liﬂ%"lﬁ KEY 'Vﬂ‘]f\ﬂuﬂ'luixﬂﬂllﬂ

1
e

- A1dameu150 Download Key
' ° 4 .
- QFemhidesihimsadalwg Configuration 109
- szuuimsadeIWd Configuration 1A Server ag Client

- mmsm‘i'ﬂmsszumimwﬁwa Interface 'lﬁ'miwﬂzmnua:éw

32 nazuaumamnanulaslsing Configuration

a 4 o 1 4 .
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slocal a.b.c.d
port 1194
proto udp
dev tun
;dev-node MyTap
ca ca.crt
cert server.crt

key server.key # This file should be kept secret



dh dh1024.pem

server 10.8.0.0 255.255.255.0
ifconfig-pool-persist ipp.txt
;server-bridge 10.8.0.4 255.255.255.0 10.8.0.50 10.8.0.100
spush "route 192.168.10.0 255.255.255.0"
spush "route 192.168.20.0 255.255.255.0"
sclient-config-dir ccd

sroute 192.168.40.128 255.255.255.248
sclient-config-dir ced

sroute 10.9.0.0 255.255.255.252
slearn-address ./script

;push "redirect-gateway"

;push "dhcp-option DNS 10.8.0.1"

;push "dhcp-option WINS 10.8.0.1"
;client-to-client

;duplicate-cn

keepalive 10 120

stls-auth ta.key 0 # This file is secret
scipher BF-CBC # Blowfish (default)
;cipher AES-128-CBC # AES

scipher DES-EDE3-€BC # Triple-DES
comp-lzo

;ymax-clients 100

suser nobody

sgroup nobody

persist-key

persist-tun

status openvpn-status.log

slog openvpn.log

slog-append openvpn.log

verb 3

smute 20



daeehalva Configuration Y84 Client
client
dev tun
;dev-node MyTap
proto udp
remote my-server-1 1194
sremote my-server-2 1194
sremote-random
resolv-retry infinite
nobind
suser nobody
;group nobody
persist-key
persist-tun
shttp-proxy-retry # retry on connection failures
shttp-proxy [proxy server] [proxy port #|
smute-replay-warnings
ca ca.crt
cert client.crt
key client.key
sns-cert-type server
stls-auth ta.key 1
scipher x
comp-lzo
verb 3

smute 20

12



13

3.3 STUUSAMSIASe A oHaIHAD

m3oenuuyaold Data Flow Diagram 18181A210@0901548352ULNIMING

F4
=

ponuuUDY Context Diagram 1AA4

Request Request

P
£

MANAGEMENT

SSLVPN'SERVER Remote User

Administrator

xs

Result

Download Files

31]‘?1 3.1 1erAd Context Diagram

290N Context Diagram a1n3a031e A szuvimsAadefudlidnues
AgUAD Administrator 140¢ Remote User Tauf Administrator sziadefuszuuiNefnge
yoldszuudims adhe Key nSoilalan1s1¥iusms Administrator #1215011A1390N13
A% Inad 18w iitss av uf'ly uAgAdministrator gunsadamsiiy au udlyludnWd
Configuration 1882UNgUY0e Remote User 9vAndn lasnisdeavaldszuuinmiaadie Key

o { a 1 o
unz W Configuration N1¥lunsAndsuaz 113 Download

Data User

Remote User

Configuration’s
Client

20.
Configuration

Insert/Update/Delete Request

Configuration’s Client

Result

Configuration

gﬂﬁ 3.2 115¥A Data Flow Diagram Level 1



14

910 Data Flow Diagram Level 1 713135093110 1491 Administrator Fnsiy au
uf1 Administrator uagvinmssamsdeyanivlugmdoyaves User ung Administrator
annsosamsiiia au ud'ly 1Wd Configuration 84 Server wazvimsdanisdoyanisluves
g Configuration 110281 Administrator Y1013 3 ﬂﬁﬂlﬂllﬁlﬁﬂﬂll%’"lﬂﬁ Configuration Tnufag
Fmsa219 Configuration 1 TavswazBuaszihmaedoyaningmdoyauazinisade
Idinsndsntiussunasiinsadie Key 198 m3 Server daungy Remote User 951
msdesue Maildlumsaaden Server fiosyunldsumsdoseszimsadreInduas

14
@ L LY . d
Configuration #8a01ntiuiunsauiu Taems zip I

> 52 53
20 ' "y
: . Set Write
Configuration s £
Request Default \Configuration . Configuration
Management Generate ¥ Configuration  Value Configuration File
Configuration :

Value of Configuration

g‘ﬂ‘?l 3.3 1ttA Data Flow Diagram Level 2 993 M3¥ $191wd Server's Configuration

. a 1 g R
910 Data Flow Diagram Level 2 a315903118 14310158319 1Wa Configuration ¥4
Q’J‘ g o [ J A‘ J 1 o Q"‘ o 1 1 1 LY
Server WuduLsNzINAMuaA S uduTHINAUndInIMuTIimsieai Idegilegiiu

1% unazsiims@euaslinIng Configuration

Client's Configuration

Request
Generate

Configuration Value

Request Configuration

Value Configuration Value

20
Configuration
Management

Data
Configuration

31]‘?1 3.4 11o1@9 Data Flow Diagram Level 2 994 115 31914 Client’s Configuration



15

- 1 g .
« 910 Data Flow Diagrain Level 2-n3ea3u1e 1a1msa$1919d Configuration 494

e’: 3 o [ ) g J @ g o v 1
Client uuwuimzmmsmﬁuﬂmssnﬁ'uwmnauﬁmmnuummssmmﬁh’f'ﬂgﬂ%q
4 1 A @ ' . a e,: g o 1 4
Y83 Server H1Lﬁ81ﬂﬁﬂ1ﬁﬁiﬂﬂﬂi$ﬁ'ﬂﬁ Server 118% Client a1 UUNNUBIAUYIAN

3 o g
11J1a 14 format 484 Client ttazsimsas W Configuration YU

Client's Key

Request
Generate
Configuration

4.1

Client

41/ 3.5 14e@3 Data Flow Diagram Level 2 489 11507319 Client’s Key

91N Data Flow Diagram Level 2 a150935110 14911159579 Key 484 Client

N549109 Remote User 11M3 Request ndaszuuisueiinig Download Files tie 19 1uns

a [y g o ¥
AAANBHANINUUIZUUITNINIGTHIN Key

Server's Key

Request

Generate
Configuration
2.0 . 42
. “Configuration Generate Key
Management y

Sepver.

;Jﬂﬁ 3.6 118AN Data Flow Diagram Level 2 994 A583149 Server’s Key

910 Data Flow Diagram Level 2 81313005118 1891m35e319 Key 409 Server

@ o . o 9 9 9 9 A 9 o ar
YA991NN Administrator 1’]1ﬂ155§)\1‘1181ﬁi$1]1]1’]1ﬂ']5ﬁ5'l\3 Key ma"l”ﬂ‘lmuﬁmsu Server

Geénerate Key



Generate CA Clean-Key *

Generqtg Key's
Server

Generate Key's
Client

51 3.7 Ua@9 Flow Chart 4849 1159374 Server’s Key

Taendsnniissuy1dsunmseveliads Key Suusnozdesinisasioaouid

Key imldauegnieli dflegudreziimsovnazihimsadie Key Tmindanniuses
msa$1a Key Insi Taeu91an5ad1s Certificate Authentication 499214 ca.crt ndemnti
£¥M a9 Key dm3U Server 181A Server.ey , Server.crt iieM1n15a313 Key dm3u

o S do &
Server i3 ad1mniunhimsadis dh Feee'l4 dh1024.pem

16



y
Yosayangzima TuTabmsaune nszeemndaianszly 17

Generate Client,
Key

A

Get Servér’
Configuration

T

v

Set Configuration

v

Generate
Configuration

1
v *

Zip'Key &
Configuration

31 3.8 uaAs Flow Chart 4849 1157319 Client’s Key

o 4 v 3 Y v < P "
Tasndannnszuy ldsumsdesveliadhe Key fuusnrzdovinmsasnaound

1 (] [l 1 t o 3 o [P~} = °
Key im1Famaguio i Silegudrsyuues livhinisadie Key uaddia hifl Key Asziims
#3149 Key 1Huddnens1aounoud Server 1amiadie Key udmsedeidasradareei

o o g o 3 o ¢ . o g
MImNsa$e Key nasnnasaiuudaneeinmsadie W Configuration Tasviimsidnein

06383



18
14
Configuration 84 Server #aanMiuaEIMIer319IWa Configuration 484 Client wagHin1s
Zip a5y Key
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3.4 MIvEANUUEIMIBYaIN1Ha Configuration
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divannas 19uszuusuiludesinauniiu1Wg Configuration fariuTesuiludes

sonuuulousafiudoyaves g Configuration 1diiterih T lumsathaind

Configuration U84 Server ((a Client

Berver

aarvar submnmet
keap__alival
kepp,  alive2
fmame auth,__usermame max__client
name auth__password status

emall auth__group
K1 auth__d

sont oo g

config__option
FK1 config ia

P confiag puesh i

config__name
config__att
push__ip
push__subnet
Fct config_id

517 3.9 udA9 ER Diagram

A131940 3.1 50A2DUANIT14 tb_user

Field Type Null |Key | Detail Ref .table
pid Varchar(13) PK siaLlszansaglian

fname Varchar(255) | n %ﬂ

Iname Varchar(255) | n UINANA

email Varchar(255) | n email

auth id FK tb_authen




M15199 3.2 570aLIOYARTT tb_authen
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Field Typg Null | Key Detail Ref .table
auth_id Varchar(13) PK siaLlsvansiaflden

auth username | Varchar(255) | n %ﬂ@ﬂ‘i’mu

auth_password | Varchar(255) | n TR

auth_group Varchar(255) | n ndué‘l'ﬁmu

A13197i 3.3 37082BUAR1519 tb_config

Field Type Null | Key Detail Ref .table
config_id Int(10) PK sAUTLANF2UD config

confName Varchar(255) ' %ﬂ config

proto Varchar(255) | n protocol

port Varchar(255) | n port

dev Varchar(255) | n Tun/tap

server Varchar(255) | n Network ip

server_subnet | Varchar(255) | n Subnetmask

keepalivel Int(4) n ping

keepalive2 Int(4) n timeout

max_client Int(2) n ﬁﬁmuél*’n'mu

status Varchar(255) | n annuzaadng config 91

gnldunzalyl
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A1919N 3.4 5WALBUANIT N tb_config push

20

Detail

Field Type | Null | Key Ref .table
config_push_id | Int(10) PK sﬁmmﬁﬁa push
.config_name Varchar(255) | n %ﬁﬁwm push
config_att Varchar(255) | n AN124 push
push_ip Varchar(255) | n Ip address
push_subnet n subnetmask
config_id FK s9ALsTANAIU8 config | tb_config
ﬂﬁN‘ﬁ 3.5 5WaLIDYANII tb_config_option
Field " Type Null | Key Detail Ref .table
config_op_id Int(10) PK s9aLsEanA9 Option
config_option | Varchar(255) | n %@‘ﬂ‘ﬂ\‘i Option
config_id Varchar(255) FK sMAUIZA16284 config | tb_config
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4.2.7 phpMyAdmin
Qniisuny PHP e ldSamsgmudeyn MysQL Taedeahms ldud lusirlu
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s o’: L2 dy
openssl.cnfLmz&m’]iﬂﬂﬂ’]ﬂﬂﬂﬂll‘ﬂu

61309104 build-ca.sh

. /usr/local/etc/openvpr/rsa/vars

export KEY CNAME="server"

if test SKEY DIR; then

cd $KEY DIR &&\

openssl req -batch -days 100 -nodes -new -x509 -keyout ca.key -out ca.crt -config SKEY_CO$
chmod 600 ca.key

else

echo you must define KEY_DIR
fi
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‘Generate Cert Show Error

gﬂﬁ 4.1 Lte¥@9 Flow Chart LarAsduaeusiauves g build-ca
2 o
TUADUMFIIIUUDY build-ca

- ‘ﬁ‘lﬂ‘lﬂ’d"?;ﬂ common name

- famsasnasuitidlddenmieli 1 lufsudufounazeen

- MNseda cacert

- Mm5laou mode iy 644

(Y ] 4
130219178 build-key-server.sh

. /lust/local/etc/openvpn/rsa/vars
export KEY CNAME="server"

if test $# -ne 1; then

echo "usage: build-key-server <name>";

24
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exit 1
fi
if test SKEY_DIR; then

c¢d SKEY_DIR &&\

openssl req -days 100 -batch -nodes -new -keyout $1.key -out $1.csr -extensjons server -config
$KEY CONFIG &&\

openssl ca -days 100 -batch -out $1.crt -in $1.csr -extensions server -config $KEY_CONFIG
&&\

chmod 600 $1.key

else
echo you must define KEY DIR
fi
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18613198 build-key.sh

. lust/local/etc/openvpn/rsa/vars

if test $# -ne 1; then
echo "usage: build-key <name>";
exat 1

fi

export KEY CNAME=$1

if test SKEY DIR; then

cd SKEY DIR && \

openssl req -days 100 -batch -nodes -new -keyout $1.key -out $1.csr -config SKEY_CONFIG
&&\

openssl ca -days 100 -batch -out $1.crt -in $1.csr -config SKEY_CONFIG && \

chmod 0775 $1.key

else
echo you must define KEY DIR
fi

27
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30619198 build-dh.sh
. /usr/local/etc/openvpn/rsa/vars

if test $# -ne 1; then
echo "usage: build-key <name>";
exit 1

fi

export KEY CNAME=$§1

if test SKEY DIR; then

cd $KEY_DIR && \

openssl req -days 100 -batch -nodes -new -keyout $1.key -out $1.csr -config SKEY_CONFIG
&&\

openssl ca -days 100 -batch -out $1.crt -in $1.csr -config SKEY CONFIG && \

chmod 0775 $1.key

else
echo you must define KEY DIR
fi
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A

dh1024

A
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y

Stop
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export D="/usr/local/etc/openvpn/rsa”
export KEY_DIR=$D/keys
export KEY_SIZE=1024
export KEY COUNTRY=TH
export KEY PROVINCE=BANGKOK
export KEY CITY=LADKRABANG
export KEY_ORG="DIPAC@KMITL"
export KEY EMAIL="admin@admin.com"
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k4 ¥
Y Y 1 o o
YunoUMIAARITTILA q NifadeeiuTUsunsumeguazvuInvedy
g o ~ 3 a wa a a 3
oouisnd Tnalumsandsluszuudfiians FreeBSD 5.5 nAudrezdndaldsunsy’la
1 o 9 S Y A o A d a8
nmegduusumsan inaased Idanaen lnan1d nieszvimsinenminienis 9 1n
o @ . v o v
i /stand/sysinstall 3 uAonany configure uAADAIYLDY Packages 1A 11y
= WA =y A ) " Q’: = )
s2uUUfIAMS FreeBSD $i52un Ports Favzgaslimsfndsazainuazianutangy
v o o 3 da o o Jdo ~ Q’l‘ V' o e
1nnn Taw Ports 933i1n1sa11 Inaalusunsuaig q AlduRuiiunaadld laggn Tulda
4q 4 ‘i‘_’ a o ' o 4 4 o
gelunvztumsfadsTsunsuan o fulUsunsuneguazyuIAveIUILIINARAY
] 14 [}
port TauTusunsufidosasAn@afie Perl, phps, MySQL Server , Apache2.2 daufimdoawily
do o do 3 y o a a 3
Tsunsufiduwussn Talsunsuimuadl Portsvzaad Inaalusunsufimieundadelilay
o0 1uiia
M3AAAY php5 910 Ports
# cd /usr/ports/lang/php5
# make config
A t = E
ponmaemuiszidau
#make install clean
config file php.ini
# cp /usr/local/etc/php.ini-recommended /usr/local/etc/php.ini
www # vi /usr/local/etc/php.ini
[~ ]
uf T ldidhumioudnedis
default _charset = "tis-620"
upload _tmp_dir = "/tmp/uptmp"
session.save patch = "/tmp/sesstmp"
INUY
www # mkdir /tmp/uptmp
ww # mkdir /tmp/sesstmp
www # chmod 777 /tmp/uptmp
www # chmod 777 /tmp/sesstmp

www # cd /usr/ports/lang/php4-extensions



www # make install clean

www # /ust/local/etc/rc.d/apache22.sh restart

M3AARS Extensions A197v8q PHPS
# cd /usr/ports/lang/php5-extensions
# make config
(Aon extention ATz I
# make install clean
wam%‘ﬂﬁﬁ'"a restart apache %ﬂﬂ%ﬂ
# /usr/local/etc/rc.d/apache22.sh restart
a0d53unn test.php @
http:/www.my-office.com/test.php
veilswaziBund199vos Extensions it nniusuisudon
ﬁﬂ%& Apache 2
www # cd /usr/ports/www/apache2
?WITH_LDAP_MODULES=yes\
9WITH_MYSQL=yes\
9WITH_SSL_MODULES=yes\
IWITH_THREADS=yes\
?install && make clean
sonsszuvAaduadsudaimsudlying re.cont
www # vi /etc/rc.conf
Lﬁuﬂo‘lf‘\:" 4 apache2_enable="YES"
ymsud 1113 httpd.conf
www # cd /ust/local/etc/apache2/httpd.conf
udldmilounsdedradhaais
AddHandler cgi-script .cgi .pl
11 Document Root
DocumentRoot "/usr/local/www/data"
<Directory "/usr/local/www">
Tat "fustlocaliwwwidata” Ao laisAnoifiAade Tsunsuadienony wisenvzdni
Tsunsuadreswa' 13 User Directory unudl 14 Taenia lufsedeaatslasnnes

¥

k4
public_htm! 13uTeulasnneivesdly Aldhmsaadslsunsu13lulasnneii
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doaadaTusunsuadoudarinsdals? apache uvhanudedids
# /usr/local/etc/rc.d/apache start
m3nasaldsunza MySQL Server 5 910 Ports
www # cd /usr/ports/databases/mysql50-server
www # make \
9 WITH_CHARSET=tis620 \
9 WITH_XCHARSET=all \
9 WITH_COLLATION=tis620_thai_ci \
? make install with_db_dir=/usr/local/db-mysql && make clean
Taef /ust/local/db-mysql Lflu'lmsﬂm%’ﬁﬁ'mnﬁﬁﬂéfagmﬂ’fay,a wn lifins
fimuen g"luﬂ’fmg,ngnﬁﬂé'?aﬁ Jvaridb/mysql FaTaotndvziinuiivoudutyl nie
91918 T1Jud ' IWe Makefile luaau db_dir unuf 14 210114 Ports fagiins
asavaeugIusunsuiifadestiy mysql323-server aamaluszuunied dails
L& aadaez lvmsarni TnaaTusunsumaniundade i Tausa i@ van'li
sdoRanmandstaniuseniumsaeasihTilsunsy MysQL "lﬁ'qﬂﬁﬂﬁga
wazannsnlfanld defimsSuszunIniestart) Womusadeld MysQL
Server FuhasTui Taelidoususzun Imidaumds
U¥uudainla my.cnf
www # cp /ust/local/share/mysql/my-medium.cnf /etc/my.cnf
www # chown root:sys /etc/my.cnf
www # chmod 644 /etc/my.cnf
www # rehash
www # /usr/local/etc/rc.d/mysql-server.sh start
Windlfnuszuugdeya
www # mysqladmin —u root password 1234
Frdnausunse 1AAeudiu Username + password ¥83d 2109
wazl3uuds NG fetc/re.conf Tauifiusda mysql enable="YES”
M3AaRall31n TN OpenVPN 910 Ports
# cd /usr/ports/security/openvpn
# make && make install
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ihozilla Firefox

{1 2twp:11171.17.10. edministratorfviewConfig.php?corf=report _» .

port 1194

proto udp

dev tun

ca fusrflocalietc/openvpn/rsalkeys/ca. crt

cert fusrflocal/etc/openvpn/rsalkeys/server.crt

key fusrflocal/etc/openvpn/rsalkeys/server. key

dh fusrflocal/etc/openvpnirsatkeys/dh1024.pem

server 10.8.0.0 255.255.255.0

ffconfig-pool-persist /usrflocaliwww/apache22/datafadministrator/logfipp. txt
keepalive 10 120

cipher DES-EDE3-CBC

comp-lzo

max-clients 17

persist-key

persist-tun

status fusrflocaliwwwiapache22/datafadministrator/logfopenvpn-status.log
verb 3

° Y 4 .
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System Overview
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Server Status

Server is Current Running Now!
Client connected : 10
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OpenSSL Setting

CA{Cerificate Authentication) ] _

In cryptography, a certificate authority.or certification a
by other parties. It is an example of a trusted third par
schemes. There are many commercial CAs that charge for the vices. There are also sevel
certificates to the public at no cost. Institutions and governmeny may have their own CAs.

Day of:CA(Ceriﬁcate Authentication) 3650

Generate CA Key Keys Generated

CERT{Cerification) .

Certification does not refer to the state of legally being able to practice or work in a profession. That is licensure,
Usually, icensure is administered by a governmental entity for public protection purposes and certification by a
professional assodiation. However, they are similar in that they both require the demonstration of a certain level of
knowledge or abiity. The other most common type of certification in modern soclety Is product certification. This
refers to processes Intended to determine if 3 product meets minimum standards, similar to quality assurance,

Day of CERT(Cerification) 3650

Generate Server Cerificate f Generate CERT ! Keys Generated
KEY(Public Key)

In cryptography, a public key certificate (also known as a digital certificate
document which uses a digital signature to bind together a public key wi
of a person or an organization, their address, and so forth. The certificate
belongs to an individual. In a typical public key infrastructure (PKI) schem
authority (CA). In a web of trust scheme, the signature ks of either the - or other users
("endorsemnents™). In either case, the signatures on a certificate are attestations by the certificate signer that the
identity information and the public key belong together.

Day of KEY¥(Public Key) '3550 i

Generate Public Key Geénerate KEY } .Keys Generated

DH{Diffie—Heliman key) ‘

Diffie-Helman key exchange (D-H) & a cryptographic protocal that allows two parties that have no prior knowledge of
each other to jointly establish a shared secret key over an Insecure communications channel. This key can then be
used to encrypt subsequent communications using a symmetric key cipher.

Generate Public Key Generete DH Keys Generated
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Server's Interface

Internet Interface

An interface is a point of interact
interaction and coordination betw:
This interaction can come in the
communication.

INTERFACE IP ADDRE MASK
Intemet. | ] L SETUP |

Local Interface

An interface is a point of interaction bet
interaction and coordination between a
This Interaction can came-in the forms Local Interface
communication.
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Internet Interface
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Profile || Downioad. || €6t Frofite

pid
username
fist name
lazt name

group
email

3214124124
kae
thapana
choorat
user

hanamigi_ter@hotmail.com
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Downlgad software
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mwuaasaud 1¥auiioninis Download T Key ¥4 client

61

Eeacrt 1,216 1,216 Securty Certfficats  2/16/2010 3:26...
[ connect.ovpn 320 320 Fsovpn 2/16{2010 3:26...
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ANUFAAY Key Y94 Client

Connect
Disconnect
Shove Status
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Edit Config

UARINAIAY software
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Proxy Settings

about
Exit
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LYY o { 4 a Vo
aydnyal ud1nalif Connect ioAaADRY Server

"’" UpenVPN Connection (connf.t.t)

5

“4Tue Feb 16 16:20:09 2610 Data Channel Deciypt Using 160 bit message hash ‘SHA1' for HMAC authentic.

z{Tue Feb 16 16:20:11 2010 TAP-Win32 MTU=1500

Current Stote: Cmnechng
Tue Feb 16 16:20:09 2010 Data Channel Decrypt: Cipher 'BF-CBC' n'ﬂldzed with 128 bit key

Tus Feb 16 16:20:09 2010 Control Channet TLSv1, cipher TLSv1/5SLv3 DHE-RSA-AES256-SHA, 1024 b
Tus Feb 16 16:20:09 2010 [server] Peer Connection Initiated with 171.17.10.1:1194 ¢
Tue Feb 16 16:20:11 2010 SENT CONTROL [server} PUSH_REQUEST' (status=1}

{Tue Feb 16 16:20:11 2010 PUSH: Received control message: 'PUSH_REPLY joute 10.8.0.1,ping 1D,p|ng-l
Tue Feb 16 16:20:11 2010 OPTIONS IMPORT: timers and/or timeouts modified

Tue Feb 16 16:20:11 2010 OPTIONS IMPORT: -ifconfig/up options modified

Tus Feb 16 16:20:11 2010 OPTIONS IMPORT: route options madified

Tue Feb 16 16:20:11 2010 TAPMWIN32 device [Local Araa Connection 3] openad: \\ \Global\{ESDS0CSS5-.
Tue Feb 16 16:20:11 2010 TAPWin32 Driver Version 8.4

Tue Feb 16 16:20:11 2010 Notified TAP-Win32 driver to set a DHCP IP/netmask of 10.8.0.6/255.255.255.c
“Tue Feb 16 16:20:11 2010 Successful ARP Flush on interface [65540] {65D60C85-2437-4EAT-32FA-DB0B!
|Tue Feb 16 16:20:11 2010 TEST ROUTES: 0/0 succeeded len=1 iet=0 &=0 u/d=down

Tue Feb 16 16:20:11 2010 Route: Waiting for TUN/TAP interface to come up...

Tue Feb 16 16:20:12 2010 TEST ROUTES: 0/0 succeeded len=1 ret=0 a=0 u/d=down

Tue Feb 16 16:20:12 2010 Route; Waiting for TUN/TAP interface to come up...
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USERNAME | ] "
1 11 Access Denial 11!
you have not permission

PASSWORD |
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