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ABSTRACT

Network intrusion detection system (NIDS) is an important tool for network security. It observes
all transmitting packets on a network system and alerts when intrusion or nearly attack situation
occurs. To analyze every single packet on the network, NIDS with good performance and high
accuracy can make network more secure and reliable. However, some disadvantages of NIDS, such as
evasion technique and noise, can affect the accuracy of the traditional NIDS. A new approach is a
target based IDS which can increase accuracy and reduce noises. This thesis proposes a new method
to reduce system workload and increase the accuracy of the typical target based IDS by providing

flexibility of specifying policy for individual host or group.
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Mati Pinyathinun
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ABSTRACT

Network intrusion detection system (NIDS) is an important tool
for network security. It observes all transmitting packets on a
network system and alerts when intrusion or nearly attack
situation occurs. To analyze every single packet on the network,
NIDS with good performance and high accuracy can make
network more secure and reliable. However, some disadvantages
of NIDS, such as evasion technique and noise, can affect the
accuracy of the traditional NIDS. A new approach is a target
based IDS which can increase accuracy and reduce noises. This
paper proposes a new method to reduce system workload and
increase the accuracy of the typical target based IDS by providing
flexibility of specifying policy for individual host or group.

Keywords

Intrusion Detection System, Performance, Target Based IDS.

1. INTRODUCTION

Network intrusion detection system (NIDS) is an important tool to
secure network infrastructure. It automates detection by collecting
data from medium and analyzes those data. If it notices security
threats or abnormal behavior, it reports alert messages to the site
administrators. It can also provide automatic active responses to
those security threats if this feature is built into the NIDS (in case
of Intrusion Prevention System or IPS).

One of the most popular NIDS is Snort - Lightweight Intrusion
Detection for Networks. The lightweight IDS can be easily
deployed on most network nodes, with minimal disrtuption to
normal operations. It should also be cross-platform.

While false positive alarms are excessive and annoying, noises are
alarms in which the NIDS sends an alert on a condition that is
non-threatening or not applicable to the site that is being
monitored. In this case, the IDS diagnoses correctly and does not
make any mistake but the alarm is of questionable value [4]. False
positive alarms and noises can annoy the administrator since they
are not real attacks or security threats.

Some problems discovered by [6], showed the insufficiency of
information obtained from the wire that can cause noises and
NIDS vulnerability to evasion attacks. Another issue in IDS
research [4] considers about the flexibility of signature and policy
that makes NIDS more accurate.

These problems bring about a new approach of NIDS: target-
based IDS. It aims for noise reduction and tries to add more

Chanboon Sathitwiriyawong
Faculty of Information Technology
King Mongkut's Institute of Technology Ladkrabang
Bangkok, Thailand 10520
+6627234911

chanboon @it.kmitl.ac.th

information to NIDS. The concept of target based IDS is that it
can diagnose the packet stream in the same perspective as the
host. There are some issues in target based IDS that need an
improvement.

In the performance research field, NIDS performs as a packet
sniffer by analyzing all packets that are connected through the
monitored network segments. Since NIDS has to handle a lot of
packets, it is vulnerable to overload that can cause the
administrator to miss attacks since some packets are not analyzed.

This paper proposes a new method to specify policy in Stream5
target based in Snort to improve its performance and accuracy, by
reducing workload, using correct and flexible policy, and making
IDS to perform less target based and less pattern matching
algorithm as possible. The new approach of target based IDS
should performance as close as possible to the ideal target based
IDS that can perform and analyze information exactly the same
perspective as targeted hosts.

2. INTRUSION DETECTION

2.1 Intrusion Detection System

An intrusion detection system (IDS) is a system that attempts to
identify intrusions, which defined to be unauthorized uses,
misuses, or abuses of computer systems by either authorized users
or external perpetrators.

It tries to detect a suspected intrusion in the monitored system and
sends alarms to system administrator. It has a few basic objectives
that characterize what properties the IDS is attempting to provide.

2.1.1 The objective of IDS:

Confidentiality — ensuring that the data, system or system
resources are not disclosed to unauthorized individuals, processes,
or systems.

Integrity — ensuring that the data is accurate, complete, consistent,
intended use, and associated with its representation.

Availability — making sure that the data and system are accessible
and usable to authorized individuals and/or processes.

2.1.2 Categorize of IDS:

Host-Based Intrusion Detection System (HIDS): HIDS analyzes
intrusions on a computer system, reacts on use and system
behavior, activities and attacks that affect a host.



Network-Based Intrusion Detection System (NIDS): The
development of network and distributed computing has led IDS to
secure network by analyzing captured network traffic. NIDS
monitors entire network using packet sniffer methodology without
effecting network performance.

2.1.3 Basic detection approach

Anomaly detection based — diagnoses behavior for anomalies on
network that is close to attacks. The basic principle is awareness
that “attack behavior” differs enough from “normal user
behavior”, so it can detect new types of attacks that never
happened before.

Signature based — detects behavior that “match™ patterns of attack
patterns, it is very accurate with a known attack with recently
update signature but it inaccuracy when deal with uncommon
attack pattern and poor performance when behavior matches
multiple attack signature.

Packet Decoder

Preprocessor

weans 1@%oed

e

Detection Engine

—

Figure 1. Basic Snort data flow.

A basic Snort data flow is shown in Figure 1. Snort is a network
signature based intrusion detection system that uses packet sniffer
to allow an application to eavesdrop on network traffic and send
them to the preprocessor. The preprocessor allows the
functionality of Snort to be extended by allowing users and
programmers to put modular plug-ins into Snort. The preprocessor
checks sniffed packets against certain plug-ins and sends them to
the detection engine. The detection engine uses pattern matching
algorithm to match packets with rules to detect intrusions. Then it
sends the response or alert to the administrator if the packets
match the rule.

2.2 False positives and noises

Mostly, alerts or alarms generated by IDS when a system or host
has just been attacked. However, some alarms are not threatening
and have no effect, but they can annoy the administrator since
these alarms are useless in the IDS log. There are four conditions
when IDS reacts to packet or behavior.

e True negative — IDS generates alarms when an attack
occurs.

e True positive — IDS does not generate alarms to actually
benign behavior.
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o False negative — IDS fails to generate alarms when an
attack occurs.

e False positive — IDS misdiagnoses benign behavior, or
IDS makes a mistake.

Noise is an alert that IDS sends on non-threatening or non-
applicable events, to hosts but IDS diagnoses them correctly.
Therefore, the target host will not be affected by the attack. In
general, noise resembles to false positive and true negative. Noise
and false positive represent inaccuracy of IDS. IDS suffered from
false positive and noise causing inaccuracy to the IDS itself.

2.3 IDS Evasion

In TCP/IP there are different implementations and complexity
such as packet fragmentation, reassembly or retransmission, IDS
cannot process all contents on each other hosts and its can be
compromised network security.

Thomas Ptacek and Timothy Newsham showed some weaknesses
of IDS [6]. There is a problem in reliability on the IDS suffered
from the insufficient information on the wire. Either IDS cannot
diagnose what is actually happening on network machines or host
may responses other ways as IDS responses.

Attacker's End-System

Data Sueam see
“ATTACK®
3 ; 1 j .b ; £ A { f A -h 1 A () [ LY
Bl W L LA 28D RS | ‘. ofd Ll
“Rejocted by
End-System”
Monitor ‘
© NETWORK
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“ATTAXCK®
GO iad s i
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Figure 2. Insertion of the letter ‘X’.

As shown in Figure 2, “Insertion™ occurs when IDS accepts a
packet that a target host rejects. The IDS fails to diagnose what
the end-system has accepted and processes the packet that IDS
does not-accept. An intruder can exploit this condition by sending
decoy packets among attack packets causing IDS to fail on
detection then host target rejects decoy packet.

Attacker's
Dala Soars End-System

see
'ATTACK"
¥ nl s il o bl b B e sl
Rejected By "Accepted by
Monitor End-System™
NETWORK
MONITOR
see ATTCK

Figure 3. Evasion of the letter ‘A’.



As shown in Figure 3, “Evasion” occurs when target host accepts
packet that IDS has already rejected. This is the easiest way to
exploit and the most destroying to the accuracy of an IDS.

Similarly, overlapping IP fragments presents a problem to an
IDS/IPS because the IDS/IPS may not examine or honor the same
IP fragment as the destination host. Yet, an administrator may be
able to configure an IPS to drop any overlapping IP fragments.

Realistically, this should pose no problems for legitimate traffic.
Completely overlapping TCP segments, however, may appear in
normal traffic as a retransmission of unacknowledged data.

Basically, IDS cannot perform accurately because of all data that
modified for evasion exploiting the IDS disadvantage that the
information from the medium are not enough to diagnose
completely. There is a gap of information between IDS detection
and how the host responses to those packets.

2.4 Target based IDS

The term “Target-based IDS” means an intelligent IDS that is
informed about hosts residing on the protected network. It is
capable of analyzing traffic sent to those hosts as the host itself
analyzing the traffic. This does not solve all of the problems
discussed by Ptacek and Newsham, but it certainly improves the
accuracy of the IDS.

All problems mentioned above: false positive, noise, and IDS
evasion, have led [DS to a new approach: target based IDS using
target policy/profile to eliminate noise and increase detection’s
accuracy.

Target based IDS focuses on the host target of the transiting
packet as much as on the malicious signature contained within the
packet. The older generation IDS, simply checked packet payload
for a match with its database of malicious signatures, or figured
out anomalous traffic patterns and then threw up alerts if a match
or anomaly was detected.

Snort developed target based IDS as Stream5, Stream35 has ability
to reassembly overlapping TCP segments by using policy the
same as the host. It can configure specific TCP reassembly policy
to individual hosts or networks.

2.5 Performance of typical NIDS

Commonly, the performance of a network intrusion detection
system is characterized by the probability that an attack is
detected in combination with the number of false alerts. However,
equally important is the system’s ability to process traffic at the
maximum rate offered by the network with minimal packet loss.

When IDS generates an alert, it logs information to the file or
database on the storage. If they are too many false alarms or
noises, it will take excessive time to query log. And if it uses too
much memory or resources for detection and analysis, the packet
dropping rate will increase. The performance of IDS depends to a
large extent on memory system [3]. These can directly affect its
performance and accuracy.

3. DYNAMIC POLICY MODEL FOR
TARGET BASED IDS

This paper proposes a dynamic policy model that adds realistic
host information to the target based IDS in order to achieve more
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accurate and better performance. This model uses an agent to
correlate information between firewall and IDS to make the IDS
more informative.

In case of Snort Stream5 target based IDS, when IDS sniffs a
packet, there is a preprocessor to handle packets that allows users
or programmer to manage modular plug-ins into Snort before
pattern matching occurs.

Stream5 preprocessor is an essential part of Snort target based
IDS. The policy for each host or group is specified in StreamS5 to
offer host information such as IP address, OS, and open ports, as
shown in Figure 4. Stream5 will then perform target based
detection on hosts according to the specified policy. However,
Stream3 needs the most current information about hosts and
network specifications to perform intrusion detection accurately.

preprocessor stream5 global: track tcp yes

preprocessor stream5_tcp: bind_to 192.168.1.0/24, policy windouws
preprocessor stream5_tep: bind to 10.1.1.0/24, policy linux
preprocessor stream5_tcp: policy solaris

Figure 4. Snort Stream$5 configuration.

In a situation that Stream3 has inappropriate policy, every
elements of Stream5 policy can be monitored. Stream3
preprocessor will trigger stream reassembly and state tracking.

In another way, pattern matching algorithm in IDS performs after
preprocessing. It will perform the pattern matching using
information from preprocessors and the rule or signature.

In dept Snort Stream5 performs both target based and stream
reassembly which performs detection of every port in the policy
configuration, and tries to illustrate the same perspective as target
hosts. This will slightly increase the workload because
unnecessary detection is worthless and detection on ports that do
not exist or have already closed. The protection by host’s firewall
has no effect when intruders try to attack.

In this case port scanner cannot be used because it can perform
only active ports on those hosts. Ports that are not attended or not
currently used will not be detected. For these reasons, the solution
approach is to use host’s firewall to identify the exactly ports on
each host to reconfigure the Stream5 new policy and fulfill
information that might improve Stream5 performance and
accuracy.

We propose a dynamic policy model for Stream5 by reconfiguring
its preprocessor with dynamic targets port. Figure 35 is the
flowchart depicting the procedures of this model.

Since Snort configuration file is fixed, the Stream5 policy will not
correspond to current online hosts. Therefore, we use firewall rule
information from target host to reconfigure the Stream5 policy.
From the above model we can reconfigure the Stream5 policy by
interpreting firewall rules set. Therefore, the workload of IDS can
be reduced since closed ports can be ignored.

This model needs an agent to retrieve port information from
firewall and apply to target based policy. Information that has to
be added for the flexibility of Stream5 is the open ports on each
host. In Stream5 policy is fixed. We get port information from
firewall rules because port scanner can detect only ports that are
currently active.
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All information need to be filtered and use only open ports from
each host and translate to Stream3 configuration then check with
cache to compare information from the last process. If hosts
information does not change, there is no reason to update again.
The new updated information will be stored in cache for
comparing with the next loop of the process and send to Stream3
policy for reconfiguration.

We use a timer to adjust appropriate looping time, which can
slightly affect the network performance. According to our model,
the performance of IDS can be improved by eliminating all
unused ports and increasing range of detection when a new host
port is open.

To improve performance, accuracy and flexibility of target based
IDS, only real host information is provided to Stream3 policy
because they affect both accuracy and performance at the same
time. [t makes IDS more accurate to every kind of hosts if there is
an agent that can feed host information correctly and continually.

Its performance is improved since IDS detects only policy that
matches existing hosts. Closed port should not be diagnosed if it
has a good policy. To have efficient policy in Stream3, we need
third parties or some add-ons to manage the policy. Firewall
information is important for this model to assign open ports to
IDS.
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4. CONCLUSION

This paper proposes a dynamic policy model for target based IDS
that improve its performance and accuracy by providing flexibility
and feeding more information to the Stream5 target based IDS.
The proposed model uses an agent to manage the correlation
between firewall and IDS since some information can fulfill
Stream3 policy, such as open ports from the personal firewall. It
makes Stream5 more flexible to detect and obtain informative
host profile. Therefore, it can increase the accuracy and reduce the
workload of analyzing those unused port in Stream5 policy.
However, transferring firewall information via the network is of a
great concern since it should not have much affect to the network
performance. In the future work, this issue will be experiment for
optimal traffic and try to get other information or correlate with
other network device to improve target based IDS.
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