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ABSTRACT

A firewall is basically a defense device to control incoming and outgoing network traffic.
Policies and rules are important components of a firewall that allow packets to pass through by
network administration. However, administrators do not know what the destination policies and
rules are, moreover bandwidth control and management are not efficient. A concept occurred that
firewalls can transfer and learn firewall rules using policy-based routing. In this thesis we propose
exchanging and transferring firewall rules. This will decide and select the best path for routers
over transit autonomous systems. We also propose to develop routing protocol for reducing
bandwidth and optimize traffic policies on network routers. Therefore this- thesis descﬁbes the
selection best path for routers over allow of firewall rules. The concept will be able to appoint

policy-based routing in‘addition blocked packets will be dropped from the source of origin.
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a1 interfacel 13 1nAoa ICMP 910 1P dunng Tulée 1P Uanemaweda 23,80,443 (6)

# block in on Sinterfacel proto ICMP from 161.246.1.0/24 to any port {23,8080} 5)

# pass in on Sinterfacel proto ICMP from 161.246.0.0/16 to 202.28.68.0/24 port {23,80,443}(6)
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token[1l]

= in
token[2] = on
token[3] = §interfacel
token[4] = proto
token[5] = ICMP
token[6] = from
token[7] = any
token[8] = to
token[9] = any
token[1l0] = port
token[1ll] = {11,22,33,44)
4 token[12] = #§r3

| token[0] = pass
token[l] = in
token[2] = on
token[3] = §interfacel
token[4] = proto
token[5] = ICHMP
token[6] = from
token[7] = 161.246.1.0/24
token[8] = to
token[9] = any

token[10] = port
token[1l] = {1024>=)
| token[l2] = #§r4

1 token[0] = pass
token[l] = in

{1 token[2] = on

{ token[3] = §interfacel
token[4] = proto
token[5] = ICMP
token[6] = from
token[7] = any
token[8] = to
token[9] = any

token[10] = port
token[1ll] = {102&>=)
token[12] = #5rd
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3.3.2.4 ngi lAunvzeglugdnuuvesdeanuiidlu Text fa31ii 3.8 Tau

annsamungues IWseadn ldna

AYH991AN15 Merge (3015001187

rl# cat merge_tmp.conf
block in on ¢interfacel proto ICMP from 161.246.1.0/24 to any port {23,8080) #$r2
pass in on ¢interfacel proto ICMP from 161.246.0.0/16 to 202.28.68.0/24 port {23,80,443} #¢r2
ipass in on §interfacel proto {TCP,ICMP} from 161.246.1.1/32 to any port {23,80,443} #%$r3
i{block in on $interfacel proto ICHMP from any to any port {11,22,33,44} #5r3
pass in on ¢interfacel proto ICMP from 161.246.1.0/24 to any port {1024>=} #5rd
; passlin on ¢interfacel proto ICMP from any to any port {1024>=} #¢rd
rl#

gﬂﬁ 3.8 vl merge.tmp.conf
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Start sort_merge_
rule

Y

g1 Merge_tmp.conf

usnng Iso0a

. es—> WivufivunsSuadaiy
Tisunsunnussiia

SIUNNIUATUYAVTINA

@_@ 1 Subne: maskv'lﬂ 5 UQﬂ;ﬂUyWelght
waz150981AY Rule AigAADY

(A5 Sort 1pang A 18N Merge 1A Tavayil Weight mums

4 a4 fning Route-to My
Route i1 Routing T3 Classless 9511 Weight 11101 Classful

\/—\

Weight i ladni5o13

a a o w o Y A ¥ 9 Yy
3‘1]11 3.9 Flowchart ‘U’E)\iﬂ'liﬁ&l\?ﬁ’lﬂ‘i]ﬂﬂllﬁ”lﬂiy‘ll@\‘u’duﬂ’l\iﬂﬂﬂﬂﬂ'liﬂuWllﬁu‘i’nxﬂﬂﬂcl‘lfﬂ’l

Weight 4939 Router ID 11a¢ Prefix Matching U89 Subnet Mask
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342 e%*uwnszmumsﬁméﬁummﬁﬁtymmnﬁumaﬁ Yeamsaunudumalag
%A1 Weight U049 Prefix 11a2 Subnet Mask
3.4.2.1 NA99INNITZUIUNT Merge wdaauud Tunszuumsiazims
Fradduanudnyuesmaunudunie (Routing) Fuu5n1¥1n1381U merge. tmp.conf
nou
3.4.2.2 MiMsisvadwuanudnyveInsaunUdun1 (Routing) Tavgain
Subnet Mask 33 Classless 923 Weight f1nn31 Classful 719 Subnet Mask fifiAnniiganes

v [
wmiinunniga

P v

3.4.2.3 M3M1 Routing  1aoms 1¥mssaunguesInsreadiueziitonly

Yy 3 g

dllll Yo ﬂ il Y Vl v Y d' o’: ]
nINNN AT VUUDU Pass 9¢1111717 Route [UN ﬂUQlﬁuﬂ’NﬂﬂHﬂJ’]ﬂiﬁllWﬂlﬂﬂuuw'lu

9y =

Illsl d'vl Yo ﬂ =] ° 4:’ 3 d g VY A v [
A VINNYN LATUN HUADNITNINITYN (Drop) H‘Wﬂlﬂﬂﬁﬂltﬂﬂu‘VlNlWﬂvhJﬁlﬂﬁﬁllﬂUﬂ'ﬁfN

Y v

unadaeen i Asgili 3.10

rl# clear
rl# cat sort_mergerule.conf

pass out on §internal route-to (§interfacel,$r3) proto {TCP, ICMP) from 161.246.1.1/32 to any port (23,80,443)
pass out on §internal route-to (§interfacel, §r2) proto 'ICHMP from 161.246.1.0/24 to any port 1{23,8080}

pass out on §internal route-to (§interfacel,¢rd) proto ICHP from 161.246.1.0/24 to any port {1024>=)

pass out on finternal route-to (§interfacel,$r2) proto ICMP from 161.246.0. 0716 to 202.28.68.0/24 port {23,80,443) ; &
pass out on §internal route-to (§interfacel,$r3) proto !ICMP from any to eny port 1411,22,33,44) R
pass out on §internal route-to (finterfacel,$rd) proto ICHMP from any to any port {1024>=)

rl# vi sort_mergerule.conf

510 3.10 Havosms AunudUMDY Policy-Based Routing

o W & . 2 =1
Tnoguuuez19A1da Route-to TumsAuMUFUMILY Policy-Based Routing Favziin I

% ' A <4 a9 11 Ao ay a g 0’1’ 'Y
‘Ifmﬂu31H1ﬂﬂaiﬂﬂ§1’ﬂﬁaﬂﬂﬂ1ﬁﬂ1 HINDNINITN (Drop) LWADARAUAAUNI
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14 [
3.5 MafumIFHManisnnnIzUIUMITINNgUedlislead

o

o g & ¢ ¢ in o
ndannesadumasunguesisieadudusunesyndailddhinmsdsznianses
-}

4
o ° ' ' Y o % ' Vo o ' o {
agiiuszvimsdengry ssH nduTufusunes lunqulnindazilunsotis dsgili 3.11

Rule set 1 Rule set 2 Rule setN

Local Shell Script Local Shell Script Local Shell Script

| i |

Main shell script

51/ 3.11 guluuunstsen e Shell Seript AundulilSusuneiudazd

U
t4 ]
a a o o .’ [Y 4 o
TuSnoniinuintui ianinsidla Authorized IiFuwsunesyaduiioTiamuisa
1 o a | &
deriuIng Inaea ssH 18 TasIddmuadn lunisdidelfiidu Root Feamsoninguis

F 4 E
1 o 1 S o/ @ o B o
woslunsove 1anavue Taen1u Main Shell Script ¥an ¥ 9910UU Local Shell Script N9

o u'.l = . A o a'.l U 1 L ¥
H91UAUE U89 Main Shell Script Fafifndanisaeniudadi (10)

#scp path source RemoteHost: PathDirectory

1Y #scp /root/.sshifile root@10.50.35.1: (10)

ar & A J o 4 o
Fagilfi 311 uamswmuammsuanlsunguesiialeadluisuaesnng @1 910

Jsda o & Jd o q o { J
Peer VBUSUABLAAATUG I UABTUADA292T Shell Script ioMsuanlBoulia

J o Ao A v A Ay a 1 % 9 m 9
[ete/pf.conf 11«“5“@@57171"] ﬂ')ﬂﬂ'lﬂ'ﬁl‘lf@ﬂiﬂﬂﬂu “]N?J‘U@ﬂﬂ'lﬂ'J'llTlWIﬂiﬁ'Jclﬂ‘l‘]fﬂ']ﬁ‘luvlﬂ _

9

.5' Lo A o ° ) ¥
Fua 15UNDIABUY Amunsariaude lld
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317 3.12 madszmngues s readssuhasuaed

a v

L4
LY [} A o o @
a9y Shell Script 2RIMssmngh 1AnnmssauaziSeadidudumaiigndes iy

Vlﬂ’c{/etc/pf.conf duniiy arwmda (11)

# cat /etc/sort_mergerule.conf >> /etc/pf.conf (11)

< o

A Jd @ Yo o 4 o,: v A o

el unoinnd 1dsumslszniangues Isroaanmuaid N vziii1de Route-to
J 4 ° . 4 J ]
FumluWd fete/pteonf uazsiimstlaiila Service PF : Packet Filter ¥131113i &4 Shell

. U dy 9 q’: s @ 9 o I ' A a 4 A a

Script wmail ldgnaalusunesnduds Tasngueslvitenddsnsegmiioudy Funuan
o v ¢ w " e g
f1d4 Route-to 19111/ 1d /ete/pt.conf vousuApsNNA2 lATONIE Aniumsuanngneg

Nifinansznulag funguesinsieadidn Tauiifids Yaidda Service Y04 PF : Packet Filter

(12)

#ofetl -d /iinNune3191n1509 service YO packet filter

tofetl - /AANUMNIGINIINISITA service YON packet filter (12)
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