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ABSTRACT

At present internal information security is very important. Firewall or network intrusion
detection system is not sufficient for safety system nowadays. Thus, network intrusion
prevention system is developed. It is the development of FreeBSD operation system. Working on
the same unit of SNORT which will record intrusion information onto MYSQL, the developed
program will read information on database in order to create the order in increasing preventive
rule to IPFW accordingly. Besides, the program developed should have ability in canceling
intrusion prevention system on time set. In addition, it can report rule which is exercising or the
rule which is performed. The adjustment of SNORT value can be done easily through webpage.

The results benefiting from system development are that the developed program can read
intrusion information from database correctly and can command firewall to working properly.
It is developed with the purpose of the working application of SNORT and IPFW program
together. This safety program is another channel in enhancing the efficiency of safety system on

network.
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@ Dissaliowad ¢ Allowed

Traffic is filtered based on
specified rules, including source
and destination IP address, packet
type, Port number etc.

Unknown traffic is only allowed up
to level 3 of the Network Stack.
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Traffic is filtered based on
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when a session is initiated by a
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Unknown traffic is only allowed up '
to level 4 of the Network Stack.
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@ Dissaflowed ¢ Aliowied
Traffic is filtered based on

specified application rules, such

as specified applications (such as

a browsaer) or a protocol, such as
FTP, or combinations.

L Unknown traffic is allowed up to
the top of the Network Stack.
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@ Dissatlowed v Aliowed

Traffic is filtered at three levels,

based on a wide range of |
specified application, session and ||
packet fiitering rules. :

. Unknown traffic is allowed up 1o
. level 3 of the Network Stack.

Incoming Traffic Aliowed Outgoing Traffic
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92.168.1.0/24 13801992 321U any seminudanunuiaves 1A 14
Destination IP Address and Net Mask A9 A1 IP address ta2 Net Mask Yoan3odilaronia

191 192.168.1.0/24 M3 901092321151 any szminsdenanuaves 1514
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9 t 1] f d
Source Port ADMINHIAY Port ¥8ATEIAUNMSN 1 lumsToas 191 23 (Telnet) Hi0T81TU
A 1 dn ¢
any toveniuilumnuaves 15014
. . A A q 3 4 ] -
Destination Port Ao¥110ta% Port ¥auasotareneflglunisdoats wu 80 (HTTP) ¥150
g & v o <y ¥
szapiiu any ioveniutlununeaves 1sn 14
. A - a YY) 4 A v y
Direction #18 M5UBATANIINISAARD 1ag Haduuaunssanunofo AN dIUAIUYNIVDS
A A '
n30aMINoAe Yatenia iy
1. > SNUMLMIIAUNIUDS Packet TABIAUNII9IA IP address and Port N1 11/
MaUN
2. < ANVMLATIAUNIIVOL Packet 1AUIANNINDIA IP address and Port n1au Ty
mMadhe

¥ ]
3, <> ANHAUTMINITUIMITDI

Rule Option
[ 4
1l gﬂ HUDAST (Keyword,: Argument,; Keyword,: Argument,; ...... Keyword,:
Argument ;)

(%4 msg: "Detected confidential”; (msg ﬁi’)Keyword @94 Detected confidential 79 Argument)
9 Keyword 711914 Snort Ivanaiiuy
1. msg: “<message text>";
fmsssydenuiidosmsIignuaas aouudsfounnzasuiiuiings Log
2. logto :"<filename>";
¥imsTTufin Packet TUd Indfiszy unuiiveiiufinguiy log Indoun
3. ttl:"<number>";
A3290OUA1 TTL 499 Packet Nassfufiszym3o’l
4, tos:”<number>";
A3ITOUAT TOS V09 Packet Massiufiszynie’l
5. ack:”<number>";

asavaeua iy ACK field nsefuiisyyBnsely

2.6.3 Output Modules

° o o da LY ° a 4
T¥dmiumsnruguuadnin ldndenniimsasianunsynin Tasdnaiiensie

3
o/

wumsynnazinsudufouuasinistiudin log 139 svar/log/snort Tasguuvuvesfidan
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%zszu:iwﬂ%’ Output Modules LL‘U‘Uﬂlﬂﬁg ‘IJLL‘IJ’Uﬁ'GfT output <module_name>[: arguments] Tav
v2/1im33eY 131 198 snort.conf A0g105u
output database: log, mysql, user=rr password=rr \ dbname=snort host=localhost Hu
myszynliimstuiin log aslugwmdeya Tavguuuuves Outputistannsasmualily
'1Wd snort.conf ﬁﬁdﬁﬂqﬂf},
1. Alert_syslog 52UUdq Alert 1184 syslog 03521
Ui
output alert_syslog: <facility> <priority> <options>
2. Alert_full 1 MNSIAUTI0aLIBuAvOIPacket Header wanﬂ
supuds
output alert_full: alert_detailed
3. Alert_fast UAag Alert Message 9211n15TuIniies 1 ussvia onnusanga
silupudda
output alert_fast: alert quick
4. Alert_smb 3 TUUIL AN Alert Message ‘l‘ﬂﬁ WinPopUp WIUN 1 Protocol SMB °AB~1
3ot 185Uz TPopup %’eﬂnuﬂﬂﬂgﬁum
sy
output alert_smb: workstation.list
5. Log_tepdump ifiudoyalifoglugives pdump Feeunsol§TusunsufidaInd
YUV tepdump w1hinsidagmiondsla
PRI AL
output log_tcpdump: <filename>
6. XML hudeyaliegluzuuuves XML
sy
output xml: [log | alert], [parameter list]
7. Database 1n1517U7IN log aegudoyald
suiuudds
output database: <log | alert>, <database_type>, <parameter_list>
8. CVS 1ifo CVS Plug in 921T77in alert Message agjuuu‘?idw&iams Import 11/8q
Jrudoyn
siluuusids

output csv: <filename> <formatting_options>

05953
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9. Unified Logging Qnmmmu‘lﬁ'ﬁmmﬁwmﬁqﬂ°lumsﬁuﬁn log 94 Snort #1
wiafiu 2 daufte TG Alert tay Log uonvniu Taoiftueglugiinmes s Ind
suuuds
output alert_unified: filename <alert_file>, limit <max_size>

output log_unified: filename <log_file>, limit <max_size>

o 1 '3 Jd y ' a a
nadeyadreduszmuivieadeziiniifinesasinaeudi Packet laldnslu
E4 ]
midmiooensininiedin dauszuuasesumsyngntiueziindinnesasavaeumsyngn
i ° { s a o o va &
wisviaziimsdsdeyamsyngmiuduaslugmdeya Mmldmmsahguaniataes
[} dy 7’ ar Ao w LY J 9 J =
eteiintszgndldaudu T sunsufiddsesimmnauld Tasesnantimsoenuuuszuulu

undaly
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Protocol, Port)

Intrusion Prevention
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SNORT B IPFW

3UN 3.2 1AAIContext diagram YBIILU
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Clonfignration

Initial Process

Configuration by Web page
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- Initial Process (1)
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- Query Data (2)
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- Firewall Control (3)
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Data Flow Diagram Level 2 Process 3

4 3.1 -
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v »  Block Scripts
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3.2

¥ s r Unblock Seripts
CORGEEY Hiufluie 1 lumseaung Firewall Scripts Command

\. J

gﬂﬁ 3.4 193 Data Flow Diagram Level 2 Process 3

< 1 A o [ ‘:y
‘il'lﬂz‘lj WIHHNUAIUNTNINIUANU

- Block Scripts (3.1)
' Y i o ' Y Y N
Wumserudoyanisynnlnilagiiniseudoyaldun 1P Address,
n,: o v a 4 o o A
Protocol, Port @M Uaens mnifuag ldimsdssuanidalvsead laviinisiiung

' 4
eflosiumsyngmiu

- Unblock Scripts (3.2)
Wlumsemamineaunghasudmuanaidl Tassyinsesivaounng
D " A v o v o g o w a ¢ ¢
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PK |ref id

PK,FK2 |sig id
PK,FK1 |ref id

FK1 |ref system_id P pg
ref_tag

ref_system_name

PK | detail_type
detall_text - -
PK |isig id 9| PK |sig_class_id
— sig_name sig_class_name
sid FK1 |sig_class_id
sig_priority
hostname sig_rev
. encoding if;::erface sig_sid - schema
PK |encoding type |q— er sig_gid i e
detail PK |vseq
encoding_text encoding .
last_cid ctime
FK1 | encoding_type
FK2 |detail_type —

: PK,FKt [sid PK,FK1 |sid
- ok PK cid PK,FK1 |cid
PK,FK1 |sid )

PK,FK1 |cid FK2 signature data_payload
timestamp
»' ot 1‘
PK,FK2 |cid
PK,FK2 |sid
PK,FK1 |sid ip_dst
PK,FK1 |cid ip_ver
ip_hlen
tep_sport ip_tos
tep_dport ip_len
tcp_seq  |e——— ip_id
tcp_ack ip_flags
tcp_off ip_off PK [iofw id
tcp_res ip_t -
tcp_flags ip_proto | ’ Ipiw_src
tep_win ip_csum ipfw_dst
tcp_csum ipfw_status ipfw_proto
tep_urp FK1 ipfw_id ;gx—:m
ipfw:rulestatus
ey e rule_start
PK,FK1 |sid rule_stop
PK,FK1 |cid
udp_sport
udp_dport
udp_len
udp_csum

51 3.7 uamagudoya SNORT #ldAudeyamsyngn
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nngUdedu dugudeyailFluszuutlestumsynininiotislaoiio Tisunsw

SNORT asaduwumsyninegimstiuiindeyamsyninaslugudeyaves SNORT lavil

v t4
ATNNINUA 17 A1TANL

1.
2.

10.
11.

12.
13.

14.
15.

16.
17.

'
a @

<
data ﬁ‘]umswﬁmu%y‘ammnu Contents of packet payload
A g 4 @ . % .
detail Li‘lums ‘Nmﬂ“lJ‘i’l'EJy'mﬁU’Jﬂ‘U (lookup table) Level of detail with which a

sensor is logging

]
= o

encoding Lflumsnﬁtﬁu%gammnu (lookup table) Type of encoding used for the

packet payload

D.

o { g )
event Lﬂumswﬁmm’fanammw Meta-data about the detected alert

U

icmphdr Humseinudeyaneriy icMp protocol fields

Q¥

v '
= o

o
iphdr (ums 1N udeyaRuat IP protocol fields

a g = @

ipfw Lflum1s1awaﬂu%ayaznuanu HUwRYNg, IP Address, Protocol, Port, Status

VYoINgG, 1301

g g ) LY

opt iU eNifiudoyaifoiV IP and TCP options

Y
1

-4 4 Y .
reference (JUM3 Nﬁmu%g‘mﬁmnu Reference IDs for a signature

i g 4 @
reference_system s Nﬁmm’fagmﬁmﬂn (lookup table) Reference system list
{ g i - h
schema Li‘lumswﬁmm’fey,mﬁmﬂu Self-documented information about the
database
Y P Y

{ 3
sensor zi‘.lumswﬁmmauammnv Sensor name

£

. { o P @ d = -
sig_class Humsrainudenainoeaiy Normalized listing of alert/signature

classifications

) Ad v = @ . i .
sig_reference Wuang NUNVVYALNYINY Reference information for a signature

. {3 Y S g . .
signature Li‘_lumsnﬁmmmymﬁtnﬂu Normalized listing of alert/signature names,
priorities, and revision IDs

<] { o a @
tephdr 11ua1519MINUYBYANEIN TCP protocol fields

udphdr 1fumsefiRudeyaifeaiu UDP protocol fields
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Attribute Name Description Type Key Reference
Table
sid Sensor ID NUMERIC(10,0) PK,FK event
cid Event ID NUMERIC(10,0) PK event
data_payload Packet payload VARCHAR(8000)
encoded
according to
sensor. encoding
M319N 3.2 NIUYNTUTOYAITN detail
Attribute Name Description Type Key Reference Table
detail type TINYINT PK
detail text VARCHAR(50)
a ¥ )
M1319N 3.3 WIUTYNTUUBYANIT N encoding
Attribute Name Description Type Key Reference
Table
encoding_type TINYINT PK
encoding_text VARCHAR(50)
M35199 3.4 NIUIYNTUTOYAAITII event
Attribute Name Description Type Key Reference Table
sid Sensor ID NUMERIC(10,0) PK,FK sensor
cid Event ID NUMERIC(10,0) PK
signature Signature ID | nymERIC(10,) FK signature
timestamp Timestamp of DATETIME

when the event

was logged




a v .
MINN 3.5 WIUIYNITUVDYAAITN icmphdr

28

Attribute Name Description Type Key Reference Table
sid Sensor ID NUMERIC(10,0) | PK,FK event
cid Event ID NUMERIC(10,0) | PK event
icmp_type ICMP type TINYINT
icmp_code ICMP code TINYINT
icmp_csum ICMP code INT
icmp _id ICMP ID INT
icmp_seq ICMP sequence INT
number
M31a# 3.6 WynsudoyARI19 iphdr
Attribute Name Description Type Key Reference Table
sid Sensor ID NUMERIC(10,0) | PK,FK event
cid Event ID NUMERIC(10,0) | PK event
ip_src Source IP NUMERIC(10,0)
address (32-bit
unsigned int)
ip_dst Destination IP NUMERIC(10,0)
address (32-bit
unsigned int)
ip_ver IP version TINYINT
ip_hlen IP Header length | TINYINT
ip_tos IP type-of- TINYINT
service
ip_len IP datagram INT
length
ip_id IP ID INT
ip_flags IP flags TINYINT




A1319N 3.6 (7D)
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ip_off IP fragment INT
offset

ip_ttl IP time-to-live TINYINT

ip_proto IP protocol TINYINT

ip_csum IP checksum INT

a v .
MININ 3.7 WAIUIYNTNUDYAATITN ipfw

Attribute Name Description Type Key Reference Table
ipfw_id INT PK
ipfw_src INT
ipfw_dst INT
ipfw_proto VARCHAR(10)
ipfw_sport INT
ipfw_dport INT
ipfw_rulestatus INT
ipfw_rulestart TIMESTAMP
ipfw_rulestop TIMESTAMP
ﬂ'l‘iN‘?; 3.8 mmuﬂsnff@y‘amsn opt
Attribute Name Description Type Key Reference
Table
sid Sensor ID NUMERIC(10,0) | PK,FK iphdr
cid Event ID NUMERIC(10,0) | PK,FK tcphdr
optid Option ID NUMERIC(10,0) | PK
(multiple options
per alert)
opt_proto Option protocol | TINYINT
opt_code Option code TINYINT
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30

opt_len

Option length

INT

opt_data

Option data

VARCHAR(8000)

M13199 3.9 WOLIYNIUTOYAAIIN reference

Attribute Name Description Type Key Reference Table
ref id Reference ID NUMERIC(10,0) | PK
ref_system Reference system ID | NUMERIC(10,0) | FK reference_system
ref tag Reference tag (e.g. VARCHAR(8000)
CVE-CAN-2001-01)
A519N 3.10 mmqnsm’fmgamm reference_system
Attribute Name Description Type Key Reference Table
ref system_id Reference system ID | NUMERIC(10,0) | PK
ref system name | Reference system VARCHAR(20)
name (e.g. CVE
a y
M13799N 3.11 WAUIUNTNUDYANITN schema
Attribute Name Description Type Key Reference Table
vseq Database schema ID NUMERIC(10,0) | PK
number (e.g. '102')
ctime Timestamp of DATETIME

database creation time




m‘mﬁ 3.12 mungﬂim’fay,amsn sensor
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Attribute Name Description Type Key Reference Table
sid Sensor ID NUMERIC(10,0) | PK
hostname Hostname of the | VARCHAR(100)
sensor (IP if can't
qualify)
Interface Network VARCHAR(100)
interface (e.g.
eth0)
filter BPF filter VARCHAR(100)
detail Detail level of INT FK detail
the logging
encoding Encoding format | INT FK detail
of the payload
last_cid NUMERIC(10,0)
M3aft 313 nouynsudoyanina sig class
Attribute Name Description Type Key Reference
Table
sig_class_id Signature NUMERIC(10,0) | PK
classification ID
sig_class name Classification VARCHAR(60)

name (e.g. recon)




a v .
MI1N 3.14 mumnsmﬂy’amsn Slg_reference
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Attribute Name Description Type Key Reference
Table

sig_id Signature ID NUMERIC(10,0) | PK,FK signature

ref seq Reference NUMERIC(10,0) | PK

sequence number
(multiple
references)

ref id Reference ID NUMERIC(10,0) | FK reference

m31afi 3.15 wanynsudeyan13 signature

Attribute Name Description Type Key Reference
Table

sig_id Signature ID | NUMERIC(10,0) | PK

sig_name Signature Name | VARCHAR(255)

sig_class_id Classification ID | NUMERIC(10,0) | FK sig_class

sig_priority Priority NUMERIC(10,0)

sig_rev Revision number | NUMERIC(10,)

sig_sid Internal signature | NUMERIC(10,0)

ID

sig_gid NUMERIC(10,0)

ﬂ]?]@ﬁ 3.16 wwmﬂsm’fﬂu‘,amsw tcphdr

Attribute Name Description Type Key Reference
Table

sid Sensor ID NUMERIC(10,0) | PK,FK Event

cid Event ID NUMERIC(10,0) | PK

tcp_sport TCP source port | INT

tcp_dport TCP destination | INT

port




M1319% 3.16 (919)
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tcp_seq TCP sequence NUMERIC(10,0)
number
tcp_ack TCP ACK NUMERIC(10,0)
number
tep_off TCP offset TINYINT
tcp_res TCP reserved TINYINT
tep_flags TCP flags TINYINT
tcp_win TCP window INT
tcp_csum TCP checksum INT
tcp_urp TCP urgent INT
pointer

M15199 3.17 Wauynsudoyan1319 udphdr

Attribute Name Description Type Key Reference
Table
sid Sensor ID NUMERIC(10,0) | PK,FK event
cid Event ID NUMERIC(10,0) | PK
udp_sport UDP source port | INT
udp_dport UDP destination | INT
port
udp_len UDP length INT
udp _csum UDP checksum INT
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Delete Slice Toggle Size Units » = Set Bootable i = Hizard m.
Change Type = Undo All Changes = Finish

F1 or ? to get more help, arrow keys to select.

311 5 1aenVMIAYRA Partition MaviNA

o ' a o é § a wa
6. Iifvuamyiiaved Partition it muaiu 165 Fudunasgiuildluszuvdjians

Y U @ =
FreeBSD 1¥inA1Jy Enter A931/91 6
Uisk name: ISR Partiti C
!qr K Geometry: 12483 cpls/lb heads/bd sectors = < rs (h143MH)

f fset 5ize(5T) L NaMe lesc  Suhtype Flags
; - . WS AT e - < 4

a A
gﬂ‘n 6 taan Partition Type
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v LA Yo ' .. v £
7. Tsunsuvzuanalnsead1aves Hard Disk M3 1AM Muauaziie Partition 115NN 349

wazduanen Svudeoudalinatly Q Az 7

g

Leometry: 12483 cyls/16 heads/b3 sectors = 125828b4 s (B143MB)

Ze(ST) End Name FType lesc Flags
63 62 = 12 unused

63 12582681 12582863 addsl g freebsd
12582864 48 12582911 = 12 unused

following commands are supported (in upper or lower case)l:
Use Entire Disk G = set Drive Geomotry C Create Slice F = ‘DD’ mode
p

Jelete Slice Z Toggle Size Units 5 Set Bootable = Hizard M
Change Type U = Undo ALl Changes ! = Finich

FIL or 7 to get more help, arrow keys to select

31N 7 waealas9ai13v04 Partition

8. 149N Boot Manage Y94 Hard Disk (ad0) ﬁ‘lu Standard 5\121]17] 8

anag
boot manager)

a4 A
317 8 128N Boot Manager
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a g o o A Y a [ ' 1 1
9. TﬂillﬂiNﬂﬂﬂ\i%%llﬁﬂﬂﬂ'IL!M%‘LI'ILWi’J’UGﬂGl‘HLiTVli']‘iJlﬂU’Jﬂ'lJﬂ'liIUN Partition aami‘lumumm

o ] L. ' U . s @ <
Tsunsuf 1uuzih s i Partition 418 9 Tasmsnatjy A 30 Automatic Neziiluuase

13 a

Y = @ 3 =] ' 4 < - ]
ﬂi&’ﬁ')u@iﬂﬁ HINAUUUNTINYINY Partition lgﬂﬂgﬂﬂllﬁ’ﬁﬂﬁ'lll'ﬁﬂﬂﬂljﬁ Q L'ﬁﬂlﬁi‘ﬂﬁuﬂ'ﬁlluq

v v
Partition 1uaui #1319

U

31N 9 uaaamwuzainlumania Partition

a n’/l =) £ U a wva n,: P
10. Tolsunsudndsziaasrivazidoaliismsud Tussuul§ianis FreeBSD 1l Tsunsy

' o 4 o ° < =} J @ 4
39 Packages A4 ) Wis1 1didonAnda e iiledudmuzinaisudannatlu Enter Asgii 10

d' 13 o d' L !
517 10 AMuuzriuneIny Packages A4 9



52

v v [
11. Tsunsuaz s udenilszinnued Distributions Nis1deen1sanas launaudend 4, 6, 8 uaz

v '
B Custom (M1171 #9351 11

Ll

510 11 1den Distributions tWal¥ 1134

A

P A o A vy g 9 ) A o A " a il
12. 1D UADNAUADN B Custom A2 ﬂ%31]51ﬂf‘]ﬂu1%@1“!51!aﬂﬂmjlaﬂﬂﬂﬂﬂﬂﬂ 1Uﬂu%$laﬂﬂ

dudon [ 1src Tasmsnatu Space Bar iiteilumsidon Aagali 12

517 12 r@enduden src Noglu B Custom
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o 1 4 A U y
13. Iidendaidon [ 1 sys Taumanailu Space Bar tioidon daddeniiaziiiu FreeBSD Kemel

v ] ]
ntiulvinatjy TAB 117 OK dagili 13

ISr/7/Srcrsy

31]‘?1 13 laaﬂgﬁilaﬂﬂ sys (FreeBSD Kernel)

o

] v . v ]
14. n@tu TAB 17 OK dnasuieifiumstounduldmydeunthil dsgii 14

opurces f{

511 14 m3naiu TAB iNediounTUIMY
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v i Ed
15. nAtju TAB 117 OK efoundy liwyneuniiil

. Choose Dicstr butions

510 15 nafu TAB iwedeoundulumynauivhi
a : 9 A 0 a : a va 4 d'd”
16. Tsunsudanevz IisndendesmsAnasszuul §iians FreeBSD vndoilszinnla Tunil

uurinilududonii 1 fin CO/DVD udanatly Enter Aa310 16

T TR L Phacsel lnstal ation M

CD~DVD
=

FTP Pazzive
HITR .

fptions

Lt UR==1

I Press PR Toy rmore infortation on the various media tupes 1

31 16 1aendenlilumsAnds FreeBSD
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14 ]
[

v
v a 1

d‘ o a 4 =
17. A0Y Yes iohmsaansanasae 1y dagii 17

510 17 Wsupsumannmunilalumsaads

] v '
18. NEIINNBUTUMIARAITLUVIHTANIS FreeBSD 1142 T1)51n3192151%11015 Format Hard

v

' Vv '
Disk ¥oan3 ouFs e udaands Tsunsude 9 Taulassadreilddmuald degii 18

v

4277248 bytes read from doc dist, chunk 4 of 47 @ 1425.7 KBytes/sec.

U 18 Tsuns3ui3u Format 4az AAAI FreeBSD
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4 a .’,’ ' ' =1
19. ilo Tsunsu'1dAnda Source a9 9 aalulnsearede q Souiooudl Nozuaasniivonaas

vy '
anuBudalfis s 1dimsaadeszuulfiians FreeBSD 1disu5ouiaond dagui 19

Message

> L

]
-

51 19 wihoouansnNNEUANEANAIES

v v Y
20. Tusunsuez s muan1vounsoviy ¥3oNs1uS8nI1 Network Devices 1uNTi3192A04

° ' [ s ' @ {
Amuas linuginssiinievioveusilaun1snoy Yes Aagui 20

51/ 20 fnuan UATEVI Network Devices
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[ 4 '
21. 1Hong1n30iiA39910 Network Devices Tufifiis19zidon Inco (Fu LAN Card 51141

Y

a o’: y 1 a 4 o A < 3 ' { [
msaaaai ualuanuilueie mernenuidufeqinsaidou  Ald¥uegiutieu ro, fxpo)

AN Enter tWo1u60 11 dagili 21

Hotuork interface infarmation reguired

gilﬁ 21 laﬂﬂqﬂﬂﬁ\i Network Devices

22. 151909319914 IPv6 (Internet Address Version 6 fio 1!‘1615?.‘11411431‘08\1 IP address il

¥V . '
Y119 128 Bits) Tuidiisngaoy No iiieanindala 1814 pye Tumisihanm fagii 22

I NEE K dinteerace intoraaUiat required ——

User Cond icnalion Requested

Sl Pub ¢ igqural DN of

[ OR 1
[ Press F1 to read network configuration manual 1

31]‘?1 22 l3iiden IPv6 Interface
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v ¥ '
23. dvamsvsuuaanseldusns DHCP w3e'ld luntinoy No iWeisezimsivuan 1P

o Jd ' @ 4
address TWfugUnsalinTovveasues Az 23

Netsork interface information required

g

51/ 23 lailedFuun awsel¥uims DHCP

24. fnuam A dugUnsalinfodn sxdessmualiaoandosiumioduiildnueganse
2FUIUANUNINYUDIAIAG 9 15t

® Host: ¥orFsvlines

® Domain : #8 Domain Y8IA30UF WIS

® [Pv4 Gateway: HUUIQY IP Address YD Gateway ﬁeanzj Internet

® Name Server : H181aY IP Address Y94 DNS Server ¥9484An3 110 liiin ¥ mua

vi'fluﬂ'wm DNS ﬂmé’“lﬁu?mm‘s"a ISP (Internet Service Providers)
® [Pv4 address : N8V IP Address mmm?mﬁs"ﬂnm’

4 ad s
® Netmask : U180V Netmask mmm?mwswnas
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4 o J ' o o i
25. A1 Yes toimua Idginsaliniovieiiau A 25

517 25 AmualiguUnsalinievneiham

y 4 ad J Y [ {
26. A0 Yes 1o 1#1n500%5 1005 Tiilu Network Gateway fagilfl 26

gﬂﬁ 26 MYUAA1 Network Gateway

27. a1 No 1512 TiAvensNezud Tuuazd5unsan1ve inetd tag Network Service A3

27

31]‘?1 27 M3UFunAan inetd (Internet Daemon)

' ' [ v
a . a o a wva Y
28. ADY Yes iN01llA15N15 SSH Logintoa91n1iinis1@adaszuul§1ian1s FreeBSD (381500
v v
uA7 15781150792 Remote 19131 14910 wu0N AGIY 9 AUVINT Telnet 1A SSH HUIEHM3

Y} v Y A a I Y] v ad ¢ o ~
U1 5‘1’iﬁ"llﬂiql,ﬁmﬂlﬂiENﬂ’E)SJ‘W’JLﬂ’e)SVI Remote mmmmsﬂnas ﬂ»ﬁﬂ‘ﬂ 28

v
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317 28 iJau3ns SSH Login

29. @01 No WON151AVTN1S Anonymous FTP Service #931/1 29

g‘llﬁ 29 msdavinms Anonymous FTP Service

30. 0V No INOM3VALINS NES Server 79317 30

31]‘7] 30 ?Jmfsms NFS Server

31. A0V No INON15DAVTNS NES Client #9317 31

517 31 Yau3ns NFS Client32. aoU No tie 1115 ua3A1999 Console Setting A931/71 32
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g‘ﬂﬁ 32 luSuunan1ves Console Setting

v Y '
33, 5LUVILOIN A 09N15USVUAIA1UD Time Zone 130 11 Tui Tl 1inov Yes ivolsuunen

1994 Time Zone A431/7 33

311 33 USuneaA1vea Time Zone

34. @O No 1092 115 1ng@awaeTun5iden Time Zone AI3UN 34.1, 34.2,34.3 U0y 34.4

517 34.1 YSunannasgm UTC



Time Zone Helector

517 34.4 YSunannasgm UTC

62
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35. szpunwhdesmsoyanald Tusunsuvesszuud§ians Linux aunsainnldiy

FreeBSD 18n3e'ly 1iden Yes ms1eis19e1duTsunsuves Linux anldausuny

Iy

FreeBSD 1@ #431/7 35

Y

4’ o o
51/ 35 mswensulATUsUN5Y Linux ¥M1OUUY FreeBSD

y ad :/dy ' o {
36. AU No 110901015 1Fa1nB5 e 11419 Mouse Aagaii 36

51/ 36 Naidim31% Mouse luszuy

vy ' '
37. A9 No 1w312 lafin15AAAY FreeBSD Packages twIAY Aeg1lil 37

517 37 M3AAAI FreeBSD Packages 1
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38. 520 1#1519AM AU Username 1102 Group 32889M33AMIAY root account (1111

~ Y a £ A w y 2 gy a " P
Account ﬂlﬂu@ﬂiﬂ'ﬁﬁ%ﬂﬂ) °]Nli'lfﬂll'liﬂﬂ%%‘i]ﬂﬂ'livlﬂﬁnﬂml_{u 1ﬂlﬁﬂﬂﬁﬂ'ﬂ Yes mgﬂ‘n

38.1

51/ 38.1 1aendam sy User 12z Group

T¥idenA1da Exit 1o Ui User Name Liaz Group ﬁﬂgﬂﬁ 38.2

510 38.2 1@en Exit tl0oana1nms1iam

9y o

0’1’ o 9 o @ 4 '
nnfuszlsinguiveuuzihfisidmuasiaruldtudquaszuuiisiSendi root
Y a ¢ @ 1 Y v A [ : & a ¢ @ ' qy 1
Tavaz s s arud T Idimlouduaesnss amsiunsdaruiiez luimsuans
@ W a o ' ' @ {
donusla q vunihvenin ve ldnundgndesudinatlu Enter iiuldias Asgiln 38.3 uay

38.4
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New Passwmord:
etype New Password:§

51l 38.4 Smuasar v ]mleuA 2 A5

39. 180 No 51z lidesnisna TS uusaala o dagali 39

51 39 hidendSuuasmens q vesszuu
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v [ v
40. NmiuvgnFuINRYnTusnvesmsAdeszuUI§IANS FreeBSD Tiisudont)y Exit

4 < Qy a o’:
Install ll%’) Enter lﬁﬂlﬁiﬂﬁUﬂ'ﬁﬂﬂﬁQ

31/ 41 @eniny Exit Install

v
41. Tsunsuvziuzi lfis wenuAan sz 1 1iAn15 FreeBSD 800910 CD-Rom Drive

%59 DVD Drive HAUADNANNDN Yes

IeB¥ Doniirmation Regussted
B, G (Y |k 5

3UM 41 Y uAnAI9eNIN CD-Rom Drive

' £
o uuAaRIszUFUANS FreeBSD 891910 CD-Rom Drive 487 52U191
~ A ad L4 n’: < ﬂ Qy a q’: a wva @ ~
ﬂ'ﬁﬁu‘ﬂlﬂiﬂﬁl“)ﬁﬂl')ﬂi NUUNL uﬂ'liﬁu?Iﬂﬂ'liﬂﬂﬂﬁixﬂ‘Ull&]Uﬂﬂ'li FreeBSD #1a4910N
a wa Y o g k4 v ¢ Y k)
5$'U‘U1]§]'Uﬂﬂ'15 FreeBSD "lﬂ'Vl'lﬂ'li’nglﬁimiﬂUi'ﬂUllﬁ'J 1519880190 Login W5z vy Tae s

=)

[ b4 v ]
root account ita2 lds e Iddmua 3 luduneudadsszu szl 42



67

7:88 rootafreebsd. sra.ac. g

login: root
Fassword

51/ 42 M3 Login 1hg3zvy tilo@3aaunszuIunsnaaa FreeBSD

N5SAANY Apache Web Server

4 ad ¢ = € U= o Y Ao 4 9
l’J“UL“IﬁV\IL'Ji’)ﬁ HUIWDI Application 'VI‘VH‘Hu'1“/]31JLLﬁ$1J5$3J'JﬁWﬁlﬂﬂﬂTi‘VlQﬂi'fNﬂlf)%'lﬂ

9q ¥ a a ¢ £ 4 ad o [ @ Y99 ¥ a 1
AldusmsneBumesiia  FedmFilneszdusndrsndylyuaawalddldusnanm

Jd 4 ad J ° Y a a Jd Y ' S 7q ¥
‘Ui'l'JLclfﬂiuaﬂ‘ﬂ']ﬂnULcﬁTNnﬂi ﬂ&'ﬂﬂuanlWUsﬂ’]i&lu@urﬂﬂﬁluﬂllﬁ?!k@@’]%nﬂ’]ﬁﬂﬁfoﬂﬂclﬁ

G

A a

° 9 @ A [} o Jd 9 [
W lFiumseuonelueInnIvIBaUmND TR A UNY
P o 4 a =1 ad L4
Tdsunsunarusaiiminnio i usn1 s sWinos UUIT VY FreeBSD  11a10
[ ] 1 Y )
TUsun3u 19 Apache 120391 2.2.8 Taofin1s 1991159370 PHP 129594 5.2.5 11az MySQL

J o ' o \
o391 5 1udIuY03 Apache @11150A191 Inaa Source Code 18N hitp:/www.apache.org/

Q’: ~ 0’/’ IS) = b 1 dy
VUADUNIITAAANUNINUASLIDYR ﬂma"lﬂu
vy 9y [ < =) Y o a :,' Y
1. 15 1dds las nnes /usr/ports/www/apache22 (1a3ININ1TANAI Apache Web Server A28
o q‘/ o dy
ANTIAIU
# cd /usr/ports/www/apache22

# make install

a a :/J Y 9y = o . a d‘dy
2. TlsunsuaziFuanaaudiezdlsingninvenin 01uifeany Options LA3uVDI gettext TUNT
Y l 4 U 4 ) 1
Tis 0w Tab 3191 OK udanaify Enter tverviaiuae 1
Y 1 a wva o Jd . = Y ]
3. 1Ws09un3152001§17AN3 FreeBSD vz1iin1saowlWd (Compile) Apache auisvuiounay

1] 4' =) q’/’ :/l Y ) [ 1 [ dy
31NHNITDINNIY Prompt (#) 9NN U s IhmsUsuuas Apache A9

# vi /usr/local/etc/apache22/httpd.conf
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diussamdade Tuifaely
DirectoryIndex index.php index.html
AddDefaultCharset tis-620
AddType application/x-httpd-php .php
AddType application/x-httpd-php-source phps

4. M350z da1¥ Apache Web Server mamwﬂﬂs“qﬁ msu‘mmmﬂmmnm"lﬁﬂumimu

'
[

1474 apache22 enable="YES” 1118 fetc/rc.conf Aafl

# vi /etc/rc.conf

MANNINIYI PHP 5

A a : @ < & <o
1. SumsangaTaomsit 1 laisnnes /stports/lang/phps Gaziiun1un PHP 1no3du 5

A 1 = \ - a Q’I‘
Fasuiudemavoulsunsunizr PHP etrawnluilegiiu sidwnsodadsldlaoms 1y

(3]

Mdaduan
# cd /usr/ports/lang/php5
# make install
2. 11N Options Y9I Apache =§a%zai‘lu1uﬂa (Modules) ﬁil"ll‘ﬂu?’l’ﬂﬂ%ﬂmﬁﬂ‘lﬁ' Apache Web

Server mgmm PHP “lwuuéhu mnuulmﬂﬂu TAB M1l OK ué’a Enter msﬂm 1

&
L8 5 ion
{118 PACHE Build Apache module
ety 7 e bug
0‘435[?’

311 1 msiden Apache Modules o3 PHP tWatAin

3. il Tsunsuniw PHP TévimsAadaazaenInd (Compile) 13aGoniooud vwilsing
[ 4 4 1 A v o @ o’/’ @ 4
wih 90 fe31it 2 e ldnseaeuhmsiimaminussviafide AddType M9 2 ussvialulia

httpd.conf
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'You should add the following to your Apache cowfiguration file:

AddType application/x-httpd-php .php
AddType application/x-httpd-php-source .phps

MM 2 M M I I I e T D W M e I I T T I T W I T T TEIEIE B HE I T T T TP T W FE I I I I PN T kI
g manual pages for php5-5.1.6_3
installation for phpS5-5.1.6_3

port has installed the following files, which may act as wetwork
servers and may therefore po 1 remote security risk to the system.
lusr/local/libexec/apac 2/ 1ibphpS. so
’ locals/binsphp
usr/local/bin/php-cgi
[f there are vulnerabilities in these programs there may be a security
risk to the M. Les guarantee about the ity of
poerts includ the Ports : ease type 'make deinstall’
to deinstall the port if thi

For more information, and contact details about the security
status of this software, see the following webpage:
http://uEw. php. net/
bsdd22 @

51N 2 M1 PHP gnaAanaseusoeud)
9 :;, g o 9) = A

4. MAABIMsNAde U A IsaR1 1A TaemswenTysunsuniy PHP ilonaaay a1u
H &
Yunoul

# cd /usr/local/www/data

# vi test.php
a o 4 A 4 w o od
WOURMATUNUMTHUTINA F9T]

<? phpinfo(); 7>

na991n1iu 1A 1151033 Internet Explorer (380 URL A% IP address YD 91AT09 13U
v [3 v Y =3 d = v v
http://192.168.2.1/test.php 1ludu vanhr ldgndesnazidiousiazidoavesnivt PHP 11114

< d & e
NIy LﬂUﬂ15Lﬁ§%ﬁUﬂ15ﬂﬂﬁQﬂ'\H'] PHP

v
o v

M3ANAIFIUVBYA MySQL

v £ £
a o Y a a o <
M3AnAagIudeya MySQL 1iu ina1w3t winiden19n15@anedn Source Code f

'
= )

o o o o o J
ﬁTJJﬁﬂ“l"l'lVlﬁaﬁﬂUﬂTSﬂTJuTWﬁﬂulwﬁ%']ﬂD‘U‘l%ﬂ http://www.mysqgl.com/ Lﬁﬂﬂl')i’)i%u'ﬂ Hio

= a g ] ) :: a :: @ 1 dy
ONAAFAIWIU Ports IﬂUﬂJ‘Uuﬂ@uﬂWiﬁﬂﬂQ mm"hlu
# tar zvfx mysql-5.1.xxxx.tar (i]xvlﬁ’ Directory mu%)

# mv mysql-5.1.xxxx.tar /usr/local/mysql
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M3naaalilsunsy SNORT

o s S ey ¢ o &
A1 IMaA Snort 185 ¥UAIYAIN hitp://www.snort.org/ N TRV IHdREN Fail
#tar xzf snort-x.x.x.tar.gz -C /usr/local

1 ¥
it compile Tautiy option A9 --with-mysql-includes=DIR 4% ~-with-mysql-libraries=DIR

LY

#cd /usr/local/snort

#./configure --with-mysql-includes=/usr/include/mysql --with-mysql-
libraries=/usr/lib/mysql

#make

#make install

y v ]
o

o w o 1 n’: ] ar o o 1
Wafi luvaei T sunsusidsnen Indegiiu imunsssdunamud1d1 checking for mysql...
4 o X L o
ves Y51 11niiul#Aeifildeyn configuration 118 rules files 970 source 84 Snort 1U&4

Jetc/snort iBANMTIUSZIT 01

#mkdir /etc/snort

#cd /usr/local/src/snort
#cp snort.conf /etc/snort
#cp *.rules /etc.snort

#cp classification.config /etc/snort

v < ad 3 & ¢ o ' o W og Y A
adralasaneSiauion 1Wdues Snort enuauesndaramn uazadstlosiu lildynnady

{ - q’/’ a {
access 1WA lasaneiiue Tavdadudresadre 13N /varlog/snort

#mkdir /var/log/snort
#chmod 700 /var/log/snort

o %’ 14 Database structure §1151/ Snort

[ a [ 4 J
TWaendudn 11/ds MySQL uazea314 database ¥® snort Y
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#mysql -uroot -p

mysql>CREATE DATABASE snort;
S qy ¥ & A q Yaa a v o Y
‘il']ﬂuui'ﬁﬁi'l\‘l MySQL account ﬂlul.l'll.wﬂsl'ﬂNﬁ‘Ylﬁ‘IUﬂ'lii]ﬂﬂ'liﬂ‘Uj'lu‘UBHa

mysql>grant insert,delete,select,create,update on snort.* to snort@localhost;

mysql>flush privileges;

n’l’ g d o
MIuNADIa319 database structure AU Snort $1MuA'l3

#cd /usr/local/snort
#vi contrib/create_mysq|l ud i1 USE snort; Anvss ﬁﬂﬂﬂijﬂ

#mysql < ./contrib/create_mysql -uroot —p

msﬂ%’uud\iﬂ'ﬂﬂﬁ snort.conf

o o 4 ¢ o
eiimsud 1 Jetc/snort/snort.conf 1119991015114 snort.conf 1T IWdndanTu
L4
55U Snort Tedutludesud ludoyaluuedmdene i
9 A ey a d 1

uftly HOME_NET 1411y network address v0un3odrwiinoinsueiliaes 15 var
HOME_NET 172.16.23.0/24

uf I network ip address 84 1R 59AUAMUADINS 15U SMTP, SQL_SERVERS

] ¥ ]
d1m$Y parameter DU nFonganPiuTsohNsRouRu@y 1des Tasaise
¥

@den'ldhezlFaunglathe munnuminzanvesns e lussuumiug dAudeezdiy

#2061 IMd Snort.conf H1dam Iuszuy
éf’mthﬂﬂﬁ snort.conf

var HOME NET 172.16.23.0/24

var EXTERNAL NET !$HOME NET
var DNS_SERVERS $HOME_NET

var SMTP_SERVERS $HOME_NET

var HTTP_SERVERS $HOME_NET
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var SQL_SERVERS $HOME_NET

var TELNET _SERVERS $HOME_NET

var SNMP_SERVERS $SHOME_NET

var HTTP_PORTS 80

var SHELLCODE_PORTS !80

var ORACLE_PORTS 1521

var AIM_SERVERS
[64.12.24.0/23,64.12.28.0/23,64.12.161.0/24,64.12.163.0/24,64.12.200.0/24,205.188.3.0/24,205.1
88.5.0/24,205.188.7.0/24,205.188.9.0/24,205.188.153.0/24,205.188.179.0/24,205.188.248.0/24]

var RULE PATH /etc/snort/rules

config disable_decode_alerts

preprocessor flow: stats_interval 0 hash 2

preprocessor frag3_global: max_frags 65536

preprocessor frag3_engine: policy first detect_anomalies

preprocessor stream4: disable_evasion_alerts

preprocessor stream4_reassemble

preprocessor http_inspect: global \

iis_unicode_map unicode.map 1252

preprocessor http_inspect_server: server default \

profile all ports { 80 8080 8180 } oversize_dir_length 500



preprocessor rpc_decode: 111 32771

preprocessor bo

preprocessor telnet_decode

preprocessor sfportscan: proto { all } \

memcap { 10000000 } \

sense_level { low }

preprocessor arpspoof

preprocessor xlink2state: ports { 25 691 }

output database: log, mysql, user=snort password=12345 dbname=snort host=localhost

include classification.config

include reference.config

include SRULE PATHY/attack-responses.rules

include SRULE_PATH/backdoor.rules

include SRULE_PATH/bad-traffic.rules

include SRULE_PATH/ddos.rules

include SRULE_PATH/deleted.rules

include SRULE PATH/dos.rules

include SRULE_PATH/experimental.rules

include SRULE_PATH/exploit.rules
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include SRULE_PATH/finger.rules

include SRULE_PATH/info.rules

include SRULE_PATH/local.rules

include SRULE PATH/misc.rules

include $SRULE_PATH/multimedia.rules

include SRULE_PATH/other-ids.rules

include $SRULE_PATH/p2p.rules

include SRULE_PATH/pop2.rules

include SRULE PATH/policy.rules

include SRULE_PATH/porn.rules

include SRULE PATH/scan.rules

include SRULE_PATH/shellcode.rules

include SRULE_PATH/virus.rules

include SRULE_PATH/smtp.rules

include SRULE_PATH/pop3.rules

include SRULE_PATH/imap.rules

include SRULE_PATH/web-iis.rules

include SRULE_PATH/web-php.rules

include SRULE PATH/web-attacks.rules

74



include SRULE _PATH/web-cgi.rules

include SRULE_PATH/web-client.rules

include SRULE_PATH/web-coldfusion.rules

include SRULE PATH/web-frontpage.rules

include SRULE_PATH/web-misc.rules

include SRULE_PATH/mysql.rules

include SRULE_PATH/sql.rules

include SRULE_PATH/oracle.rules

include SRULE_PATH/ftp.rules

include SRULE_PATH/tftp.rules

include SRULE_PATH/telnet.rules

include SRULE_PATH/snmp.rules

include SRULE_PATH/dns.rules

include SRULE_PATH/netbios.rules

include SRULE_PATH/icmp.rules

include $RULE_PATH/icmp-info.rules

include SRULE_PATH/nntp.rules

include SRULE_PATH/rpc.rules

include SRULE_PATH/rservices.rules



include $RULE_PATH/x11.rules

include SRULE_PATH/chat.rules
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MANUIN U

U 9/
gueMs T UL

1. MSWNUIZUUHIUNG Web browser
® (1la Internet Explorer udanuw http://<Server IP Address>/config/login.php
® {lou Username:<snort> liag Password:<p@sswOrd>

® 1M Login 11gszuy Aanmdudi

TN LOGIN « Microsoft Internet Explorer

%@h&'@'@@@%)@ﬁa@%h‘mm @)@.& '*@D%
ghdrj:essi http:ﬂl?Z.lS.Z:i.Sé/corﬂqﬂoé,php = \\117774 = &?GO ’?Lnks ’: L}qz‘:?‘nhg’

Welcome to Intrusion Prevention System

Please login first.

Username : jsnonrt H
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2. ymImhanuluszuy
® Manual Config iy #13vn 1515 uuma IWd Snort.conf
® Template Config (humy#i 13vhmsyfuuseInd snort.conf
® Upload Rules i{luianyfi13d1m3u Upload nues SNORT

s w i 4 dy ¢ ¢
® Report Rules iilumy 3dmugswauaniuzvesngiadniui lwisead

TF Untitied Document < Microseft Internet Explarer
"

i Fle Edt View Favorlbes Took ‘l"ipmm e e 2 s Serspie “
O © RAG P drroms @35 8B

4 Addms{ hittp:/f172.16.23.55config/main.htm hi“ 4 ”"‘" »mﬂ.feﬂ“%",m
] Manual Confi Template Contfi; 1 Upload Rules : Report Rules

3. WY Manual Config
° o t I'd [] o
o s Uiuuasn NG Snort.conf WiumMaiume 14 Tasazilums

nd vl Sunaea Idios Woud luad efivhnistiunin 14

3 Unititted Docunient - Microsoft Internat Explorer

i Fis EdX View Favortes Tools Help

Q- Q HNRG P frre @ -5 B -RL

Abress | Q httn 11172.16.23.55config/meln, htmi

Template Confi i Upload Rules Report Rules

Manual Confi |

var HOME_NET 172.16.23.0/24 §§I
var EXTERNAL NET !§$HOHE NET _§
var DNS_SERVERS $HOME_NET ]

var SHTP_SERVERS $HOME_NET

'var HTTP_SERVERS §HONE_NET

var SQL_SERVERS $HONME_NET

'var TELNET SERVERS §HONE_NET

var SNNP_SERVERS $HOME _NET

var HTTP_PORTS 80

var SHELLCODE_PORTS 180

var ORACLE_PORTS 1521

var AIN_SERVERS
[64.12.24.0/23,64.12.28.0/23,64,12,161.0/24,64.12.163.0/24,64.12.200.0/24,205.168.3.0/24,205.166.5.0/24,205.1
88.7.0/24,205.188.9,0/24,205,188.153,0/24,205.188.179.0/24,205.188.248.0/24)
var RULE PATH /etc/snort/rules

Save Script || Cancel I
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4. 14y Template Config
° o Tt L4 ] -1 ]
o 3R IMsUTUUAIATING Snort.conf TaFHIUManTdume Taslinudw
A 11315 ULAIAILILY Manual Config tHpa1ndimsiuilududendion I

ld'sl A o A 4} o v 2
msseymideamsaslimiehmsidoned]d Tavdliedhmsduninszuues

Tu¥imsdsuuasa g Snort.conf 1109

X Untitled Docunyend. = B0 rsolt titeifct xplyror
{ Fls Edt View Favorkes Tools Hop

(O © REG P frreon @35 B Bl )

wsiose [T Wapif172.18.23 S Jcontigimain et

3
. RV
Manual Config Template Canfig ! Uplaad Rules Report Rules

conﬂg Vaxiables

. ’ i e i — - E JE VR
HOME_NET [ e 02 | HTTP_SERVERS {SHOME NET | srTe_porTs ) Ji

i ) IR A ot N oW, SO e S
EXTERNAL_NET  JSHOME_NET | SQL_SERVERS \;sﬁﬁiﬁﬁ """"""""""""" SHELLCODE_PORTS 80 1

{ - y ‘
DNS_SERVERS ~ JSHOME_NET 1 mr_smvms}s’%ﬁé:ﬁ% """""""""""" ]

N — - {
‘SMTP_SERVERS ~ SHOME_NET J! sNMP_SERVERS isuon_n; : NET || RULE_PATH

AM_SERV'ERS 1]64.12.24.0/2354.12.28.0/23 54.12.161.0/24 B4. 12,163,024 54.12.200 0724 205, 188.3.0/24 205.188.5.024

¢
E’I:untly lLog

DB_TYPE i__::&j‘_“__:}h DB_NAME {snod 4 __]; DB_HOST ;’@E:"W"-
e — T ] o — T
bmﬂg Rules !
‘Mail Server :’W-b Server Database Server Prvtntnls ull ”M‘"“ .......
0 sMIP ions £1 MySQL 1 FTP [ TFTP O Tehet C1 SKMP £ DNS [] NetBios [J ICMP
0 POP3 [ APACHE 0 MSSQL O CHAT &
s . e I - A

s e T

S. 1y Upload Rules

I4
e usaiims Upload ngl¥fuTusunsu SNORT Tarmun1agoemail

2 Ontitheit:Doizment - Microsoft Infernet Explorer
’

! Fle Edt View Favortes Tools Help

iQu - © RNRAG Pwe s @R B & -BU

§ adcress [ ttpi172.16.23.5/confgiman. bl i
[ Manual Config Terplate Confi I Upload Rules Report Rules ,

Please choose a file: | | Browse.. ) [_upload ]
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6. Y Report Rules

¥ M M i ( H
Wunyhnanssrwmsveangilainisadra13nWsead apFw) uazngh
nuaeguas Idgnaveenininiiead liuds Tavannsogsvazidenldigu

v b4 ]
a01ug Enable Suaameiingil ldgnatraunzdaldausgiinsiead aprw)

L4
=

il

Aonauoonn

U

#7Un U Disable ﬁ‘luﬁmuzﬁﬂg nWsead (PFWAA

y
1 a 4 J
lu@ﬂ%'lﬂﬂi‘ﬂﬂ'lﬁuﬂt')ﬁ'] °]Nf]'l‘§lll,ll’»q‘lj ﬂ.ﬂ<1w“lunwuaumasamuz"lﬁ’mu
g1
YU

Durititled Bocneit - Hi
! Fle EdR View Favorkes l'ods Hoh

senft dntesnet faplures

i A RS Ao :;.....5

(Quw-© RNEG P @35 BB o
Mewﬁmum 16,25, configmain himd P‘lﬂ
{ I
Manual Confi f Template Confi ! Upload Rules ' Report Rules
2009-03-12 154901 22 [ udp | 24840233115 [ 1345 172162355 53 | Enable
[ 20090312 154901 | 21 i 9165.144.10 | 1344 | 172162355 | 53 [ Enable
2009-03-12 154901 20 | udp | 17.252.232.192 | 172.16.23.55 53 [Enable
2009-03-12154901 [ 19 | udp | 255.254.241.241 | [ 172.16.23.55 53 ‘Enable
2009-03-121548:01 [ 18 ulp | 83130971 172.16.23.55 53 Enable
12 154901 17 uwdp | 22200110, 172,16.23.55 | 53 Enable
2009-03-12154901 | 16 wp | 117143144 | 1339 [ 172162355 53 Enable
2009-03-12 154901 15 “udp | 160.204.156,193 | 1338 | 172.16.23.55 53 Easble
2009-03-12 154901 14 wdp | 141.86.167.137 | 1331 | 172162355 53 Ensble
2009-03-12 154700 13 wp | 172167565 | 41184 | 172162355 80 Enable *
72009-03-12 154801 | 12 | tep | 16912524526 | 27074 | 172.16.23.55 | 80 |Disable | 2009-03-12 154915
2009-03-12 154601 | 11 top | 8468160247 | 24065 | 172162355 | 80 Disable | 2009-03-12 1549:15
12154601 [ 10 tep 172162377 | 46680 | 172162355 | 80 Disable | 2009-03-12 154915 |
"2009-03-12154601 | 9 1 wp | 942339282 | 47287 | 172162355 £0 | Disable | 2009-03:12 154915
2009-03-12 154601 8 wp | 20198251130 | 23205 | 172.16.23.35 - 8 | Disable | 2009-03-12 1549:15
[ 3009-03-13 154600 T 7 [ wp | 9619824121 2860 | 172.16.23.5 20 Disable { 2009-03-12 15:49:15
20090312 154600 | 6 tp | 147.198198.16 | 40863 | 172.16.23.55 80 |Disable | 2009-03-12 1549:15
2009-03-12 15:46:00 5 tcp 144,1.150.65 38581 | 172.16.23.55 80 Disable | 2009-03-12 1549:15
2009-03-12 15:46:00 4 tp | 180,102.92.151 | 20000 | 172162355 80 Disable | 2009-03-12 1549:15
2009-03-12 154600 3 tp | 1312176569 | 15073 | 172162355 | 80 Disable | 2009-03-12 154915
2009-03-12 154600 | 2 p | 929494188 53672 | 172.16.2355 | 80 _ |Disable | 2009-03-12 1549:15
2009-03-12 154600 | 1 p | 6521770154 | 40811 | 172162355 80 |Disable | 2009-03-12 154915
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