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ABSTRACT

This thesis presents the simplified method of random test suite based on the National
Institute of Standards and Technology Statistical Test Suite (NIST STS). Random number is used
to generate a secret key that is an essential part for cryptographic system. Secret key is one of the
most important section of an encryption method and must be verified to pass the random test in
order to make it harder for outsiders to predict the pattern of the secret key. However, the
verification method is required complex and redundant statistical computation, that may not be
possible for the internet application. Thus, the reduction and simplified method of this random
testing procedure is then important. The proposed technique are based on the Standard Score (2)
and Chi Square (X 2 ) for normal distribution and chi square distribution respectively. In these
techniques, the decision making and conclusion can be determined from the critical value of Z
and  X* directly. The randomness testing consist of five test sets. Firstly, the Frequency
(Monobit) Test, the purpose of this test is to determine whether the number of ones and zeros in a
sequence are approximately the same as that would be expected for a truly random sequence.
Next, Runs Test, is that to determine whether the number of runs of ones and zeros of various
lengths is as expected for a random sequence. Discrete Fourier Transform (Spectral) Test, is that
the third test set to detect periodic features in the tested sequence that would indicate a deviation
from the assumption of randomness. As the forth, Frequency Test within a Block, is a test set to
determine whether the frequency of ones in an M-bit block is approximately M/2, as would be
expected under an assumption of randomness. Lastly, the purpose of this test, Test for the
Longest Run of Ones in a Block, is to determine whether:the length of the longest run of ones

within, the tested sequence is consistent with the length of the longest run of ones that would be

III



expected in a random sequence. Consequently, the hypothesis-testing procedures for randomness
testing consist of five steps in sequence as a) state the null hypothesis and the alternative
hypothesis b) select a significance level and confidence level ¢) determine a ;uitable test statistic
that based on statistical distribution d) compute test statistic and compare the test statistic with the
significance level for decision-making e) decide whether the null hypothesis should be rejected
and report result. As a result, the proposed method gives the same results as that of the NIST STS
method. Next, the deviation of randomness assumption is less than 1 percent. For testing
comparison of true (quantum) random number with general software generated random number at
the significant level 0.05, there are 96 and 84 passed packages respectively. Meanwhile at level of
0.0i, there are 99 and 93 packages respectively. These confirm the success of the proposed

simplified method.
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