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ABSTRACT

This thesis proposes the purchasing items from vending machine by using RFID technology. The customer
can buy the goods by using RFID tag or Touch Sim. When the customer finish a transaction, the system will deduct
the money in RFID tag or Touch Sim and show the remaining balance on LCD to inform the customer. The system is
also able to check stock in the machine. If the goods are sold out, the system will send an alert SMS to the

entrepreneur.
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piC fu uTasnen Insamesonaszqanils 119108191 Peripheral Interface Controller
TﬂEJ"laJTﬂsﬂauTmmaaﬁ"ﬂizgaﬁﬂzwawmmmamﬂ@&imm'ﬁ’iuﬁa liid1eziilu PROGRAM
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naR PIC18F4550
Operating Frequency DC-48 MHz

Program Memory (Bytes) 32768

Data Memory (Bytes) 2048

Data EEPROM Memory (Bytes) 256

Interrupt Sources 20
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1/O Ports Ports A,B,C,D,E
Timers 4
Capture/Compare/PWM Modules 1
Enhanced Capture/Compare/PWM Modules 1
Universal Serial Bus (USB) Module 1

Serial Communications

MSSP, Enhanced USART

Streaming Parallel Port (SPP)

Yes

10-bit Analog-to-Digital Module

13 Input Channels

Resets (and Delays)

POR, BOR, RESET Instruction, Stack Full, Stack
Underflow (PWRT, OST), MCLR (optional),

WDT
Programmable High/Low-Voltage Detect Yes
Programmable Brown-out Reset Yes

Instruction Set

75 Instructions; 83 with Extended Instruction Set

enabled

Packages

40-pin PDIP

44-pin QFN

44-pin TQFP

WMCLRVERIRES ——= [
REDIANE w—e-]

RALANT ]
RANANZAREF-ICVREF w—= [
RANANINREF+ —[]
EAATOCKECIDUTIRCY =—]
RASIANASSHELVDINIC20UT w—e
REWANSICKISPE w—[]
REWANSICK2SPR w—[]
REMNANTIOESPE w—[]

Yoo —= [

e w—[]

QECHCLK] —= ]
OSCHCLKOIRSE s—[]
RCHTHOSHTIACK] w—
RCUTIOSICCPAWUGE ~— [
RCHCCRIPIA -—e [

Visss —e ]

RODGSPRG <— ] 1
ROVSPPT w—[] 2

Lo O e O Ot B G Rk W

&0 [J ~—= RBTHBISFCD

35 [J =— RBBIKBIZIPGC

33 [T »— RBESKBIPSM

37 [] #—= RB4IANIIKBINICSSPD
38 [T =— RBIANVCTPMUNVPS
35 [J w— BB2ANSINT2HMGC

34 [J w—e RE1AMIOINTISCRISCL
33 [J w—s BBOANS2UNTIFLTISDYSOA
32 [J=—— oo

3 [J =——"sz

30 [J »—= RDFSPPTIPID

25 [] =—= RDBSPPEPIC

28 [J »—= RDSISPPIPIB

27 [ +— RD4/SPP4

28 [T w—e RCTRXOTISDD

25 [T +— RCBTXICK

24 [T =— RCSD4AP

23 [J = RCHD-H

22 [] =—= RDHSPP3

21 [0 w— RDXMSPP2

PIC18F4550
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= 1

- InUEANINUY FLASH 9U18 64 KBytes

- fimiseanuidoyan1asuuy EEPROM ¥11a 2 KByte

1
20

$1U2U VO gagada 53 VO Pins

]
A

- $299380@15 SPI 119U 1 %99, 2C $119U 1 509

3

3
&

- 179958023 Programmable Serial USARTS $1147% 2 %09

b

- Tszuumsnlfeudeyais ANALOG TO DIGITAL w19 10 0 $1u7u 8 %04

- Timer/Counters 8 Uf 9117U 2 “ﬁ’t‘N, Timer/Counter 16 Uf 91UIU 2 “ﬁfN,
Watchdog Timer, Real Time Counter

- ﬁsz‘uumaf‘inﬁﬂmmﬁf‘@mﬂmuuu PWM $117U 2 %09

- woiaduwALaz®MWATIUIU 6 WosA 1ALA PORT A, PORT B, PORT C, PORT D,

PORTE ttaz PORT F
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2.5 Tuga (Module) ifendadlumsilasany

2.5.1 Tugouoa®a (Module LCD)
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2.6 WoIMBYNTU RS-232

RS-232 6911910 Recommended Standard-232 1Huinasgiumsiseusedeyaiuueynsy
fvualae ElIA(Electronics  Industry  Association) ‘H?flmﬂﬂuéﬂixﬂﬂﬂﬂ1i@ﬂﬁ1ﬂﬂiiu
a d = [ o) Y o A 1 £ A 1 o 4
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k4

pYNIN RS-232 azannsadediylden 50 Walavdszinmiuagdiv vilaves medeyge, szozma
, uay YSuadyanarnig fegali 2,11 yansiesoazBoaredun RS 232 1 9 91 uozdnbae

AMUUDNUYDI RS 232
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n\5°g
(2 B )

Male RS-232 Female RS-232

51 2.11 SrwarasuBNIAZI 10AZIDIAYIVEI RS-232

¢ Hq ¥ 1 A am o £ A dqy ' 1t Ao
wosaoynsu RS-232 Alfeguunseaiid Taoiy liiiusziinilyaueg 9 v ualvnnm

Y A a S A Y o £ & Ao Y v o dq Y oo
wihdusunaiuiiog 4 11 Midav RX Fauunifudeyaudrnzinilsnu 491 szwoany
a o . d' oY dgl 1 9 o [ ] o ¥
aninevunlames (Logic Analyzer) fiad19iuTaviAay channel 93 1¥dmmianiaien lumsiuan
b4
Sunadaiifo uvauua 1 191 CTS 418 channel 2 1991 DSR 416 channel 3 191 RT 419 channel 4

a 9/

4 § 1 { & {
1441 DCD 911 wazfimAsa gz inhndelisoazdoaluasian 2.3
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19197 2.3 T1azDIATIVDY RS-232

e AR frnng wohdl
1 'Suwﬂ Data carrier Detect(DCD)
2 5111/!&31 Receive Data(RX)
3 M @ WA Transmit Data(TX)
4 P1AYA Data terminal Ready(DTR)
5 a3 Signal Ground
6 Su‘vgm Data set Ready(DSR)
7 016 na Request to sent(RTS)
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1 2 3 4
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STEP | o | e | e | e
1 2 3 4
Step 1| KON OFF | OFF | OFF
Step2 M€ O OFF | OFF
Step3 | OFF K8 OFF | OFF
Step4 | OFF € O OFF
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Programmers Notepad - main.c

// Code Program vending Machine
// Hardware : LCD, Keypad, Step Motor and Rfid s1015M Module
// Interface with AVR ATmegab4d

#include <avr/io.h>
#include <avr/signal.h>
#include <avr/interrupt.h>
#include <avr/wdt.h>
#include <stdioc.h>
#include «stdarg.h>
#include <string.h>
#include <stdlib.h>

#include "mifare.h”

#include "Ted h” // Tibrary
#include “serial.h” // 1ibraly
#include “printt.h” // library
#include "mydefs.h” // Tibrary

#include <util/delay. h> // Tibrary

char ch;
char  g_cErr;
char g_cStatus;

int state=0; // Set State equal 0

uint8_t g_ucCardType;

uint8_t fs2p_M1[4] = {0x93,0xC6,0x6C,0x39}; // 2 Phase Stepping Motor 1
uint8_t fs2p_M2[4] = {0x93,0xCH,0x6C,0x39}; // 2 Phase Stepping Motor 2
void init_key (void); // Initial Keypad Function
unsigned char kbd_getc (void); // keypad Function
S/ Step Motor 1 & 2 Config -------- //

#define STEP_M_POUT PORTF

#define STEP_M_DDR DDRF

#define STEP_M DDR_OUT ((1<<DDF7) | (1 << DDFB) | (1 << DDFS) | (1 << DDF4)
I (1 << DDF3) | (1 << DDF2) | (1 << DDFL) | (1 << DDFO))

J /o - RN AT //
/== Step Motor 3 & 4 Config -------- //
#define STEP_MZ_POUT PORTE
#define STEP.MZ_DDR DDRE

#define STEP_MZ2_DDR_OUT ((1<<DDE7)Y | (1 << DDE6) | (1 << DDES) | (I <<
pDDE4Y | (1 << DDE3) | (1 << DpE2) | (1 << DDEL) | (1 << DDED))

Jf=mmm oo //
/== Keypad config ------------- //
#define KEY_DATA_PCOUT PORTE

#define KEY_DATA_PIN PINB

#define KEY_DATA_DDR DDRB

#define KEY_DATA_DDR_OUT ({1<<pDB7) | (1 << pDB6) | (1 << DDBS) | (1 <<
DDB4) )

const unsigned char kbd_pad[4][3] = {

Page 1, 14/3/2552 -18:06:49



Programmers Notepad - main.c

{'71 'I8I’19l}’
{I*I,Iol’l#l}
b
A //
/- Initial Keypad -------=----- //
void init_key (void)
} KEY_DATA_DDR = KEY_DATA_DDR_OUT;
[/~ mmm e //
/- Scan Keypad -------==-==-- !/

unsigned char kbd_getc (void)
// x[110]1111, x[101]1111, x[011]1111

unsigned char read_col[3] = {Ox6F, Ox5F, Ox3F};
int col, row; §

static char Tast_key;
for (col = 0; col < 3; col++)
KEY_DATA_POUT = read_col[col];
_delay_ms (10);
row = KEY_DATA_PIN & OxOF;
switch (row) {

case OX0DE : row = 0;
break;

case Ox0D : row = 1;
break;

case Ox0B : row = 2;
break;

case Ox07 : row = 3;
break;

default : row = 4;
I
if (row l= 4)

if (kbd_pad[row][col] == last_key)
return '\0’';

last_key = kbd_pad[row][col1];
return kbd_pad[row] [col];

}
last_key = "\0';
return last_key;
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[ /== e mmmmmemmmmmmoooiooooooo- /7
/)= pDebug Function --------- //
void debug (uint8_t *buf)
{
int n;
printf ("\r\n%02x",buf[0]1);
for (n = 1; n < 10;n++)
; printf (" %02X",buf[n]);
[ /== //
/)= Delay Function --------- //

void delaytime (unsigned int k)

for (; k > 0; k--)

) _delay_ms(l); // Delay 1 ms
[fmmmm oo //
/)= fw stepl Function ----------=--- /S

void fw_step (uint8_t step, uint8_t dl1)
{

unsigned char n = 0 ;

while (step--)

{

STEP_M_POUT = fs2p M1[n];
if (n++ == 3)

n = 0;
delaytime(dl);

}
[ mm s oot 7/
e fw step? Function -------------- //

void fw_step2 (uint8_t step, uint8_t dl)
{

unsigned char n = 0;
while (step--)

STEP_M2_POUT = fs2p_M2[n];
if (n++ == 3)

n = 0;

delaytime(dl);
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/=== Check Timeout ----=-----=--------—--~- //

uint8_t Check_timeout (void)

uint32_t timeout =

uint8_t t;
uint8_t ret = 0;

while (timeout>()

if(check_mifare())

{
t = ret ;
return 0;

else

{

timeout--;

delaytime (1000);

}

return 1;

void checkcard(void)

{
uint8_t buf[25];
uint8_t c;

if (check_mifare )

10; // check Time 10 second

printf ("\r\ncard Activate\r\n"); // Test Send data

// to Hyper Terminal

mifare_send_command (SelectcCard,3); // select Mifare Card

c = get_dat_frommifare (buf); // Receive data From RFID Module
printf ("\r\ncounter Recived = %d\r\n",c);
#ifdeT PRINT_DEBUG

debug(buf);
#endift

if (buf[1] == 0x08)

g_ucCardType

else

g_uccCardType
_delay_ms (500);

= buf[8]; // For this project, Mifare 1 K,
// Touch sim (Mifare Pro Card)

= buf[11]; // Another mifare Card which
// Module can support
// belay 500 ms

switch(g_ucCardType)

case 1:

printf ("\r\nmifare_std_1Kk"); // Mmifare 1 K

g_cStatus = discount_coke (); // Goto Decrease
// Coke Function

printf("%1d",g_cStatus) ;

if (g_cstatus != 1)

g_CErr.= 3;
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state=2;
break;

case 2: printf ("\r\nMmifare_rPro");
Card

g_cStatus = discount_coke (;
if (g_cStatus != 1)
{

g_CErr = 4;

}
state=2;
break;

default: g_CErr = 3;
break;

¥oid Checkcardl(void)

uint8_t buf[25];
uint8_t c;

}f (check_mifare Q)

printf ("\r\ncard Activate\r\n");

// mifare Pro

// or Touch Sim
// Goto Decrease
// Coke Function

mifare_send_command (Selectcard,3); // select Mifare Card

¢ = get_dat_frommifare (buf);

printf ("\r\nCounter Recived = %d\r\n",c);
#ifdef PRINT_DEBUG

debug(buf);

gendif
if (buf[1l] == 0Ox08)
. g_uccardType = buf[8]; // For this project
else
g_ucCardType = buf[11]; // Another mifare card
_delay_ms (500);
iwitch(g_ucCardType)
case 1: printf ("\r\nmifare_std_1K"); // mifare
//Standard 1 K
g_cStatus = discount_pepsi (); // Goto Decrease
_ // Pepsi
Function

if (g_cStatus != 1)
g_CErr = 3;

state=4;
break;

case 2: printf ("\r\nmifare_prro");

// Mifare Pro card
//-or Touch. Sim
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default:

/[ Check Mone

void checkmon(void)

{
uint8_t buf[25];

uint8_t c;

}f (check_mifare ()

g_cStatus = discount_pepsi (); // Goto Decrease
// Pepsi Function

if (g_cstatus != 1)
{

g_CErr = 4;

}
state=4;
break;

g_CErr = 3;
break;

y From Card ---------—---- //

printf ("\r\ncard Activate\r\n");
mifare_send_command (SelectCard,3);

c = get_dat_frommifare (buf);

printf ("\r\nCounter Recived = %d\r\n',c);

#ifdef PRINT_DEBUG

#endif

debug(buf) ;

if (buf[1] == Ox08)
g_ucCardType = buf[8];
else
g_uccardType = buf[11];
_delay_ms (500);
switch(g_uccardType)

case 1: printf ("\r\nMmifare_std_1K");

// For this project

g_cStatus = Readwritemifarestd Q;

if (g_cstatus != 1)
g_CErr = 3;

state=6;
break;

case 2:

printf ("\r\nmifare_Pro");

g_cStatus = ReadwriteMifarestd Q;

if (g_cStatus != 1)
{

g_CErr = 4;

state=6;
break;
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default: g_CErr =
break;
}
}
}
J /e m oo /7
/[ Main Function --------------=------- /7
int main(void)
{
DDRD |= (0 << PDO); // Active input

STEP_M_DDR = STEP_M_DDR_OUT;
STEP_M2_DDR = STEP_MZ2_DDR_OUT;

ser_initQ;

init_keyQ;

init_uartl O;

init_Tcd O;

sei();

printf ("%c”,'\f');

printf ("\r\nkmitl test mifare");

mifare_send_command (reset,3);
_delay_ms (100);

while (1)
if(state == 0)

{
Tcd_gotoxy (1,1);

// set Port For Step motor 1 and 2
// Set Port For Step motor 3 and 4

// Init serial port

// Baudrate 115200

// Initial LCD Function

// Clear screen Hyper Terminal
// Test Send data to Hyper Terminal

// Reset Board
// pelay 100 ms

Ted_printf ("Kmitl soft Drink™);

Tcd_gotoxy (1,2);
Ted_printf ("select Item

ch = kbd_getc(Q);

zf (ch = '1")
Ted_clear(l);
Ted_clear(2);
Tcd_gotoxy(1,1);
Ted_printf("pPrice

Tcd_gotoxy(1,2);

")

// Push 1 on Keypad

10™); // Buy Coke by card

// or touch sim

Tcd_printf("Insert your card");

if(check_timeout() == 0)

{
state = 1}

else

{
}

state = 0;
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}f (ch == '2") // Push 2 on Keypad
Tcd_clear(l);
lcd_clear(2);
Tcd_gotoxy(l,1);
Ted_printf("Price 12");
Tcd_gotoxy(1,2);
Tcd_printf("Insert your card”); // Buy Pepsi by card
// or touch sim
}f(check_timeout() == () ’

}

else

{

state = 3;

state = 0;
}

}F (ch == '3") // Push 3 on Keypad
Tcd_clear(i);
Tcd_clear(2);
Tcd_gotoxy(1,1);
lcd_printf("check Money "Y: // Check Money in your
// card or touch sim
Ted_gotoxy(l,2);
Ted_printf('Insert your card");
if(Check_timeout() ==

state =

}

else

{
}

state

0;

if(state == 1)

Checkcard(Q);
if (state==2)

while (lcard_disconnect()); // wait until card disconnect

delaytime (1500);
fw_step2 (16,50); // increasing speed of Step Motor
state=0;

}
}f(state == 3)

Checkcardl();
if (state==4)

while (lcard_disconnect());
delaytime (1500);

fw_step (16,50);

state=0;

}
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if(state == 5)

Checkmon();
if (state==6)

while (lcard_disconnect());
delaytime (1500); // pelay 1500 ms or 1.5 s
state=0;
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// Code Sending Alert SMS to Vendor

#include <18F4550.h>
#fuses HS, NOLVP
#fuses NOPROTECT, NOWDT

#define CLK_SPD 20000000
#use delay(clock=CLK_SPD)

// Clock Speed

#use rs232(baud=4800,xmit=PIN_C6,rcv=PIN_C7) // Set Usart

intl smsl=0;
intl sms2=0;

int countl=0;
int count2=0;

char phone_num[13] = "+66832539782"; // Vendor Phone Number

char ctrl_z = 26;

void Init_MCU(void);
void Rece_Valuel (void) ;
void Rece_Value2 (void) ;
void Blink_ BLed{int Xx);
void Blink_RLed({int vy);
void Blink_ SLed{int z);
void Test_Messagel (void) ;
void Test_Message?2 (void) ;

#INT_EXT1
void Rece_Valuel (void)

{
smsl=1;

}

#INT_EXT
void Rece_Value?2 (void)
{

sms2=1;

}

void Init_MCU(void)
{
set_tris_b (0x0F) ;

set_tris_d(0x00);

enable_interrupts (GLOBAL) ;
enable_interrupts (INT_EXT) ;
enable_interrupts (INT_EXT1) ;
ext_int_edge (0,H_TO_L);
ext_int_edge(1,H_TO_L);

output_low (PIN_D4) ;
output_low (PIN_D5) ;

//

1/

// Last Command For Sending SMS

Initial MCU Function

Receive Value From Sensor 1 Function
Receive Value From Sensor 2 Function
Blink Blue led Function

Blink Red led Function

Led For Starting Program Function
SMS 1 Function

SMS 2 Function

Interrupts From Portb bit 0

Interrupts From Portb bit 1

// Set Portb Direction
// b0,bl,b2,b3 : Input
// b4d,b5,b6,b7 : Output
// Set Portd Direction

// Enable GLOBAL Interrupts

// Enable External 0 Interrupts
// Enable External 1 Interrupts
// High to Low Edge on Ext 0

// High to Low Edge on Ext 1

// Pin d4 is 0
// Pin d5 is O
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void Blink_BLed(int x)
{

int 1i;

for(i=0;i<15;i++)
{
output_high (PIN_D4) ;
delay ms (X) ;
output_low(PIN_D4) ;
delay_ms (x) ;
}

}

void Blink RLed(int v)
{

int j;

for (j=0;j<15;j++)

{
output_high (PIN_DS5) ;
delay ms(vy);
output_low(PIN_D5S) ;
delay _ms(y);

}

}

void Blink_ SLed{int z)

{
int k;

for (k=0;k<25;k++)
{
output_high(PIN_D4);
delay_ms(z);
output_low (PIN_D4);
delay_ms(z);
}
}

void Test_Messagel (void)

{
printf ("at+cmgf=1\r\n");

// Pin d4 is 1
// Delay x ms
// Pin d4 is O

// Pin d5 is 1
// Delay y ms
// Pin d5 is O

// Delay z ms

printf ("at+cmgs=\"%s\"\r\n",phone_num) ;

delay_ms (500) ;

printf ("The Goods 01 were Sold out at Area 2 Box 1\r\n");

printf ("$c\r\n",ctrl_z);
}

void Test_Message?2 (void)

{

printf ("at+cmgf=1\r\n");

printf ("at+cmgs=\"%s\"\r\n",phone_num) ;

delay ms (500) ;

printf ("The Goods 02 were Sold out at Area 2 Box 1\r\n"};

printf ("$c\r\n",ctrl_z);

}

void main ()

{
Init_MCU() ;
Blink_SLed (50) ;

// Initial MCU
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while(true)

{

while(smsl == 1)

{

smsl=0;

if (countl == 3)

{

// printf("Count 1 = %d\r\n",countl); // Use when Test with H
Blink_RLed(50) ;
Test_Messagel () ; // Sending SMS1 To Vendor
countl=0;

disable_interrupts (INT_EXT1) ;
}
else
{

Blink_RLed(20) ;
// printf ("Count 1

$d\r\n",countl); // Use when Test with Hyp

}
countl++;
}
while(sms2 == 1)
{
sms2=0;
if (count2 == 3)
{
// vprintf("Count 2 = %d\r\n",count2); // Use when Test with Hyp
Blink_BLed (50) ;
Test_Message2 () ; // Sending SMS2 To Vendor
count2=0;
disable_interrupts (INT_EXT) ;
}
else
{
Blink BLed(20) ;
// printf("Count 2 = %d\r\n",count2); // Use when Test with Hyp
}
count2++;
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1. MAIN FEATURES

e Tag supported: Mifare 1K, Mifare 4K, Mifare UltraLight

e Auto detecting tag

¢ Built-in antenna

e UART interface, baud rate 9,600 ~ 115,200 bps

e DC4.5V to DC5.5V VDD operating

e Operating distance: Up to 80mm, depending on tag

e Storage temperature: -40 °C ~ 485 °C

e Operating temperature: -20 °C ~ +70 °C

e Dimension: 80 x 557 mm

e Two LEDs, green led is auto light when tag in detection range, red led
is controlled by host

e The OUT pinis low level indicating tag in detection range, and high

level indicating tag out
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2. PINNING INFORMATION
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Tag detect signal

1 TagSta Output low level indicating tag in detection range
high level indicating tag out

2 TXD Output Serial output port

3 RXD Input Serial input port

4 VCC PWR Power Supply

S GND PWR Ground
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3. BAUD RATE SETTING

R6 & R7 are two 0 ohm resistances assembled on the bottom layer of module, are used
for config baud rate as follows sheet

R6 R7 Baud rate bps
no no 9,600
yes no 19,200
Assembled o ves 57,600
yes yes 115,200

4. COMMUNICATION PROTOCOL

4-1. Communication setting

The communication protocol is byte oriented. Both sending and receiving bytes are in
hexadecimal format. The communication parameters are as follows,

Baud rate: 9,600 ~ 115,200 bps
Data: 8 bits

Stop: 1 bit

Parity: None

Flow control: None

4-2. Communication Format

Host to Reader:
| Header |Len | Command | Data | Checksum |
Header: Communication header, 1 byte.
From host to module: 0xBA.
Len: Byte length counting from Command to Checksum inclusively, 1 byte.
Command: Command, 1 byte.
Data: Data, variable length depends on the command type.

Checksum: XOR result from Header to Data inclusively, 1 byte.

Reader to Host:
| Header |Len | Command | Status | Data | Checksum |
Header: Communication header, 1 byte.
From module to host: 0xBD.
Len: Byte length counting from Command to Checksum inclusively, 1 byte.
Command: Command, 1 byte.
Status: Command status, 1 byte
Data: Data, variable length depends on the command type.

Checksum: XOR result from Header to Data inclusively, 1 byte.
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4-3. Command Overview

Command | Description

0x01 Select Mifare card

0x02 Login to a sector

0x03 Read a data block

0x04 Write a data block

0x05 Read a value block

0x06 Initialize a value block

0x07 Write master key (key A)
0x08 Increment value

0x09 Decrement value

0x0A Copy value

0x10 Read a data page (UltraLight)
0x11 Write a data page (UltraLight)
0x40 Control the red led

0xFF Reset

Status Overview

Status Description

0x00 Operation success

0x01 No tag

0x02 Login success

0x03 Login fail

0x04 Read fail

0x05 Write fail

0x06 Unable to read after write
0x0A Collision ocecur

0x0D Not authenticate

0x0E Not a value block

0xFO0 Checksum error

0xF1 Command code error
http://www.strenglink.cn 6
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4-4, Command List

4-4-1. Select Mifare card
l 0xBA I Len |0x01 | ChecksumJ
Return:
| 0xBD | Len l 0x01 | Status | Serial num | Type I Checksum I
Status: 0x00: Operation success
0x01: Notag
0x0A: Collision occur
0xF0O: Checksum error
Serial num: Serial number of the card detected if the operation is success, 4 bytes for
Mifare Standard & Mifare Pro(X), 7 bytes for Mifare UltraLight & Mifare DesFire
Type: 0x01: Mifare Standard 1K card
0x02: Mifare Pro card
0x03: Mifare UltraLight card
0x04: Mifare Standard 4K card
0x05: Mifare ProX card
0x06: Mifare DesFire card

4-4-2. Login to a sector

[OXBA I Len I 0x02 | Sector | Type | Key | Checksum |
Sector: Sector need to login
Type: Key type (0XAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Authenticate key, 6 bytes
Return:
| 0xBD | Len | 0x02 | Status | Checksum |
Status: 0x02: Login success
0x01: Notag
0x03: Login fail
0xFO: Checksum error

4-4-3. Read a data block
| 0xBA | Len | 0x03 | Block | Checksum |
Block: The block number to be read, 1 byte
Return:
| 0xBD | Len | 0x03 | Status | Data | Checksum |
Status: 0x00: Operation success
0x01: Notag
0x04: Read fail
0x0D: Not authenticate
0xFO: Checksum error
Data:  Block data returned if operation is success, 16 bytes.
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4-4-4. Write a data block
| 0xBA | Len | 0x04 I Block | Data l Checksum I
Block: The block number to be written, 1 byte.
Data:  The data to write, 16 bytes.
Return:
l 0xBD | Len | 0x04 | Status | Data | Checksum |
Status: 0x00: Operation success
0x01: No tag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0xF0: Checksum error
Data:  Block data written if operation is success, 16 bytes.

4-4-5. Read a value block
[0xBA [Len [0x05 [Block | Checksum |
Block: The block number to be read, 1 byte.
Return:
| 0xBD | Len | 0x05 | Status | Value | Checksum |
Status: 0x00: Operation success
0x01: Notag
0x04: Read fail
0x0D: Not authenticate
0xOE: Nota value block
0xF0: Checksum error
Value: Value returned if the operation is success, 4 bytes.

4-4-6. Initialize a value block
R)XBA | Len | 0x06 | Block | Value | Checksum J
Block: The block number to be initialized, 1 byte.
Value: The value to be written, 4 bytes.
Return:
‘ 0xBD |Len | 0x06 | Status | Value | Checksum J
Status: 0x00: Operation success
0x01: Notag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0xFO: Checksum error
Value: Value written if the operation is success, 4 bytes.
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4-4-7. Write master key (key A)
| 0xBA | Len | 0x07 | Sector | Key | Checksum l
Sector: The sector number to be written, 1 byte.
Key:  Authentication key, 6 bytes
Return:
| 0XBD | Len | 0x07 | Status | Key | Checksum |
Status: 0x00: Operation success
0x01: No tag
0x05:  Write fail
0x0D: Not authenticate
0xFO: Checksum error
Key:  Authentication key written if the operation is success, 6 bytes.

4-4-8. Increment value
| 0xBA | Len | 0x08 | Block | Value | Checksum |
Block: The block number to be increased, 1 byte.
Value: The value to be increased by, 4 bytes.
Return:
| 0xBD | Len | 0x08 | Status | Value | Checksum |
Status: 0x00: Operation success
0x01: No tag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0x0E: Nota value block
0xFO: Checksum error
Value: The value after increment if the operation is success, 4 bytes

4-4-9, Decrement value
| 0xBA | Len | 0x09 | Block | Value | Checksum4|
Block: The block number to be decreased, 1 byte
Value: The value to be decreased by, 4 bytes
Return:
iT)XBD | Len | 0x09 | Status | Value | Checksum |
Status: 0x00: Operation success
0x01: Notag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0x0E: Not a value block
0xFO: Checksum error
Value: The value after decrement if the operation is success, 4 bytes
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4-4-10. Copy value
[ 0xBA |Len |0x0A | Source | Destination | Checksum |
Source: The source block copy from, 1 byte
Destination: The destination copy to, 1 byte
The source and destination must in the same sector
Return:
| 0xBD | Len |0x0A | Status | Value | Checksum |
Status: 0x00: Operation success
0x01: Notag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0x0E: Not a value block (Source)
0xFO: Checksum error
Value: The value after copy if the operation is success, 4 bytes

4-4-11. Read a data page (UltraLight)
| 0xBA |Len |0x10 |Page | Checksum |
Page: The page number to be read, 1 byte
Return:
| 0xBD | Len I 0x10 | Status | Data | Checksum ]
Status: 0x00: Operation success
0x01: Notag
0x04: Read fail
0xFO: Checksum error
Data:  Block data returned if operation is success, 4 bytes.

4-4-12. Write a data Page (UltraLight)
| 0xBA l Len | Ox11 | Page | Data | Checksum |
Page: The page number to be written, 1 byte.
Data:  The data to write, 4 bytes.
Return:
| 0xBD ] Len I 0x11 | Status | Data | Checksum |
Status: 0x00: Operation success
0x01: Notag
0x05:  Write fail
0x06: Unable to read after write
0xFO: Checksum error
Data: page data written if operation is success, 4 bytes.
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4-4-13. Control Red Led
| 0xBA | Len | 0x40 | Code | Checksum |
Code: 0 command red led turn off, other red led turn on, 1 byte
Return:
[OXBD | Len | 0x40 | Status | Checksum ]
Status: 0x00: Operation success
0xFO: Checksum error

4-4-14. Reset
LOXBA l Len | OxFF | Checksum I
No return
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