d” ~ v ) o v =~ = ' gj i v ) v o N
wnansiiduenarsianubidmsunislvnuiensnyiniiu lweygislmilulsdssloguaunisan

lunsalla vy Bnnanudludnuadilon uaenedendidaaivesonalsvnasaniinisuiliuly



d” ~ v ) o v =~ = ' gj i v ) v o N
wnansiiduenarsianubidmsunislvnuiensnyiniiu lweygislmilulsdssloguaunisan

lunsalla vy Bnnanudludnuadilon uaenedendidaaivesonalsvnasaniinisuiliuly



4':1 [ (% o (%4 (%4 (Y a
msmumﬁmﬁangmmm‘umssnmmmﬂaaﬂmmaﬂeuwama%

W1 ATNT Fayud
Wy g%y AIGY

s o s s (2
919138 9ATIAY Jrszgwey 013dRlTnm

) s o s (81
f{j‘lf’)ﬂﬁ']ﬁ@]'i']%"liﬂ U W\?Bﬁl’ﬁ‘im E]']%']iEWI‘Lliﬂ‘i’Jll

@

4 @ G S 81
919138 TUYVY ATNIA ’E)']i]']'iEWll]‘iﬂ‘i’Jll

UNAALD

4 £
i’]ﬂguumiazmmzuummmmﬂaaﬂnﬂmaﬂammma'i'uazm?asuwmﬂéﬁuuaEm%"mﬁﬁ

14
@

A a q’/’ lQ’Jl q’/’ v gq 9 4
wasmstesiuuedied waifannanudelonas lidsls Maandadluewmsynnanuiynin

U

] 1 I é 4 = 1 a -
wionenldiuriureineaie Fullofamaiuuennnmsaeuaueaminziianiuiasant

o v a9

) @ Y o = Ay A 3 Y A =2 ) A
@nEJﬂ"l'i53\‘1’1JL1’T${!‘1W‘1@WHJW’NWLL51’J Qﬂ')illﬂ']iﬁUﬂulW'ﬂﬂ"llllﬂ‘]JWﬁﬂﬁ?ulW@ﬁﬂH’]ﬂﬂui@ﬂ $iv

14
=

sufunsmangmnefudaziie fedeuduluamumme wsu. frgremsnszianuinfiofy

Qe

= o =} A A 9
ADUWUADT W.A. 2550 LATNHITLUVIUNINGIUD

a3 @ aa { o a J @ o Y
msgunaziundngunisisasadiegluglnselneufinmed ningmuianuaizgn

a

o a g a & A ' LY o v 9 ' L4 °
FSiaseda Retuie Tvs a1nezls vag ez lsfudeyaoguazgnlilavlas Taevi

@

[ o 1 o a 4 o @ 3 @ {
MU sng i finsauazdwimsinssdiieduauendnguluduma  wdngiudidu

o3

QQ dyd = ' A 3 =} v a = 1

SapaiiaiwaziBeagonn e ingunsagaiaionie 1dfuarmdomenianis
& w = ! v A 4 Y A o a9y w & a

sefasz 318 Sniefeaunsofiesdeund luniodounasdoya e lvnanguiuiims

= ] 1% { o T a

fauflouldsannmdngruiiivegiauid

¥
A d Y a a v R & Y A AA Y @

F4
ﬁﬂﬁulwmﬂuﬂ']‘i‘ﬂ'?Nﬂuﬁ']ﬂlﬂﬂﬂ']'iﬁ%!.llﬂﬂ’ﬂll‘ﬂﬁ’t]ﬂﬂﬁl‘llu ADIUMTNTUAUNANT U

a3

[

Ta ¥ uaunsnlunsfaasn (Cloning) A1 (Undelete & Unformat) LAZLASHARW (Zip/Rar
Password Cracking) tieri1deyanindedan W srsadad udamuluiang Taoiu 1) ludnnwe

° Py A A A Ay Ay
"’U'E]\‘lﬂ"l'i'V]N']ull’lJ’lJ@ﬂ‘V‘lnlﬁuﬂﬂlﬂﬁﬂﬂﬁi@ﬁ'ﬂl‘ﬂ'lﬁﬂﬂEWW]'ENﬂ"l'iﬁ‘]_lﬂu

I



Computer Security Forensic Tools

Mr. Satta Chonlabut

Mr. Surachai Kongsook

Mr. Akkradach Watcharapupong Advisor
Asst.Prof. Thana Hongsuwan Co-Advisor
Mr. Thananchai Treepak Co-Advisor
Academic Year 2008

ABSTRACT

Nowadays, breaking the computer and network security, though with strict "policy fully
protected, is a commonplace in our IT society, whether by accident or on purpose, from the users
misconduct or the outside attackers who trespass or sneak to exploit resources from open
vulnerabilities. Once the threats occurred,
with security measures urgently responded on, there should be a tracing action to track back evidences
and/or execute on the trespassors according to Thailand Computer Crime Law (2007).

The digital evidence tracing and collection in any computer devices are used for deep analysis
as to when it has happened, from what causes, on what activities and by whom. Once evidences
collected, there follows the evidence authentication process and evidence analysis with the objective
for the court presentation. Digital evidence is highly vulnerable since it can be easily destroyed and
damaged by careless handling. Moreover, the data can be hidden, edited or modified by the malicious
intention to distort some particular truths.

To prevent from unlawful security transgression, multiple techniques are applied for evidence
tracing and collection process, such as Cloning, Undeleting & Unformatting, Zip/Rar Password
Cracking on the digital media like Hard Disks or any form of Flash Memories towards the offline

operation on a targeted machine or media under investigation.
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da $ o 4
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3.2 MIWAEINUBY LiveCD 1ag MInaaonaan

3.2.1 MSRMHY LiveCD

@

A A'l A ~ ] o ] . Y g
Reconstructor 19 ATOIUDNWAUINIIN Python %aaiumamuwu LiveCD Gl“rN'IEJSULI

4

7 o a { 1 1
pszasnio 1A 1daunihduuny 4so File) vesdyndMiudosy Ubuntu lidezeyly
1 v
31111 Desktop (LiveCD tazAnfi) 30 Alternate (AnA90E191AY7) hwdauamTonuua
g % @ o a o 4 i 1 @
Tt ldnvazvediatiesnelutenndmiusziiniosdosslumsanunmiedaua
' dy Y = o Y A Va =
WU AIWRUNES, Tuedannet, AseundiA1e, uazdU  Reconstructor lATAIATUN
v 2 A& A g s T A 4 v ' ¥ o
anmwuadeusindunioiefldlumsdiuusedyndauanuaesms uaszsiuminlums
) ¥ ! \ . A ,
Gnome lagazldauainiseldw@uiludiuves Desktop Manager @734 Linux 89U (YU

Py ' 1 v o & o
Kubuntu %38 Xubuntu 1910798954 11519 uadwinnfinuidussudainaniiosnoinazadie

[

a o’dy 9y ¥ [ 1 . o v
ansdarunlgauldes uenvniideamisalSuunslugiiuuy Command Line Wirldn1s

v a 4

¥ v 14
Ysuusstanguuniu Taansodioasrs cd awsaldauldtudyndiuaesu Ubuntu Agus

q

ﬁ: W Dapper > Edgy > Feisty GUI Mode (Frontend) Tagu1n Ubuntu Cristmas / Ubuntu Ultimate /
3 ¥ v
Ubuntu Gamers / Linux Mint ﬂfﬂmmqmﬂmué’augﬂﬂgmmmmﬂ Reconstructor NNTU.
v
3.2.1.1 aNudeamsveallsunsy

¢ python (only tested on version 2.4)

¢ pygtk?

e squashfs-tools (needed for Root FS extraction)

o chroot (needed for Root FS customization)

o mkisofs (needed for ISO creation)

e gcc (needed for Usplash generation and VMWare/Qemu module
installation)

e make (needed for VMWare/Qemu module installation)

e rsync (needed for Remastering ISO)

e libbogl-dev (needed for Dapper Usplash Generation)

o usplash-dev (needed for Usplash Generation - Edgy and up)

o gnupg (needed for Alternate Key Signing)

e dpkg-dev (needed for Alternate Key Package Building)
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o fakeroot (needed for Alternate Key Package Building)
e  apt-utils (needed for Extra Repository Generation)

2 3 1 ' s o 2 A
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U 1 o T a a
dauurasa1and Inaad 11 1u source list 110 13Ny package uaznae91n15u159 source.list
Y ¥ o Y o
URIADININIT update source AIYNTEY sudo apt-get update

3.2.1.2 M3aanallsunsuasiauny LiveCD
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33.2.1 fovaglasrhsvedsunsalulnuansdumldnneaneslua
Tasmssanlumuaaiezilumsemnn q waaedionueanesveslid
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PDF_header[] = {0x25,0x50,0x44,0x46,0x2d,0x31 ,0x2e};
PDF_footer[] = {0x25,0x25,0x45,0x4f,0x46};
DOC_header[] = {0xd0,0xcf,0x11,0xe0,0xal,0xb1,0x1a,0xel 4
DOC_footer[]={0x57,0x6£,0x72,0x64,0x2¢,0x44,0x6£,0x63 ,0x75,0x6d,0x65,0x6¢,0x74,
0x2e};
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4.1 MInnassfinaenaan

@ 4 [ o [ 4 <
mswansesmsdundoyalasldminisnanesduniuaylasv eanuuiy

7

sy Y
IddoyalasiiswaziBonmsuansdsil

virus-laptop Preiect # dump list -d=/dev/sdb

Generic Dump/Restore tool for Linux/Win32

B [ Device J: TY | Description Ik Start/5izer [ Size I:
Jdev/sdb .- <PHYSICAL DRIVE> 1.028.653.056 881.68 MB
Jdev/sdbP - <PARTITION TABLE> g §.50 KB

= fdev/sdbl 8c Wing5 FAT32 (LBA) 63 980.57 MB

J ¢
11/ 4.1 uraanThasnamsuans partition uuuaeINYlal

‘:’ Q v é =Y
IﬂElhlﬂgWWWTﬂWSﬂﬂﬁ@Qﬂﬂﬁﬂﬂ%&’Lﬂu /dev/sdbl mtﬂu%uﬂ FAT32 9119 ~1GB Tae

3
Aouiinanageumeluiideyansgaall

virus-laptop frojert # 1s -1 /media/SUROBOT
total 5712

PR —m 1 virus root 5876 2007-05-25 19:41 sutooy
PR - 1 viruys root 844 2006-10-04 10:37 =
drwx-~---+ 4 virus root 4096 2068-11-08 09:54
WK 1 virus root & 246 2004-05-39 22:21 ¢
WK 1 wvirus root 78 2008-12-01 17:07

N 277 SR 1 virus root 78 2688-12-07 17:;16
R 1 virus root 516 2068-11-11 17:89
apeX------ 1 yirus root 94292 2003-05-85 22:22 1
eryR----~-- 1 virus rooct 15549 2007-05-27 22:37 ¢
1 LR 1 virus root 2988 2005-11-06 23:08 -
1 L CEER 1 virus root 243627 2006-69-05 15:42

i‘LITl 4. ZL!ﬁfﬂ\‘WﬁﬂilBNﬁﬂﬁlmﬂ\‘l 5186”16891\17“?1&11&1'@
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Taolundsil 18inmsnanosdaudeyanldvhnsfaaen Tinduaulaelomideaad

virus-lagtop Prod s dump restore -p -d=/dev/sdbl -f=fhome/virus/Deskthp/Project/surobot

Generic Dump/Restore tool for Linux/Win32

160.80%, 13.56 MB/s, finished in 0 sec.
Restoration successful,

~ ;% 0 d
;]:ﬂln 4.3 UFA9IHIHANININIHUDING Clone !!UUﬂ@NN1uulau

@ { o Y] o o o ]
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42 minaaeamiglva

4.2.1 MInaaaalalsnsn Undelete
U o o .
Asnaaoallsunsy undelete 1519214 N511A3 (trumb drive) TunsnAaANIIZ

A =~ I g '3 =2 = 9
IHUDINNVUIALAN meﬂuiwﬂﬂmmu FAT32 %QLWJJ’ISVI%%’,E],‘HE],uﬂﬁVIﬂﬁ@Q

Fle Edit View Terminal Tabs Help

root@drakengi-desktop: /media/FLASHE 1s -1
total 318
L CEEREE 1 drakengi root 323912 2008-05-14 13:17 #9020 brosulyinriige 080

-rux------ 1 drakengi root 534 2008-11-17 20:48 e 1o
root@drakengi-desktop: /media/FLASH# IsagUD /dev/sdbl

No. : 1 Name: NGLIS~1.DOC [deleted)

Long file Name: english_resume.doc

File Size: 36352

Enter file number to recovery : 1

Enter path and filename to recovery file : /home/drakengi/newdoc. doc
Recovery success...

root@drakengi-desktop: /media/FLASH#

= o ¢
5l 4.4 ngasmsauvesllsunsu Undelete uuuasumulay
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Hle Edt View Terminal Tabs Help

rootdrakengi-desktop:~# 1s -1 | grep "newdoc.doc"
-ng-T--T-- 1 root  root 36352 2009-62-62 16:26 newdoc.doc
root@drakengi-desktop:~# ]

a [y
51 4.5 ugaswainsveslisunsu Undelete

4.2.2 N15Naandlilsunsy Unformat
dy Y o' [] [
TunisnaasdJ4sunsy Unformat St519z 4nulas luasnaasasuiulasns

g ¥ ° o o a1 Y o @ w1 ~ £
NANDI Li'lﬂi]?{,ﬂ’t)\‘l‘l’l'lﬂ'li‘l/‘l’E)ilLiJGl‘VliiJulﬂiLﬁEJﬂBu AIYATT I mkdosfs mwu“lugﬂw 4.6 “1)’\‘11‘11!

A d
518 46 dunsnaasaluy nuamsnddnneames 1Wa

file Edit View Terminal Tabs Help

root@drakengi-desktop:~# umount /dey/sdbl

root@drakengi-desktop:~# wkdosfs -v -5 2 -F 42 /dev/sdbl

mkdosfs 2.11 (12 Mar 2008)

/dev/sdbl has 32 heads and 32 sectors per track,

logical sector size is 512,

using 9xf8 media descriptor, with 245728 sectors;

file system has 2 32-bit FATs and 2 sectors per cluster.

EAT size is 953 sectors, and provides 121898 clusters.

Yolume 1D is 4986claa, no volume label.

root@drakengi-desktopi~# IsagUF /dev/sdbl -1

1.doc

2.doc

3.doc

4.doc

5.doc

§.doc

“you must save the recovered files in another Hard Disk, Not in the Same Disk”
Enter The Destination Path to save the Recovered Files : /home/drakengi/
Recovery Sucess...

root@drakengi-desktop~#

517 4.6 naaamsynauwealusunsy Unformat lulnua <-r>

T3
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File ﬁdrt \iew Ierminai Tabs Help »
root@drakengi-desktop:~# 1s -1 | grep ".*doc”

-r-r--r-- 1 root root 36352 2009-02-02 16:52 1.doc
-tw-r-~r-- 1 root root 44544 2009-02-82 16:52 2.doc
-ry-r--r-- 1 root root 28160 2009-02-02 16:52 3.doc
-ry-r--r-- 1 root root 31232 2009-02-02 16:52 4.doc

-rw-r--r-- 1 root root 2904576 2009-02-02 16:52 5.doc
-ru-r--r-- 1 root root 2904576 2009-02-902 16:52 6.doc
-ry-r--r-- 1 root root 36352 2009-02-82 16:26 newdoc.doc
root@drakengi-desktop:~# |

y Y] d
51/ 4.7 yeaswadnsvesllsunsy Unformat Tulnaa <-r>
1 9 z a 9 1 @ ‘ ]
amumslFanuluTnue <-s > dunan ldoruana19iu InuausNognoauAITNI1E
o [l 91 S A o o 1 I~ 1 1 o d'
asian v ldo uaneasineranaas IMaudazidun15e1uuAazI¥AINDS 1NN

= 4 . [ 9 7] 1 =
1ﬂﬁﬂﬂ@ﬁﬂ@ﬂ%ﬂWﬁﬂTiﬁuﬂZqﬂﬂﬂﬂNTQM%uiuzﬂvl48

gile Edit ‘View Terminal Tabs Hslp
root@drakengi-desktop: /media/disk# s -1
total 1
drus——-=~~ 2 drakengi root 1024 2809-82-02 17:32 abud
root@drakengi-desktop: /media/disk# <d ..
root@drakengi-desktop: /media# umount /dev/sdbl
root@drakengi-desktop: /media# mkdosfs -5 2 -F 32 -p"FLASH® /dey/sdbl
mkdosfs 2.11 {12 Mar 20805)
rovt@drakengi-desktop: /media® IsagUF /dev/sdbl -s
Mo. : 1 MName: NEW OXT

tong file WName: New.ixt

File Size: 534

Ho. : 2 HName: REPORT~1.PDF
tong file Name: report_transcript pdf2.pdf
File Size: 416051

No. : 3 HName: SAMPLE~1.DOC
tong file Name: Sample Engineering Resume.doc
File 5ize: 39936

Mo. : 4 Name: ?_ &656~1.D00C (deleted)

tong file Name: 1 3.docx
File size: 23016@

517 4.8 ygaam s auvaslilsunsu Unformat 1ulnua <-s>

U
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please enter number of file to be recovery : 1.
"You nust save the recovered files in another Hard Disk, Not in the Same Disk"
Enter The Destination Path and filename to save the Recovered Files : /home/drak

engi/aa. txt
Recovery Success...

root@drakengi-desktop: /media#

o v d
51/ 4.9 varaswadnivolusunsu Undelete lulnua <-s>

Y ad d .
43 msnaassfsramaIsala Zip/Rar/7z

3 ¥
o 9

mswann TdsunsuungsWaruluamiliulsnssuisams brute force o dictionary

@ 3 @ o <] ' 1 y a =]
Lﬁlsl}ﬂﬂlmg‘i“Vif’fl’/ﬂumeu@ﬂiﬂﬂuuﬁl\‘m']ﬂﬁm‘5ﬂE]E]ﬂL‘IJuﬁ’JuU@U“}Lﬁ’ﬂl‘i"lilﬂ’ﬂill‘i’ﬂuﬂﬁ

wirus-deskren / & fovensiclrachk
Compression crack!

HEAGE: forenplalrack encryptod archive.oxt [~~threada MY

[~-dior dict nome.trt]

{«~nype zaxizipi?al

e~y Fompf]

For more in%@mmi@a please run “forenmistreck -~~help”
Enay F 0% 1

3 d
5171 4.10 uarasli/sunsu ForensicCrack uvunoyanilan

3 o @ ] [V 9) o ] 9 @
1NN NARBLNE SR arUINIA 2 vian Iaeldduavedraden Taolgsid 99

virus~desktop zip § forensicCrack ./n2.zip
Compression Crack

INFO: detected £ile type: zip

INFO: cracking ./n2.zip, status file: ./nZ.zip.xml
GOOD: password cracked: '99!

virus-desktop zip # %

! v d o/ LY &
3‘1]1:’!] 4.11 UFAINAANHVBINMIUNZIHAVHIA 2 HanaAauLae)
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v d @ 1 a :Il o
NﬁaWﬁm@ﬁﬂWiuﬂz5ﬂﬁﬂ1u1%ﬂa1uﬂﬂizu1ﬂl33“Tﬁ%1ﬂuu%ﬁﬂ1ﬂ1§ﬂﬂﬁ@ﬂ

s¥aruuune 2 nanuaiidSnusnauegain lagldsia z9

cirus-deskiop sip ¥ foremsiclrack ./ns2.zip
Compression Crack

INFO: detected file type: zip

INFO: cracking ./ns2.zip, status file: Jns2.zip.xml
Frobing: 'bS*' [250 puds/sec)

Probing: ‘nhk' [250 pwds/sec)

Proping: *zl' (249 puds/sec]

probing: 'Lt [249 pwds/sec]

Probing: '¥v' [249 pwds/sec]

GoOD: password cracked: '29°

ivus-deskoop zip # %

Y o o v W (Y]
g‘ljﬁ 4.12 HAAINBANFUBINITUNT THAVUIA 2 HanAIBNHINTNAANAY

1 9
=%

] &Y 3 I~ a ¥ I {
nansnageunyNszezan i iuuniuily 17 Suriiieannanudlull18%

9 9 9
szdouimsdustaduinuniy Tnifusasnadoungsaduva 3 nanlayld

o/ T = 9 e
Faveaaud ¥ e 999

wirus-deskuop zip # ForensicCrack ./n3.zip -Eg
Compression Crack

INFO: detectad file type: zip
INFO: cracking ./n3.zip, scatus file: /n3.gip. sl
Probing: 'al' [242 pwds/sec]
Probing: 'mv' (242 pwds/sec]
probing: 'vE' [242 pwds/sec]
Probing: 'JW' [241 pwds/sec)
Probing: ‘VE' [242 puwds/ser)
Probing: 'D76' [236 pwds/sec]
Probing: '0iP' [242 puwds/sec]
Probing: '7i6' [241 pwds/sec]
Probing: ‘7t¥! [244 puds/sec)
Probing: '7FA' [241 pwds/sec]
Probing: ‘7Rh' [241 pwds/sec]
Probing: '82X' [241 pwds/sec]
Probing: 'Sel’ [241 pwds/sec)
Probing: 'Ogp' [243 puds/sec]
Probing: 'BCE' [244 puwds/sec)
Probing: 'SHMa’ [205 pwds/sec]
Probing: ‘8U4! [163 pwds/sec)
Probing: '923' [165 pwds/sec]
GOOD: passuord cracked: '9389¢

virus-deskeop zip # 1
R

b S
o

Y ar  d Qs [V :
g‘ljﬁ 4.13 HandNaansUsINIuNs IHauuIa 3 T‘iﬁﬂﬂ'&tﬁ‘ﬂlﬁﬂ'&



48

P

. lq v o ¥ g J o
HansNAdRUNY s EEz a1 N 1Tty 2.47 Wn Wiegnnanuduly1an
Y ° ' 2 3 & Y o w Yo 1A 9
1AM IGUUINTUNULDY nsulgiinsnageuyuia 3 vanlasldaavesiuaealy
@ @ @ 9 1t A o I~ [ oA v =1
sv7er 999 JasnssamsaumIaiie Tagiy w5 nadnin ldnunldanusunao

Uszunm 2.25 W

wirus-deskeop z2ip # forsnsicCrack ./n3.zip --threads & o
Compression Crack 1
INFO: detected file type: zip

INFQ: cracking ./n3.zip, status file: Jn3.zip.xml
Probing: ‘b7' [246 puds/sec)

Probing: 'wml' [243 pwds/sec]

Probing: ‘x3' [215 pwds/ser]

Probing: 'J6' [243 puwds/sec]

Frobing: 'UN' [241 pwds/sec]

Probing: '086&' (243 puds/sec]

Probing: '0il' [243 puds/sec)

Probing: '0ué' [243 puwds/sec]

Probing: 'DFS' (243 pwds/sec)

Frobing: 'ORB' [242 puwds/sec)

probing: '13q' (244 pwds/sec]

Probing: '1fb' [243 puds/sec)

Probing: '1g¥' [243 pwds/sac)

Probing: '1CN' [244 puwds/sec]

Probing: '10u' [241 pwids/sec)

Probing: '207' [240 puwds/sac]

Probing: '2bW' [244 puds/ssc]

grobing: 120N [245 puwds/sec)
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wloulad ¥ao33as. 2545, P! Hard disk. N3N : 15390,

Reconstructor is an Ubuntu GNU/Linux CD Creator ,
[online][URL] http://www.easyzonecorp.net/network/view.php?ID=66O

Reconstructor,
[online][URL] http ://reconstructor.aperantis.com
Remastersys,

[online][URL] http://www.remastersys.klikit-linux.com

LiveCD,
[online][URL] http://livecd.org
Recovery data,
[online][URL] http://www.p—dd.comldata—recovery—programming-book.html
FAT32,
[online][URL] http://en.wikipedia.org/wiki/F ile_Allocation_Table
Python,
[online][URL] http://www.python.org
wxPython,

[online][URL] http://www.wxpython.org

VisualWx,

[online][URL] http:/visualwx.altervista.org
WingIDE,

[online][URL] http://www.wingware.com
Sample Code,

[online][URL] http://sourceforce.net,[URL] http://google.com/codesearch





