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ABSTRACT

In now a day, Protocol P2P has been popularly used, which causes a huge of the traffic in
transferring and receiving data on the network. It affects the network of organizations. Therefore,
many organizations have paid attention in searching for the data of Protocol P2P by using several
methods in order to be the problem solutions caused by Protocol P2P.

This thesis aims to study and develop the software which is used in classifying the data of
Protocol P2P on the network. Beside, artificial nerve tactic is one of several ways to learn the

appearance of Protocol P2P in order to classify Protocol P2P from the others.
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2.1.4 ICMP Header

Byte

ofsetlo, | g o Mt N A LT e M
0 4
8
_— Bytes
Other message specific information... +

gt¥0 1 23456 7896 12345783 >aly 56 7808 4 1
o o '
4 Nibie —»|— Byte —»|— word >

[o~I)

517 2.2 ICMP Header

ICMP Message 95135$n0UAI8 Type Y1 8 1if Checksum Y1IA 16 o Lagd MU0
Content 399zilutauanaA19f1 1A Type UAY Code Header U049 ICMP 92GUAUMAI91A bit
7160 Y04 IP header GavgiinwaziBondat

e Type - ICMP type ADU52INNUDI message

e Code - %’Glﬁlafl@:ﬁl‘u Type Lﬁ’t‘]ﬁ\‘mﬁ]ﬂﬂi%mﬂ message 1¥U an ICMP Destination
Unreachable might have this field set to 1 through 15 each bearing different
meaning.

e Checksum - 1A error checking c’?afuzﬁmammmﬂ ICMP header+data

e ID - 1fi1) ID value 9% return 411Un39 ECHO REPLY

¢ Sequence - 1Ay sequence value 9% return 111uns8l ECHO REPLY 15UAY

a1 TYPE fiilu'ly) 14T emsnedt 2.2 dmsudwes CODE sumsulanuaiu

v o da 1 Y 9 d'
THUNUTNAUA TYPE ﬂﬁllﬁﬂ\‘]llﬁﬁlu{;nﬁWQ“V] 2.3

M15197 2.2 A1 TYPE ¥83 ICMP

TYPE Field | ICMP Message Type TYPE ICMP Message Type
Field
0 Echo Reply 12 Parameter Problem on a
Datagram
3 Destination Unreachable 13 Timestamp Request
4 Source Quench 14 Timestamp Reply
5 Redirect (Change a route) 15 Information Request (Obsolete)




@19190 2.2 A TYPE w84 ICMP (A9)

TYPE Field | ICMP Message Type TYPE ICMP Message Type
Field
8 Echo Request 16 Information Reply (Obsolete)
9 Router Advertisement 17 | Address Mask Request
10 Router Solicitation 18 Address Mask Reply
11 Time Exceeded for Datagram

AM5197 2.3 71 TYPE w84 ICMP

TYPE | CODE Meaning

3 0 Network Unreachable
1 Host Unreachable
2 Protocol Unreachable
3 Port Unreachable
4 Fragmentation needed and DF s
5 Source route failed
6 Destination Network Unknown
7 Destination Host Unknown
8 Source Host Isolated
9 Communication with Destination Network Administratively Prohibited
10 Communication with Destination Host Administratively Prohibited
11 Network Unreachable for Type Of Service
12 Host Unreachable for Type Of Service

5 0 Redirect Datagram for the Net (Obsolete
1 Redirect Datagram for the Host
2 Redirect Datagram for the Type of Service and Net
3 Redirect Datagram for the Type of Service and Host

11 0 Time-to-live Count Exceeded
1 Fragment reassembly time exceeded




2.2 TCP Protocol
2.2.1 TCP Protocol
S { oL °
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novaeiafoy anuianaiasuiiieanvnglnssigsawss nielasenedeasinigly
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a A 3 Y o’;l 1 = = a
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2.2.2 TCP Header

4
FAIUN (Header) VDI packet %’@gmmu TCP 32UNHUSAIU

Offest

B gt 2
Woid

5112.3 TCP Header

F
=

o N
« Source Port Number : H1108UN0s AAUN 1N daa@uinsuil

. . s = 8 Yo Y
e Destination Port Number : wmmamwaimﬂmamw%Lﬂuwsummuﬂsu

) el o @ Y a A 9 ' qul A
« Sequence Number : Haanszymusaud1aud1adslumsaeasvoyaunazasg e
(< o v o w
T unsuenueziuiudeyavesyala uazshudadduldgndes
« Acknowledgment Number : ¥¥iiauiAe1fy Sequence Number usivzlaluns
ADUTY
a J = 4 T
« Header Length : TasUnAnnuenveasanss TCP sxiinnuen 20 lud udo1neg
1 :/l o d 1 1T a J
wnniniu driideyaluilad option usdealiifiu 60 lud
Y R - 4 Yy ow wa 4 o
« Flag : iludoyaszauiinfieglusames Tcp laglniludiuenguaniavosunning

F

d! = L] Qs/l o 1l Ya &
%9 Flag HOYNINNA 6 UA LL‘UQ‘lﬂﬂﬂu

Congestion Window
C 0x80 Reduced (CWR)
E 0x40 ECN Echo {ECE)
U 0x20 Urgent
A 0x10 Ack
P 0x08 Push
R 0x04 Reset
S 0x02 Syn
F 0x01 Fin

517 2.4 Flag

Y
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o L Y a
e Checksum (AUAF1MIVUNITATIVADUANUNANWAA(Error-checking) U941 header+ data

« Urgent Point 193218 wivlsweadoyaisadau (urgent data)

¢ TCP Options 195

A
@

o 1 4
1AM AT NINMITOES

. a & s oA }
1 options WAY Fee199ziinTe

£
Y

Adyy K 1 EY] A
1718 Yuegnudeyanie

TumsSudunafoussuuy TCP az19na’ln “Three-way handshake” idwuN1g

Mauaaeaaalugli 2.5

o
GE CET
o -
SYIN bit Set Send
Recetv
Nﬁfﬁ; SYN bir Set
Send SYN bit + ACK bit Set
Receive Iy
SYN bit + ACK bit Set M
ACK bit Set Send
M Receive
——— | ACKbitSes

gﬂﬁ 2.5 Three-way handshaking

dmsumsmsyenseaziisnumsiiudwanslugin 2.6

A
1

31

fi. 1 FT%'U
A S
FIN bit Set Send
. T — Receive
A I > 11
Send ACK bit Set
. N
Raceive D
ACK bit Set
P
Send FIN bit + ACK bit Set
Receive e
FIN bit + ACK bit Set | gmrer——
ACK bit Set Send
\\\ Receive
ACK bit Set

2.6 Modified three-way handshake for closing a TCP connection
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2.3 UDP Protocol

2.3.1 UDP Protocol

FulisTanoadiedly Transport Layer odivuduluaa ost Ingnisdedeyaves
upP suszdlumsdandiay 1 gadeyn Buni1 UDP datagram Feaghifimamdusiugiy
sgnnadunsiazez liflna lnmsaseaouarwdislumssudsdoya

qs./’ 4 | [y ~
na'lnmsnsavaeulay checksum 99 UDP siwriverdumstlesiudeyanotnazgn

T A

9/ A A a 1 i a ¢ 1 vy
llﬂul"ll HIDUANUHANAIATENNINTAY  UDSHVINNALYANTTUAINGT ﬂﬁ']ﬁﬁ/]']\'iﬂ%ulﬂg'ﬂu
Y a a dy T [ A 1 ) ' qsll Y o
VOIHNAWAIALAAUU LWI&J‘HEﬂzLﬂuﬂ'ﬁ@ﬁ'ﬁ]ﬁ@ULWUQPJ']ULY"IU')WHiJﬂ Iﬂﬁﬂu‘u@ﬂ']‘ﬁuﬂ‘ll@\? UDP

I} =} s o 2 q’/’ T 1A o [
¥IAWUF Checksum Error AiRRSulaemeiimsnadeyaiy usez lifimsudenduluded

v
dametiela mssudsdoyaudazasimnifadeianainluseau 1 gy deliids, vuana §

1 9

@ LY < 1A 1
49921851 Error Message 9103261 IP 15U ICMP Error Message uatilodoyadafiatateni

a

andeq udiRadorawataludauves UDP e vz Willmstuiu vioudaliddmsuusiedila

2.3.2 UDP Header

v
A9 (Header) U84 packet 9030111 UDP dzilanyaedadl

Byte

Oﬁsetlﬂl I bt o |2| I £ bl L] l
o Source Port Destination Port - I
4 .
Bit 3 7 9 0 i 2 3 4 %3 7 8 9 o 1 234567 889 o 1
}4- Nibble —v}—- Byte ———r{——- Word >

=
gﬂﬂ 2.7 UDP Headers

v
3

=1 a2 o < '
UDP Source Port: field ¥03afitlvuna 16 bits unziidnymeidlu Optional Avvy e

' 163
Yoy port N30 lildn1a
< R
« UDP Destination Port: (il field Niluna 16 bits 1F5z1ymunea port Yangms
<1 A i %} Y} ~ '
« UDP Message Length: 11U field Ndv11a 16 bits 1453yA21M817U8900Y AN e

UDP Checksum: 39118 16 bits 148 111511dA1 checksum 1aan15A117I% checksum

¥ ¥ Vv
Tz g header 1tag d2U data wviimsduan vin i ldez laarly field #
o ° v A Py q ¥ S A A ° A
d 0 M ldauisadonnaz 1314 checksum Ao NazaANISAIUINAIIUNTAUTN

1 v H »
mydemstiunsziiumniedenlnnuiwyedogs
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2.4 Network Programming
2.4.1 Raw Sockets
Tunisdedeyadiuszomaiovivaznudtlasdiulvgrzerdonisitaiues
T1lsInnea TCP 50 UDP Uu IP ualudiuuisaiueiadednisnisiiaunu lds Inneasiia
d;l d! [} [] 3 [ 3 1 4911 d;l v ] L Y 9 d‘
dudalileia TCP wag UDP A9y JUaIUAU 1LUDINMIFDUABI%Y Socket 99ADINTBUN
k3
9259950 NUYTLNNAINAIRIY AT UT IR Socket DAY SLNNUONINTIDIN Stream UBY
4 v A v 4 - 24
Datagram [W93035uMsdoa1stoya laalils Innoadu q Uenmiionn TCP uaz UDP U &9

@ 1 < o
Socket ﬂizm‘wm ﬂﬂ??ﬂﬁ@ Raw Socket HHIDY

i
= 1

b [
Taeln@lun15%1971URD Stream ¥3® Datagram Socket 1 1319 Socket 1@5Ud oy aNd

a

KX d o ] 9 ~ Yo [~ i Y T v 9
MTﬂQﬂ“’llg‘V]'lﬂ']iLLUQLLUﬂ‘U@Hﬁ‘VﬂﬂiU@‘OﬂLﬂﬂ 2 ﬁ'J‘Ll‘lﬂ!,!,ﬂ Header LI01¥ Data Iﬂﬁlﬂ'ﬁll'ﬂﬁ‘ﬂ@y’a

o 1 o3 @ va & o Y . . vy @ ] 1 9 1
srana19zdlugn Tusid G911 Application program 13A995095UNITUUITIUVDIVOYA UA
o 3 dy:v é Yo 1 9 o . . d‘ e
@150 Raw Socket um@ag,acm‘lﬂsumwgﬂm‘lﬁﬂu Application program Taed lufinis
¥ ¥
uilauen Header 1oy Data 1o 9 #917ulums1491u Sockettlszinnil Application Program
Y aw Jd & o ] & ¢ a A 4
2@ 090N IATUTITDIT UMY Header 10y Data 3IUNIHINFUNIABOU 9 a1un
H o4, 1 ¢ o @ o s
TlsTnnoaiu q dosmsiefiozinan Idiwu Heddudmsuduag Check Sum v50 Hendu
9 @ o . [ kY
&5 Error Correction 116U

v

k4 i
dmiumsdedoyaiu Raw Socket Wusziiduneuiigsondosniinsiudeya

3

=<4 A 1 v a T .
nounsedl Application Program hidoe5uAaweun15a31e IP Header ¥10UA Application

Program SURAYBUMEIM 319 Header 404115 Innoaluszauda 9 11

]
v w

Raw Socket annsaionldmdasad

Socket sock = new Socket(AddressFamily.InterNetwork, SocketType.Raw,
Protocol Type.xxxx);

msaedoyanIl Raw Socket:

sock.SendTo(Bytes(), packetsize, SocketFlags.None, iep);

mssudoya:

recv = sock.ReceiveFrom(data, ref ep);
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¥ Y ;’;' 9 as [} =3 Y [ Y
TasoznuIun1sas1e Raw Socket HulFanyMEITNISIFUASINUNUMITEI
=l = . 1 <3
Stream (i@ ¥Datagram Socket W galaou parameter ludauvos Socket Type 1
o Y o c;’zl =4 {
SocketType.Raw @115 parameter fagamoiuaziiunsszylszanveslysinnoaniag 14
¥ ¥
AU Socket 11 Farziinalumslddszinnueslys Inavalududna a1y Header voe 1P 1u
T Y
ARUNILNIAMTFUNITU
1 a 1 9 g Y] Yt 9 o .,L c;’zl s Y] @
Tudumssunazdetoyaiin dunalainlddidesanis Parameters nuumyINUNY
M33u/deYoyany Datagram Socket YNY3¥N3
2.4.2 ICMP Protocol
& Ad o P &
Internet Control Message Protocol ¥38 ICMP Hifludiodreaniiaveslyslnaoads
o 1 1 Y o = % 2: = ] 9 =
vy 1P ud bi'1d¥1auun TCP nse UDP datiudaliawisaly Stream 1130 Datagram
¥ v 1 )
Socket 18115unsusre1ade 1 vz nudriinadunldines 11ileu Header U949 ICMP 1oy
) [=d @ [} d’l &
Tsupsunenuntludlrogesiiae 1sunsy PING Huioq
#19814 Class 75U 1% 1iWo811 Header M4 9] 93 ICMP Packet
using System;
using System.Net;

using System. Text;

class ICMP
{
public byte Type;
public byte Code;
public Ulntl16 Checksum;

public int MessageSize;
public byte[] Message = new byte[1024];
public ICMP()
{
}
public ICMP(byte[] data, int size)
{
Type = data[20];
Code = data[21];
Checksum = BitConverter.ToUInt16(data, 22);

MessageSize = size - 24;



Buffer.BlockCopy(data, 24, Message, 0, MessageSize);

}

public byte[] getBytes()

{
byte[] data = new byte[MessageSize + 9];
Buffer.BlockCopy(BitConverter.GetBytes(Type), 0, data, 0, 1);
Buffer.BlockCopy(BitConverter.GetBytes(Code), 0, data, 1, 1);
Buffer.BlockCopy(BitConverter.GetBytes(Checksum), 0, data, 2, 2);
Buffer.BlockCopy(Message, 0, data, 4, MessageSize);
return data;

}

public Ulnt16 getChecksum()

{

Ulnt32 chcksm = 0;

byte[] data = getBytes();

int packetsize = MessageSize + §;

int index = 0;

while (index < packetsize)

{
chcksm += Convert. ToUInt32(BitConverter. ToUInt16(data, index));
index += 2;

}

chcksm = (chcksm >> 16) + (chcksm & OxfffY),

chcksm += (chcksm >> 16);

return (UInt16)(~chcksm); } }

Fret1aT1)sunsude 1991 Raw Socket — Simple Ping
using System,;

using System.Net;

using System.Net.Sockets;

using System.Text;

class SimplePing

14



public static void Main(string[] argv)
{
byte[] data = new byte[1024];
int recv;
Socket host = new Socket(AddressFamily.InterNetworlk, SocketType.Raw,
ProtocolType.Icmp);
IPEndPoint iep = new IPEndPoint(IP Address.Parse(argv[0]), 0);
EndPoint ep = (EndPoint)iep;
ICMP packet = new ICMP();
packet. Type = 0x08;
packet.Code = 0x00;
packet.Checksum = 0;
Buffer.BlockCopy(BitConverter.GetBytes((short)1), 0, packet.Message, 0, 2);
Buffer.BlockCopy(BitConverter.GetBytes((short)1), 0, packet. Message, 2, 2);
data = Encoding. ASCIL.GetBytes("test packet");
Buffer.BlockCopy(data, 0, packet.Message, 4, data.Length);
packet.MessageSize = data.Length + 4;
int packetsize = packet.MessageSize + 4;
Ulnt16 chcksum = packet.getChecksum();
packet.Checksum = chcksum;
host.SetSocketOption(SocketOptionLevel.Socket,
SocketOptionName.ReceiveTimeout, 3000);
host.SendTo(packet.getBytes(), packetsize, SocketFlags.None, iep);
try
{
data = new byte[1024];
recv = host.ReceiveFrom(data, ref ep);
} catch (SocketException)
{
Console. WriteLine("No response from remote host");

return;



}
ICMP response = new ICMP(data, recv);
Console.WriteLine("response from: {0}", ep.ToString());
Console.WriteLine(" Type {0}", response.Type);
Console.WriteLine(" Code: {0}", response.Code);
int Identifier = BitConverter.ToInt16(response.Message, 0);
int Sequence = BitConverter. ToIlnt16(response.Message, 2);
Console.WriteLine(" Identifier: {0}", Identifier);
Console.WriteLine(" Sequence: {0}", Sequence);
string stringData = Encoding.ASCIL GetString(response.Message, 4,
response.MessageSize - 4);
Console. WriteLine(" data: {0}", stringData);
host.Close();
}

16



d” ~ v ) o v =~ = ' gj i v ) v o N
wnansiiduenarsianubidmsunislvnuiensnyiniiu lweygislmilulsdssloguaunisan

lunsalla vy Bnnanudludnuadilon uaenedendidaaivesonalsvnasaniinisuiliuly



18

¥
1Az Nonstandard Client Software AMMUANAINTEHINTUSUNTY Client 19 2 AnyULAD
3 < A o a 4 @ . A o
Standard Client Software WnvgiilullsunsundinmsAanedod1sny Service MtluxInTFIM

v
=

=1 4 1 4 [=i @ o @ 1 A d 1
waedl port TumsiFoudeduilunifulavialyl diedraves Service Miiluminsgulaun
=i = = ]
WWW, FTP, SMTP fudu Tagiln@nunuiay port U84 Service 1195511 lin1To0n11 1024
o @ . n’/’ o A o o @ . 2] Y a
811130 Nonstandard Client Software 1zt U TUsUNTUNMIMIARABAY Service FIIRUINS

<] % o g ' T
Wumsmniz T¥vunemy port Fehmuaduues Tagunnueiay port 93UAININNI 1024

M3199 3.1 AIDENIVBIHNIAY Port 3ATFIN

Port Service/Description Port Service/Description
20,21 FTP 514 Shell

22 Secure Shell 515 Print Service

23 Telnet 517 Talk

43 WHOIS 518 NTalk

52,54,56 XNS 520 Routing (RIP)

53 Domain Name System 530 RPC

70 Gopher 546,547 DHCPv6

79 Finger 554 Real Time Streaming Protocol
80 HTTP (WEB) 631 Internet Printing Protocol
88 Kerberos 636 Secured LDAP

110 POP3 666 DOOM (1st online, Game)
111 Sun RPC 691 MS Exchange

118, 156 SQL 711 Cisco TDP

123 Network Time Protocol 860 1SCSI

137,138,139 | NetBIOS 873 rsync

143 IMAP 989,990 Secured FTP

389 LDAP 992 Secured Telnet

443 Secured HTTP 993 Secured IMAP

445 MS-SMB file sharing 995 Secured POP3
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1 4 Y
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wanin 1 udiousnidud Client Zoswon13 Copy d

INEI96199E W1 Stateful Servers Tz 15 ANEnMANT Stateless Servers i
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3.2 P2P Model
A g Mo A A . . A A
P2P "39151¢) Peer to Peer 9199¢UA1DUBNIFU People to People, Point to Point ¥Jl
ANHLEAA1IATINY Peer to Peer D
= Y yq ¥ 4 S A qY o " @t
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A 1 1 A =1 Yo 1 g A ) ¢ o A
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8
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7
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51/ 3.2 P2P Model
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Protocol Use Applications
Ares File sharing Ares Galaxy, Warez P2P
BitTorrent File sharing/Software ABC, AllPeers, Azureus, BitComet, BitLord,
distribution/Media BitTornado, BitTorrent, Burst!, Deluge,
distribution FlashGet, G3 Torrent, Halite, KTorrent,
LimeWire, MLDonkey, Opera, QTorrent,
rTorrent, TorrentFlux, Transmission, Tribler,
pTorrent, Thunder, Shareaza
CSpace File sharing, text chat, a peer-to-peer based communications system

remote desktop

Direct Connect File sharing

DC++, NeoModus Direct Connect,
SababaDC, BCDC++, ApexDC++,
StrongDC++

Direct Connect File sharing DC++, NeoModus Direct Connect, SababaDC,
BCDC++, ApexDC++, StrongDC++

Domain Name Internet information See Comparison of DNS server software

System retrieval

eDonkey File sharing aMule, eDonkey2000 (discontinued), eMule,
eMule Plus, FlashGet, iMesh, Jubster, IMule,
MLDonkey, Morpheus, Pruna, xMule, Shareaza

FastTrack File sharing giF T, Grokster, iMesh (and its variants stripped

of adware including iMesh Light), Kazaa (and
its variants stripped of adware such as Kazaa
Lite), KCeasy, Mammoth, MLDonkey,

Poisoned
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Protocol Use Applications

Freenet Distributed data store Entropy (on its own network), Freenet

G3 File sharing FilesWire (Web based P2P), DeskWire

GNUnet File sharing, chat GNUnet, (GNUnet-gtk)

Gnutella File sharing Acquisition, BearShare, Cabos, FrostWire,
Gnucleus, Grokster, gtk-gnutella, iMesh, Kiwi
Alpha, LimeWire, MLDonkey, Morpheus,
Poisoned, Swapper, XoloX, Shareaza

Gnutella2 File sharing Adagio, Gnucleus, iMesh, Kiwi Alpha,
MLDonkey, Morpheus, TrustyFiles, Shareaza

Kad Network File sharing aMule, eMule, ML Donkey

JXTA Peer applications Collanos Workplace (Teamwork software),
Sixearch

Krawler Social network Krawler[x]

MANOLITO/MP2P | File sharing Blubster, Piolet

MFPnet File sharing amiciPhone (no longer available)

Napster File sharing Napigator, Napster

NeoEdge File sharing MostFun Game Player, NeoARM game delivery

OpenNap File sharing WinMX, Utatane, XNap, Napster

P2PTV Video stream or file TVUPlayer, Joost, CoolStreaming, Cybersky-

sharing TV, TVants, PPLive, Kontiki, LiveStation
PDTP Streaming media or file | PDTP
sharing

Peercasting Multicasting streams PeerCast, IceShare, FreeCast, Rawflow

Pichat Chat, Collaboration a peer-to-peer chat platform

Usenet Distributed discussion See list of news clients

WPNP File sharing WinMX
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Protocol Use Applications
Windows Peer-to- Distributed peer Shipped with Advanced Networking Pack for
Peer application Windows XP “0], Windows XP SP2, Windows
development, Vista. This is a Windows component that runs

. 9]
collaboration

only over IPv6 and provides a 'meta’ peer-to-
peer network that applications can utilize. It
does not have file sharing support but third-

parties can develop one

Direct Connect

File sharing

DC++, NeoModus Direct Connect, SababaDC,

BCDC++, ApexDC++, StrongDC++

Domain Name

Internet information

See Comparison of DNS server software

System retrieval

eDonkey File sharing aMule, eDonkey2000 (discontinued), eMule,
eMule Plus, FlashGet, iMesh, Jubster, IMule,
MLDonkey, Morpheus, Pruna, xMule, Shareaza

FastTrack File sharing giF T, Grokster, iMesh (and its variants stripped

of adware including iMesh Light), Kazaa (and
its variants stripped of adware such as Kazaa
Lite), KCeasy, Mammoth, MLDonkey,

Poisoned




24

3.2.1 Bittorrent Protocol

IS) Y o 1

S A Aa o oA
du p2p Audlundenluilvpiuiinanmsiinuasiig iae
4 T a [N 4 o w 1 @ oA
Lifoune T utvie iotuiufiauuazds arsta Idhiswes 13108
d o d : 4 T o
2. mndesmsn ddn Ildnilaiiosnszy Keyword Tilsunsuazdaiio
w 1 3 1 1 A d g % Y] A o
TFaunithe 1nfuuitsrzdasede IWanoudeyadnuvesnuinil lwan
#3911 Keyword N3138YNAUN
4 oA @ ! (R a 1
3oy Idndesmsudada i sunsueg ¥deyan Idanuideaase 11
@ :/’ A 9 o
danuriug lavasunodosve g
o d YYs e 11 Sy owmyd g ¢ a ANy o ' g
vamsiony sewiyIdhdusisedu i@ duawnuidese  T1Adswsiny
v ] r
astiaindy ezt P2p azudilynigageniios Bandwidth uazniweInsinIodusiang
A Y 1 o 3 Ay ysy 1 Ao 1 v A g Ay Y
g 14 uadansziiunnud# 188 lusesszAdnm Insilesninanusan 1auu ez ldninnn
A4 ' Y Yy & & Y 3 v 1 v o v 3
Wousoflddrotues FelaenaliudannuGEd Intemet Tumssuds voallonutuiu
1 < 3 { < T 3 { 3 ] 5 ' o 3
lil@FundownToan 1l TassunnizNazaegly ISP &1 Bandwidth 98139619 11U

I~ ° { 1 3 H ¥ Vo 1 4 H
1 100 Mbit 718 1) sunsus20N P2P naautiuaus 9 1dezvusgiunaung IWdn

U

=R A

o @ 1 3 = = 9 9 ] A = Y
mmaﬂﬂam)guuwmmzsﬂumsﬁwaga“lmmmmm"lwu sudslaund IaRernu
3 = U £ =4 9 2 A 9 :/‘ A A ] @
Tudunua vy Feaziu lananusan ldiuiiteu lvrateed 19l sene U UNINNOANA IS

9
sxuUTIAA g "Bram Cohen"
d
3.2.2 aanilsznauvedldslanea Bittorrent
3.2.2.1 Torrent client

1
I

. A d‘d v o 1 2 9 [ LY
Torrent client nenisuNAUAALINI Program torrent GJN‘JJGl‘HL DONURAIYAN

k4
Y

A

a

A A 1 . . £ ' IA Y ' o

NR Y YU Bitcomet ,Bit Tornado ,Azureus ,Torrent Storm “IFIUUANSAIUUNUVDUANANNY
=4

v
A T

= T d‘ d' Y A 1 aA Q' r
finquiesluSesanumusanfilouuaazaudouiuasy us TagWugiuneguy Protocal
R =y v @ 1 dy LY o d @
Bittorrent 1883 Ud IProgram w1a1H 14 1un1sa11 Inaa 1a Ao Protocal Torrent 1104
3.2.2.2 Tracker server
=3 o 1 o 9 A (B8] ¥ . 9 Y]
(38nTU I Tracker MM UUYUIWNA1952HIN Torrent client AIYAUUAY
1 =4 ' (1= a v 1
TavdruuinudlazfuIWd torrent douaniinusonliauduauiatda Torrent portal 1%
1) o ' { A q’/‘ 3
W30 supernova %1184 19a Torrent Y99 Tracker NOUWUITIY Tracker #2109
3.2.2.3 Torrent file
oS od o o 3 v ' A qu ¢
TWdiduldndrdgumng  msraznudeyanavediuieldlumsaiiyd
' 2 '3 Y 4 ' 4 1 '
Tnan'lld #2u Protocol torrent 1 1WldTi9xgn 1% Tay Torrent client tWo8 mdoyaNUITYOY 131

i 1 A g [ 4 R =
#19gu9e Tracker, Check sum voa Wamny13 ndswndlew1ld Torrent client i file torrent

9 9 [} ' oA T S o Y a 1 A o 1
& #1 Program 9¥81UAINBYUBY Tracker server 1ulWanida ud dnde lunuieiimsds



25

9 P Y] Jcis) u’: = ot S
fFoyaineriu IWdndeams Tu1 91avu M9 Tracker server a¥@sHveoU il IWdfiveins
=% 9 A 1 Y A 1 A kY de to 1 Y od °
amzdou i luszpunield  dilezasreghillandunvaa IWdfiogwiInsudanegyims

1 ~ [ u’J’ < Yy A
#93518015 IP Address vodnuf Inanegndy Tsaustuny IP Address vous113d7 1iio Torrent
. < o = ¥ a 1 o 1
client 18 TP Address udafazdiinsanne’lUds 1P Address 718w lagazdadiomlyn &
drulnueging mearemeszaeunduin uazd? Toment client a5V IUNGINATIUTHY
Y " o ¥ 1 As) Y < | A ) 9 = a
udrdedrdeosvediuidesms Uy madaremedrdeaiuiisvenduin i@y
3 Q R ] o o ¥ A = o ~ A 1a3 9 A
119987 Torrent client Aaziasuiiosnaudug lunuudeiny assisziingegiantiovne
4 1 o ¥ 1o 1 1 { Y
Wasdemdedldudmetaensasnadens Insnisademdealfisdeduieiinguld
wdredusdeldsnie luduasda  Torent client Uargmisaziimsifremmioaninm
[ X=-3R} { 1 @ yd 1
vie Adalfisndhg mieudisrdendulUmuvnssouiidussuudes usilu »Tuinldun

Wios'lddlse" siuleq



a
UNn 4

Tasavg)szamnen (Artificial Neural Network)

¥ = R .
4.1 Tns9vneilszanniney (Artificial Neural Network)
A dlw = :/’ 1 1 A A
nseonnziSendu 9 91 Veudseam (Neural Network 1139 Neural Net) 79
o =Y I'd o @ o v A s
LU IABemEas s uUsZanana t s aUMARIEMIAUIULUUADILUAT UL AR
. . A o ° ' ¢ ¥ ) ot
(Connectionist) of1a09n15T1191Uvee IATe el szamluauoayud Arednglszaenhae
) A A LA ~ o ° -
aPunseadiedalianuamisalumsiFouimseadwuygl (Pattern Recognition) LA¥NI
1 @ { 4 a
glInuAu  (Knowledge Deduction) (guiRafuamansaniiluanesuyud uwida
A a A . g
Suduvoanaiad lduanmsaneivienu AT W (Bioelectric Network) luaney &9
I'g a ]
sznoudie adlszam vse “Ha5oU” (Neurons) 18z 9AUsza1usea M (Synapses) LA
s o ' s . 5
aswasszamisenevudledaelumsiunseuadseam Son <eulasn” (Dendrite) ¥
[~ a Y] % I~ [l @ I'd ] N
Wusuwndhunds “Twwr” (Soma) Futluaiudszneundnveuradlszam daonlds
v ' y g o 4 ¢
dmelunmsdenszuatseamiBonin “uengeu” (Axon) suilumiouomunueuwad waa
[ dyo £ aan = zﬂ' =} Y Y a 9 A 9 by J
marihauael §se I uadl WalinsnszAUAIBAUIINBUINNTBNIT LAUAILYAA
9 Y . . a d 9 1 £ d v v a0
Frofu nszuelszem (Action Potential) 3z 1wau lasidng Ixindeaziuddadui
9 Y] A ' A ') a a g 9 A
Aoansyduirandu q Aonieli dnszuwlszainusane UAARITNILNTTAUTAADON 9
1 1 Y [ I'd ' 4 Yy oa u’u’: A
ao'lUiuniaeageuvesiuluduau lasiusuradon 1 FeToAUDIaNOWYHITUAB
I~ @ v
aunsaFous 1d Sutuusegalalumewannlas widszamdion
dy' a d’ 1 1 o I~ ] -
aw Tueatuisnulszampannmaseuaasennawadyseam awdulassen

BT WAY

AXon

Myelin sheath ﬁb(—/ﬁ _,

S

: \ Dendrites
Synapse

{ [ d
U7 4.1 TnssaHeseeavasaniszamyanw

St



27

k4 k4
asesnuuvadalasssdssamifoniulduuagiudunsnnngaauiaue s Uy

a Jd

= % 1 T T % Q é
ﬂszﬁmmm‘w mﬁﬂanm ﬂﬁ']’Jﬁ’t’J Glgﬂi‘i_lﬁiyﬂﬁm%ﬂy‘a ’auwwGumwaaﬂizﬁmwm“lﬁmﬂ
) J J A ' ¢ Y '

ﬂluﬂJTillL’E]’lV]V!VI‘U’E]Qlclfaaﬂ53?!']1/]’6‘14“] mu‘vmfgﬂﬂi:muﬂizﬁmuazmu%sm mayjmmaz

] d'cu 9 é 9 =\
ﬂ'W]TUll’l"l]5@,ﬂﬁﬂ‘ﬂu’]ﬂﬂ?ﬂ‘gﬂﬂﬁgﬁ']uﬂﬁgﬁ']m WQﬂ']EJTL!‘lJﬁ$ﬂﬂﬂﬂqﬂﬁ15lﬂﬂﬂﬁglﬂ°ﬂ
+ ++ +

i 2 A v o w ¢ @ A 1 v Y dy
K ,Ca ,Na ,Cl $9gUANHUSNNANUUINDT (Pulse) ﬁﬂgﬂnmhl‘vhﬂnﬂummmNﬂumﬂmsau

o

: ~ A 9 2 Yy A ' ke o Y o ' ~ o 9
Illﬁ]aIﬂiWRJﬂﬁzchﬁnm&ﬂJ‘lnﬁﬂﬂﬁuu "l]%@ﬂ\'illﬂ'ﬁﬂ'J\'iu']‘Viuﬂi‘ﬁﬂuj‘“ﬁ]ﬁﬂ@uﬂﬂgunﬂn

e

=1 dyd 1 a a 4 d = 9 ~ 9/ LY )
Tugaisyennifioy yaiifend1 Fuunddndna dsuavestoyaniguiseassgaumn
@ ¥ A @ = 1 3 4
squfu nazdadulagieszeunuaulavesiiasea (Activation level) HAAUTUDINUY
paniuenyeu lditiiseadus
1 =1 1 ] 168w
Tassvetszamniond Inseadrauanareoniisau luayues uandunilouduas lu
Wi Tasedrenulszamifion MITIWNUUDVVUINYEINIIBYTEUIaNA0Y 9 LAz
d' t dy 1 o @ - ° Y a a [} d' a £ =
mseudeiuiudiudidy Nt Idineaddyavesiienu WoNITMIVUIALAITNDIL
9 .
1 1 1 =1 1 @ '3 [ @ 1 1
Yyualre NNl szaniey o1 aun sy augaalszamsianududeunimule

1 1 v Sa { A o o g 1
YDUUDNVITITU ’(’JFJNhliﬂﬂWﬁTﬁﬁTﬂﬂJ‘U’E]\‘iﬁiJﬂﬂ Iy ﬂﬁtiUuiﬁl\‘iﬂQﬁ1n1§ﬂ@‘ﬂ%1ﬁﬂﬁgﬁuﬂmﬂ

9
S laseislszamil

511 4.2 laezunsuiiaseatia$ 19 (Artificial Neuron)

~ -1 = 4 =t @ =
%1ﬂﬂ']WLlﬁﬂﬁﬁ\‘iI‘Mﬂﬁﬂﬁ%’]x‘i‘ﬁﬂiﬂEJLL‘L!’Jﬂ’J']‘iJﬂﬂ"l]']ﬂLGIfﬁﬁ’mJ’t’JQ‘D”Jﬂ’IW TUYIUDUNN

v F4 [l v
do X X ,...x wgnilewdn ludeiseanadain FalSvudisy Idiuuanantowdds
1 2 n
3 1 3

=y Jd = o a = ° LY tAa = 4 [ -V-U Y 1

GﬁuLLuﬂﬁﬂJﬂﬂu’Jiﬂﬁ%’JﬂTW ﬁmﬂﬁmﬂuv‘g‘ﬂu%zu'lhlﬂﬂﬂlﬂ‘lJﬂTGlfuuuﬂGlﬂﬁL’J%‘V]‘V]iJﬂWNLWI 0-1
! { [ =] [ ) 5 1 ' 3’ @ dy LY ' d

W, W .. W ﬂﬂuﬁ%zL%TﬁUﬁﬂﬂGﬁﬂJm%u G‘]?\iﬂTﬂ’NuTViuﬂu%gﬁﬂﬂﬂgﬂﬁﬂUﬂTﬁMi\W}

L
1 2 n

T A It ' =4
(Strength) U939ANDLY wuldFInnIna ¢9A (Single biological synaptic connection) VAN

o o Aa o P v o -~ a o
GIﬁJLNGBuuﬂ"l]‘é’fl/]'l‘ﬁﬁ'l‘l/]ﬁﬂﬂﬂ%ﬂ\ﬁﬂéﬁﬂﬂﬂﬂ?L“]f’ﬁﬁﬁ‘iJ’t’)\i‘D"Jﬂ']W WNATIUNIIAUARAITATUDN



28

a ' Y 'S ) v < 2 a Y
Sunauazaez ldifeniun 13eni i (NED) Fuszswiulugdveainmesld

=

‘ne
. |

NET=XW +XW+...+XW 4.1

11 2 2 n n

d Y . . .
4.2 WanFunszduanuaule (Activation Function)

A Y o v v S vy o A w o =2y

dlolddyg i NET udanszuaunmsaeuiiiiseadesinedaduly 1313w
° o @ Y A Y o o v a Y A A Yy Y o
Suailagiumsdadule eldifuszduveamsdadulolifuiasen eld lAdaaa

4 a & A 1 v a o A [ ]
WiMuesiiiseasenin Fuifeude lufsiaseadidun Wulnswiw oUT
dou . A Aa o .
4.2.1 aeWanyu (Step function) n50aHe5 3% Taaflandu (linear threshold

function)

o

717 4.3 asliidonilanfuvesmniilaniu

< o A Aa LY 3 o @ ~ 9 [ ' T :l @
alilandy  viedmissmsslsadanruiiuszindyaaninguaATIn1UINUD
(Weight) smasmzuiisuiuansylaa NIANATINLINNNAUNTY TERLAINTZALAY
v
= v oW 1 1 @ ¥ @ =Y I~
aulavesinseamiiiy +1 gatesniumssleatumssduanuaulavesiiseassily -1

(®19UNUAY 0 TUV19TZTVY)
X = Zwixi (4.2)
I~ 1 [ [] 1 gl v W a
Tae X Wuawasinsznnemahniinfusune

ye {+1forX>t 3)

0 for X <t



29

Tasy Jusiszauanuaulevestiazea was ¢ iHuaunsaleansd nSeo10ilu
Hafauaug nEeuuuuguantad lidududuveusaduszamiinwidedelndifisends
sazlddulensuli o Taswiend1d1a

4.2.2 Fnupeaan ¥y (Sigmoid function)

SIGMOIDAL FUNCTION & DERIVATIVE
OUT = FINET) = 1/{1+eEXPlnat) | FINET} = OUTU-OUP)
1 s e e RSP S —
08 e N e e e et et e e 1 e =
o] S 4 S ————
B 08 oo N ] —_ —_—
8 05 | ——-m . e [
. VA :
o5 A
02 {,{ffﬁ—\ —
o /éo b N .
0 et e —r“""’/ bbb e TR e
2 2 2 3 § *r § 2 3z oz v 5 3 B 3 v MNET

51 4.4 nalitldornlanuvesBnueanilandn

1% o Ao o aa o - Y% . . [
ﬁﬂym?ﬁumwﬁ%Iaﬁﬁﬁﬂ‘ﬁuuaﬂymmﬂuu@aﬁLuﬂiﬁ\‘iﬂ%u (Non-linear function ) 1%

ad Y I's o ] Y =y Aa I~ a v
L@ﬁlﬂﬁW’J (S-Curve) Limz"lﬂmmmwwmumm"bmaiyiy1m@uvmwmmmaﬂq UAZIRNYAD
o &L o ' ~ s v g ] Y 2 v A
TRYYIWLLINN “]f\‘iﬁil]u‘ﬁllﬂm@‘ou“]nlijﬂ'lx‘lﬂ’]ﬂleJx‘iLﬂﬂH‘Oﬂﬂi]%iﬁNﬁclﬂﬁLﬂfN “I” NITAUNITD

1 I3

o 3 9 I3 0 LY YA v o Y
doynaieoug nsausuanteshrziivwalndifes <0 EUH) VUSNAYYIUUTI
=g 9 Y [ [~ XY} 9 Y ] 01
neuanndena lvimalndifes <17 waydyyIan1aauns e Adanalvimalndified “0” 1BUAY 00
A o aa o . . £ [ dy 9 o
29N VLUV UDADIYT (non- linear gain) mi}maﬂymmmuummmuﬂ{]'ﬁgmu@w
v oo . . . 9 ° Ya = A v 43’
NS FUAENNT (Noise-saturation dilemma) 18 wazilviseaeuNg3 19U INITD
o cv a Yy 9 .3 a ] = o o
Aufuvavesdunn laniunnau TagasounguanKea 11939 -00 §3+0 Tasenau
a o o A
UDITNUDLANINTUAD
o(x)= (4.4)

l+e ™



30

4.2.3 Yarlasluanunuauianiu (Hyperbolic tangent function)
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4.10 Hopfield Network

v . . . . < Jd o = % Y
Taou1nae 14 sign activation function iuilefFunszdunimanla laviaunsdail

. +1 for X >0
Sign(X) = ) for X <0 (4.19)

Jd o 1o 4 v [
Tuilasdunszduanuaulong lidmua sign©) ilesnindrlaseinelésudeya o
=3 = ’ A s g
MBS A0IULANNE1AD TEU VAL
NTNIUVDY hopfield network %31%Lﬂ§’é]ﬁﬁn1&lln%?ﬂ“ﬁ (' matrix arithmetric) Tae

¥ Fd
mmaﬁmﬂ"ﬂ%mmuﬁ'w matrix W fail
W=Y XX - NI (4.20)

A £
1o X, UnY vector YBIUDYA
X! UNU matrix transposition
a o o 4
I LN WA ATOAANEHIYUIA m x m
o d' ~ I ¥ 4 v J o
N unu $uanvesaiue ( X, ) igunsadoud ldnnweinaanignimua
Tay Y =Sign(WX,—60) e 0 unuf threshold matrix
szueMINAUING 19 hopfield network U1e18 3 sz8zAD
o V! [] ]
1. AFdmhilndulnssheldaunsased id

1 19/ 4 @ Jr Y 9 A 1
2. nagoulasaviy Tﬂﬂmﬂﬁmagaummmﬁauwaawmwanaaﬂmwm"lm

3. sz ld 195
Hamming distance 141A§ 1171204904 vector uana1aiu 1ud13asendng vector X

ez Y unudae | X, Y|

@ o

Hopfield network Sviasanuddm§uin vector Miuanlalu vector NeAU

]
=

. . d‘ o d' vy
999 hamming distance 911 vector m“lmuwmuaﬂwqﬂ



39

4.11 Bidirectional Associative Memories (BAMs)
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1. Laptop Fujistu
Cpu Pentium 900
Ram 256 Mbyte

2. Desktop
Cpu AMD X2 4000+
Ram 2Gbyte

3. Desktop
Cpu Pentium 4 2.66

Ram 1Gbyte

6.2 Capture Packet
< <] (Y o o 4 o o o
9131 6.6 WumssuTysunsudniu Packet tWotiiluad 19 Parameter dnfuns

Train TagagTiuyive1¥iden Interface Card

adapter selected: printing the device list:
[{. “DeviceNPF_GenericDialupfdapter
fidapter For generic dialup and UPN capture)
2. “Device \NPF_{17FBAFL19-DAZPC-40C21-AN18~-F2A41989E53A
(D-Link Gigabhit Ethernet Controller
2. \Device NPF_{86E338C1-49FG-4ED4-8AB0—-464CIABEG278>

] {NVIDIf nForce MCP MHetworking Rdapter Driverd
Enter the intewface number (1-32:%_

gﬂﬁ 6.6 1137 Run Program Capture Packet

Tunmsnaaeus lFauniosneluszuy Taghamlugiluuua1ee 1wy Bit torrent,

HTTP, FTP, VDO Stream, Audio Stream, MSN 4184

d‘ 9/ o
6.3 Parameter 111091001591914
@ ° o Qy 9 =y :/, A o 9 1
nSanmsrnuas sguud) 1Usunsuaz@ou Parameter ianuanaziir i 1Fanuse
. £ ()] [ ' ~ [
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6.4 Neural Network Training
T3 Train 1571940347910 File block nz 128 Byte U3 Training
P g @ 1 . A
110317 6.7 iuda9e19W0ue9M 3 Train Tagh
- Epoch : 92U8NT0UNY1N13 Training
- TSet ACC : fAoAugn@e4u80utput Yue Training
- MSE : Andgusdoutput node 11415 Train AL IO
<3 d o Y =]
- GSet ACC : {HunlodFunNgNABIVBINITNATOLHBALUEZUNALND

= ~ 19 1 .
93999 131 19n15 Train

 Epoch :8 TSet Acci72.728%, WSE: B.B8B593% GSet Acc:8%.382x, MSE:

Heuron weights saved to 'packetweights.csu’ .
L Epoch T8et Acc:78.667%, MSE: B.8819645 GSet Acc:192.25%%, MSE:
FEpoch TSet Rec:44.659%, MSE: B.8214B%6 GSet Acc:i4.38%x,. MSE:
[Epoch TSet fco:44.18%, HSE: 8.08982553 GSet Acc:86.91x, MSE: 8
poch’ TSet ficc:72.95%, MSE: B.8757421 GSet Acc:85.758xz, MSE: @
TSet RAcec:56.697%, MSE: B.B885611 GSet Acc:88.845x, HSE: 8
TSet fAcc:65.4%, MSE: B87B684 GSet Acc:89.293x,. MSE: @
TSet fcc:68.842%,. MSE: 8.887191 GSet fAcc:91.71%x, MSE: 8
TSet Bee:?5.951%, MSE: B.68768836 GSet Acc:91.B44%. HMSE: B

[--R - RA LIRS L]

-
.
H

Neuron weights saved to ‘packetweights.csv’ ‘
:¢ TSet flec:74.583%, MSE: 8.8682342 GSet Oce:93.599x, MSE: 8
:10 TSet fAcc:88.B46%, MSE: B.8619251 GSet ficc:93.79%4x%,. MSE: @

ghte saved to ’packetweights.csy’
:11 TSet Acc:82.297%, MSE: 8.8748517 GSet ficc:94.832x, MSE:
:12 TSet fcc:82.86%2, B8.06BA541 GSet Ace: 5
:13 TSet flcc:?5.631%.
:14 TSet Acc:88.294x, B.6683892 GSet Acc:
:15 TSet RAec:87.455%. B.870142 GSet fAcc:1973
116 TSet flcc:68.816%, 8.67499296 GSet fcc .
17 TSet ficc:=88.5456%, 8.8692213 GSet ficc .?24%, WMSE
:18 TSet fcc:84.76%, MSE: B.MA675933 GSet Acc:91.146%, MSE: 8
:19 TSet Acc:92.854x, MSE: B.85966 GSet Rcc:93.876x. MSE: 8

IHeuron weights saved to *packetueights.csv’
[In the end
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Train 0UUINILTIIAITTUAN Weights 50 TuliAuasninsouse’ly Train 14 TSet ACC uay
=} 1 v

1T a o &Y 1 1 [ {
GSet ACC geninuAufvztiufindr Weights iandiuaslal ¥8491ANINADEUI1 1A File N
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6.5 Traffic Classification
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1 1 { a 4 I~ ) 1 1A
wait Idamnsasey 189 Trathic MiAadiu Wuaila Non P2P TasfiAinnmgndosegi
d 3 4
Uszana 80 ilosiud
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1A599N 1 1191 Download bit torrent
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