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ABSTRACT

Since Computer network and Internet is used to basic of network and it is developed
continuously, thus it maybe impact to network because of intrusion. So we have come up with the
idea to develop system that is based-component of intrusion detection system and intrusion
prevention system and it is on FreeBSD. System management is used by command line that it is
not easy to use. So Simplify Network Intrusion Prevention System to manage and analyze packets
with configuration on web site and to learning process of Snort (Intrusion detection System) and
IPFIREWALL (IPFW or Intrusion Prevention System) using FreeBSD. System is designed to
capture packet to Snort database that it will be used to analyze packet before control firewall by
using Web-based user interface. The graphic user interface is based on web-based development by
PHP, Database is MySQL database and Web server is Apache server. In analysis model concept
of tool, we use the Structured Analysis and Design to explain development of our tool by splitting
into 3 parts. First, Data flow diagrams are used to explain overall flow of data. Second, Activity
diagrams are used to analyze activity of tool. Third, Entity-relationship diagrams are used to
analyzes entity of tool

This system development is designed with web user interface that's easy to analyze alerts
by splitting detail of alerts. Our can search information of alerts and create basic rules of firewall
and snort. By the way, our can see old rules, backup rules and recovery rules. The Project can
work with successfully but it hasn’t feedbacked of snort to control firewall. This Project can use to
analyze alerts, control rules and create rules of firewall that it can use in the real world and it is

based on control efficiency.
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3.3.2 Dataflow diagram
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noRIINMLNI s ref_system id int(10) unsigned fi® Reference system ID
o
13U
gD ref tag text fiD Reference tag (e.g.

CVE-CAN-2001-01)

-1 ° o a o o
1139 Reference ﬁ'ﬂ INY Reference IDs N TUSNIUBIITOI

4 ¢
A1519% 3.11 uﬁmﬁam’fagammmsn Reference_system

]

A v a ) a 3/ o o
yousya 'sowmlaya ¥uAvYaIvUBYQD ABEUIE
= d a
minuydmnuses | ref system_id int(10) unsigned fi® Reference system ID
(4
13ue
ForunouTnmu ref_system_name varchar(20) f1® Reference system
name (e.g. CVE)

o<
#1313 Reference system i INVI1UN1TUDY Reference system
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Fodeya Fervadeya ¥iinuestoya Mesuy
MNUERVEIAY id int(10) unsigned Aosuauiy
Auto increment

¥TiAUSn %’u action varchar(10) f1®9 Action

(Alert,Log,Pass)
yiial1ls Tnnoa layer4 varchar(10) fio Layer4 Protocol
ninuav lefiueain exter_net varchar(10) fio External IP address
aANMuUBNAS 01
MUAINDTA exter_port varchar(5) f0 External Port
AWUBAAS DY
AANS direction varchar(255) #10 Direction
anoiav lofitteata | home net varchar(10) f10 Internal IP address
amylunievio
MNBUND A home_port varchar(5) 0 Internal port
mulunsovis
doanu msg varchar(255) fio Message
L‘ifmﬂ content varchar(255) f1® Content
ylanaa classtype varchar(10) Classtype(Attempted

Admin)
oy Insoosh | priority int(10) unsigned f® priority
nnuruIEes | sid int(10) unsigned f1® Sensor ID
Yavs e q?u rev int(10) unsigned 19 Revision number

o P
A13W Rules 710 A151910Y rules N3 19

S ¢y
N1519N 3.13 uﬁmﬂamagavmmsw Sensor

d' 3 4’ 3 ~ b 7 ° <)
wmmga 'sawmlega nm'nawaga f!A195118
s ] . .

HUNBIBUWYUIBDS sid int(10) unsigned #19 Sensor ID
A s 3 o & ¢ o I'd
¥oladuouduiyos | hostname text fio lodn voUBUITDS
P=S I's
dumos e interface text fio Network interface
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¥adeya ¥orundeoya viinvesteya A1esuy

(e.g. eth0)

Aunos filter text fio BPF filter

a d
swazidun detail tinyint(4) fim svazIBUANITADN
msdulfn encoding tinyint(4) fogtuuumsidnsa
o

YOIUNA 1Mo

a ¢ 9 . . . a

DIUNYANY last_cid int(10) unsigned fi® Last Event ID

a4 A g o
A1379 Sensor A9 NUYDIHUIYDT

m131371 3.14 uerasiandoyaveIms1a Signature

4' k4 4' ¥ = k7 ° L=
¥oyaya yatuAveya FUAVBIVBYD A1B51LY
MNuIVFNUDS 1ve3T sig id int(10) unsigned Signature ID
A a s 4 S .
POYNIUDIIYDI sig_name varchar(255) Signature Name
nuwmsAMIFHIATU sig_class_id int(10) unsigned Classification ID
o = H 7 . .
nuay rlsee3h sig_priority int(10) unsigned Priority
NG IaTU sig rev int(10) unsigned Revision number
o o o
NUWQAVFNUUDI LTI sig_sid int(10) unsigned Internal signature
mulu ID

A13579 Signature Ao 510MIN1FTAszIBiouNS Alert @138 signature names, priorities 1A

revision IDs

4 ¢
ﬂﬁNﬁ 3.15 uﬁmﬂaﬂ%gammmsn Sig_class

Fodoya Forundeya vinvesdeya feing
PRUIGLGGR G| sig_class_id int(10) unsigned fio Classification ID
Lﬂ‘f;’u
‘?;'ﬂﬂa1ﬁ Qﬁm%’u sig_class_name varchar(60) fi® Classification name

f11314 Sig_class Ao A159ANT 310NV alert D signature classifications




M ( .
A13190 3.16 uﬁmﬂaﬂi’fagmmmsw Sig_reference
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¥odoya ¥orundiaya viinvesdeya A18511Y

wnsausnues | sig id int(10) unsigned fi® Signature ID

L4
1¥B3
neavaIRLYS ref_seq int(10) unsigned f1® Reference sequence
osisun number (multiple

references)

nunavsmesisun ref id int(10) unsigned fio Reference ID

. A o Y Y a o o o 4 4
#1319 Sig_reference A VYYD WA T UTNINDILYDI

4 ¢
A13137 3.17 AAINaAYDYAYDINTT N Tephdr

A& v A v a v o _a
yovaya ¥aivaveya ¥HAYDIYBYD s
mnuaviswees | sid int(10) unsigned fi® Sensor ID
MnoYdIIuN cid int(10) unsigned fi9 Event ID
¢ s B 3 A
HUDUNDIANTN | tcp_sport smallint(5) unsigned 19 TCP source port
b4
AUNN
S s a . A . .
NUWIAUNBIANYN | tcp_dport smallint(5) unsigned f1d TCP destination
Uaonis port
o o Asa 5 é a
HUWRDVAIAUNGN | tcp_seq int(10) unsigned f TCP sequence
number
0 adea . . a
HUWAVUBANYN tcp_ack int(10) unsigned 79 TCP ACK number
[ =
oONIBANGN tcp_off tinyint(3) unsigned fio TCP offset
8 3 A o . . . A
nENsIveIw tcp_res tinyint(3) unsigned 19 TCP reserved
uAnAGNA tcp_flags tinyint(3) unsigned fio TCP flags
AAaa ' . . . P .
nanIulal tcp_win smallint(5) unsigned A8 TCP window
fddndy tcp. csum smallin(5) unsigned f® TCP checksum
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¥oleya ¥orndoyn yiinveavoya Ae31
WoUIADS gmﬁﬁ%ﬁ tcp_urp smallint(5) unsigned 10 TCP urgent
pointer
1379 Tephdr A0 1AV310ALIBUA TCP protocol
P = dJdy
M13139 3.18 uaasaadelaveans e Udphdr
d’ 3/ 4' :'d o 174 ° o
yodoya yevavoya yinvovelya f1e5ue
winolauEuEes | sid int(10) unsigned fi® Sensor ID
MRV cid int(10) unsigned f19 Event ID
wos ﬂg?\ﬁﬁuma udp_sport smallint(5) unsigned fin UDP soure port
WO ﬂg?\'ﬁﬂmﬂ‘n 19 | udp dport smallint(5) unsigned fi5 UDP destination port
ng?}ﬁ udp_len smallint(5) unsigned fio UDP length
Ay udp_csum smallint(5) unsigned f9 UDP checksum
A1379 Udphdr fie 11 U510a280a UDP protocol
A Sy
M13199 3.19 UAAINAAYDY VDI firerules
A‘l 17 d' b 'J o 14 o -
¥odoya Folvavoya yiinusavoya fAesuie
ooy lod id int(10) unsigned wunineayled
auto_increment
lofi 11008 ipfw VARCHAR(5) iy left Insead
Y addl VARCHAR(S) FUAT DI
HINYLUNG num int(10) unsigned Lﬁ‘uwmmmmg
Ujiers den VARCHAR(5) Pumsifies
TusTnnoa proto VARCHAR(5) wuldsTanea
10 from1 VARCHAR(5) Hudansnn
mnounioie | inl VARCHAR(15) funneaunsevy
molu aolu
] - Y ]
GE tol VARCHAR(4) nuAdsoe
MALIvIASeYIw | out VARCHAR(15) Huvineavnieviy
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4. 97 lﬂ’ v = v ° a
¥8vUBYan yelvavaya YHAYdIYOYa oL
NsUIN aUUBN
o . d ¢
NoIN sport int(10) DUAVIBLAUNOTH
A Swyd s Y
#1135 firerules A9 ﬂ'liTQﬂ‘l?lﬂUﬂ'lGluﬂ'ﬁﬁi'Nﬂf‘]‘llﬂ\? IPFW Rules
a 7y .
f13194N 3.20 !Lﬁﬂﬁﬁﬂﬂﬁlﬂgﬁﬂlﬂﬁﬁ?i']ﬂ Acid event
A v a ) a y o .
yousla BOLUAVDYQ YHAVBIVBYQA 185118
<] 4 o o
HUBIAVIFUIEDT sid int(10) unsigned A9 Sensor ID
MNUEYBIUN cid int(10) unsigned #9 Event ID
o o A N
HUWOUFMUIYOT | signature int(10) unsigned o Signature ID
4 o o o
Yodniuesiyos sig_name varchar(255) fo sig_id
NUWIRVARTATH sig_class_id int(10) unsigned 19 Classification ID
1YY
d _ad P— . | { .
oy 150030 sig_priority int(10) unsigned Priority
Tfaaud timestamp datetime funmmiimsiivien
winuiay lefiteain ip_src int(10) unsigned #© Source IP address (32-
AAUNN bit unsigned int)
nunuav lofiiens ip_dst int(10) unsigned f1© Destination IP address
wmadaionia (32-bit unsigned int)
Tds Tnnea'lof ip_proto tinyint(3) unsigned fin IP protocol
NUBIAVAWD34 | layerd sport | smallint(5) unsigned As wodaduma
¢ v
NOIARUN I
o
HUUVUY054 layerd_dport smallint(5) unsigned Ae wesalaremn
o
wosalaionig

3.5 In3399319v04 Configuration File

szuvdIuAnnenuf]

y
Configuration files Al

¥

¢

PV

< o Qs o [y 1
JudmSumsianmisszuuflesdunisyninmedrod
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3.5.1 System Configuration file
1 4
Uszneu liduIMdneuinaegdadi
fete/rc.conf 1 aAudeya lofiueawmsa Fomiss inand Wudu
[ [-3 A o 4
/usr/local/etc/apache22/httpd.conf Lflu'lﬂﬁ'"l%'m‘ums MYAUAAINTITNIIUYDIUIU

Fiies

3.5.2 IPFW Configuration file
/ete/IPFW.conf sh 15l IWdildashs uazdmuanguesInsend

3
wu s wmualuidaad

/sbin/ipfw -f flush
/sbin/ipfw add 1500 divert natd ip from any to any via lel

3.5.3 Snort Configuration file

] 14
/ust/local/etc/snort_inline.conf W lWdn s Pdeaves lsunsuauesyn wulsuld

o =i s :.1”
Joyadunulugudoya Taoli Inseadredsii

output database: [log | alert], [type of database], [parameter list]
NN
[log | alert] Ao 523319z udoyaludnyes alert u5o log TavtnAud9zd log
[type of database] {51 mysql 138 postgresql 130 unixodbc
[parameter list] fmuali key=value fuuAaz key #70509319 106 key A0
- Dbname Ao¥ogudeyaiiizouns
- Host i $9 Toduns ROBMS 7119
- Port fip HONWBIAVBI RDBMS 7114/

2 @ 1 ¥ b4
- Password f19 Wﬁmumsmgm‘uay‘a

q o '
- Sensor_name f18 ¥ sensor ¥osau0IN &1 lszyszainidies
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- Encoding fo ﬂ‘liL"fhiﬁ‘ﬁ‘fl’ﬂy‘a fourtiano hex, base64 11a¢ ascii
A = 4 ¥ a
- Detail 19 JWasvANIINUYDY U full Liag fast (default)
f981913U

Output database: log, mysql, dbname = snort user=snort host= localhost password=

snortpass
11554 Snort (daemon)

Snort_inline -D —c /etc/snort_inline/snort_inline.conf -i ethl -u snort -N -l

/var/log/snort_inline/YYYYMMDD
NUIYLHN R
-D Ao 5uluTvua daemon mode
-c fi Load configuration file
. - o
-i fis Bumose
-u f® SUTAY UID user
-N fis Liify log Trol¥ Alert Un@

- o o v & d
-1 /10 MYUAR N UININD log
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NMTNAIHIMBZHANISNATOUT VY

@ o ] a 4 o
Tumsisnnszuunuvesszuuiessumsynsnniotivasuiaaes Tavldauein
¥ @ v [ ) o q’;’ o
wag IPFW  wounsieudenugldiunaduuagmsesowmesia duasumsnaun

1 4

A A
FITUVUITUHURAIU

4.1 M3EUMsUHURIY

a wa Y AN 97 a wva 4 o o ¢ A
ﬂ'li'J'liHLWNﬂ'li'lJ{]Uﬂ\ﬂu 1ﬂlﬁﬂﬂ1‘lﬁ$‘ﬂﬂﬂ§]ﬁﬂﬂ15 15095 UazHoNALIT NS
o o v ) 4 o ° [y
Aannszuutlestunisyngmnsetisneunianes uaz lilsunsudmuadimsumsaivguy

1] 8
danudeae T

4.1.1. szuud§inms @enl¥sruud§inms FreeBSD 7.0
a wa a S Yar o 1 v vy P- | [ [T
dhuszvul§iamsunvgiindi 185uanuiouedramsnais uaz lideudom 14910
a ea ~ ~t q’: a aa e a IS LY 4
Tavszuudfianisvitiead udussvul§idnsitiedosamuasiinauilasaivgen

3 zuuﬂﬁﬁﬁms Linux @12730 download 18910 fip://fip.freebsd.org/pub/FreeBSD/releases/

d s
4.12. FoWdnIsvIsnTIvaouNinifin 18en1Y Snort_inline (383%%  2.4.5 15u
o o kY] o a o { o
TilsunsudmSuasaaduuiinda aueimaulaufiuszuuasredumsyngnidaulasin
s L4 P A - a 9 s ar - ]
szuuasIvTuMsyninvesauein suilwnsesfionldnsnduuazosiunisynsmnseto

Tagansomn! Inaa ldnndv Tad http://snort_inline.sourceforge.net/download.html

4.1.3. mnAlfumawannwserdud idenld PHP nedvu 5.2.5

2111 PHP Sauiluniun script figmisaiiausaudu HTML Tasawrsolion script
unsnid 1 tag awr HTML 18 wlomunsaewduvg paP 714 Tao PHP 134 open
source ﬁmmsn‘l&’r’qm"lﬁ'ﬁ'nnmoq ssvuﬂﬁﬁﬁms U Windows, Linux , Unix l‘ﬂuﬁ'u uag
daaseseslunisinredugiudeyanaion viiadrs annsoarnilvanldnindyled

www.php.net
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o
4.1.4. SuiFsvined 1@enly Apache 179354 2.2.6
Wududidnesnamnsasanis iedradidsz@niamgs uazarwisoiinu
v 4 s
aouaueIneszUuu 1A a131 Inaa 1@ ntiula@ hitp:/www.apache.net/
4.15. szvugudeya @enl¥lilsunsa MySQL Server 138384 5.0.45
’ o o o o

Tsunsy MysQL lugwdeya sawlumsitudeyaliiffuszidiou sesfusrda sQL

(Structured Query Language) tHuaonauas lamuaasa amnsonnl Inaa'ldi www.sql.com
(% s a d
4.2 mavisnszuuiestumsynnnIevisnouiInD

L4
1Y o ] a 4 o o o [ YN ~
msRaszuilessumsynsnindetioaouiames Tasliswunisiaundedeld

4.2.1 Aasaltsunas IPFW nazdemszuuitaslefiueniasa nie NAT
wevinthiilunisudaslefineamsadauyanaliifiu lefiuoansaasisus v
AlFnumolunIediwamisosengdounesiin TnonoyIWa Kemel vussumlfiianmssi
ad nisnmiui TUfamlu fetcie.conf

o 3 o o He
#3198 ipfiw.conf.sh i 1911 uA Rules Az a3 19 NAT fall

/sbinfipfw -f flush
/sbin/ipfw add 1500 divert natd all from any to any via lel
/sbin/ipfw add 6500 pass all from any to any

udrneoadnnguiniuguiunionds

4.2.2 Aadagudoya Ao Mysql
o g ’
nudoya ennuiussifivuvesdoya uazazaindonisionldaudeya’ld

g
339137

:, -4 3 3
4.2.3 Aanalisunsaiudivines Ae Apache

A o 4 ad¢ s 3 o ¥
LW'OYI'ILﬂ‘NL’J‘Ul‘]ﬁVh'JE)i s].'t-lf'l'l'i Remote l‘ll'lll'lilﬂﬂ'li‘llf)ga

4.2.4 Aanslisunsy PHP

A Yo o d
LWﬂll‘lfﬂﬂﬂ'li AINTNIUBUNUY

4.2.5 Aanalisunsu Snort_inline
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A qu o 3 d
o leasnduunnmnag

[ d
4.2.6 Yamsudlvna Snort_inline.conf
A o o o s o o
e muazUuuumsimnylig ¥ asi
o o
output alert_full: snort_inline-full.log Wumsdamuuuy Ful log
o q- v o
output alert_fast: snort_inline-fast.log Humssafiuuyy Fast log
output database: alert, mysql, user=root password=root dbname=snort host=localhost

v d ¥
lfluﬂ'ﬁ%ﬂlﬂﬂﬁﬂj THYBla

v ci o d
4.2.7 30mM3 Path vyl Rules
(Woriimua Path 714171 Rules 1w Rules a1nsa 1l Tnaa 147 www.snort.org

RULE_PATH /www/rules

4.2.8 Samsingamy log
iesants log Isaitumfismua TassunsesmuaswasBoamssaiy log 147
/usr/local/etc/snort_inline/logrotate.d ﬁ'ﬁﬁy
/var/log/snort/alert /var/log/snort/*log{
Daily
rotate 7
size 100k
missingok
compress
sharedscripts
postrotate
/etc/init.d/snortd restart 1>/dev/null || true
endscript
3
vanoma TaveSuodndddylunsuiulyeszuy Suusmifu Daily Aenrssaifiy

ar é [-J - Ll
log 3107 Faduves lamsadmualdsafiuiiusoifonu fio monthly aeuuily size 100k
° fhde o P J. LY [
fMvuavuia TWdndany lufifife 100k og compress AsliTaiULBVLDUSA Twsoud

<
1wy nocompress 4
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4.2.9 Suldsunsu snort_inline
o’: o (3 EY od o [ d”
iuRINsiu i auasniinuae
snort_inline —D —c /usr/local/etc/snort_imline.conf
o o W o y
ASNAADY Rules vosauosn l9mdensil
snort_inline —T — /usr/local/etc/snort_inline.conf

} 4
1 Rules TufidoRawainezilsingdonaudail

Session Edit View Bookmarks Settings Help

N -*> Snort_Inline! <*.
o" )~ Version 2.4.5 {Build 29} FreeBSD
rree By Martin Roesch & The Snort Team: http://www. snort.org/team. htal

(C) Copyright 1998-2005 Sourcefire Inc., et al.
Snort_Intine Mod by William Metcalf, Victor Julien, Nick Rogness,

3 Dave Remien, Rob McHillen and Jed Haile

Bl NOTE: Snort's default output has changed in version 2.4.1!

The default logging mode is now PCAP, use "-K ascii® to activate

the old default logging mode.

E|Snort sucessfully loaded all rules and checked all rule chains!
fIFinal Flow Statistics
il, ----{ FLOWCACHE STATS J----------
BlMemcap: 10485760 Overhead Bytes 16400 used(%0.156403)/blocks (16400/1)
B|Overhead blocks: 1 Could Hold: (9)
IPV4 count: O frees: ©
f{low_time: O, high_time: 0, diff: ©h:00:00s
[ finds: O reversed: 0(%0.000800)
find sucess: 0 find_fail: ©
Eipercent_success: {(%0.500000) new_flows: ©
database: Closing connection to database “up\"P9(P3("
-]

1 ¢
g‘llﬁ 4.1 HAAIRANTIINATOD Rules 4990UDIN

14 9

M ( =
910317 4.1 HARIHANIINATDY Rules VOITTUO5N 61 Rules gnaes sz hififoranain

)
(Error) 1NAYY
Iy 4
4.3 Tnssadniuwagmaesownesiia

Y o da ¢ Vo o
Iﬂi\?ﬁi"l\ﬁlﬂﬂnﬂﬂlﬁgﬁl“ﬁﬂﬁﬂutﬂ@ﬂﬂﬁﬁTN'ﬁﬂll'CWN"lﬂ JU
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Web-Base
User Interface
( Main ) C Alert ) Search ‘ Maintain ’ Gmh Rules) (Sensor hmrrace) ( import )
Sensors/Total Total’s alerts Src. Addr File Configuration Create Snort Rules Import ICMP
Unique Alerts [~ Last 24 Hours alerts Dest. Addr Upload File Configuration - Create IPFW Rules Import TCP
Total Number [~ Last 72 Hours alerts Layer 4 Proto [~ Backup File Configuration Import UDP
of Alerts Most recent 15 Alerts |- Timestamp Recovery File Configuration Import Raw IP

Recent 15 Unique Alert
Src IP addrs Frequent 5 Unique alert
Dest IP addrs

: o < da o
310 4.2 yaaslassademshauvesduwagmresoumasme

= v o < da I3
inﬂg‘lJ‘Vl 4.2 llﬁﬂ\1IﬂiQﬁﬁ]qfniVl'NTLHJﬂu’JUlUﬁgﬁl“ﬁaiaul‘ﬂﬂilﬂﬂ lﬂUﬂ'lWi']ll

d Ja o & ya 'l ) o ' d
ilﬂﬂiSUUL’JUtUﬁQﬁWﬂi@ulWﬂiMﬁ LWB‘I‘li'Jlﬂi'IZ‘H llﬁz’diNﬂ;ﬂuﬂﬁﬂﬂdﬂuiz‘UUNWNnU

4.3.1 uwagaweioumesivla Login

o Ia 3 . ' ~ @ Y qvd o
IULY ﬁgﬂwasaumaisﬂa Login l‘ﬂut’f’]uﬂ{]ﬂ@ﬂUﬂTSl‘il'lﬂl‘lfl'JUL'Uﬁgﬂl“lf?)i

sumosia Taoi hildsumseyana

Network IPS

Username : |
Password :
| Login ; Cancsl

P < o s g
3UN 4.3 uan I Uayare I 0UMBIING Login
= Y} . o Ia &
1z 4.3 dunisuanani Login vesduwayaaesoumasiva
432 Suwagasesdsumasivla Main

g /o ¢ . a & A gy a o
Auiuagmaeidumeia Main uaassiwazdsanmaion e ldlunisdinsizy
g o

3TV A9zl 4.4
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Fle Edt Yiew Higory Bookmers Took j
@ = g Il hetp: 1321631 3/dex.php s o 3 P i
£ Most Visited @ Getting Started . Latest Headlines

Time: [ 04-Oct-2008 094751

Database: snon@localhost

Sensors/Total: 2,2
Unique Alerts: 9

TCP3°
Total Number of Alerts: 1732 [_~:"—J
- S IP addrs % Pt
- Dest IP addrs 13 f——J
~ Umique IP inks 18 S
« Source Ports 43 F
TCP (42) UDP (0) PortScan (< I's)
- Dest Ports 4 |
TCP (3) UDP (0) \

A < 7 P v -
31."" 4.4 llﬁﬂi!')UL‘Uﬂgﬁl%ﬂi@u!ﬂﬂilﬂﬂﬂl‘l'l main

a < da o Y & a I's -
1NN 4.4 yaRauagaXoIB UMM AN main MINIOAATIZHNIIWNNTMS

o °
Alert Tasaunsnulosiduyeens1$a1uvod Src [P addrs 11ag Dest [P addrs 1agd1uu
v
Alerts navua'lg

o ia d vV
4.3.3 U ﬁgﬂ!%ﬂiﬁu!ﬂﬂilﬂaﬂ"] Alert

g Jsa o Y A o =
l?ULUﬁQﬁL“ﬁ@iﬂulﬂﬂiMﬁﬂu1 Alert LHEANNITINDU Iﬂﬂllﬁﬂﬂ ﬂfl?‘ll‘l’\ 4.5

- Today's alerts unique listing
- Last 24 Hours alerts: unique listing
- Last 72 Hours alerts: unique listing
- Most recent 15 Alerts: any pratocol TCP

- Recent 15 Unique Alerts :
- Frequent 5 Unique Alerts :

l!’ =4 da o v
3N 4.5 naasduwagaes oumosmanii Alert



56

i Ja P Y
N1l 4.5 naasduwagmaessumesanii Alert TaonthilannsaiGong Alerts
Tasaunsais ung vlﬁ’ﬁ}u Today’s alerts , Last 24 Hours alerts, Last 72 Hours alerts, Most recent

15 Alerts, Recent 15 Unique alerts L81 Frequent 5 Unique Alerts

NetworklPS |

i

Lisung Alerts ALL : Last 15 Alerts Delete Alert

|

|CKi:([:q) | Signature .Tm ’Sc-ceAd&us Dest. Address ‘h}erlkoto
e o

T 108 | {(hrp_inspect) BARE BYTE UNICODE | 2008-10-03 | 1921682263 |03 150 224 132 _

{ENCODING | 102842 | 2199 | 80 s

{— i i {38 [m:_B MISC Imvabd HTTP Version | 2008-10-03 ! 192.168.226.3 : [zoz 1<o 224132 ;r =

| ) {String | 102850 | 2199 80 L

{ L1137 [\\m-.\nsc Imaid HTTP Version |  2008-10-03 | 1921682263 |~o% 1<1 23316 cp

A String 3 1028:21 i 2192 i

- o

[ [(uttp_inspect) BARE BYTE UNICODE | 2008-10-03 | 192 16814 1

i i1 - - & . 2

| 1119 |excoping [ 102932 . 19398 192.168:1 880 <

| — || 16y |WEB-MISC bwaid HTTP Version |~ 2008-10-03 | 1921682263 : [203 m m 16:| N

Nt Y/ Ay mm) .0 A R | "Q\

i ; !\VEB MISC Ivalid HTTP Version 2008-10-03 | 1921682263 : | 203 151 23316 j

I l1-166 p < g TCP

102833/ 1 2237 80 |

= [WEB-MISC Imvaid HTTP Version | 2008-10-03 19216814+

i { b .

| 1_“.1ﬁ‘ 4 Clom 00 1921681880 ! e

| [1o1s [WEB-MISC Imald HTTP Version | _ 2008-10-03 | 1921682263 - 224132 | -

! [stang LU q02881 | 2199 80 ,

a g da ¢ ¥
31]7] 4.6 llﬁﬂ\‘ll’)‘uLUﬂgﬁt‘Bﬂiﬂumﬂilﬂﬂﬂu'l Most Recent 15 Alerts: TCP

— 4 Ja o £
mngﬂm 4.6 lL’dﬁQl?ULUﬁgﬁlmﬂiﬂutﬂﬂilﬂﬁﬁﬁ1 Alert in last 15 Alerts ¥R

F10ATDIANANITNAAD I

-1 da d £
4.3.4 numaqawasaumaisﬂaum Search

A e 4

d Ia 4 v (K Y A
AuuagmesosaumastWanii Search mwsaladunoaunilafe Src.Addr,

Dest.Addr, Layer 4 Proto 110 Timestamp ﬁdgﬂ‘ﬁ 4.7
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Search
Sre. Addr : Dest Addr Layer 4 Proto : Timestamp :
| Search
765 Totals. Delete Alett
ICK "::_ ig) | SiEmare Timestamp Source Address | Dest. Address | Layer 4 Proto
~ |1 - 3434 [WEB-MISC backup access zm:‘;:‘ 19:11.;::.;.4 74.125.96.85 :80 TCP
“1-3434 l.\i;::::).\!ac'%;(‘;“ zm:g‘ l’f":’;" 74.125.96.85 :80 TCP
1-3434 ::_::"‘ ad Glecomplation zm:";‘ ":’4';:;:" 74.125.96.85 :80 TCP
1-3434 ‘;_\'323'3}’_30" OVERSIZE CHUNK 2‘1";'3:3:‘ "f“;‘:";“ 74.125.96.85 :80 TCP
1-3434 "f_f"“‘ﬂiff;“k*[“"di" 1:::03:‘ 19:1;;::,1“ 74.125.96.85 :80 TCP

51N 4.7 naasduwagmaes oumesianyii Search Taodun 115 lansa TCP

1n3UN 4.7 wansduwagaesaumesinanii Search TasdunililsTanea TCP

< 4 o o A y
13U Search anIalddunideyandenms lagerfedinaeanisdu dunsadunuivey

Src addr 150 Dest addr #3590 Layer 4 Proto %30 Timestamp

ia d
4.3.5 Nuagaiwesounaivlaviii Maintain

< da s Y . . @ o . '
rmmﬁgmmasaumascﬂﬂnm File configuration l¥vamsny Configuration file 113¢)

filo IPFW Configuration, Snort Configuration Hag 113 DenA7 Configuration file il

File Configuration

- IPFW Configuratior:

- Snort Configuration

- Snort Rules

Upload File Configuration
- IPFW Configuratior upload
- Snort configuration upload
- Snort Rules upload
Backup File Configuration
- Backup IPFW

- Backup Snort

Recovery File Configuration

- Recovery IPFW

- Recovery Snort

~ NetworkiPS

" o da o
31 4.8 uamaduagmres dumesmaniii Maintain
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4.3.6 uagawe soumasilaniii Create Rules
[~ da o 9 [ 1 A
AUAYAEes oUMTINa I Create Rules uuuilu 2 daude

4 1 ) o A
o iol¥9AN1s Rules YoIAUDIN ANNIIANUNG HAZAVNG

Network IPS

Create Snort Rules
Add Rules

Rules Header

Action: Layer4:  Extemnal_Net: Ext_Port: Direction: Home_Net: Home_Port:
Alet v TCP ~+ any any D> - any any

Rules Body
Msg: ./ Content; |

none -

Priority: sid: rev:

"Add [ reset

Show Rules

T e

“[alert | ip any none | oo i

{ Updete |

Reccord = 1

Install Rules

a o da P2 ¥
31'7! 4.9 LLﬂﬂQUUL‘UﬁgﬁL“H@iﬂumﬂilﬂﬁﬁu'l Create Rules

MUoIKa A1 Rules Mhimsiud T desdinunoay sid 11031 1,000,000 lunsai
~ ° ' % ~ 1 1 ° [ =4
ndesmstimuawes niolda sid Nliegn 14 n3e lidearmualuau Rules body nl4141d2
msmhaulumsfimua Rules 1030199z liianune daiunaslil update Rules terue Taon1s

Tl Tnaa Rules Tanduvesauain

e ol lumsadre IPFW Rules Taoawnsodans1a aegiii 4.10
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Network lPs
Create IPFW Rules
ipfw: add: number deny: proto: from: internal: to: extemnal: port:
ipw v edd ~ 100 deny v udp ~ fom v any o v any
Add ;| reset |
------------------------ Show Rules -----=---memmeonooeee
’(;l; 'number;dalvl proto lﬁ:‘ internal l external port{
S - |
rlpfwmdd 100 deny[ udp Ifromr any to | |
Reccord = 1

ns! |

31 4.10 uadUAYAEE3 DMUMD INATI IPFW Rules

~ =3 o
110317 4.10 waasm N5 a319 IPFW Rules lasaunsaading uaziimsaung
T
nadnvuld
4.3.7 Susagmyessumesianin Sensor Interface
< Ia o o {
uammeagmmasaumasmﬂm’h Sensor Interface t@A391171 Sensor Interface

A3293UUAZIIIUMANITNATINIY S 10az1B8AD U A3 4.11

sutizan 1 e)

Sensor [Name Oﬁ iq Src. Addr Addr. [Fast Tme II.& Time
vents |
' [ T - > san: S
i 1 192168 226 410 E 3850 z s { + o 101%8‘;‘1? | 2008-10-04 214700
i l} i i
[, Mikmtaew | o | l’ I
2 e 0 o 0
{(nullyinkne * ‘ = | ¢

siyfizan 2 e :

d' < da 4 )
31]‘1! 4.11 uaﬂmumagawamumaswlﬁnm Sensor Interface

~ < sa s ) A
il'lﬂ§1.|ﬂ 4.11 LLﬂﬂQL']ULUﬁgﬁl“Bﬂiﬂul“ﬂﬂitﬂﬂﬂu'l Sensor Interface LHLEATAIYDUDI

Sensor Interface
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438 numagawesaumasnﬂanm Import data
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g‘ll‘?l 4.12 uﬁmrdmmagﬁmsas’aummMfmfh Import data 1‘131112191151& acid_event

~ g v - 4:’ Y & v

1In3UN 4.12 1aAINS Import data 191A1513 acid_event lagdBAULVNBTBAUNWD 19
o Y ¥ A a %
Wddeyaens Az

4.4 manaaauszuulaaly PortScan

mInaaoy Taons 1y T15unsy PortScan 11013 Scan I(NBATIIADUNITAIIVIUAS
yn3n laedl laezunsunisnadeu sagili 4.13

Component

1. Snort

2. IPFW >
3. Web Server
e \ )
Firewall 4. Mysyl database - d %
. ' 192.168.226.3
Q /. —] "._ 4
k ) &= ) eth0 } 3———
% 192.168.1.8 /24 192.168.226.4 /24

b
Fxternal Network 192.168.226.5
192.168.1.9

Internet

Internal LAN

31 4.13 uaaslaezunsumsiauvesszuuilesnumsyngnnietie

1Nz 413 waaslaezunsunmisiminuvesszuuilesnumsynymnievislae

ayanalimiovineluainsodaaeliis ntemet 1 & uazdloaniulaild External network 191
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Y] A P o d o A q Y a ¢ @
nlFaunelumiedis uaziinsasrvsvuinhauans Alerts o ldlunmsiasiziileaiuy

' o g o [ 4
sTuUAIeNIs annsauaaslnseadiamsasedunining 18 Asgui 4.14

Snort Structure
Collection Analysis Reporting
packet st packet decoder
prcprocTssor
' o
detection engine s ;glgrgs /logs

31 4.14 uaaslanzin 31511971904 Snort

= 2 o w o o o o g g
131N 4.14 uaasdaidumshauves llsunsuaussn Tasausinezsuuining

° @ o a o o 4 o o q’: o o =
llﬁ')’ﬂ'\ﬂ'\iﬂi'J%%U‘Vl'lﬂ'ﬁ')lﬂ51$"l£ﬁ$7nﬂ'lilaﬂulﬁﬂllWﬂlﬂﬂuuﬁﬂQﬁQﬁU ﬂ%’ﬂ uuaTIouA

o o o 3 g o 4 ]
A39A1 Rules Nimuaty axmiuith lladanguitenivgumisldsmniedo

4.4.1 Su)suns3s PortScan

mM35u T1l5unsy PortScan dusanans 14 Asgili 4.15

7th Sphere PortScan 1.1

Scan: [§92.168.1.8

- COowm»

2Resetonhalt [
3Saveonhalt [

Scan Results: [ Debug

SendPort: [871  RecvPort: [514
Stop Port: 65536 Delay (MS): {20

1QuickScan | Open Sockets: fs‘;"“"' RESET

Y
=
= )

v

<
-

Scroll

fo :p:192.168.1.8
21 :CONNECT
22 :CONNECT

80 :CONNECT
S14 :CONNECT
S14 :CLOSED

ApmMmrIN

21 :220 M1.kmitl.ac.th FTP server (NetBSD-ftpd 2005112

21 :4)ready.

22 :55H-2.0-OpenSSH_4.5p1 FreeBSD-20061110

>

Filename:| C:\SPHERE\DOCS\SCANLOG, TXT

[™ 5 Overwrite

31 4.15 uaaali)sunsu Portscan
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9103107 4.15 uanans SuTUsunsu Portscan tie 19madeumsastniumsynin lao
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4.4.2 HANINAABINIMS Alert

Nﬁﬂﬁ‘ﬂﬂﬁﬂﬂﬂTnﬁﬂuﬁWﬂ A3 ﬂﬁ 4.16

Next > Last>>
Listing Alerts today - 70 Total Delete Alert
CKL( ﬂ!) lsm "l'm |SouteAdtess ’Dest_Ad&m ll.ayadl’mm
[ ] Y o 4 20081005 :
111 - 37 y) A
| 1374 ICMP redirect net [ p. 4 | 216814 | 19216818 i Ic\vp
g_: 2 - 5
[ 13730 ,rc.\m redrect net * m%f [ 19216814 | 192168 18 [ 1CMP
‘_' e 3
! [1- 3752 [ICMP redirect net | m‘;? [ 19216814 | 19216818 f 1cMP
S 4 - - . LA NS, S
4y 2008-10.05
11 - -(4 '\ 1 b ) "\
! 7,1 IC P rediect net [ s 19716814 | 19216811 { oM
{1 2008-10-05 [
il - g . 2 {
| i1-3736 |1C\1P redirect net [ Oes 192 168 1.4 /N 19216818 ICMP
(
[ ]1 3758 \IC\{P redirect net [ z%%ugf 192 168 1.4 l 192168 18 l icvp
J - - s { >4 r i - ' v ‘ 3 g - -
B lIC\IP redirect pet | m‘if' I 19216814 | 19216811 { 1cve
Il r F—F= - "_{a;'s 1—03(-_ A """"-"";F TR T N T
i 62 | 2 | Q)
|~ -8 ;XC.\tPre&mnd { ot 19216814 | (19316818 | ICWP

d' Y o da d A @ dy
31]71 4.16 UAAIN UV TYALYDIDULNDIVDINITLADUIUU

91031/ 4.16 101015 Scan 52UV 18 91HINT5 Scan Port 1AUMISAI VOV

s & 1Y 5 P o o I3 g d
aupsn ¥z l1lnsaiy singnature Nlddmual fezsinisalert udihmanvden’ld

4.5 M3naaeuszUVIAENIa 319 IPFW rules

msnaaeuszuy laon1sa319 IPFW rules lagazuaaauiu 2 g fo
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4.5.1 msmaauﬁaumsﬁﬂé‘fa Rules

Create IPFW Rules

ipfw:  add  mumber demy: proto:  from: internal to:
ipw v add ~ 100 deny v udp ~ from v any o v any

Add | reset

SO e S——

| Update |

Reccord = 0

Install Rules

51 4.17 uaasesued IPFW Rules

13Ul 417 dunsuaasosuves IPFW Rules 14 1umssmuangves IPEW lag

. 5 Xl & e NV of B
awnsaldageinll udrszvvszuaninghadisiulasnaeudansnouands (nstall

Rules)

‘A Test Page for the lighttpd HTTP Server - Microsoft Internet Explorer @@@
)

fe Edt Vew Favorites Tools Heb
GM' %) ﬁ __;] ; o Search “v‘Favovtes 6-" ,/‘-}‘-t?..

s |8 ol oRage. 9 — 1 LS

lighttpd Test Page

This page is used to test the proper operation of the lighttpd
HTTP server after it has been installed . If you can read this
page, it means that the lighttpd HT TP server installed at this

site is working properly.
If you are a member of
the general public:

The fact that you are seeing
£] Dore 4O Internet

31 418 uaaanisGonldau hip://192.168.1.9 wosa 80 AeunsAAdang



13107 4.18 uaamsEon1Hu hitp:/192.168.1.9 we3a 80 :1NIATOINILIAY TP

v
address 192.168.226.3 awsaisonldanu'ldnouaada IPFW Rules

C:\Documents and Settings \dministrator>ping 192.168.1.9
Pinging 192.168.1.9 with 32 bytes of data:
Reply from 192.168.1.9: hytes=32 time=18ms TTL=127
Reply from 192.168.1.9: bytes=32 time<{ims TTL=127
Reply from 192.168.1.9: hytes=32 time=2ms TTL=127
Reply from 192.168.1.9: hytes=32 time<ims TTL=127
Ping statistics for 192.168.1.9:

Packets: Sent = 4, Received = 4, Lost = @ (8z loss),
Approximate round trip times in milli-seconds:

Minimum = Bns, Maximum = 18ms,. Average = 3ms

C:\Documents and Settings\Mdministrator>

31 4.19 uanInIINATO ping 1INMIBKAY IP address 192.168.226.3 Tdaviunuay IP

address 192.168.1.9

91In317 4.19 HAAINIITNAABY ping INMUBIAY IP address 192.168.226.3 11)da

&
M101aY IP address 192.168.1.9 FIq 11130 ping 19

4.5.2 MINAABYHAINIIAANY Rules
v v
NIN1IAAAT Rules A9

ipfw add 100 deny ip from 192.168.226.3 to any 80

Network IPS

- Add Rules

Create IPFW Rules
pfw.  add mumber deny. proto: from: intemal: to: external port
iplw v add v 100 deny v udp ~ froam v any to v any

| Add ]i reset

el il o e (<[ e [

~ ot [add fdens | 21682265 [ o ~

[from [ 1921682263 | to amy | S0 {

Reccord=1

Install Rales

311 4.20 uaaan3a319 IPFW Rules
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il'lﬂzlh’] 4.20 lﬂuﬂ‘lillﬂﬂQﬂ'l IPFW Rules ﬂﬂi1§1‘uu‘lﬂ\1“lﬂu1uﬂ151ﬂ LLAININIG

Install Rules

e Show RuUlES ——- oo

/sbain/ipfw add 100 deny :p from 132.162.226.3 to any 292

31/ 4.21 uaa 3 IPFW Rules a3

v ] v
1103109 4.21 uaAs IPFW rules a3 e uaz ldaadwd?

g Shell -Konsole

Session Edit View Bookmarks Settings Help
M08 dofuflist b T 8 O/ o I s
00100 deny ip from 192.168.226.3 to any dst-port 80 Y
01500 divert 8668 ip from any to any via lel
1]65535 allow ip from any to any
oey |
B
oy
{a~|| ¥ shel
' . v
o dlll ya o
JUN 4.22 uaAe Rules 1l laAAAY
= dpya o t =
9IN319 4.22 e Rules nléaaaauunsiioad
2 Cﬁnnsf find server - Microsoft Internet Explorer @@
Fle Edt Vew Favortes Iods Hebp &
~ 1 L . . »
Bk - %] Z] Y, Search - /Favores 42 [ Dv o
Agdess 'g'jr*m:llmz‘lse‘m/ ] ] gjﬂco ors
~

: ’ The page cannot be displayed

The page you are looking for is currently unavailable. The web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings.

Please try the following:

e Click the m Refresh button, or try again later.

e If you typed the page address in the Address bar, make
sure that it is spelled correctly.

e To check your connection settings, click the Tools menu,

' %
51/ 4.23 uanan13150n hitp://192.168.1.9 WoTA 80 HAIAAR
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9131 4.23 uarmenisiSon1Faiu hip:/192.168.1.9 Wa3a 80 IIATeaMINHIAY IP

£ 4
address 192.168.226.3 liaunsasenidauldndinnds IPFW Rules

C:\Documents and Settings\Administratordping 192.168.1.9
Pinging 192.168.1.9 with 32 bytes of data:
Reply from 192.168.1.9: bytes=32 time=10ms TTL=127
Reply from 192.168.1.9: bhytes=32 time<ims TTL=127
Reply from 192.168.1.9: bytes=32 time=2ms TTL=127
Reply from 192.168.1.9: bytes=32 timelims TIL=127?
Ping statistics for 192.168.1.9:
Packets: Sent = 4, Received = 4, Lost = B <(@x loss>,
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 18ms, Average = 3ms

C:\Documents and Settings“\Administrator)>

31 4.24 yaaanisnaden Tawns ping INMIBIAY TP address 192.168.226.3 Tdananaiay

IP address 192.168.1.9

21314 4.24 uaasnisnaaey Taun1s ping 9INMINGIAY IP address 192.168.226.3 11/

§ava1o1a IP address 192.168.1.9 WUI1@1150 ping 14
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fiaA AndAdanzna uazfinAngy naundoy. 2548, AUASNITIATIZHINZONULV VLN IIAY
[y, o o o d o o s v o
#1738 UML. WUHATINL. AFUNWA: IANW ADUW LIBUA ABULAN.

v A = J a o v oa o o
Yudin 9139, 2549. gilesruuyHNT FreeBSD 1au 1. AN : UTEM Yardiauwad $1na.
700 AUTTNIY. 2544, MIAAAT Snort 37UV ACID (+MySQL). ThaiCERT. [Online]

Available: http://www.thaicert.org/paper/ids/snort2.php.
o o A ar d = e’: 4 as o o
aufing TyadoyAna. 2550. insight PHP aifuanysal. Auninafl 7. nganna: Tus34u Sida.
Nick Rogness. A How-To Guild for running snort_inline on FreeBSD. [Online] Available:

http://freebsd.rogness.net/snort_inline/.
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MANUIN D

4

a o o e
ﬂ]ﬁﬂﬂﬂﬁiﬂi&!ﬂiﬂﬂ!ﬂﬂ]ﬂlﬂﬂ

¥ Y [
dunsunsandslilsunsuaieg ibeadestuszuutlesiunisynsniniedis uas
) @ a 1t o LY :::l a’;‘ 4 4 ]
duadmivaaaedudld mswannszuuiildlusunsunimuaiinni Inaaun 18 Taslido

Yy ¥ ¥ 1 4 9
mlFnonsduuaziivunoumsaaaudas Tsunsuaeil

1. msﬁm‘n"aszuuﬂﬁffﬁms FreeBSD 7.0 uszuulfianisvesszuy
1) Boot 103048281161 FreeBSD 7.0
2) ensznda’lne s¥ia 212
3) {heon Keymap
4) ifordhuny Sysinstall WidonmsAadain Custom
5) Lﬂ"ma’hmg Option hides/avuslag
6) M3fMuA partition 1¥iden A Aoldtanun
7) ifordgns Install Boot Manager 1difientiuy Standard
8) fMNUA Label HABINTAZ1UAZVUIA 151 / = 256 MB , swap = 256 MB , /usr =
700 MB uaz /data = fiefd L Amasana
9) 3Uv84 Distribution 1ﬁlﬁﬂﬂﬂ1iaﬂ§\1lmu minimal
10) 130N Media Ao CD/DVD

. a d g ¥ 4 4 &
11) Commit 38A1IAAAAUNIVAI Boot IAIDINUIAIL

2. M15AAN NAT
1) m3fiezld NAT o 18iTuezdeeiinis compile kemel ‘lﬁ'i’infiauﬁaé
# cd /sys/1386/conf
#ls -1
# cp GENERIC LOCAL
#ee LOCAL
options IPFIREWALL #firewall

options IPFIREWALL _VERBOSE  #enable logging to syslogd(8)
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options IPFIREWALL FORWARD  #enable transparent proxy support
options IPFIREWALL VERBOSE _LIMIT=100 #limit verbosity
options IPFIREWALL DEFAULT TO_ACCEPT #allow everything by default
options IPDIVERT # allow to divert port
# config LOCAL #ozisngdendudnedie
Don't forget to do a *'make depend”
Kernel build directory is ../compile/LOCAL
# cd ../compile/LOCAL #mm'i"’uﬁmw compile
. # make depend && make
# make install
2) amstindenausio lifaaunIng etc/re.cont fii
firewall_enable=YES
firewall_script="/etc/ipfw.conf.sh"
firewall_type="OPEN”
firewall_quiet="YES”
firewall logging="YES”
natd_enable="YES”

natd_interface="le1”

3. miam:l;d Apache Web server 129354 2.2.6
yamsaada fafi

#cd /tmp

#fetch http://www.apache.org/dist/httpd/httpd-2.2.6.tar.gz

#tar zxf httpd-2.2.6.tar.gz

#cd /tmp/httpd-2.2.6

#./configure —with-mysql

#make

#make install

4. MIAANS PHP
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1) a1 Inaallsunsy php-5.2.5.targz 1nGUlHA hitp://www.php.net NV
13 unzip

2) Andadauid

#gzip —cd php-5.2.5.tar.gz | tar xvf —

#chmod 777 php-5.2.5

#cd php-5.2.5

#./configure --with-gd --enable-sockets --with-mysql

#make

#make install

3) %" wsa W php.ini udtuiin1in /usr/local/lib/php.ini

5. mIAAa Mysql

1) a1 Inaa Tulsunsy mysql-5.0.45.tar.gz vindy e http://www.mysql.com
vntiuims unzip

2) Andadaeids

#gzip —cd mysql-5.0.45.tar.gz | tar xvf —

#chmod 777 mysql-5.0.45

#cd mysql-5.0.45

#./configure

#make

#make install

6. ﬂﬁaﬂﬁ‘{i Snort_inline

1) fiouAnds sport_inline 1%1Ja121 TnanTlsunsy Libnet-1.02a 1ie135ans
FUnAinda ung AARe Libdnet-1.11 fioy

2) a1 Inaalysunsy snort inline2.4.5.tar.gz 91030 16 http://snort-
inline.sourceforge.net/download.html mnﬁ"‘uﬁmﬁi unzip

3) Aadadaofd

#gzip —cd snort_inline-2.4.5.tar.gz | tar xvf -

#chmod 777 snort_inline-2.4.5

#./configure --enable-inline --enable-ipfw --enable-divert —with-mysql
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#make

# make install

7. A288951AV0Y Alert
A2067°4 snort_inline-full
[**][1:466:4] ICMP [**]
[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
09/15-10:38:53.739071 192.168.226.4:53526 -> 192.168.226.3:1041
TCP TTL:64 TOS:0x8 ID:11202 IpLen:20 DgmI en:1395 DF
*** AP**F Seq: 0x3973860 Ack: 0x5626666 Win: OxXFFFF TcpLen: 20

ABY19 snort_inline-fast

09/15-10:38:53.739071 [**][1:466:4] ICMP [**] [Classification: Attempted
Administrator Privilege Gain] [Priority: 1] {TCP} 192.168.226.4:53526 ->
192.168.226.3:1041
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MANUIN U

T A Y < da d
guemislynuiviuagmrasdmaasvla
° [y LY a d
dmsuszuuilesnumsynimnsevieneuiiunes
LGl

A a a &
asisud IF UGN G1FRUN hetp://192.168.226.4/Login.php Fuiluwihusnuea

<
U

Usemame : |
Password :
[ Login | [ Cance! |

UM v.1 napani9ens Login
1IN 1.1 neraaninnems Login

Y
Tinsen Username : root

Password : root

Usemame or Password is incorrect. please login again Back 1o login

31U v.2 naaani19en1s Login nsdiveya ligndes

= v . ay ' Y
911n3UN 4.2 uaai19en3 Login nsdivoya higndes
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szuulsznoudlomywnana asiife

~ Network IPS
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31N v.3 uanangvesszu

d & .
mﬂgﬂﬁ V.3 UAAIUUYYDITTUY a3 WY Main, Alert, Search, Maintain, Create

Rules, Sensor Interface, Import data t11a® logout

2.1) iy main iuMsuaaeIsazBeauo Alert A9317 v.4

(e gt

2 Most Visited @ Getting Started . Latest Headlines

Time: [ 04-Oct-2008 09 47 51

Database: snort@localhost

Sensors/Total: 2/2
Unique Alerts: 9

TCP (3°0)
Total Number of Alerts: 1732 =
- SrcIP addrs™ & UDP (0%)

- Dest. IP addrs. 13
~ Unique IP inks 18

- Source Ports 43

TCP (42) UDP (0) PortScan (< 179)
« Dest Ports 4 L ; I
TCP (3) UDP (0)

@*" C v Ay (| htp921681 8iindexphp SR> ¢ PR EAY T W

o= S S e Sl S e e s i i e e R

a v .
31]‘" V.4 HAAIVUIVDLNY main

g 3 .
iﬂﬂ;ﬂ‘ﬁ V.4 uﬁmwﬁ'wamg main cmmmsm‘%'ung Sensors/Total, Unique Alerts,

Total Number of Alerts, Src IP addrs 14 Dest IP addrs
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Network IPS

Unique Alerts ALL - 9 Total

Scc Addr. | DestAdd [ FirstTime | Last Time

! Signature f Total ! Seasor
IR s MDY, SRS ! _0000‘0000_0000

1@ 1 1 | 1

j 000000 | 00:00:00
2008-10-03 ;:om -10-04

1 CO1685(9T%) | 1 2 3 l

11 : 2(0°%) 1 1

174606 | 17:4606

2008-10-03 [2008-10-04
. 102821 | 21:19:56
: 2008-10-03 [2008-10-04
' 102842 | 213138

|
|
-

|

|

|
.
|

|
-
i

16 1(0%) 1

24(1%) i 1

()

3 L 13(0%)

|
i
1

i

|
i |
~

2008-10-032008-10-03
103736 | 103736

6 YD) I
] 12008-10-03 i"OOS lO 03
1
|

K 7 100 4 : 1 ! 103757 | 103787
| i ) i 2008-10-03 |2008-10-04
| £ Y o 4 | . 1 ! 111821 | 16:14:52

3‘1]“'1 U.5 113 Unique Alerts All

910317 4.5 WAAS Unique Alerts All HARIDITIUIUYDY signature MWL B 13A1FI

‘Network IPS

Next > Last >>
Listing Alerts ALL - 1740 Total | Delete Alert |
CKLEZ@ Signature Timestamp , Sowrce Address | Dest. Address Layer 4 Proto
} e
| 1- {IC\{P redirect et [ 0%8,2‘133 [ 19216814 [ 192168 1.1 l ICMP
| > 3 S

! -3 [cxm redirect net i 0%8,;’0 ;’ ] 19216814 [ 192.16818 I’ ICMP
i | 3
i i > 3

I 1-6 IIC.\IP redirect net ; o%sqég.o ’ 192.168.1.4 l 192.168.1.1 ‘ ICMP
i { 1-8 ‘lC.\’[Predirectnet i RS l 19216814 ’ 19216818 ‘ ICMP
_— — B

I 1-10 [ICMP redirect net ; ‘;?f,;gf’ [ 192168 14 19216818 ‘ ICMP
T“ 3008-10-
|~ l 1-12 |ICMP redirect net { '01?){;2903 [ 192.168.14 192.168.1.8 r

e e - SOUE. (PR, M
- 1 1-14 ‘IC.\'[Predirectnet ' ‘(’l‘:}sl';i‘?’ [ 19216814 ’ 19216811 [

g‘ljﬁ U.6 LAY Total Number of Alerts

91n31/9 ¥.6 11eA3 Total Number of Alerts 11e¥A9%® Signature WU 81 (IAIA199)
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Network IPS

SOURCE IP LISTING :5 ALL :

| IP address | Sensor # [Total # [Unique Alerts [Dest. Addr.
[ 0000 [ 1 | 1 [ 1 5 1
[ 19216812 [ 1 [ 15 [ 2 : 3
[ 19216814 [ 1 [ 1708 [ 7 f 2
[ 19216818 [ 1 [ 1 [ 1 ; 1
[ 192168226 3 [ 1 [ 7 [ 3 i 3

31N 4.7 ua@ITIuM3Src IP Addrs

910317 0.7 4aAQ Src IP addrs N1ATANY UAZTIHIY Alerts NN

Network IPS

DESTINATION IP LISTING :13 ALL :

:
B
7]
B

[ TS A U PN Y
| "y \

Sensor # E«d#

00.00

|
|
L}
|
|

[ IP address
|
i 64233189.100

SrG

T 64233189001
" 64.233.189.102

E 74.125.96.83

' 741259685

[
[
4
|
l
[
| 741259685 [
19216811 f
)
N
[
[
[
[

1
1

|
|

|

— e e

192.168.13
19216818
19216519
192168226 4
1203.150.224. n" o

|
1
.
[
|

ORI P R R

B e .
TS NS 64

————-

.......-..nu—-.—-y.—-....-.—-—ar—-—o

£ 0
}
|

20315123316

310 2.8 1@A9518M15 Dest IP Addrs
91n3U7N 9.8 11aAI Dest IP Addrs A3 I9WY HagHaAITIUIU Alerts ANY

2.2) iy Alert iumiyinaasswazidona $3107 1.9 Tasuaas Alert ilusieiu nie

24 $2 1w 50 72 2 lwadludu



- Today's alerts
- Last 24 Hours alerts: unique
- Last 72 Hours alerts: unique
- Most recent 15 Alerts: any protocol TCP
UDP

unique listing
listing
listing

ICMP

- Recent 15 Unique Alerts :

- Frequent 5 Unique Alerts :

4' ~ Y d
31U 2.9 naaswnsnezlainaIzn asaeg Alert

78

a Yy g = g ' ' = -
il'lﬂzlh’l V.9 LAAIM UMD Alert w%z’lmmﬂx‘n A3399 Alert 11391MUTWWATIDYAN

g

L NGO IR e

Unique Alerts TO DAY : 6 Total

Signature [ Towl Sensor [ Stc.Addr. | Dest Addr | First Time | Last Time
1 | 199 (11%) 1 [ - | : ’%?xéo;aﬁagiﬁ?

.\ BT N s T o P e

l 16 10%) 1 ! 1 } lmlotiég)? }2010784;%34
N\, [T RNE\ S, (B P

‘ 3 ] S0t | 1 | ! I p [ﬁs_igo N
8 | 1(0%) 1 ’ 1 ’ 1 20&?{ 12:04 E ()1?{ 10<_0 '

gﬂ‘?l .10 1L7AN318N13 Today’s alerts: unique

‘l’l'lﬂg‘ﬂﬁ v.10 ua@Ad Today’s alerts: unique (AAIVIUIU Signature N Alerts 1402

981NN



Network IPS

Next > Last >>
Listing Alerts today : 215 Total " Delete Alert |
El«w ’»Sme Timestamp ‘SmeAd&us IDmAdckess 1[.:3-34?!«0
s opeee [ N g [ s | o
?F_El -3038 acwu&mm ’ g [_19’ 16812 : 192 168_1"1-_i ICMP
(_}l - 3040 le\[P redirect net | lﬁﬂ_bl'?; { -;;l;;:air 797: ;;811 iﬁ Vlé.\fPA
; . [l - 30;‘ |IC\4P;;lre~ctnetr [ ‘01'183;%1‘“ 7 l “ 19216812 ’r 192168 1 s. |[ ) :cwp
”_ll 3044 !IC.\{Predrectm I 301048}‘;%;” l 19216812 E 19216813 [ ICMP
-—[1 3046 | :IC\{Predrectm :ol(:zgig)-lm | 19216812 [ 192 usxa~ ;sw 7 [— I:\IP 7
I_’1 3048 llC\[Preckednd 201(:?3-;%—004 { 19216812 [ 192.168.1 8 | ICMP

31"7] V.11 1aa9319013 Today’s alerts: listing

. & e :
91317 ¥.11 4@ Today’s alerts: listing FUIAAIFD signature HAZIATNATIINY

Network IPS

Signature [ Total | Sensor | StcAddr. | Dest Addr. | First Tme | Last Time
P [ R 12008-10-03 [2008-10-04
1 , 168519720) { ! | 2 I 7 i 102628 | 21:47:00
] ! (2008-10-04[2008-10-04
1 ‘ R J L i y [ g | 165325 [1917:04
f [2008-10-042008-10-04
16 ‘ 1(0%) [ 1 ; 1 ‘ 1 | 174606 | 174606
A _ N A ) -OOS 10- 0? 2008-10-04
5 P i o
’ j i ki | Moasn [ 21106
. & i Z ‘OOS 10 0\ 2008-10-04
2 , 1309 ‘ 1 E 2 l ' | 102842 | 213138
o o R = i ‘008 lOO ‘068-16 0“
6 [ 10%) { ! ! } A | 103736 ! 103736
( f -10-03 [2008-10-
g ‘ wo |1 | R T vtvisg oot g
e ot - e P st
{2008-10-03[2008-10-04
8 ‘ 10 I ! ! ’ ! 111821 | 161452

gﬂ‘ﬁ V.12 1A I518N13 Last 24 hour Alerts: unique

79

%1ﬂ§ﬂﬁ .12 LAY Last 24 hour Alerts: unique @AI91UIU Signature 7 Alerts uaz

FIANN
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Network IF.5

Next > Last >>
Listing Alerts inlast 24 howr - 1731 Total Delete Aler
il ! [
CKL‘Z@ 'w | Timestamp Source Address (D&xm ’La)n’#l’fm
- I
{ 1 |
= ll 1-2 Ixc.\m redirect net s st 19216814 { 19216811 | ICMP

2008-1003 | ., [
6k 19216814 l—‘19216818 o

] 1-3 {xc.\@ redirect net

|
I
[ 2008-10-03 i
] 1-6 [[C\IPr«kmne( } ‘01%?,;_03?3 19216814 19216811 | ICMP
0. |
| 2008-10-03 S , |
i ' 1-8 ’[C\fo«hectnﬂ i 1026:40 I 192.168.1.4 l 19216818 | ICMP
— [ 2008-10-03 s ixete] iy
| — . 3 | »
| [1 10 ‘lcw«amm | 10648 19216814 197 168.18 , l?\ip
T T T T T T T 20081008 | x i
gl <13 | > b
E l(l 12 {[C\ﬂ’te&tclnﬁ } 10561 192.168.14 [ 192168.18 } ICMP
2008-10- |
‘ 1-14 llCM‘Predimm !r '%ﬂé&? 192.168.1.4 ‘ 19216811 l ICMP

§1Jﬁ .13 1LAANI 18NS Last 24 hour Alerts: listing

= & 4 =
il‘lﬂ?lﬂﬂ .13 (47AQ Last 24 hour Alerts: listing Fuaaeye signature LLAZLIAINATIY

WU

bt L

Listing Alerts ALL - Last 15 Alerts | Delete Alet |
CK:(D’_@ l&m ,T‘m lSmeAd&tss chstAdchss !Laycf“P(m
| |- 108 |(bup_inspect) BARE BYTE UNICODE | 2008-10.03 | 192.168.2263 . | 203 150224.132 | &

ENCODING i 10:28:42 2199 :80
{'l |- 121 |WEB-MISC Invaid HTTP Version |-~ 2008-10-03 1921682263 {203 150.224m32{ [
String i 102850 2199 %0 i
- a3 J\\IB -MISC lnvalid HTTP Version | 2008-10-03 1921682263+ [203as123316. [ [,
f [String | 102821 2192 0 |
5  [tattp_inspect) BARE BYTE UNICODE | 2008-10-03 192168 14 {r
i i1.1% H )
| 1119 [Excopig | 102932 19398 192168.08:80 4 . TCP
.. [WEB-MISC Invalid HTTP Version | 2008-10-03 19211682263 |203.151233.16: ‘ TP
i | |String | 10:28:32 2233 80
1166 |VEB-MISC lmvabd HTTP Verson | 2008-10-03 192168226 3: | 20315123316 : P
] (Sering | 102833 2237 80 |
.l [WEB-MISC Imvabd HTTP Version |  2008-10-03 19216814 R 1
16 | “lozs prosei 19216818 :80 TCP
i {1 - [WEB-MISC Invalid HTTP Version | 2008-10-03 1921682263 | 203 150224132 F -
* Iswing : 1 w0ass1 2199 -850 !

31N v.14 1@A9319M15 Most Recent 15 Alerts: TCP

' & 4 o
9IN31N v.14 UAAI Most Recent 15 Alerts: TCP FUaA¥0 signature 1121111

a5y ¥ia 115 Ianea TCP



Nefwork e

Listing Alerts ALL . Last 15 Alerts Delete Alert
CK l&pﬁn ‘ 'SowceA&ss !DmAd&ess ’Ll}e%?m«o
R el ! S :

[ 1-2 [ICMP redirectnet { cﬁf,;"‘f’ 19216814 | 19216811 IcMP
- . - s §
| [ 1.4 ll(‘\{Pre&edm [ 01%8,;03: | 19216814 | 19216818 IcvP
- [ 1-6 [ICMP rediect et ( 008‘10:)3 | 19216814 | 19216811 1cMP
| ’ 03 R
- [ [ a00810.03 [ 1
t = n - 2 i 2 )
|| 18 loMP rediectae |7 loss | 1s2ies14 | 1216818 icMP
- L A S S
. . 30081003 | .. -
| 110 oM redinectac [ loaess | 19216814 | 19216818 1cMP
— : 5 v I ' N -
[ 1012 IOMP rediectnet Ty ] reviesva | mniesis | lcwe
i 10:26:49 | |
I 1 ) i ]
| l 1-14 ICMP rediect net ! oaee ] h2tes1s | 921680 Lo
= - f
: ’ 1-16 }Ic_\mud'.mm ‘ aees o\ /182268 13 : 19216818 c\P

311 .15 @A 1815 Most Recent 15 Alerts : ICMP

= 2 “ {
910317 .15 4aAs Most Recent 15 Alerts : ICMP %314/A3%8 signature 1AZ1IAN

a9 ¥iia 115 lanea ICMP

Network PS

L Signatwe | Total [ Semsor | Src.Addr | DestAddr. | FistTime | Last Time
RN K~ 5
! 1 j 1685 (97%) [ : |[ { ; l.osjs éo‘:ngmos 1003
I I = ——g i
e T
I R R 1
’ 3 [ 13 (0%) ' 1 |r ’ 7 i”;‘?_;"‘? i-‘;"}“:o‘g‘
e e [ | v Pamsmee
o e [ T e
o e T ey

311 %.16 11aA9318M15 Recent 15 Unique Alerts

81
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mﬂgﬂﬁ .16 1&A3 Recent 15 Unique Alerts U@R91UIU Signature 1 Alerts 1y

$RUIANNY 1A 15 Alerts

Unique Alerts ALL : Most £ Frequent Unique Alerts

[ Signature [ Total [ Semsor | Src Addr Dest Addr. | Farst Tame | Last Time
§ 1(0%) 1 ; 1 0%%00300000 Io%?)oogomoo
0 [wew [0 B
on [aew | T e
P —— i
RN ETY Z< N e P

3UM %.17 1@A3318M5 Frequent 5 Unique Alerts

iﬂﬂgﬂ‘ﬁ V.17 a9 Frequent 5 Unique Alerts HAAIIIUIY Signature 1 Alerts Hag

¥AIWIMMNULDE 5 Alerts

2.3) iy Search Pdunidayandoms lasaunsodonld dsgiln v.18

Search

Src. Addr : Ded¥'s Layer 4 Proto : Timestp ™
Search |
765 Totals. [ Delete Alert |
FK :('; sig) Siguature Timestamp Source Address | Dest. Address | Layer 4 Proto
1 - 3434 [WEB-MISC backap access [ 2;";3::’_3‘ ‘9:1;;:';;" 74.125.96.85 :80 TCP
Rl e
13434 ::f_'::"’ bad Sle:completion | zﬁi:?sﬁ‘ l’f";:z‘;“ 74.125.96.85 :80 TCP
1-3434 E_\'fg;;'x;:’;‘é’ OVERSIZE CHUNK [ zg':;':‘:’s‘:‘ "3;:3,1“ 74.125.96.85 :80 TCP
{1-3434 _::‘;:':iff;"k“'z““i" et B e |741259635:30|  TCP

31N v.18 uaaay Search Tnomsdun 113 Tanea TCP
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910310 .18 uaas wy Search Taonsdun T1ls Tanea TCP ud iAo signature
HAZNANATINY

. . P
2.4) Yy Maintain (Fusyfis2U59WM3 configuration wu lWdiwehnsud lvlwd

configuration ﬁhﬂ"] Hsvazidon ﬁﬂgﬂﬁ .19

Network IPS

File Configuration

- IPFW Configuration

- Snort Configuration

- Snort Rules

Upload File Configuration
- IPFW Configuration upload
- Snort configuration upload
- Snort Rules upload
Backup File Configuration
- Backup IPFW
- Backup Snort
Recovery File Configuration
- Recovery IPEW

- Recovery Snort

31N %.19 (@@ Yy Maintain

v ) [} v
910317 ¥.19 uaaemy Maintain (N0 19a3999 File Configuration 11az@ngMAUA
5UDIMIT1593A1 1AM recovery A

NetworklPs

Check Your Config
#1/binjsh
/sbin/ipfw -f flush
/sbin/ipfw add 1500 divert natd all from any to any via lel

:S,‘IJ‘?I .20 11e/Ag IPFW Configuration

91n317 ¥.20 1aAI IPFW Configuration ¥89 IPFW Rules 71 1dar31913



Nghpo e

Check Your Config
= example Snort_inline configuration file -
# Last medified 26 October, 2005 £

s

# Standard Snort configuration file modified for inline

# use. Most preprocessors currently do not work in inline
# mode, as such they are not included.

=

#22 Network variables
var HOME_NET any

var HONEYNET any

var EXTERNAL_NET any
var SMTP_SERVERS any
var TELNET_SERVERS any
var HTTP_SERVERS any
var SQL_SERVERS any

# Ports you run web servers on

Ld

# Please note: [80,8080] does not work.
# If you wish to define multiple HTTP ports,

*
## var HTTP_PORTS 80

§‘I.|‘?I .21 1A Snort Configuration

= 5 i J % =
i]‘lﬂgih’l 9.21 t1e¥A Snort Configuration weitlalla configuration 310QLDUA

Network IPS

Check Your Config
alert ip any 80 -> any 80

31N v.22 ua@ 3 Snort Rules

91n31/# .22 4@A4 Snort Rules 313 1801 1N1505293 Alerts

Upload IPFW Configuration:

317 2.23 uaA3 Upload IPFW Configuration Rules

103107 ¥.23 uaaaniiudu M5 Upload IPFW Configuration Rules

84



Network IPS

o wee™
| Upload

gﬂﬁ 9.24 11a7A3 Upload Snort Configuration

. . _
11319 v.24 1ng1luaasyiindy M3 Upload Snort Configuration

Network IPS

gﬂﬁ .25 @A Upload Snort Rules

91317 v.25 uanan¥3u M1 Upload Snort Rules

Network IPS

Copy file /etc/ipfw.conf.sh to $ /www/conf/ipfw.conf.sh.

317 %.26 1ans Backup [PFW Rules

1131071 ¥.26 naaanyi i3 15 Backup IPFW Rules

Copy file Jusr/local/etc/snort_inline.conf to $ /www/conf/snort_inline.conf.

g‘l.lﬁ .27 1A Backup Snort Configuration

; P .
il1ﬂ§1J171 V.27 LAAINT IV M3 Backup Snort Configuration

85
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Network IPS

Copy ﬁle /mvw/oonf/npfw confsh to § /etc[ pfw. conf sh.

311‘?1 .28 1A Recovery IPFW Rules

il1ﬂ§,‘ﬂﬁ .28 uaaanindy M3 Recovery IPFW Rules

Network IPS

Copy file /mvw/conf/snon inline. (onf tos lusr/local/e(dsnoft lnllne conf

gﬂ‘?l .29 11294 Recovery Snort Configuration
= ¥ g .
mngﬂ‘n .29 LAAIVUUIV AT Recovery Snort Configuration

2.5) 1y Create Rules ihumyitislunisdSuudaud lungues IPFW dagii v.30

Network IPS
Create IPFW Rules
ipfw: add: number deny: proto: from: internal: to: external: port:
ipw + add « 100 deny v udp ~ from v any to v any
_Add_ | reset |
----------------------- Show Rules -=-=---===m---=m-=---
|
Flpfw number ';eny proto |from internal ‘ external |port |
[ipfw[add [ 100 [deny| udp [from|  any | to |  any |
| Update
Reccord = 1

Install Rules

= g sa ¢ %
31.]‘" .30 llﬂﬂﬂl?ﬂlﬂﬁgﬁl‘ljﬂii)ulﬂﬂiMﬂ‘HUT Create IPFW Rules

= < a 4
1N ¥.30 nanaduwagmaessumesiantil Create IPFW Rules iWol4a31ang

Hosfumsynin
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Network IPS

/sbin/ipfw add 100 deny udp from any to any

31/ %.31 uerAIN13AAAT IPFW Rules

910317 v.31 uaA IPFW Rules 1 1AAaA3

Network IPS

Create Snort Rules
—- Add Rules -

Adtion: Layer4:  External_Net: Ext_Port:
Aet ~ TCP w any

_Add | reset

-- Show Rules

Layerd #xlemd_ﬂet |Ext_:ort [Direction {Hovla_ﬂet ’;m&l‘ort Msg Content bls(ype 'Prlotiiv g {;l

‘— _none_ " 0 r6~,

i

raleri[ ip ]_m

31.'?] .32 11a@A9 Create Snort Rules

910311 ¥.32 11aAINT3 Create Snort Rules
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~ NetworkiPs -~ |

e meereeeemeee— Show Rules oo

alert ip any any -> any any
= a o
31N .33 uaAINIIAAAL Rules

] ' v .
91317 ¥.33 1A Rules N 1d@aauneihnmsas1aoy

2.6) 1Y Sensor Interface L{luuuuﬁuﬂmswazsﬁumm Sensor Interface ﬁﬂgﬂﬁ .34

Total Sensor = .

LIRS B

r
| 1 192168126410 | 3550 [ 2 4 12 ’ Zﬂ%ﬁ;xf; 2008-10-04 21 4700
i 26:25
. Mikmtlact | '
; ] Enorrsy = 9 0 0
s 1 en)

a < I 7 )
gil‘n .34 uaﬂmumagmmamumasLNfmm Sensor Interface

4' g Za o ] =
%'Iﬂ:i“lh’l .34 uamnm‘uﬁgmmasaumﬂsnﬂﬂnm Sensor  Interface LLAAINY

310aL10AVDA Sensor Interface

- Import [CMP
- Import TCP
~Import UDP
- Import Raw [P

31 ¥.35 @@ Import data 191gA1519 acid_event

1 v . A qy o Y
1In3UN .35 uaA9319N13 Import data 191501319 acid_event N0 15a3oudoyalunis
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