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ABSTRACT

Because of the Packet Filter management of Packet Filter Firewall in FreeBSD has
difficult and complicated operation so it has an developing management idea to make it easier
operate. The project’s objective is to develop the operation system order to build the rule of the
Packet Filter through web-based user interface and educate the operation of Packet Filter Firewall
Filter. this project use JSP language programming for developing the part of web-based User
Interface and use Apache Tomcat to be a web server. Unified Modeling language (UML) analyze
the model Theory system, that separate in 3 visions. Use Case Model use for explanation structure
all of the task system, Class Diagram use for analysis information system and Sequence Diagram
use for analysis the system dynamic in the part of system behavior.

The system development create web-based user interface that able to fill useful
information for the Packet Filter , create the web page that able to add or delete rule of the Filter
and able to backup and restore information ,display log information and filter rule status and
decrease the failure from building the rule by using the information choice, then examine
information which is filled by users and it also has a tool for make an easy operation. The
developed system is the tool for build the rule for packet Filter in the network which is make the

comfortable operation and increase the effective operation channel for Packet Filter Firewall.
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FreeBSD  1nif) 2003 Tnsansasinisdnderuneda nazgoussqiuiludaunileves
s2uuURTAMS FreeBSD Tuiflet 2004 dausineddu 5.3 Whudul SudniftaflamesTls
seadiii eaduuureriinfmilfimnzunsi i eudesnndu s roadi
fawmngselinsifledumsmhnuveseadfinsudau Snvilsidesdorldsrwlums

14
o A

Sarodndan

231 nsBudumsihauveuniniaitameslWiead

nmsenldnuuinifefames Isreaduuszuul§iian1s FreeBSD ansamld
Taon1suf 100 re.conf MAURYH /eto/recont  Tasdoaiudidad TG el
s2unFAMS FreeBSD Fudumsnuvesdiniaflames IWsaeadidoims daszuy

p ' a o S
Jumnlvy Taomusidsqa

pf_enable="YES”
o A o 4 d ¢ % A o o
Tﬂtmmmﬂmsuéf‘umi'wNmmmuwnmmﬂamaﬂﬂsmaamﬂﬂmwummﬁ’muu

foddcy ¢ ¢ o & o A
sresaanuqums IFnuninfaflames Isend Tnsmstlousidedad

#pfctl —e

o o o 7o
dusmdah I lumsdaliuindafames 1952908919714 (Enable)

#pfetl —d

fusdanlFlumsdaiuinfaflawmes W Faeadngasitnu (Disable)

o o o d 3
2.3.2 mamnuanguazmdnaquinfaflanesiead

4 4 ' 4 ' o @ 1 do o {
LlWﬂLﬂﬁﬂﬂLfv'lﬂﬂwS?ﬂﬁﬁ%%ﬂ'l‘llﬂt;]llﬁ%ﬂ'lﬁ@ﬂ’]ﬁ‘]%'lﬂul"/‘lﬁﬁ’.]f)ﬂ‘ﬂi(Text) ﬁﬂ'ltl@h«l

o

dTinstmuannuaziidedngorld Tasausuduii T sunsudmua Beedumss
Wd pfoonf FURVEYR fot/pfcont  Fammrzadililudlusrdauasngarld unzdld
aunsofmualfufindaiiamey IMfeadaunsasn Idhidauazngduq 18 Tasasi
mssumdanntureumsduduntsiaonluds

Foyamelu Mdifunguazdidading amnsauiald 7 daude

Macros: (Hu 15 (variable) fitmuaTaodld Saarunsaldifudannslumsifue

#1949 IP Address, Interface name g 030U
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[ { o J
Table: 1iiu Tassadndoyanldlumununguves IP Address
. . ] : o 4 o ¢ ¢
Option: Option eI lumsauguMshauveiniaflames IMs0ad
o o . g d
Scrub: 41 3UN Normalize 1402 Defragment LWNINA
Queueing: @ M5V Bandwidth Control t1ag Packet Prioritization
Translation: 115" UAIUAY Network Address Translation (182 Packet Redirection
. 9 o g d { 1 { ]
Filter Rule: iiungdmSunsoumininafivzdedessn1uf Interface #199
3 o 3 [} o =] o d'-g 9
wennMinusIiadedieg ez ligair lihlseutana uagsaufssiaidududae
4 d ' ° &
wseane # Neg higmi ldssunana ivs1zeziliudmues comment
° d
2.3.3 msmugumahauweaninfinilamesivisead
o s d o ¢ P — ° ' ¢
wasniiuindafames IFIeadisuduiay msnugumsiinuaeg e lus
1% o & o la v o & & o ¢
seadansovh 13 Tas1e Tdsunsy pfea(®) Fevsimihfidadetuuindaflames s 0ad
é o Q'I @ 1 o q'/
FansiFamTusunsy pret szldms@oumids dredraveensldirds ped lumsaruguy

g = o d
uﬁﬂmmﬂamaﬂﬂi’maamm

# pfetl —f /ete/pf.conf
# pfctl —Rf /ete/pf.conf
nndeteziumdalfuindefames s eadsmnguazdidesien anivad

° o @ J @ o’: d 3 o o o
fnua Tasludrdausneziunmsswnguazdidaianuasin 1Wa pteonf ualufidanaes

' o & 4 d ¢ { o " &
vzuandnvindidausnfouiinfafames IW§eadezeudoyaiy Filter Rule iy
vy A
Tigmdoyadue
# pfctl —sn
# pfctl —sr
# pfetl —sa

nndetradiusmdalduinfiafames Ilseadudaasdoyadgeanin Tasfids
usnozumsliufindnfaned I eaduansdoynveengfifiungues NAT miiu dau
srdefasszdumsifuRnfafamed IWsreaduaasdoyavesngfifiu Filer Rule winifu
dawsmdaqaimosniiunsiuindaflames Ilseaduaacdeyanned (al) fimnse

uaasld
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2.3.4 ghuunlumsahanguazmdewninfailames 1Wiaead
List
. ' { 24 - Y
List wunso lumsszyfenquuesdoyaidesmsdeds sududeyasiiafuain
1 A ' & 4 9 a 4 gy 2
1%Y IP Address, Port number Y139 Protocol @199 BIUNUNITADUVIUNYUUIVOADNITISY O
A 1 1 1
foya 1P Address wilaffideanisey Block udnmisoldngifivsdeiiorlumsszyiarp
4 (] (]
Address iaviuafideens Block Taglumsadie List vesngudeyassegmeluniomang
{}
e Tusunsy pfeti(s) vimssmdeyauazszuianaumudy List Avzadieng
Tifunsazdoyanegniely List 15y
block out on fxp0 from {192.168.0.1, 10.5.32.1} to any
o 1A 9 °o 9. ¥a Y P4 ' A
nangaanadie pfetl Budeyanmuszildifamsadungiuiniaesngae
block out on fxp0 from 192.168.0.1 to any
block out on fxp0 from10.5.32.1 to any

* b4
msldau List mansod U1 1dduagoug lildsnausies Filter Rule (iniy

Macros
o LY 4 =4 [}
Macros (unsadradaunls (Variable) iivelslumsinudeya wu 1P Address, Port
number 1A% Interface name (UG 1A Macros 13150980A NNFUdOUVRINGUAY I
v [ 9 4 ' o Vv é’
of uazh Iimsquasnuinguuesngii lddisvy

A 4 J sy g v @ < 3 b4 v o
FOUDI Macros ﬂzﬁﬂﬂ‘lluﬂuﬂ’wﬂ’lﬂﬂﬂiuﬁ%ﬂﬁﬁiﬂﬂuﬂﬂ‘l%ﬂi:,'ﬂ'El“lellﬂ’JUWJ'Elﬂ‘Bi

e

lo 9 o o A

A o Sy ¥ A do ' Y ' A
ﬁiﬂﬂ’fllﬁ‘uﬂ‘lﬂ TﬂU‘na'vmmm"lummmmm'm"l'amviuTﬂsuﬂsu I¥U pass, out 138 queue

ext_if = “fxp0”
block in on $ext_if from any to any
w 4 o w o g 4 4 . & o 1
21N829019R1Fu5s AU M U519 Macros 3971 ext_if FUAVAT Interface
v o ' - ) 4 v 2 -
name wazluyssrafiaesssilusiesianisonld Macros Nad198u Taon1381989 Macros

Yy a A ° Y
TADIULATOINUIY $ HINHUTUD

Table
3 o 1Y v & ° =) =1 3 9/
Table 1¥d1MTVUITINGUYDI IP Address Fanrsnueziianuswnniuaz 14
nienusItunsdszutanantesnns 14 List 1ae Table Qﬂaeﬂuuuuﬂﬁ’mmzan

o | 4 T & H
fungudoya 1P Address #iflvuinlng damsldnarlumaidrdedoyalu Table 0l 1p
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Address U3590¢ 50000 Address vziinauanaeiudnliosiunisididis Table # fifideyn 1P
Address Lﬂ']J'e‘lg 50 Address

Table gnsoadidaoweamedoadra Blung pfeont Tnvmsidousidansly
W8 F91981ds table Tumsatrsdotaueamsifoudids iy

table <goodguy > {192.168.1.0/24}

table <goodguy > {192.168.1.0/24, 1192.168.1.1}

table <goodguy> file ‘“/etc/goodguy”

nfet1amidausnilunisadig Table $o91 goodguy Tauifiunguved [P Address
192.168.1.0124 danluddefiendrefumidausnudssuandraiifinaszyia 1P Address i
ﬁ’mmsﬁﬂeammﬂdm‘fuﬁa IP Address 192.168.1.1 uazludanvesfdagamovziiums
§1UNGUYDA IP Address 910 T nmy Tavaindetsszeudoyanin g goodguy B
E);J:Glu letc/goodguy

8n33n1snitaluntsadhe Table Aomsardraduma Tdsunsu pfe(®) Taofiguuuy

1585149 Table AIA7DE1

# pfctl —t goodguy —T add 192.168.1.0/24

# pfctl —t goodguy ~T show

# pfctl —t goodguy —T delete 192.168.1.0/24

a0t unsa31e Table  $991 goodguy  TABIALAINGY IP  Address 1D
192.168.1.0/24 daulusidefiaesnziflumsiFongdoyaveandy 1P Address figrifiu 13
Table 0 goodguy taz lufdsgatioszifiunson 1P Address 192.168.1.0/24 fifduly Table

A
¥9 goodguy

Packet Filter Rule
I . 4 o H ' d d o
Packet Filter tABnTlozd (pass) Fuuiinifianiotanu (block) Taildunnhasiudu
¥
14 TﬂUms'mQuﬁmﬁ'mvuﬁugmmmi’faga“lumwas’ 3(IPv4 uag IPv6) aziaiwes 4 (TCP,
A L L] =y
UTP, ICMP uaz ICMPv6) Feaaulngjaziunsfinrsannin I Address Auniauag IP
o3 o
Address 121819 Port dun19uag Port Yarens nie11s lanea lundn
. 2 o 4 4 1Y o U'd'ﬂ,l’ 3/ o A
Filter Rule 9z32Ydednuazveauinifinzdesnseiunasnngs uazasnsgii
a .3 4 o d { a 4 z .
seifatuillonuuRnfanasetunusinae 1y Aon1s block 130 pass 1Y Filter Rule 92

a 4 & o o o o ot Y o ¥ y & =
‘1.]5311]14LLWﬂlﬂﬂﬂ‘Uﬂ;]ﬁ'lll?l1ﬂ1J‘l!?Nﬂg]‘YlL"Uﬂu"l}J‘ﬂ'lﬂﬂ;]‘llﬂlliﬂll‘ljﬂx‘lﬂ;]‘\lﬂq@]ﬂ'lﬂ %Qﬂgﬂﬂiﬂ

04836
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[y 3 Jd o 1 =3 ° v a 4 o’l‘
Auuimfadagasziiungiigmirludagulelunisfiss block n3e pass uinifia funde

L1

o ° : d o o
dusfmuang imsdedeyanauiinifaiidun (pass all) 13y Filter Rule Fousnoy

¢ 9

'\ Y & d Ay o ¢ ' o ¢l A wy ¢ /g
ﬁmﬂmm'nmu'wﬂmmmﬂnmua"lﬂs'maﬁ"lumaﬂmﬂmmauc}'ﬂm"l:uaa vlﬂi')ﬂﬁﬁﬂﬂ%‘l’n

v 34 4 o
msaamnnaiusae 11

Rule Syntax

t 1 4
Taga laudagunuaes Filter Rule 93sznou ludesaz@uadase 11l

action [directior] [log] [quick] [on interface] [&f] [proto protocol] \
[from src_addr [port src port]] {to ast addr [port dst port]] \
[flags tcp flags] [state]

action
‘i‘_] ° = N ) &7 d o 4 > ¢ . &
UMTINIHAUANTITNINIUNIZNAY ULLDNULNANANATINUVINUNUDY Filter Rule $19

4

@ 1 =1 o (] < a
131 Tufionis block 130 pass laoludauvoans pass Avgiinsdaninidaeenldawind
P P
1 [ '-g 5% . & a '
uglud1ve9 block vziin1saouauBInYUBYAL block-policy option 44 laginAveiinuily
block drop 150 block return
direction
d a 3 g & !
SuRemsveauiinfiaun Interface H1sznou 111428 in 50 out
log
[~1 o v d 3 o
Wumstmualiiny Log vounning
quick
4 o o N { o ) ' o d .
guinifinlansady Filter Rule Aifmua quick 13 szfiodingderiuiily Filter Rule
Y A v d 4 o ° o kX . e‘/‘
gamenasaiuanng Haz9zHINUANM IS e 1314 Filter Rule 1y
on interface
A A 1 a o o [
¥INTBNGNUUBY Network Interface NUNANATINIU
af
° < . a4 o 4 v ' P . A 4 d ¥
ATNUADNY IP Address version mmmﬂm"l‘mmﬂg Tﬂmlﬂ’uﬂu inet LNGLLWﬂLﬂGﬂ‘B IP
| 4 4 o ' a 4 o
Address version 4 taziiii inet6 ounnifald IP Address version 6 uamuUnAudusinda

v a

J J P '
Hawes IWsr0ad munsofiszdndule1diesnindeya 1P Address 31uilu IP Address version

Y °

v
Tyu sida luduiions lusuiludesdiviua
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protocol

=2

lumsseydelys Tanoai ldlwawes 4 15 TCp, UTP Wudu niooreszylanld

Protocol number Fsfimogsznne 0-255 av' 1A uazemsald List lumsidudoyaves
aquTisTanoaladndae
src_addr, det_addr

Wun1sseySeIP address ¥09AUNILAL TP Address voamemiiogluuiinida

Tavasadmualdvategiluuy 1wy

finuaTaenisld IP Address aa11Tagnse

- fnuaiilu CIDR Network Block

- fmunlavl9Feves Network Interface

- 1dmyerra Table n3o List fungaslumsnudeoya

- myseyauilu any 9xmuefianne IP Address

- maszysuil an szfunts@oumudids any to any
src_port, det_port

Sunsszyd Port Aumaiay Port YarenswealisTaneaiilFluasdomslua
wos 4 Tavawnsaszy lAnaregluuy iy

o o & 1 )
mﬂuﬂvﬂummwm Port number FINATENIN 1 - 65535

° Sld'l Y
fmualagldyeussusms
4 d '
- 1¥msade List iWeINUnNquues Port number
- aunsaldaieanuneio i ¥uAL19UDe Port number (51U
1= luimny
< TewnN
9y J A [ Y
<= Younmsonify
tcp_flags
21704 flags Mvzdvagn set 11 TCP header iovinsszyTys Inneaidlu TCP
state
° LY a [~ g 4 Y . Ao =t
fmualdszuuAnniu state YOWANAANATIND Filter Rule Nvua Iaolins
#1197 3 BUY AD
- keep state
- modulate state

- synproxy state
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o/ o [y d
2.3.4 fheenamstmuang Wituwininilames1vse0d
LY ] o v LT Y A& :‘ 9 ° 9
f106190158 Muaa1 198y Marco  ioaaanuddeulunsiildifeu Tae
et ualH AU 1904 Interface name N3BA1YDA IP Address AIRIBY
ext_if ="fxp0"
int_if = "dc0"

lan_net = ""192.168.0.0/24"

@ (] 4 Y [~ v
198190150219 Table 0 firewall 1Wo1F1un15AVAIIP Address 138 Network
number gl lumsseylunmsadiang

table <firewall> const { self }

o ' ° d o o ' 2 o Py
Frodrumsimualiuinfaflames 1Wsead ludosasredudeyahl  Loopback
Interface (100)

set skip on lo0

o ' ° ' o g d o o 4
§20619MISMUARN default deny policy I fuURnfaTames 1v50ad

block all

fredamafimuann1stlesiu spoofing #1 Interface

antispoof quick for $int_if inet

éi'aathqmi%aﬂg]Tﬂuﬁﬁ'au'lﬂjUau“lﬁ'ﬂm%awit)ﬁ‘l%'we{m ssh 9 1masevIemyly
Taodosinuoay 1P Address 192.168.0.15 winufiansormu'llld uddliasea
ou'luozit1ns block wazaa TCP RST ummifandy lfsdunis

block return in quick on Sint_if proto tcp from ! 192.168.0.15 to $int_if port ssh /

flags S/SA

v
=

msfmuang Ideyafidannmnedinisuendnnnds nterface vounsot1w

U

moluamisarnudan'ld uaglidoyandannindedionielulyfs nterface vounTotw

meluansodesnllld



g
nosayanaema uTadmsauing nizeounfraansei 2
pass in on $int_if from $lan_net to any

pass out on $int_if from any to $lan_net

dmualsl Interface TiFoudoinovionisusnsonlidadoynven’ly1d uazims
BUT0IHENI5ITONAD (state) Y0115 lanoa TCP ,UDP tay ICMP
pass out on $ext_if proto tcp all modulate state flags S/SA

pass out on Sext_if proto { udp, icmp } all keep state

4 J 7 { o ' P [
ifieenn IWfreadimifindnlumianses (filted) doyammizdaun lasveyana

v
LYY

v o - o w ¢ st & A Ao w v A g ¢
winfu dofuns@oungdmiuiniieadsaduFesiidrdgediets miadiangueslns

saa o

v s & ' ' o A y Y

sendnnanaaszi 1y iniead v ldaunsaseilesfuinsodieliseanusinms
A ayy []
gryninuse lawf ldeanivuoy
o y [y o g sl v . L £ '

Taondnmslumsadrngdmsuliitenanane n2ud1e (Simplicity) ¥4nNY

a4 ] T o ' ' Y s saan a '
Tufiimnedimsadngiidug omdwe 1lennu ldseaand hinsinguinadi 30 ag

L} ¥ o = ar 1 (-] - = g
Wszdmnniesiltifaanuduanidie wazenezhildifannuianaintiuld

1 4
Aw a9 A

1 v A o ¥ A ° 9 a g £ - ¢
Taodreuenann dadenludiufithlfinsesinnniosasdndae Fanrsainngueslns
L=} Y o ° LY ar (4 LYY [ a
seasaelgsuiumsinlsuedunnutasads vesesansunisduldanulunianaiin
9/ o o o A A Y a a9 ;w =} (] P PR
10?0 r0ad dunsesiialfiBananiuidesnis uenaniidell nguiediuideldn
A ' d 1 o 1Y
Aauaszuunsiudrllunguesivireadisu mstlesinip spoofing, msdesfiuns

Toufuuy land attack (S1udn
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a d
UATICHUASDOINUVUITUY

Y
3.1 ANUABIMIVYBITEUD
] - 4 3 Jd ¥ A2 o a L4 9 o
nnmsanpmniiafames IS eaduds Suhudlmsianudesnsesnidu
4 o ] { o a o o
oo iieri lsenuuuurumngg #28 UML dogiluuuiidlugsinagi limseenuuy
a9 annsaiinduanldauingld vSedsuuldsumsinuvesszuyludiunieeg Tas
Lifinansenududiumssenuuudug Midazanlumsvauissyuuezlsunlfsussuy
A v ar L4 1 ¥
Tuewian Fesemannudesmsvesszuulniamwisoasy ldndang deeluil
Functional Requirement
[ o 1 d
1. 303995 uMSHIUATUNIaNYI 131 (Web-Base Interface)
o ) [y J s &
2. annsofleudeyansuiludmsunisadienguesivsiead Feszylane 1p
Source, Port Source, IP Destination, Port Destination, Protocol, Direction,
[} o { 3
Interface, TCP flags Lia State fuN NI uRad 199U
4 { o & 2
3. amnsadiy uf v nSeaungiiimsasstuld Tasmsalasuu/asngeziing
' o d4 d o J
demaiauveauiniinflames 1Wsead
v 0w T
4. gwnhsadasosdinuvengluyld
5. ensamnuaanzlunmshauednyg fe 19ungEnable)vivunianms
¥9114(Disable) uagermnsadunldsudumiiaMove)veangifioTw laddums
o oy
RUMUAADINTS
4 9 3 H A 1 a
6. annsnuaasnemsvesnghadaiuiniuazngiiiegan 14
7. 81595095 UM TUIUY Wizard iiagefimuanguasdnyuem i
¥
4
ifiosduvesseadld
o P -3 g 4 é’ o
8. aunsatuiindeyangiiadeiuasiulidunsSonngiad vt 1d
9. mnsnfaaennghlfiusgeonnlugtuuyindld erimsdisesngaien
3

1 o o t
10. aansaomdeyannlndigndrsesBnnszuudigszun’ld
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L4 -] U4
3.2 szsuulFanusinfaflanesluilogiiv
d g LK /el 4 sd awa 2
unnifafamed IWSreadmilulWsreadioglussuul§iiRinis FreeBSD #alinns
4 o o o @ . o a 1
I Inseadludnyazasfimuafdaiuy command line $9vhIiIRanNgaenluns
4 9 o ° 3 o o o 4 4 4
adangdmsunrugumsinusiieg uazuennminlumsihousuuiiniaflames W3
0aad iFnuzdesiinnuiuazidrlalugdunuvesny (Filter Rule) vldadnanudnnn
Yo Y99 Ay 1A o 1 ° o g d '3 J ' a 3
TsudlFaun lifianusnnguas Bimehautuuindaflames IWseadunneu B
AFmnnsdauen liduinefumsFauuussuud §ians FreesD Az ldmsldam

2 . 2
galinNuINAIVINVINYY

MAUFINVOITZUVIIU (System Architecture)

1 4
szuunulsznoudsedlsznounien fere luil

[Server \
- FreeBSD 6.2
- Packet Filter Firewall
- Apache Tomcat Web server 5.0
-JSP
- Web-base user interface for Packet filter
/

Client

NG - Microsoft Windows XP
T - Web Browser

Administrator

31]‘7! 3.1 UAAININT VYD L DUIIU (System Architecture)
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& a dad ¢
!ﬂiﬂﬂﬂﬂuﬂ’)lﬂﬂi!“lﬁﬂnﬂﬁ

-4
a o

ava 4 d ¢ ¢ A o i
AnReszUULfIANT FreeBSD uag Tsunsuufinfailames IWsaead ievihuiin

9 o b1 £ o = v o 4::’
ATIVAUVDYANHIUIVTODN m'lﬂsumimsuummwmumu

T
)

9/ .
® faRaszuuUfIAMS FreeBSD version 6.2 ios035uNsATI9dRUSBYAT

Hdeen
Y

o Fasswondndniead landenly Tlsunsuminfalawmes nsead

e

a a 1 ad ° @ [} a 1w 4
o AadsdmliuSmsdudinefdmiududiudadedvdlineldlums
aunuszuy Tauidenld Apache Tomeat 1785%U 5.0

v
o Aadwrorauasniu lasdenld Jsp

a o Y 4 d o  w Y99 <
® A <1szuumﬂ‘mmuwﬂmﬂ%masmmuq”lmmm’m

d’ = 3 d
mseaﬂeummeﬂﬂamun

b

3 o ¢ o ' 4 2wy P
w‘l%muquszunmsﬂmuﬂng”lﬂsaeaaiﬂumummn %Qvlﬂi‘ljﬂ’limiﬂilﬂ')’lil

y
9 v

NWIDUANU
1 4
®  AadiszuulIiRms Microsoft Windows XP
s g =4 d o @ a Vo
® ﬂﬂ@]ﬂiﬂiuﬂim’flﬂ‘ﬂﬂﬂl“ﬂﬂﬁ 1%¥U Internet Explorer, Fire Fox s UaAAdN1
3 ad s A ° s ¢
L’J‘UL“]ﬁ‘V\Il"Jﬂﬁ LWBﬂ’J‘UﬂNIﬂitlﬂiﬂﬂ"liﬂ’lﬂ“ﬂﬂﬁ‘lﬂi'wﬂt‘l
Houaszuu
o Y o ° o o o o o °
mwum“lumsimmsua‘z@,uamimammmuwmﬂﬁﬂamm"Mimaa Tﬂﬂ'ﬂ'l»ﬂu
[l g =1 g 4 o v Yq Y o 2 = 9 [}
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3.3 UU§ 19 B WHIRAVBIIZVY (Conceptual Models)
midnIziszuumsimuanguinfeames Wi iead Insizv laverds oMG-

& o a a
Unified Modeling Language (UML) FIUVUIADUTUIUIAAVDITSUY

¥
331 NITPBNUUBUHUMNEEIAT (Use Case Model ) 13 lumseTunoszunanusinua

Manage
. \Firewall Rule/ ™
AN

Advance AN
Configuration

/

P

V ‘\ s N 7
NN . ~. L g
\ N \\ |/ Packet Fileter
) \, . 7 ’l ",' .
Administrator \\\\\\, e N 7 Firewall
, e

\\\’ N \ \\\\ /// , A,
R ~ l/ I
NSRS “~./  Manage e K
V. —- User Accoun SEIOPNEY, /
\ ‘\ \\ \ ,// 7/ /«’ )
\ NN e /’ ol X
\ \\ N283 \ 7 / / y;
X N . L 7/ s 1
NN TN View Reports A //
B L N ~ /s Y,
AR\ N / = 7
\ A S M 7 Vi !
L aw . 27411 N v / ;
A A& * / 7 /
VAN N N Manage N/ /
\ A irewall Statu /
VY 5, 7 /

Manage
System Configuration

d o ¢ Pe  w
71t 3.2 1119 Use Case Diagram szvuifamuniinifaiaines Inseaddminglduuiy
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USE CASE DESCRIPTION

¥
nAMseBnLLLLNUAMgmATE s minefuetureumIlfinaunse
Q’: = 1 o ' [:] o & - r y
Tuaeumsaadefuszuyluudazau 18 Tasldumumwdray Feluumumwdrduiiannse
a 0 o n’: a a o - ..
pfuemshauiudunsuiuiaudsns 19seSuruymna (Use Case Description) 18

¥y
faee il

Use Case: Manage Firewall Rule
. @ ) 1 { ° 4 o o o 4
Brief Description: Ms$ansfungag vz lflumsianvsuminfnilames 1W5ead
Actor: Administrator
! o’ = Q(
Precondition: §19uszdoeims Login ihgszunuas IdFudnsnis1dmuilu Admin
Basic Flows:
.. o 1 i [ 1 q o [y

1. Administrator (anThduiezdhguihediuvesmsiamsngeien evimsvams

o 4 o s 7 & 3 .

fungmeluuinifafames1nsread seausauenngesniu Runtime Options,

Table, Antispoof rule 1@ Filter Rule Taof1Faumunsadiy av uazud lungeran 14

= T g
2. asnaoungiinIINignaes
3. Yhmsiunguagiufinagniudigszuy
4. szvuudawanissans
Alternative Flow:
Ty sl A £ ' o o A
2a. minng ligndes szuviznaasdeanuanaatuies livhmstiuhona
Postcondition:
o R 9 A . ° = o ° a 9y

1. ngezgnifuiinilussuuiesems Activate msvhantezfianmsinuaungild

a5

Use Case: Advance Configuration

3 4

o o 3 I a
Brief Description: msud 1 IWdnfdeyangueaiinfiaflames Inssead Tavmaiuvigy

¥ L]

sz lunveenges

Actor: Administrator
<

o [} v oa [ .
Precondition: #1991uvzdvaiing Login hgszuuuaz 1dsudinimsldanuilu Admin

Basic Flows:

af g U 1 Y Ly
1. Administrator ilanthiduuazidrigndivediuvesmstansng lussdugs

¥

2. Administrator Wim3ud ludoyaluIWd Taomsfnigiliss Tonveangdasdanes

3. szuuiimsasasungmoluiWdfildsunisudle
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4. smiuinmsud ludigszuy

5. szuuusewansud lung

Alternative Flow:

3a. 2UUIMINTIRABVUAINUANURAYBINGIT T IUNADBAN I H 198
Postcondition:

P O] 9 A . © = a °
1. ﬂ{,]‘VlLLfﬂ‘Uﬂzgﬂﬂu'ﬂﬂ‘l’ﬂuizﬂﬂl"ﬂﬂiﬂﬂ'ﬁ Activate 11T NUIWINANTITNNIU

Use Case: Wizard Setup
° 1 o 4 o 4 J
Brief Description: miadungoinmsfimuasvesdldifuuinifefamesnsead
Actor: Administrator
1 ar @ QJ
Precondition: f1919zA0evhiNs Login ifhgszvnuas1dfudnsnisldamuilu Admin
Basic Flows:
.. y_d Y19 a9 Y o o

1. Administrator Waniduuasdhguihsesudumsainaguazimuamsiauuuy
Wizard

A Y o S o 4 Jd a wa | 9/
2. denpuidnuazminanvewindaflamed IWs0ad lasssuuesiigumulianeg 14
g 3 A Y
Alddonamuanudens
3. fmsadunguindeyanuauiangdlden

o L=} Ay ¥
4. shmstiufinngh 1

v P y &
5. szuuudawnuvangignadievy
Alternative Flow: -
Postcondition:
4 v v 2 Y & i ° =< a o
1. ngiadeezgatuiin13luszuuiesenis Activate mahaudsziansiom
Use Case: Login
Brief Description: 1111573579001 Usemame 11ijogluszuunseli waz Password gndos
TERNtY
Actor: Administrator
o a A o v a <]

Precondition: §1Fvzdoslgsumsiindeltidudldouszuuung 185 udndns ity
Admin
Basic Flows:

=4 3 4 o . 4
1. Administrator (ANt UYL M3 Login e ldnuszuy

2. yhmstlou Username tag Password vosduzidnldssuu



3. szuuiimsasisdeuaugnAvsussteyn
4. foyagndevhmsihldnudidnquesssuy1d

Alternative Flow:
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] ' © a 3 o
3a. szmm1ms¢1n%ﬁauuﬁ"amﬂ"luwu{fagaﬂzmmmameﬁ'ﬂmmNﬂwmmmmzﬂgmﬂ’h

L4
g3 Login InadnAss

Postcondition: -

Use Case: Manage User Account
Brief Description: 11171544 1% Username (e Password 525 wazBuanunugld
Actor: Administrator
° . [ v a o) .

Precondition: §1#11vzdnains Login ¥hgszuuuas 185udnsnisldeutiu Admin
Basic Flows:

. . I Y :3 A o (Y o 9 a a o
1. Administrator ianthidviiuiiermsSanisud lunudeyaswazibsaneany

Username (LAY Password
o C Y

2. Person Mimsiiuiindeyadingszuy
Alternative Flow: -

Postcondition: -

Use Case: Manage Firewall Status
. . 4o o o d d J 4
Brief Description: 'nz'n1ﬂﬁﬂmuﬂﬁnmwmu‘wnmﬁ%mei'"lwi’maa
Actor: Administrator
1 Y =y QJ
Precondition: §1901192d0evms Login ihrgszuuuay Iduanims 1dnuilu Admin
Basic Flows:
. . g o g v ¥ ’ o o g d
1. Administrator ianthduuasidiguinediuvssmsiamsivaniuzvouinng
I's I
Hawes 500
~ Ay °
2. Aenaousiidesnisiinua
3. M7 Active an1uzidon
4. mmsdmuaaauzldtiussuy
Y 0
5. szuuudamamsimuaaolus

Alternative Flow:

{ -3 1] =) 5 10 LY
sa. minngfiimsadhabigndes szunszuaaseniufianmaduuas livhmssuiiona

Postcondition:
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A o v L b ) . ° 2 a o
1. ﬂaﬂﬂ1ﬂ15llﬂﬂ:g‘ﬂuuﬂﬂqjiuixUUlWﬂiﬂﬂ‘ﬁ Activate MINTIHUIIWWIHNANITNTIU

Use Case: View Reports

Brief Description: ﬂzﬁ1miﬁﬂﬂ@,ﬂvmummszuu

Actor: Administrator

Precondition: f{1#m13zd8aviMs Login dhgszuuuas 185 udnimsiFenudu Admin
Basic Flows: .

1. Administrator L‘ilﬂﬂﬁﬁu?jymﬁmﬁeﬂﬂswmu

2. @ensenuiigens

3. szpuaduswauuasuaaswaldiudle

Alternative Flow: -

Postcondition: -

Use Case: Backup
° s -1 o o '
Brief Description: 12vhimstiufinaguoaindailawmes Isre0d
Actor: Administrator
o [ [ v a & o .
Precondition: 1991U9zdBaiins Login ihgszuvuas 1d5uansmsldanuiiiy Admin
Basic Flows:
.. Y o 3 A o A o 1
1. Administrator [an vl INIsenn1391191u ludauves Backup
3 A ¢
2. Ai¥ouazsivaziduaves INd
Y Al W a3 g/
3. sTuULAAIMTIetudwAudoya
o o A4 9 o
4. szupimstuiindeyaasia
Alternative Flow:

1 v 2 Y Y Y a 2
4a, 'H'lﬂizﬂ'U"bJﬂﬁlﬂ'ﬁﬂﬂu‘ﬂﬂ‘\lﬂy‘ﬁﬁﬂqﬂﬂ%’llﬁﬂ\]ﬂﬂﬂ')'lﬁwﬂwa'mﬂu

Postcondition: -

Use Case: Restore

14

Brief Description: 327 imas 1 Indnguesuiinifiaflames 1Wsroadd Idtudin 14 mldau
Actor: Administrator

° . ] v a o .
Precondition: fl9a1u9zdnaiims Login idgszuuuas 185udnsmsldnuiiii Admin

Basic Flows:

o :: y ° o (]
1. Administrator [Wanti 1 dvvrwieiin1sidenn1sitauludaIu Restore
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Bon IWad lavinstudin’ll

o ' J ° (K- -] J
szuwihmss duasihdeyadhduiniinflames Isaead

ol S

° o &R ] &y PRATRY g 9
szushastudinag Iniaswmuideyaluvanldlumanudesyang
5. STUULAAIHATILNUNTTNY
Alternative Flow:
1 1 1 3 d 3 a {
3a. mnszuy Wmmnsosmagiguiinifafames IWsead ldsy srwaudedanaan
a &
find
] L s 3
4a. minszuy Bannsoruiindeyaasldvzuansdennufianaraiy

Postcondition: -

Use Case: Active Filter Rule

Brief Description: szilumsdasiveangaea it ldud ludhduinidaflames w5 eaduaz
IWdRifudeyavesng Mesudumsineu

Actor: Administrator

Precondition: 1991492409715 Login €1gszuuuag 185 udntns tdamufiu Admin
Basic Flows:

I Administrator Waniuduiieiing Active ng

L o

o i o ' 4 g ¢ %
2. ssuuhnsdnuaingidmdshadegluuiinfinlames saead

] [}
~ =

° as 1 I d g d a J g

3. szuuhmstufinngasllunuiingiied & udeyavewininflame s 1Wsead
4. szuuudawamsmsauiiums
Alternative Flow: -

: d 4 o ¢
2a. winszuy Wamsanlaeuasng luiinfaftames In$ead ldesuaasdeny
a £
Hana1Aay

' v Q9 y A 4
3a. maszuy WannsatuiindeyandlAszumasdennuiananntiy

Postcondition: -

Use Case: Manage System Configuration

Brief Description: ﬁ‘lﬂﬂﬂﬁWi‘N‘ﬂﬁﬁUi £UU 191 Host name, Domain, Gateway, DNS Server
Actor: Administrator

Precondition: 1591492400715 Login Whgszuuuaz 185 udnims iy Admin

Basic Flows:

g 43 i o [y 1
1. Administrator ﬁlﬂﬂfﬁl')‘ﬂ‘uulﬁﬂ%ﬂﬂ‘liﬂum‘vmiz‘un
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2. srpuvmsnlasunasmag vesssuy

3. szuphmstuinsinsAsundacaly Mduesssuy

4. szuuudawanmsmssuiums

Alternative Flow: -

2a. ﬂ1ﬂszmJ"liimu15ﬂuJE'Uuuﬂmfh"lé’fmmm‘i’faﬂmnﬁﬂwmﬂi‘fu
3a. mﬂiz‘uu'lu'mmsnﬁuﬁﬂ%gaaﬂﬁ’mmm%ﬂ'Jmﬁﬂwmﬂifu

Postcondition: -

Activity Diagram

Enter New User Data

[not complete data]

Check New User Data
l Record New User Data '

‘ Display Edit User Data Complete '

g‘dﬁ 3.3 UfA Activity Diagram Y99 Manage User Account

[~ o o 1 R
Manage User Account ifumsvielumssamsdoyadiequesdls iu msudly
Fouazsriariud1d maay vin 414 Taonisienlud19e9 Manage User Account 1315910
mssudeyavesdlfidgdzuy uazihmsasrvaendeyaiindwrilinnugndesnsiny
Ao ] ¥ do g 4 & g 1
slupuiisimuae soudennuasudiuvesdeyanfudun sulledeyamunsoriuns

o o & Y = 1Y
ﬁi’Jﬂﬁﬂﬂﬂﬂ%gﬂﬂﬂuﬂﬂlﬂTg'ixﬂﬂ uazuﬁmwaﬂmﬂaﬂuuﬂawaga
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>( Enter Username
/\ >

[change password] [change username]

‘ Enter Password @ow "Don't has Username)
[not found username]
Ghow "Password Not Correct) ( Check Username ,‘

[match]

[not match]

Check Password

[match]

Goto another System

51/ 3.4 uaA3 Activity Diagram U84 Login

o o 1 ' a &
Login lunisshanludauvesnisasnaeudidhldssuuhiidnsd sz

A ’ o a o ¥ A v yvg ¥ 0 Y
‘Hiﬂ"lll Tﬂamimqm%mm1ﬂmiu1m%auaziwamuﬂmmh LAZNINTNITATDUUDYDR

QP
=) a [

Aduazsiarufingdan uazesfimsnsauanudanaaluudazdausen U 1ddugls
A 9 &L 9 a A a é’ & v (7= a a g a v 9q 9
Weldannsonsuddeianmaniatiu Fedr lullnnuianmanavunzeyanaligly

9

Whgszunludande’ly



33

Add Edit Delete

Gput Firewall Rule Data l S ' Select Firewall Rule ' Select Firewall Rule ’
[not complete data]
Gheck Firewall Rule Syntaa—| G:hange Firewall Rule DateD{———-I Confirm f@7

[not complete data]

[Y :Delete this rule]
Create Firewall Rule Check Firewall Rule Syntax
G«dd New Firewall Rule To List | ‘ Update Firewall Rule Data) Gelete Firewall Rule From uﬂ

[cancel]

301 3.5 uaa9 Activity Diagram 489 Manage Firewall Rule

B

=4 ° L) o ] { 1
Manage Firewall Rule tiumisniamlunsdamsiungearsgnesgaeluszuy &

o 1 4 o

o & 1A v o o o o ¢ o a ' P
ﬂ;]‘l’l‘i’l‘lﬂ‘liuﬂ"l‘llui]:‘,tl\iVlunwﬁﬂ‘ami711\11u‘llﬂ~1uwmﬂ¢lﬂﬂmﬂivlﬂi’m’ﬂa"nu‘ﬂ IUNTINVSY

L4
M3 Active Wnguiusudumsldanu Tasmsiansfiuagannsouisld 3 unude

1 b

mainng Fudumsiiaulasnsiudeyavesngidhgszuy uazimsasivasy
& la o Ao o o
s Tonuneng Rule Syntax) Fedrilgiiszlenfiatuiidmualinedmualidly
o ' ¥ v A o ¥ - ¥ oy,
smuasvsangiiunin Taudlerunisassnaeunszaianguaziiunging Firewall
Rule List
vq 9 o A dy o = LY 4
msud lung gléhmsidenngidesmsud lu wazihmsndsunlasdeyavengi
Y A Y 3 o ' o o o <
18iden 13 miniuszuuseiimsaslasugliss Tvavesng neunezimsdiunlaou
{ g . .
foyavoenginylilu Firewall Rule List
yq ¥ A Ay . . & a a o
msaung fléidenngidesn1sauene1n Firewall Rule List 9ntiuszlinsgudunis

1 4
aungﬁuaenmm:uu Lﬁamaumaasxuunzﬁ‘lmsamgeaﬂmn Firewall Rule List
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{Error :Show message error]

\/

G:hange Firewall Rule F“D\

Active Save

Select Method

Check Firewall Rule Syntax) Gpdate New Firewall Rule To Firewall Rule Fila—
Gpdate Firewall Rule To FirewaD——

[Error :Show message error]

—Gpdate New Firewall Rule To Firewall Rule File)
[Error :Show message error] i(

gﬂﬁ 3.6 (1A Activity Diagram Y99 Advance Configuration

Y [ o ' ) Y 3 o
Advance Configuration iunishimludiuvesmsiamsdunguesunning
¢ % £ o o4 o ' ¢
Fame W r0addnmanils TaodlFannsaud lusungnioluldninungaqvedus
< o a o d
1004 (Firewall Rule File) 18Tasase mavimszisuningldimsudludeoyavesInd uaz
A [ % @ 9 P t
donmasansiudeyaiiudly Tasudaily
msisudumsldaungldudly (Active)  Taglimsnsivaeigihlszlonveny
o o 9y 1 d g g J n’: ° ~ 9 i o
wazmsihingeihguitnifafiames Ifaead miniuszimsdoudeyang Imiaalaiy
{YoyavosngAnly Firewall Rule File
o ! 4 1o ° y o d ¢
msfiudeyangiudlusave) madudeyass bivhimabngdhguinifiailanmes

4 d 1 o '
52908 uaszifiudeyanslu Firewall Rule File 06131002
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Select Public Interface

Restrictive Mode f Permissive Mode
de Inbound Policy mm9—‘

@eate Allow Policy Lists for Inbound da@ @eate Block Policy Lists for Inbound data

{Create Inbound Filter R@{————
Restrictive Mode (. Permissive Mode
kSelet:t Outbound Policy mode

(Create Allow Policy Lists for Outbound daﬂ (Create Block Policy Lists for Outbound data)

Create Outbound Filter Rules
J\

l Display Filter Rules '
G:onﬁrm for Active Filter R@——v

Active All Filter Rules [cancel}

17 3.7 ua@9 Activity Diagram 499 Wizard Setup

4 o . w1 v d d ¢ ¢
Wizard Setup inSesiodmiudslumsadrng Ifuuiindafiames w5004

A v A o S A " @ A k4 )

TaoSuduainnisiaen Interface 104 1WSvaaNFoUAB A LIATOY BN IBUDN 1INTUILIY

° o [y 4 ¢ &
mssmuangdmiunsesdeyavudi (nbound) veslniread sedlddounsn Inualunis
o a .. t =1 d
Mandiildidon 2 Tnun fie Permissive mode Tavagdsrunnuiindameiuuudives

¢ ¢ L d d g ¥ Y @ ¢ o
W98 1Az Restrictive mode lavvzufioaynuiiniianiaduyudivesIniioad sy
Y o Y a ¥ v Y a A d L.
dosmmsadunvazdvalumsnsesdeyamediuyudi driimsiden Inuailyu Permissive

mode fl¥¥BatmuaswaziBualumsuden (block) doyanievudinhidesmsldidariu
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uathd1diden Tvaan1sM1aUUY Restrictive mode A 19R0aimuaswazidalumsderi
] 9 ]
(pass) Yoyavudhitoyanalidsdelyld vimiussuvezadrengniedin Inbound Nldein
foyan 1450 uazidhgmssmuamsnsesdoyameduuienn (Outbound) Tasssiiziluyy
mitmuamioutuludiuvesmansesdeyavudi Aovinsidien Tnualumsiauay
° = 9 & 1o A 14 9 v 9
fmuaneazdalumsnsesdeyaiedeiunioudendeya ssuvaiengnuidiuiesn
' E4
nndoyait 145y ludugatoszuuuaasdoyavesngiisnualdiugldldnswuazsens

A o v yay &4 A g o 4 9 &
UuUu‘ﬂ’]iﬁl‘]f\ﬂuﬂ&]Q']ﬂaiﬂfl‘waliNﬂl‘lﬂ'liﬂ']\ﬂuim\iﬂgﬂﬁi‘N‘Uu

anut Backup Filenama

G\’ead All Data From Firewall Rule Fila

}
Create Backup File
k)

(Write Data From Firewall Rule File To Backup File)

[Error :Show message error
Can't Read Firewall Rule File] [Error :Show message error

Can't Create Backup File]
Gisplay Backup Status)

g‘ﬂﬁ 3.8 LAY Activity Diagram 99 Backup

Backup lumsdrsesdeyaveangfildanluilegiiu fifiueglu Firewall Rule File
Tl 130 I Il Taemsiauiduanmstmuadevesndiee 1 lumafudeya
ATiusEULziNs8 Moyl Firewall Rule File smfuinsadie oz 14 ums
grsosdoyanude Indfitmua uaz'ﬁmm%uui’faqaﬁém%ummn Firewall Rule File

g1 lunsdrsesdoya uazuaaensnumansiny
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CSeIect Backup File Nama

Gdd Firewall Rule To FirewaD———
——-Qdeate Firewall Rule To Firewall Rule Fi@

[Error:Show message
load rule not complete]
Gispiay Restore Status ,

{Error:Show message
load rule not complete]

51/ 3.9 4erA9 Activity Diagram Y94 Restore

Restore 1fumsmemlugmussmssmdeyaildiimsdsesidgszun Ta
o a v A { o P o 3 o ' [4
msiausunnmsdeteves Idnifudeyanlddises]d minduszuuimssw Iwduay
o i . 4 g ¢ ¢ 3 0 .
hngiisw 1&g Tsunsuuiinfiaflames IWsead miniiueeiinmsidungaq Firewall

Rule File Lagit@anan1sn1u
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Rule Statistic Report Log Report

Select Report Type

Gead Statistic Data From Firew@ ( Read Log Data From Log F@———
1 Create Statistic Report ) [Error:Show message ( Create Log Report
Can't Read Statistic Data]
( Display Statistic Report 1 Select Log Report Page

Display Log Report [Error:Show message
Can't Read Log File]

Y
QU

5

(

*

gﬂﬁ 3.10 (1oAY Activity Diagram Y94 View Report

View Report ifumsiiongdoyansaunnszuy Tasmsihnusgdeadonsionu
Ay a ] = a Yy 1 vy A
fidosmsFong Fessnuiicusaisong lAuue 1A 2 uuuae

o { aa
Rule Statistic Report tHU5100ufitaasswaz@uaninduadadiegvoang laons
9 a ' ' aa g g o‘ ¢ o
afeswnusziunnmseudmsadaveangnnTilsunsudinfiaflames Irieadinn
a¥nenunndeyan 1dsy uazuansswamliiudls udlunsdin liannseeiudinn
o a o
Tusunsy'insread 1dngezudedeianmnldnudly
y { g ' . 3 d

Log Report iiusrsnuiiveuaasdoyainueglu Log File va1Tdsunsuuiining

'L o J o ' J 1 o
FawefInsead Tashnmssanislu Log File gszuy nazihmsaiiessnunn
Foyad 18350 idesnindoyaii 189 nmiifiy Log vesTsunsuinidaflaines TWseaders
a (o o ' d LY A g yyveya v &y
fUSuannszuussiimsuinsuanseenilunasgminee e lviglfinennihiinesns

qioya'ld



39

{ Select Firewall Status )
{ Active Ne@———

Get New Firewall Stat@

[Error:Show message
Can't Set Firewall Status]

@splay Firewall Status )

gﬂ‘ﬁ 3.11 ugA9 Activity Diagram 983 Manage Firewall Status

[ LY J [ a
Manage Firewall Status 1fumsiansiuaamzveslnirend lausunngdldiden
dy o Yo d & ¢ g o 4 <
aozideamsimualdfuuinnadames sintuszyyszimsalasuaoiuzveunn
o 4 4 iy yor o 1 Y 4 g ¢
Bafames i eadmui1dsunadly uazhmsemaauz luilspiuveumininaiames

4 ' o d ¢
In$reanstuinlmi uastaasrauzluilvgiuvsusinnaflanes 1Wead
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l Confirm To Active Firewall R@—

———Qcﬁve Firewall Rules to FirewaD

@rite Firewall Rules To Firewall Rule F@

[cancel]

[Error:Show message
Can't Active New Firewall Rule]

( Display Active Status )

gﬂﬁ 3.12 L8R Activity Diagram U84 Active Firewall Rule

a 3 g = ¢ g
Active Firewall Rule {fumsisudumsifnungueadindafiames IMsreadniing

a d a dey 1 o 4 o A 9 y
udlamdonfasuntlasnnnguiildey TasmsinussuvesBuiumsGudumslsaung

. o o f Y 4 o ¢ ¢
I minfuszuveziinglmidhg lsunsuudindeafames ia00d wozlimsasivaey
b4

foranaraninmiinge amfuszuuezihmslisung Iniiidg Firewall Rule File uae

uaasaauzisudulfaung
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@splay System Conﬁguratioa
,——%Ghange System ConﬁguratioDé——

[Error:Show message
input Format Error]

[Error:Show message

Check Input Format Can't Active New System Configuration]

Gctive System ConﬁguratiorD———

[Write New System Configuration To System Configuration File

=y

®

gﬂ‘ﬁ 3.13 LAY Activity Diagram Y04 Manage System Configuration

R [ a 9 s o
Manage System Configuration iHumsiSungdeyavesszuy uazmsdivnlasy
doyariequesszuy Tasmsmnusudunnmsiongdeyavesszuunndlf uasvims
4 y ' g a 3 < do ¥
Wasunlasdoyaiequesszuy miminsziimsasivasudeyamsn/doumlacisugnn
' v d o v 1ta 3y a 3 o ° ¥ q 9o
Jgndesassmugduuuiidmun d1lifadedanaratezimisdmuadeyalmildiu

szuy wozoudoyalniasly System Configuration File
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° 4 d 4 J
Tnssadudoyavosssuumsfmuanguiinifiaflames Irlsaead
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p 44 4 ;
Wumsueslassadrdoyavesszuy Felunild Class Diagram touaaa

Filewall Rule List Manage Firewall Rule
Packet Filter Flrewall - - -
-Firewall Rule List Data -Firewall Rule Data
- +Create_RuleList() +Create_FirewallRule()
+ActiveRule() +Select_Rule_Type() +setRuleSyntax()
Log File 'g:’:a"t';-';‘::l‘:-(-fy"‘axo +AddFirewallRule()
N ~ " e A -Check_Syntax()

LOQFslePath +getRuleStatistic() -Add_RuleList() Config File
.LogFlleName +ClearRu|e0 _Check_RulelD() i g
rgetlog) 1.1 4 +DelsteFirewallRule() U Flerath
-readLogFile() -Remove_RuleList() - se -Filel .ame

1.1 Manage +DeleteAllFirewallRule() +setFilePath()
+Clear_RuleList() +getFilePath()
Use +SelectFirewallRule() +setFileName()
Use _getRulelD() +getFileName()
+EditFirewaliRule() +Backup() )
-Edit_RulsList() -Create_BackupFlle()
1on 1.n +MoveFirewallRule() -Read_ConfigFile()
- -Move_RuleList) +Wiite_ConfigFile()
Report +ActiveFirewallRuleList() -Wire_BackupFile(
-ReportData +Create_ConfigData() :geag—gestmeg'l'eg
- ead_SystemFile
1322?2,‘323‘5;‘;?? "F§0 Vg oa B +Write_SystemFile()
-Create_Report() Manage 1.n
1.n Use
Create 1.4 1.1 1.1
Administrator|1..1 =
System
. 1.1 Manage
+loging +getSystemConfig()
+setSystemConfig()
-Check_Input()
A\V4 -Edit_System()
User +ExecuteCommand()
MSeTiarRe, +RebootSystem()
-Password
-LoginStatus
+setUsername()
+getUsername()
+setPassword()
+getPassword()
+setLoginStatus()
+getLoginStatus()
+Authen_User()
+Check_Input_Data()
+setUserDataToFile()
+getUserDataFromFile()

51/ 3.14 u@@A9 Class Diagram ¥84381Y
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Class diagram Y8452 UUHY52n0UA I 7 AMITALH
g {
- User iflunanaiinudoyavesdly
Y a 1 [ 1 a o d
- Administrator tefimsiudoyadididgszuuuds dldnudinanelaniiludqua
A
ssuugsensa ldauszun1d
o A d £ s o
-Firewall Rule iJunmafifudeynvesngdenisvesnsead
d g ' o
~Firewall Rule List {funaaiinudeyanguuesngiinua
. R o Hdq 1o o W [ g o 4 (4
~Packet Filter Firewall dusmailgdmivsanmstuindafames 1nsead
a3 Hq ¥ o s Y
-Report Huamanlsdmsvainesisau
g 4 o v o o 7 4 o s e
“Log File ifunmafilddmiviamsiuind Log vewdinfalames 1Ws10ad
o) Ad v o @ o @
-System {unmalinudeyavesszuuas 1sdmiudansAuss Uy
d 4 o Y g d e 4
-Config File iiluaamanl#lumssan1sfiu Configuration File vowiiniiaflaines Iiread
MNTINYDITTUVAB
. @ o do v, i P £
- Administrator UANFUNUEAY Firewall Rule List AiD Administrator HH4AUTINTO
a3 Firewall Rule List Tanaiuda Taousnmuriiavoing
P=% v o do P
- Administrator UANUAUWUTAD Report 10 Administrator wumummsm’%‘:ﬂﬂ@
Report 1anaw Report
1. v @ dw \ Pl & @
- Administrator JANUTNAUTAL Config File fia Administrator *UIAUAINITOIANT
s o 3 ' £ J ° A a :3
fiU Config File launanmnite Il aumsmaunneyu
v o do L . i 2L o
- Report Hanudunusy Log File tlag Packet Filter Firewall flo Report Y1UIANIY
= vy . Y A 4 o &4 o a vy
Sunlddoyanin Log File 1AfiBaniled uag Report wiladnziionl¥deyasn
Packet Filter Firewall Mg ufeunilounin
. . o o Jdo 3 . . . &
- Firewall Rule List UnNNEUWUTAY Packet Filter Firewall fi® Firewall Rule List 14
o A ¢§’ -1 [y Y . o
Friignafreinesgnlflunisifiudeyaunzianisiy Packet Filter Firewall 1y
at
#e7
= v o do P
- Firewall Rule List 4AMUAUNAUTNY Firewall Rule f1® Firewall Rule List NT4A73

o [y o ' A W
aansafiudeyaunziansfiu Firewall Rule TAunndmnilgn
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3.3.3 Behavioral Models
i : 1Y) a
Wumsyeanszuiumsvessuursena lnussszuy Taswesludnyuznganssy

(S o L] A d'dy 9/ . d‘ )
Y0352 UVITITUUUe81e ls ¥aluniild Sequence Diagram iNoeTurena lnvesszuuly

ANHUSNYANTTUVDITSUY

Administrator
|

3
- 3
3

|
|
|
i
Login(“Username”, " Password”}

Authen_ User(“Usemame”, “Password”)

[error] Username and Password not match

setLoginStatus(true)

Login success

31]'?13.15 a9 Sequence Diagram Y94 Login Use case

P o o . 4
11ngUfi 3.15 szifunsuerasfian1siiaImes Login Use case TaoiiloflFamszuy
¥ o ¥ 4 " ! '
WhansiimsldauTaemstleudeyaludiuues usemame uag password Tugaludiuves
< o S 9 'Y ¥ v o Y yq 3/ v
User fazgimsasudadeyauazdmindeyagndesneseygialifldauannsolyau

1 1 Y 1Y v 1 -1 o g 9 a 5
53‘1]‘1]11!'6’(')1‘!?]1\1“]vlﬂlmﬂ'lllﬁgﬂﬂ@\'iﬂﬂxﬂ'lﬂ'ﬁllﬂﬂﬂlﬂﬂ'ﬂuﬂﬂwa'}ﬂﬂlu
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|

|
Administrator

|

|

1

|
L

setUserData(“User data”)
Check_Input_Data(“User data”)
[Error] User Data not complete
setUserDataToFile(“User data”)
SetysSgrficcount Gompleta ||
T 1

gﬂﬁ3.16 WEAN Sequence Diagram Y99 Manage User Account Use case

13U 3.16 vzlumsudaafien1s1914Y0e Manage User Account Use case 19U
4 .
defldauszunduiiimslFaulagmstendeyavesdld Tugalu User zasa9deu
H a a { a J 1
Joyandidoudu drildefianarnvesdeyaszudsanuiianaranifiaiu ninhitie

o o i 4 o
asvaen ideyagadesfwimsnfouulacdeyavesdldmui1asy
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Firewall Rule List ConfigFile

Administrator

I 1

Select_Rule_Type()
Read_ConfigFile()

v

Firewall Rule Data

Display Firewall Ruel List

AddFirewallRule("Rule Data")

Check_Syntax("Rule Data")

[error] Rule Syntax Error

Create_FirewallRule()

Eirewall Rule

[
|
l
|
|
setRuleSyntax("Rule Data") '

New FirewallRule

Add_RuleToList{New FirewaliRule)

Add Firewall Rule Success

gﬂﬁ3.l7 1A Sequence Diagram Y89 Manage Firewall Rule Use case aIUMs L‘ﬁllﬂ;]

93107 3.17 szidlunsuaasiansianuves Manage Firewall Rule Use case 1u
dauveamsiiung (Add) Taoidled1deudensudgszuy Firewall Rule List %zgnﬁ%’nﬁfu
Tagsudoyangu191n Configuration File unzuanssiemsng Inugld yniugldaziins
dinnglaomsfleudeyaveangfidosmsadradhgszuy szuvszimsasseudeyait
ANNYNABILAATUAIU nntussiimsadieng (Firewall Rule) uazfmuamldfung

v k4
waztiung g Firewall Rule List
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Firew. j Config File

Administrator
|

—

-~

Select_Rule_Type()
» Read_ConfigFile()

Firewall Rule Data

Display Firewall Ruel List <~

DeleteFirewallRule("Rule ID")

Check_RulelD("Rule 1D")

[error] Can't find Rule ID

Remove_ RuleList(*Rule ID”)

Delete Firewall Rule Success

31]‘?13.18 LA Sequence Diagram U949 Manage Firewall Rule Use case G IUMTAUNG

%1ﬂ§,ﬂ‘ﬁ 3.18 wilumsnaaideimaninu Manage Firewall Rule Use case aIuMs
aung (Delete) Taoiilod1#audonduidhgszuy Firewall Rule List %Qﬂﬁ%lw‘ﬁ}uiﬂﬂ’ehu
{oyangu19In Configuration File ttazuanisonsng IAFud 1y ymuidedldinsaung
TasmsifenngiidesmsaussihmsdenuoavueingRule DIz szuvziing
A3 UNINEVYeIngIiiayeselu Firewall Rule List Fadrlinufvzudedeoranarn

pon 11 1 liildeRanarnazshimsaudeyaveengeenain Firewall Rule List
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Administrator

}____-_

A
Select_Rule_Type()
Read_ConfigFile()
Firewall Rule Data
Display Firewall Rusl List e m e - -
é. _________________
SelectFirewallRule("Rule 1D") !
Check_RulelD("Rule ID")
[error) Can't Find Rule ID
é _________________
getRulsID("Rule 1D")
Display Firewall Ruel
Ko mm e e
EditFirewallRule("New Rule Syntax")
Check_Syntax("New Rule Syntax”)
EditRule(*"New Rule Syntax")
[error] Syntax Error
Edit Firewall Rule Success
6. _________________

31"713.19 1A Sequence Diagram Y99 Manage Firewall Rule Use case o aumiuﬁ'"lﬂm;]

11n317 3.19 azidfumsuanasiianisiiauues Manage Firewall Rule Use case 89
msuflung Edit) Taoiled1Fanudondudhgszun Firewall Rule List %zqﬂﬂ%’ni‘fﬂﬂadm
do3an[u191n Configuration File tazuaassiomsng IAfugld wnthudled$imsudily
ngTaomsidenngidesmsudlvegimsdamnomyyeeng Rule D) ihgssuy uagszuy

o a Yo Y3 Y 99 Yo ¥ dy o )
$ﬂ1ﬂ15ﬂu’dﬂ\‘ii'lﬂﬁzlﬂtlﬂ‘llﬂﬁﬂf,]iﬁﬂurkﬂﬁf ch‘lﬂ’l‘lﬂ'liﬂ']iuﬂ"l‘llﬂg]ﬂﬂﬂﬁﬂ’liLlﬁ:‘,ﬂ’lﬂﬁﬂd
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9/ Y

Joyarhdszu szuueeimsasvaeudeyaveangivsud luhasudiuuazgndenselal

ud23eudlungnielu Firewall Rule List

Firewall Rule Lis! Config File

Administrator

1

1

1 i

| |
1 1
Select_Rule_Type()

Read_ConfigFile()

Firewall Rule Data
Display Firewall Ruel List et it

MoveFirewallRule("Rule ID","Direction”) i

Check_RulelD("Rule ID")

[error] Can't Find Rule ID

Move_RuleList(*Rule ID","Direction”)

Move Firewall Rule Success

g‘l.l‘?l3.20 LAY Sequence Diagram Y99 Manage Firewall Rule Use case AUMIIAGTS

{ [~ o . 1
11317 3.20 szidunmsuansfian13iUYee Manage Firewall Rule Use case 03U
v @ A ] =] a 1 ‘3’
daumssas s (Move) Tauiited1¥uaonduidhgszuy Firewall Rule List wzgnadniulag
L4 ]
1udoyangu 191N Configuration File wazuaassiensng IAAufld nintudiedldvinms

Aeniaeang lasmsidenngideanisiaiFes sgvimadeanunomyuesng (Rule ID) uaz

1 = 1

femslunissaBeadigszuy wwinsasieaeunuisavyesngiiliegesalu  Firewall

U U4
y 9 -~ o

. 4 v ' o a YN 1Ay a o " =
Rule List “If@ﬂ’]ulnwvﬂﬂglﬁ]\?‘ﬂﬂﬂﬂwﬂ'lﬂﬂ@ﬂvll] ﬂ']‘lﬂJll‘UﬂWﬂWﬁ'\ﬂ%%%ﬂﬁU\?ﬁ']ﬂUﬂ@]ﬂ’lﬂ'ﬂ

AUA
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Config File

Administrator

Backup(“File Name”)

A

Create_BackupFile(*File Name”)

[error] Can't Create File

Read_ConfigFile()

[error] Can't Read File

Write_BackupFile(Config Data)

[error] Can't Write File

§1Jﬁ3.21 1A Sequence Diagram 993 Backup Use case

M d ° ]
aingUlfi 3.21 szdunisuansiensiiaInees Backup Use case Tasiiiodlda

y A&

g a 3 oo Il
onduidhgszuy unzidsosdeya TaomsSenldlugavesssuuunzdetoveslndnly

-] d o ¥ o 3 1 v
dudeya szuvizadiaddmiudisecdeya simiuszuvizsudoyangdisqin

o o o) 4 el 5
Configuration File tagvnstiufindeyaien 1 13 ludnlddsosdoya
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Config File Packet Filter Firewall

Administrator

}-----4

|
|
[
~
Restore("File Name”)

Read_RestoreFile(“File name”)

[error] Can't Create File
R-—===———------o--oees ActiveRule("Restore Data”)

Check_Rule_Syntax(“Restore Data”)

[error)Syntax Error
e ________________________
Create_Rule(Restore Data)
[ok] Create Rule Success
é_ ________________________
L
)
[error] Can't Write Configuration file Write_ConfigFile(Restore Data)

31]ﬁ3.22 1eA4 Sequence Diagram Y09 Restore Use case

. . i .
wngUfl 322 wiflumsuansfamsiiauues Restore Use case lauiilogldan

dondudrgszuy Al9Gen1dnuTugavesssynuazdede Idnidu vdnlddseue1d

L'

v
@ A

»

Y ° J I'4 ° o ]
ﬂ1ﬂuu3xuu%3‘ﬂ‘]ﬂ15GTu%QHaQ’lﬂvlﬂaﬁuﬂﬂﬂﬂﬂ’]ﬂuﬂ”‘] llﬁgﬂ'lﬂTiﬁQi’llﬂHﬁﬂlﬂ\?ﬂa
& Yo d g T s A ay a o ¥
ﬂﬂﬂuﬂiﬂﬂﬂllWﬂlﬂﬂWalﬂﬂﬁ ﬂi’maﬁmﬂﬁﬂﬂﬁ‘lung TﬂUllﬂ'liﬂ']ﬂ'liﬁi')ﬂﬁﬂllmﬂy‘aua:‘:

] L
adang Weglugiuuuiindeuldam nmiudisudeynvengasiu Configuration File
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Administrator Report Filter Firewall
|

getReport_RuleStatistic()

getRuleStatistic()

Rule Statistic

Create_Report(Rule Statistic)

Rule Statistic Report

31]‘?13.23 1a@a9 Sequence Diagram Y94 Report Use case A7UUDY Rule Statistic Report

931 323 snlunsuaasfiain1st1aIueee Report Use case A21%09 Rule

4 o a ]
Statistic Report Taeiilef1Fnuasndudhgszuy §l4i3unldmu Rule Statistic Report Ty
< 9 q’: 1 £y aa - - '3 4
Bonl¥lugavesssuunniuszuvszsudeyanisadfvesnguinuiiniinflamedIns

4 o 4 s g o
2088 uazhdeyait Idsunahuduenmsuazuaasmalidugld
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Administrator Report Log File
|

I
I
i
getReport_Log()

}._____._

getLog()

readLogFile(Rule Statistic)

[error] Can't Read Log File [error] Can't Read File

Crate_Report(Log Data)

Log Report

3ﬂﬁ3.24 LerAd Sequence Diagram U84 Report Use case AIUVDI Log Report

P o3| o 1
il’lﬂg‘l.]‘l’l 3.24 szdlumsuaaademsiIaIuYes Report Use case #IUUBI Log Report

4 < a
Tauifled1Faudendudhgszun §19iFunlFau Log Report TnoiFunldlugavesszuy

¥

~

& ! 4 d = ¢ ¢ o o
sInTuszuazs ey Log File vourinifinftames vread uazihdeyaitldfumn

[ o
ahaduenasuazuanwaldfudly
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System Eil nfi

Administrator

],-______
]...._._..._.._

getSystemConfig() Read_SystemFile()

A 4

System File Data

Display System Config

setSystemConfig("Data")

Check_Input("Data")

[error] input error

AN W e, =Y
Edit_System("Data")
Write_SystemFile("Data")
[ok] Write System File Success
Edit System Success I 7 g™ VN =
é _________________

-]
mmmmmm ]

3ﬂﬁ3.25 1A Sequence Diagram Y94 Manage System Configuration Use case

o o .
11n310# 3.25 eziilunisuaasdianisi191uvee Manage System Configuration Use

U

case Tnuiflof1Fmfendudhaszuy f1#5on1dedoyaveszun (System Configuration)
Tagszuuiinssudeyavueeszuun System Configuration File wazudaswaldiufld
fdnsudludeyavesszuuazdedeyandudigszuy szuveshimsasiaoudoyai
1850 hiideRanmaszssaunaldfldnsw Slifidefanarnsziimsud ludeoyaves

b4
REA TR uaz@uui’f@gammﬁum System Configuration File
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Config File Packet Filter Firewall
Administrator T T
|
i
| ' I
| l :
1 _L‘ |
|
Read_ConfigFile() {
]
]
|
Configuration Data :
e _______________________ |
|
ActiveRule("New Configuration Data")
[error) Rule Syntax Error i
e_ ________________________ | Check_Rule_Syntax(*New Configuration Data”)

ok] Active Firewall Rule To Firewall Successi Create_Ruls(*New Configuration Data")

Write_ConfigFile("New Configuration Data”)

{error] Can't Write New Configuration To File I:
6. ________________________

31]‘7]3.26 18P Sequence Diagram Y94 Advance Configuration Use case

g1 3.26 szflunisuaasfian1siienuuee Advance Configuration Use case 108
4 =] a ] o 3
dlofldamdendurdhgszuy §19i5on19qdoyaves Firewall Rule File szuuyiinigsiu
foyau0952ULNIA Firewall Rule File tazuaawaldiugld dldihmsudlodeoyang uoz
1y o Y 1 ° s A4 Yo ay a
dedoyanduidigszuy ssuuesimsasisaeudeyang 145y dilderanmasesvau
1 a "3 4 o ¢ s A 2

walid1dmsn rlifideRanarnszadrenganiuluuiinfailames M ireadiiteiudy

e insidoudoyavesng g 19ud lvaag Firewall Rule File
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Eirewall Rule List Packet Filter Firewall

Administrator

|
|
1

ActiveFirewallRuleList(}

v

Create_ConfigData()

ActiveRule("New Configuration Data")
Check_Rule_Syntax(“New Configuration Data")

[error]) Rule Syntax Ervor

e ettt e R T S U R S S S

Create_Rule("New Configuration Data")

[ok] Active Firewall Rule To Firewall Success

FileConfig

Write_ConfigFile("New Configuration Data")

[ok] Write Configuration Success
Active Firewall Rule To Firewall Success T

31]“?13.27 LAY Sequence Diagram U099 Active Firewall Rule Use case

, o . . _ .
i]‘lﬂg‘ﬂ“?l 3.27 ﬂszumsuﬁmﬁqmsmamﬂlm Active Firewall Rule Use case Tﬂmﬁﬂ

3 a a o . [l u’/‘
THidendudigszuy AldSudunmsiniuveny (Active) HiuTugausessuy 910ty

L

o . 9 o ° 1 [ g d
szuuiimsadiedoyn (New Configuration Data) dmiumsimuangaiea Idnuuiniia

e

¢ ¢ ' H &£ v v & g ¢ PR
Hames I$ead unzdedoyanareiuldsyIdfuninfaflawes InSead ivesuduld
amng Taveginmsastvasuztilsz Toavesngidudhun uazsvaudedanaa lumild
R a g 3 ¥ f o Y 1 d & n'vl ¢ ¢ H
uadh lufianurananafszadenguindeyamaniudguiniiaawmes IMiioad vimiu

mmstiufindeyaveengIniiidhg Firewall Rule File
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stem Packet Filter Firewall Config File
Administrator : :
| i !
I ]
J_‘ e
ActiveWizardSetup("Wizard Setup Data™)
Check_{nput("Wizard Setup Data"

[error] Data input Error

<._ ____________________
I> MakeWizardRule("Wizard Setup Data”)

ActiveRule("Wizard Rule™)
T . Check_Rule_Syntax(“Wizard Setup Data”)
L1 g
[} ~
1
I
:
[error] Rule Syntax Error
T p ey [ R |
'If Create_Rule(“Wizard Setup Data”)
]
¥
'
[}
[}
i
{ok] Active Firewall kule To Firewall Success
6 ------------------- B e e L L e et Lttt 1 Write_ConfigFile("New Configuration Data")
|
: >
: [ok] Write Configuration Success
ey Pd AGEAGEE - AU, NN~ M. T SR
Active Firewalt RI;(! To Firewall Success
S Rt e an LS EEE LR

gﬂﬁ3.28 148AN Sequence Diagram U993 Wizard Setup Use case

110317 3.28 sziflunisuansfenisauues Wizard Setup Use case lagtile

o = U a o . o ° 1 o o
T nudendudhgsyuu Fldsudunsiauves Wizard sewp Tagimsdmuamidiniy

e

s/
11da$19ng (Wizard Setup Data) srniugd1dezdedeymdrszuy ssuuimisasavasy

e I

Ay Yo Y a Y Y iRy a ° % ¥ PURY
Joyan lasuuazsisnudeianain 1 lifidoRanaraszuuaziinsadienguindeyain1d

U

. . [l { J g [} [T -] o
990 Wizard Setup (Wizard Rule) unzasdoyafingmaniudrgidhquiiniaiames s

J

14

s A A o 4 & o
2904 Lﬁmsuﬁumsmam‘umng u.azmﬂuu%zmmiﬁlﬂu%’agammﬂgﬂﬁ%wuaw

Firewall Rule File
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Packet Filter Firewall

Administrator

| |
% i

ActiveStatus("New Status”)

setStatus("New Status™)

[error} Rule Syntax Error

getStatus()

[error] Can't Get Firewall Status

31]‘713.29 1481A9 Sequence Diagram Y99 Manage Firewall Status Use case

a o ° q
%1ﬂ§ﬂ‘n 3.29 sz unIsianfenIsHIIUYBY Manage Firewall Status Use case Tay
4 o a ' a o o ° ’ 1

diedldnudendudhgssuy fldsudumsihaulagimsimuamaniug (Status) vos

g g & 4 J < L 9 o g o o '
uinfiefamed IWfaead uavdemaaiuzldiussuy nduszuvziinisimuan

o 4 4 o L4 ° ' ' Y 3 Y 1
aomzWfuuindaflames i1ead uagszupimsswmanius ludlegivsuuuied

aouzdeqinlddudld

Y d
3.4 myeonuuulnssaeividvesszuy
A 9 g ¥ ¢ - 4 d
flesnnszuuldasipudeyaluguuyiva Taslumsifudeyanguoainda
4 o & o
famofIWreadezldnsdiudoyanlulidnoudln (fcond) Feliztuuumsiafiva
= ¥ o -] 4
sUuuuveen1nidoung uazdoyavesssuussgaiafivaslulvdnouilnues
s2uuUF1RAT FreeBSD (recon) Tugdunu@eafumstmuamidfussumlgians
n’: o v 4 ¥ A a o I
wenviniuszuuszimssaf udeyaifaninaisiauvesTsunsululvanTusunsy

2 a .
a$19%ulni (pfwi.conf)
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d o d d
1idneutlnvsuninfinflames|vs10ad (etc/pf.consn
g 3 d o o) o A o d Vet
Hfudeyanguowininailawmes INs1ead Faianuag /etc/pf.conf Tagag
Uszneulildrodeyaveingissnouday Runtime Option, Table, Antispoof Rule UagFilter
2 1 = a v o o c:’
Rule H#enguanzlsznniiswazidvalumsdanuai
Runtime Option
g { o ' . ' o 4 d o
wnudeyanldlunisiinuaa Option 199 o Tdsunsuuitnfafames 1W4
o A v o
70aa laslizuuunsSaiudeyaves Runtime Option vzilsznou lidae

set option name value

a b4 1 1 9 o dy
TﬂUﬂ"liJ'liﬂBﬁ‘]J'lU‘ilﬂQﬁLmﬁ%ﬁ')u"lﬂﬂﬁu
set
WusmdanldFlumstmani iy Runtime Option
option name

d‘ . . d' -4 o A

vﬂu‘m‘um Runtime Option NHBINITININUAAN
value

o) VA 9 ° Yo . . o o %
Huadeensfmualidiy Runtime Option A 1Mua 14 [option name]

Table
T umsifiusvesngy IP Address a1 el lumsianisfiungu IP Address 1ny

v o d .
fituuumsiafudeyaves Runtime Option 1215z 1ld2e

table <table name> {value}

t 4
Tasansoetinedeyaluudazdaulddedl
table
FlusrdsilFlunsad table

table name

° 4 g v 4 9 ' A
fmuadeldfy table lnvyodvsognisluniomine <uaz>

value

° ! ' il d v
fmuasivesdioyavesngy IP Addressidmnunoly table TasaziWouagniuly

A -
nIBIrNgnn
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Antispoof Rule
Fumrdanlddmsumstimuanisdostumsiasunilas IP Address €131
a v o 9 . o dy
Interface 1o UiuUMsdaNUYDYAYDY Antispoof Rule AdHl

antispoof on {interface name} [log] [quick]

TﬂuamﬁmEmU%'ay,a‘luussiazdau"lﬁﬁ'aﬁl

antispoof on

dufdmsnildlumsadungmstlesfiumstasuulas 1P Address

interface name

unguves Interface Aivesnistiostumsvasumlas 1P Address Taudhfinnnin
Wiie Interface 12 @puiiouegmoldinsomineiinm

log

dusda i ¥ dmsudmuaiinmsiiv log vpaufinifinftns Uasuutas
IP Address 19131 LiazQnAsI9aBUNL 1ABNg

quick

] []
Q/

o o Hq ¥ o [ o Y o L - |
Jusmdanlddmsumssmualdngiouluduiifienseanumstasuuila

3
Yoy

Filter Rule
ﬁluﬁﬁ'ﬂﬁi*ﬁ'ﬁwﬂ%’umiﬁmuﬂﬂgiumsmmi’fagaﬁgndqvi1uu1é‘1’a"lﬂ§aaa5 Tawil
sunpvesmsTaiudeyaves Filter Rule )
action [direction] [log] [quick] [on interface] {af] [proto protocol] \

[from src_addr [port src_portl] [to dst_addr [port dst_port]] \

[flags tcp_flags] [state]

¥
Tasansosfuedeyalunaasdaulddsil
action
° o a a 3 A 4 g A w o . I
WumsdmuamsinufefaduionuunniiaNa N UINHMNUe Filter Rule A
- . 4 o 4 & a
Pufonis block M3e pass Tasludamasens pass Aezimsdindasen lauilnd
= a

1 ' '! 1o . . & '
ualudanueg block 92iin1sADUAUBINYUBYAY block-policy option Falavdnfvzdiauiu

block drop 130 block return
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direction

G a 3 o 24 .

Fufirnievssinifauu Interface ¥91/5znou1UA20 in 130 out

log

[~ ° v d od d

Wumstmua iy Log voaunning

quick

d a o { o . ' i .
Fuitniinlansedu Filter Rule fidmua quick 1§ szdodngdeiuiilu Fiter Rule
¥ A v g d o o o o . 3

qaTheiiasafudaifia uazeyiaumumsihauiinimua 1314 Filter Rule 1y

on interface

& A ' a & g

Hon3onguuna Network Interface NUNNINATIHNIY

af

° < . A d. g q ' o . A4 4 d qu

fimuadla IP Address version UANNA 1F114DY Taofinuily inet Woudininnly 1p

. . 4 o . ' a 3 d
Address version 4 ttagiy inet6 ioufinifinld IP Address version 6 uamunAudufinna
o o { v a 1
Hamed w008 anunsafiszdadule|diosnindeya IP Address Ty IP Address version
£
o ] L] 10 o °

Yu lda luduiienn ludiludeedinua

protocol

=2

FumsszuiaTils Tanoai 19 mawes 4 19y T, UTP Wudu wisernszylasls

9

& v ' 1 4 o
Protocol number Fefimagsznite 0-255 aslA1d uazemsald List lumsiiudeyaves

nquTils Tanoa 1A8ndae

src_addr, det_addr

WumsszyfaIP address Y8IAUNIMLAY IP Address vesdarwnaiiegluiniia
Tavenunsafivua lanameguuy wu

friualaonisld 1P Address 2 11 Taunsa

- fimunaidlu CIDR Network Block

- fnualauldTouns Network Interface

- 1¥msahe Table w3 List dungwlumsidudoyn

- myseyauily any sgmuufianne IP Address

- msszyaudiv all wifiums@ouumudids any to any

src_port, det _port

Wunisszyde Port Aunauag Port Yaemaevealuls Taneaiildlumsdemsiun
wos 4 Tavansasezy lanaregduuy

- fmuadhuFuavves Port number Hafldsenan 1- 65535

- fmualesldsevesusnis
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. y o 1
- 1¥msadhe List iNoH UNgUUe Port number
v A 4'! o [} [}
- s lHNnTomuIsNeR M UAYINYD Port number (U
="l
< Yiownn
9 J A (%
<= BN NUTBNINY
tcp_flags
4 4 o o
5214 flags fivz@Ign set 1u TCP header ovMsszy 113 laneaitiu TCP
state
o by a 4 d o [y . A o a
fmualdszuufaau state VOWNAUAANIATINY Filter Rule Nfivua laslinig
o A
91U 3 Uy s
- keep state
- modulate state

- synproxy state

d o a d d
"l‘mlaﬂauﬁmﬁm’fagamsawmuﬁmﬁvwlamaﬂﬂs‘maa (pf.conf.backup)
J 4 o a 3 & -1 1 o 7
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' 4 J J q’l‘ [
dauiildauguaniuzuesiviiead uennntiudimnsaisungdoyalavagvoslls

'
=

Jd Yy a " Yo
2900 Tasvu 3D Firewall Controls mmsmmm'lﬂmsﬂ‘n 4.3

Y

‘ ! FIREWALL CONTROL
7

Status »Fna Set Firewall Status

Live Time »( days 03:35:28 Select status |»

1 Status

511 4.3 uara 3 Firewall Controls

1.3 Interface Lists

g = '
S Uaa e Network Interface 4935211 Tasdszaou ludwswazidoanianves
Network Interface Y ADIULYBY Network Interface w?amﬂ%’am DHCP i’Jllaxif‘h IP

y o a =) [ ~
Address 1182 Subnet Mask Taoniiu31 Interface Lists T51waziduaduianslugilii 4.4
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'. § INTERFACE LISTS

I £ Interface name :

IP Address

Subnet Mask

a v g "
3UN 4.4 LaaanAY Interface Lists

1.4 Interface Configuration
< o @ o 1 wa |1 o
wihdudmsudmuanuaznuauiaaieg Y Network Interface lasa1u130
° ' &
NMUUANIVDY TdDI1UE (Status), M3 lFau DHCP, IP Address 1% Subnet Mask ¥Ie1413D

g @ {
uAAITwAZIBuAvEI AL IARZ1N 4.5

INTERFACE CONFIGURATION

I“ Interface name:  Incd

Status

DHCP

IP Address

Subnet Mask

! <
gﬂﬁ 4.5 UAAINTNAY Interface Configuration

2. NQUWT IV Firewall
< { [ @ 1
Usznoudronthidunldlumssanmsdung iwu msadre msudly msay viems
= o w ° 1 o 1 4 4 M (d 1%
wlasuulasdriduvesng uazdmuasimsiinuasgueainnailames lwiieaa lay

' =3 { o @ 1 Y
Usznev'ludwngunihiivifisneazdeanazmaiauasae 1l
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2.1 Table Lists

Y d o o Aa Jd d a 1%
wihdudmsuuan Table Hiloglulnstead Tavszuaasnvazidvaludnyusves

£ Y A - Y s g 1
A15719 #9152NOUAIL F0UD4AI131 (Table name), Attribute Hazdoyamnvegluais

v ¥ '
ueNIIMTLE AT oM TUTANIAUAIIIS B MSIANAIE (Add), Msudly (Edit)

4 o |
HazMIauUNII1e (Delete) Tﬂuswamﬁommﬂﬁmu Table Lists ﬁWiJ'liﬂLLﬁﬂQ"l?s\Jﬂﬁﬂ“?l 4.6

i
Q’ TABLE LISTS

Table name Attribute Contents

Y

lanA 192.168:18.0/23
1192.168.18, 1

UM 4.6 1A T1U Table Lists

2.2 Table Edit

g o @ ° I . Y 1 4
wihSudmsuadlutazimuaniien W Table (5 $o03 Table iazdoyavea

IP Address o1ty Table Tavannsauaniswazidunveaniiiniy Table Editlddazui
4.7

Yable Name

“Iub‘e Content [Jriot wadess| || Host s
‘ Add. Remove ve

[ Address Lists e —'

| *

i

!

%

L .

[not use (v

* const - the contents of the table cannot be changed once the tabie
is created. When this attribute is not specified, pfcti(8) may be used to
add or remove addresses from the table at any time, even when
running with a securelevel(7) of two or greater.

* persist - causes the kernel to keep the table in memory even when
no rules refer to it. Without this attribute, the kernel will automatically
remove the table when the last rule referencing it is flushed,

510 4.7 uaasnifidy Table Edit
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2.3 Antispoof Lists

'
aa

Yy 4 o o . 1 4 Jd a
wihdudmiunaaing Antispoof NiieglulWitena lavezuaassivaziovaluy
o 24 y oW o w
ANHULVDIA1T19 B91/52NOUAIY FBVDI Interface, TDIULVDIANI Log, ADIULYDIAIA
v [
Quick 1tAZA1YDY Address Family (AF) uonnimindelinsoslodmiviamsiung wu ms

A <
Wung (Add), msudlung  (Edi) uaznisaung  (Delete) Tavsiwaziduaveaniiiniy

Antispoof Lists au15auana ladagii 4.8

l’" ANTISPOOF LISTS

71 4.8 na@aani iy Antispoof Lists

2.4 Antispoof Edit
=] o ol o ' A o 4 ' ° 1
wihdudmTudinuanideg IWfAung Antispoof 13U MIRIMUANGN Network

| T < . .
Interface N9zqn1Fnulung uag Option A1vvesng laentidy Antispoof Edit @130

Y

D.

wanelaaagan 4.9

U
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Interface Name Interface __l_n__ct_)M _Add | | Remove l Remove All
----- Interface List -----
*Specifies that matching packets should be logged via pfiogd(8).
[0 uselog
*If a packet matches this rule then it will be considered the "winning™
rule and ruleset evaluation will stop.
3-8 Qe
* If a packet matches this rule then it will be considered the “winning”
rule and ruleset eyaluation will stop,

3111 4.9 naaanti 13V Antispoof Edit

2.5 Filter Rule Lists
9y o @ ) Aa o 4 a @
wihdudmsunaasng Filer Niloglulns00d Tasazuansswazidoaludnymuz
24 1 Ao ' ) o A o
VYDINT N FIEAIAINAIMUANBTUATII 1Y Action NITHINIUYBING, Protocol NINTT
y v Hq v gy 4
A3 tazdeyavesdumanazlmemanlslunsasavaeuunninanung wenanuy
daflinsesiodmivianmsdung wu mamiung (Add), misudlung (Edi), msaung
@ a o W : s y o . .
(Delete) tazmM31UTulasudarnyvaing (Move) Tag310a219uAvBIY U Filter Rule Lists

ansaudas lanegilng.10



< o @ ° AL @ 4
nildudmsoud lunazdmuanin1eg 190 Filter  Rule

FILTER RULE LISTS

Action Protocol
@ any any
] icmg any any
@ icmp any any
o icmp lanA any
o icmp any lanA
9 pass © block Dlog @ quick
& pass (disable) J log (disable) & quick (disable)

517 4.10 taaanii 3y Filter Rule Lists

2.6 Filter Rule Edit

U02BEAvYBIN T Table EditlAaagiln 4.1

FILTER RULE EDIT

) Enable e
| (. Disable

& | pass ) :\ﬂ
[ use tog option
* og packets that are handied by this rule

[] use quick option
*The quick option on a filtering rule has the effect of canceling any
further rule processing and causes the speafied action to be taken

Destination IP Address [any e

71/ 4.11 ugasvi 13D Filter Rule Edit

76
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2.7 Advance Configuration

o [ T { g 1 4
Mg msumud lunguazamagmeluilafifuaves Insread(etc/pt.conf) Tay

a JdY

o o ' J ° @
aansonimsud ludoyanmolulvd Tasmsiuideyadhg g vazannsaimsiuin

U U
'

Ly ° L= ° .
(Save file) uazisudunsiiauvedldanldmmsudly (Active) Tasaunsouans

D.

a < @
318002108AUDILIY Advance Configuration 18dagn 4.12

VY

[ P

& ADVANCE FILTER RULE CONFIGURATION

£t Too .
#Table
table <lanA> { 192.168.18.0/24 ,1192.168.18.1 }

| #Rule

| pass inet from any to any

pass in on IncO inet proto icmp from any to any icmp-type echoreq

pass out on IncO inet proto icmp from any to any icmp-type echorep
block in on IncO inet proto icmp from <lanA> to any icmp-type echoreq
block out on IncO inet proto icmp from any to <lanA> icmp-type echorep

gﬂﬁ 4.12 taraanty Advance Configuration

2.8 Runtime Options

Yy g ) [ 9 o 1 A\F 9w . . '
windudmsoud luagimuaaiaian 19U Runtime Options 194 Taga 1115 01aaA

= Yy o % . Y o a
519021duAYINTIIY Runtime Options 1aAagUT 4.13

QU
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Runtime Option Current Value

# Block Policey drop
urgent edit
# Fingerprint part : Jetc/pf.os edit
frags : 5000 edit
src-node ; 10000
states : 10000
none edit
normal edit
# Skip on interface edit
#* State Policy floating edit
intraval :30 edit
frag :10
srctrack: 0

= v g p .
gﬂ‘n 4.13 LA U Runtime Options

3. NQUNIIV Reports
] i o [
UsznovdrenthdunlddmSuGongioamvesszuy Taeliswauldidondes

LUVAD Filter Rule Statistic Report 1a¥ Log Report 1@ 141500511051802100AU9931041U

9
=

) 9 o

uaazuu 1aas
3.1 Filter Rule Statistic Report

9 aa A o ' J d a
uﬁms1mmmamuaﬂmmﬂgmmﬂu'e)gclu"lwmaaa Taofin1ssieaunalu
ANYUZVDININ UAZIMIVONDITIWAZIDIAYDY HINYIAVYNE(Rule ID), gﬂﬂsxiﬂﬂmmﬂg
=] 3 a [ 3 o
(Rule Syntax), LWNINANATINUNG (Packet), wm%gamwm (Byte) L1 IUYDI State

A a :;I [ " A d y:f A g ] 91 A
NINAVINNE uaﬂmﬂuummmmaummﬂu"hmwmaamsmuiwu Iﬂﬂi"'ﬁl!ll Clear IN®

=

v
- < o
avATanua Tasaunsouaassieazideaueanii iy Filter Rule Statistic Report 1aAa31)

v

4.14
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i

RULE STATISTIC

1 passinon IncO inet proto icmp all icmp-type echoreq

block drop in on IncO inet proto icmp from to any icmp-type a o a

3echor

517 4.14 uaaanf U3y Filter Rule Statistic Report

3.2 Log Report
v 4 a 3 ' da 4 a
uasnesnudoyaiiinnInMsIN Log veanga1e Minavu Tasinsnsnunaly
dN¥aTYRINIIIN aZiiMILoNAIIUAIBYAYDY WUBAYNY (Rule ID), Action, 33913011
foyagniAy (Time), Tus1anea (Protocol) tazAuMsiulaenavedoya (From - To)

ANNIOUAAITIWALIDIAYDINIIIY Log Report 1AA317 4.15

&\ﬁ(‘iﬁ:’l’ﬂﬁf W

Time Protocal

18.1 > 192,168, 13, 146:

2007-09-09 .
21:09:50, 117095 cmp 192.168.18.1 > 192.168. 18.146:

2007-09-09

0 pass 21:09:51,093234 192.168.18.1 > 192.168.18.146:

e

2007-09-09 =
21:09:52,043487 192.168.18.1 > 192.168,18.146:

i 1cMp 192.168.18.1 > 192.168.18.146:

A 21:09:52.995759

517 4.15 uaaan3u Log Report
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4. NQUHYIY Tools
d A 4 [
Usznoudronthduildiiuniesdelumsianmisuazquaszuy Tavdszneude
9y o ' v g
NNV Aeae 11
4.1 Backup
Y & o v o o 9y Jd Jd =
wihdudmsuhimsdisesdeyaveslnsiead Tasamnsouaassivazideaves

YIVRToLT Backup "lﬁ'ﬁﬂgﬂ 4.16

31 4.16 uaaansi Backup
4.2 Restore

=] o v o 1 J S (3 o
nihdudmsumihedeyavesiiieadd ldninisdises]d midau Tasaunse

a < @
AR5 10AZIDUAVBINI I Restore 19AgY 4.17

Backup File Name Size Last Modified

08-09-2007:01.03. 33.conf S02byte  08/09/2007 : 01.03,33

Games, txt 72byte  08/09/2007 : 01.03.41

711 4.17 uaaanif Iy Restore

4.3 Execute Command

'
o o ! 1

@ =] @ o W
1Flumsdemidanieg Humeantidu munsouaanadnsvesfide uagau

a o v A a é’ ]
WANA1A(Error) ‘U'E'Nﬂ'l’dﬂﬁlﬂﬂ‘llu TﬂUi']UﬁZL%Uﬂilﬂ\iﬁﬁ’an Execute Command @10130

uanaldnagll 4.18



EXECUTE COMMAND

e e N e i e i s b e

Inco: flags= 108843<UP,8ROADCAST RUNNIHG,SIHPLEX,MULTICAST,NEEDSG!MT> mtu 1500 i
inet 192.168.18.146 netmask Oxffffff00 broadcast 192.168.18.255

ether 00:0c:29:36:95:91

{Inc1: flags=108802 <BROADCAST, SIMPLEX,NULTICAST,NEEDSGWT> mtu 1500
inet 192.168.100.18 k Oxffffff00 broad 192.168.100.255
ether 00:0:29:36:95:9b

Inc2: flags=108802<BROADCAST,SIMPLEX,MULTICAST NEEDSGIANT> mtu 1500
inet 192.168.100.18 k Oxfffffffe b d 192.168.100.19
ether 00:0c:29:36:95:a5

plip0: flags = 108810 <POINTOPOINT, SIMPLEX, MULTICAST, NEEDSGIANT > mtu 1500 3
| pfsync0: flags=0<> mtu 2020
syncpeer: 224.0.0.240 maxupd: 128
pflog0: flags = 141 <UP,RUNNING,PROMISC> mtu 33208
lo0: flags=8049 <UP,LOOPBACK,RUNNING, MULTICAST> mtu 16384
inet6 fe80::1%Ilo0 prefixien 64 scopeid 0x7
inet6 =1 prefixien 128
inet 127.0.0.1 netmask 0xff000000

Other Message Display

Comia s "‘5'”"“;‘: ”:/.—-»--v J— e ""‘:11 E“i ] ol o

31]‘?1 4.18 uﬁmwﬂ'u%u Execute Command

4.5 Wizard Setup

A o a : ' 9y o 3 o 9
L‘WE]‘B’JEJ’E)”I‘LI’JUﬂ’ﬂiJﬁ293ﬂ1Nﬂ1iﬂﬂﬂQﬂaﬂ13ﬂ HUNIU Wizard Setup 9 NINITAIN

81

' Y @ wva X yq ¥ v o @ 1 4 I q’.:
a1 1 Taosn Tudd Fadldesdesimuanuanuazaie veslitonandosms simiu

) 4 vadl Yo v @ ' Y o .
agezgnaieumuguantan ladmuald Tasminsauanadlaog sy Wizard

setup 19a 931 4.19

firewall, P .. .v." from &W@

31 Restnchve mode

Permissive mode - ThemodemarledPemussvebydefajt,menmm\gtafﬁcusnot
restricted in this modemdenetworkappﬁcatwwilworkasnormal The policy

31l 4.19 nanan Iy Wizard Setup
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4.4 NMINATIUIZUY
o o 9y =
msnageummauvedldsunsuaziinisnagenlasms g 1Usunsy Ping 910
A a S A 1 "W 4 ¢ Y = 4 J ' o
inFeenouines niFoudeagiulwsioadidunilnisend uazluszninemsims
nagevzimslTunlasung ek inmsnaaeumsiauveslsunsy Tasluminanes
= a = J d o W a
wiimsaamugmsnlasuu/asvesngmeluliitead Mumedids pfetl —sr uazAnAIg
o = J =
msdFunlasudeyalulng /ete/pf.conf Bndae
A 9 a ] o 4 1 T Y
Sudunsnaaev lasnsasrnaeungiogniolulnsiead uazaiame luilagiu
4 A ° o 1 ) 13 o &
Taudloisuduiaulwsaeades lulingeg Feasansivaeudoids pfetl —sr ¥ald

v dw ~
WaansAeg1li 4.20

pf# pfctl -sr

" v 0 & '
511 4.20 uraImaANTU0 IR A pfetl <sr AOUTINNY

: o Y o d 1 J Yo o
nniiimIaTsasudeyaiinuegniolulia etcpfcont - Taglafids more

A o el d'
Jetc/pf.conf #a9¢ IHaRNEA 3N 4.21

pf# more setc/pf.conf

1 a9y 1 '3 o o 3
nnmsnageusznu ideyangegaiolulnsreaduas Ina /ete/pf.conf 11MiU

° . A a S A " w e o ) v do
wmsnageulasns Ping niTeensuiunes niFeuaenylnsond Tavez ldnadnsas

JUN 4.22

IC:\Documents and Settings\BeeGeeCeeGee>ping 192.168.18.146
Pinging 192.168.18.146 with 32 bhytes of data:

Reply from 192.168.18.146: bhytes=32 time=1ms TTL=64
Reply from 192.168.18.146: byt 32 time<ims TTL=64
Reply from 192.168.18.146: hytes=32 time{ims TTL=64
Reply from 192.168.18.146: bytes=32 time<{ims TTL=64

ics for 192.168.18.146:
ent = 4, Received = 4. 1

Approxime und trip times in mill -
Minimum = Bms, Maximum = 1ms, Average

4 v o w p 4 a LA o
31 4.22 uaAINAEWTYBIMIAS ping 1INIATRIABNTUNDIABUIIMITI1ING
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T 4 a { 4 1w 1
ITWUINIININITN Ping ‘il'lﬂlﬂ?ﬂ\?ﬂENWULﬂﬂﬂﬂﬁqwiﬁﬂﬁﬂﬁ LWTI%’J'IUthJﬁﬂ'Iﬁ
) s d b o y_4g " s
afungmoluliitead denimimseginisnaaeulasmaitlantiiiy Filter Rule Lists

3 ° a v o @ dy
Yuwwazihmsinungd 1 Tasimuangdail

pass from any to any
block log proto icmp from any to any
v 0 wq (¢ S 3 4 v 2 y
Taongdeusnazidlunisdmualid lWsreaadeiuuinifadeyanianua uazngdon
[~/ o o o = 3 a o
aoavzilumstivualil Insaeaa bideimuinfaniluves Protocol ICMP tazaziiing

< 4 d " oy S . 4 gy & 9 e ¢ y
5351 Log VDINAUNAUUATUUAY DN UUNINIT Active ﬂaﬂﬁi"l\ﬁluﬁnqulv\hj@aa Iﬂﬂﬂgvlﬂ

v o ~
WadnsAIg1n 4.23

e e e L |
Action Protocol Seurce Port Destination Port State
v an any '@
vy
Lo icmp any an @7 Q
=
»
- j'l m
# inbound @ pass © block @ log @ quick
@ outbound & pass {disable) @ block (disable) O log (disable) 2 quick (disable)
ol

4 < [
511 4.23 uaaanh199131) Filter Rule Lists Na991n031904

] a A P, 4 v Ay
‘V]ﬂﬁ@ﬁnl‘b' pfctl —Sg °luﬂ15@5wazmﬂmmﬂgmgmﬂu"lﬂsaﬂaa ‘D&"WU'J'DJﬂJf’J?J“ﬁ

voeng i Idafradh U lmiogluIwseadasgiin 4.24

pf# pfctl —-sr
)ass inet all

block drop log inet proto icmp all

S |

51l 4.24 uaamadNSVBIRFT pfetl —sr HasadIeng

a 4 o W 1A
nanoailagioyanioluwa /etc/pt.conf Taon s 1dM1ca more /ete/pf.conf 9g Uil

4 g [l d @ 4
Yoyavesng it ldad1avumInigndevasluIndudadagui 4.25
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f# More setc/pf.conf
#Rule

pass inet from any to any
hlock log inet proto icwup from any to any

4 v d o W @
31]‘?1 4.25 LLAAINAANTUDINTI more /etc/pf.conf ‘Hmf‘{%lﬁﬂg]

n’ll o 4 a o’ g v i
1niuRInsnadeu lasns Ping 91nAT0aRNNUADIDNASIE TANdNT Ao lu

an3n Ping T8 In$read 1ddeg1/h 4.26

C:\Documents and Settings\BeeGeeCeeGee>ping 192.168.18.146
inging 192.168.18.146 with 32 hytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

ing statistics for 192.168.18.146:
Packets: Sent = 4, Received = 8, Lost = 4 (188% loss).

! v o > . y a d @ o
351N 4.26 uapIwadWEYOIM T ping MINATOINBUNAADS N aRIMI T3 19ng

v [
g Ly < s 1 aa
nnuilani v Filter Rule Statistic Report tNOATIVN0UAITDAAINVDING 98

D

' a @ [ A { o o = 3 g
wunngh ¥ lumsflesdumsdedi icMp dsegluyssvianans imsasonuunnng

D.

o <. g v Y Yo o ., 2 Yo
ﬂi\iﬂ“l_lﬂg] 4 UNALDNA Iﬂﬂﬁiﬁﬂﬂ‘l}@y‘ﬁﬂ'ﬁi‘ﬁﬂ'\ﬂq ping ’ﬁ']i]150&L'€Tﬂﬂi"lﬂﬁ$tﬂﬂﬂulﬂﬂﬁill‘ﬂ

LU

4.27

RULE STATISTIC

1 block drop log inet proto icmp all

31/ 4.27 wamanii v Filter Rule Statistic Report

= v g A o 4 9 Y}
nntiudand iy Log Report tiohinmsasnaoumsinudoya log Taves 1a

%

o v ~
HOaNEAIg1N 4.28
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@ FILTER LOG

~ 2007-09-09 S
o e Bt % 1o 192.168.18,1 > 192.168,18.146:

2007-09-09
0  pass ek s o cvP 192.168.18.1 > 192.168.18.146:

511 4.28 uanan i3y Log Report

° 1 J 3 4 J d o [
ayUmathauvesszuums lfauddotszanuindaNawmes Inieaddmiy

WBriduansammsdaiaca eyananaz lieyanal Packet A1en Tdamngild

e

2
a5 Tﬂuw“lﬂmm15ﬂm‘uqumi‘lamulﬂuhmmmm audeans od1elsnawdldau

ﬂ’)ﬁi]%ﬂ’ﬂﬂﬁﬂl\mﬁuIU‘U']Uﬂ’luﬂ'J'l!J‘lJﬁﬂﬂﬂUﬂlﬂﬂi’NﬂﬂiLﬂu‘ﬁﬁﬂ L'Wﬂ'lﬂ“lﬂi'.lﬂﬁﬁ‘uu’d1u'liﬂ

Wl 1 1dededilsz@nsnimgaga
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L "lmmz‘uumminmim\ﬂumumwmnu ‘nmmmmmﬂmﬂsmuaiw@@,ua

4 o/ é’ 1
szuvannsasamsfunglumsnsesdeyaldasainuindu sadsannsagald
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Msainnglunsnseteya

Y o @
5.2 Y9I 1NAVBITZUY
' g ¢ : '
ifieannagussuinifiaflames Irl$readiizluuuiss Toa (Syntax) Hlinnudangu
3 o o da o o v A
Tums@ou ldvasuuy udannsonaulunadnsimdeudu uagngunngesldiiden
finnududougs TasTulsunsuludiuvesnisinnugddseToadsliannsasosiude
a ~ 3 £ = 1 g o o { 1
FBnsdougilisz loavanua deervdailymludivemihidudimivudluaghorn
awsasesfunsuaainguiegduuyld udnrediau ldmunsdiauludiuees
4 v Jd ] Y
Advance Configuration File iNost W15 lu Indssun 18 Taonss udmsud Tulunuuiles
A & A ¥ Yq Ut o g ¥ A ¥ ¥ ¥ 2 o q 9
LifnFosdetnlumsatheng Flitessuiludesiinnuduazidrlelumsainng sl
g o A [ 1
mslfuszuusungiianududeugs liazain
TunsfadedemIiuniaviodumesitinornssfinfesneuiunoisuauinnd
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-~ t v dy 4 IR & * A o o b3 a @
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S o o
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If you're seeing this page via a web browser, it means you've setup Tomcat successfully. Congratulations!
As you may have guessed by now. this is the default Tomcat home page. It can be found on the local filesystem at

SCATALINA_HOME/webapps/ROOT/index.isp

where "SCATALINA_HOME" is the root of the Tomcat installation directory If you're seeing this page, and you don't think you should be, then
either you're either a user who has amved at new installation of Tomcat, of you're an administrator who hasn't got his’her setup quite right
Prowding the latter is the case, please refer to the Jameai [osuneniaiion for more detailed setup and administration information than is found !
inthe INSTALL file.

NOTE: For security reasons, using the administration webapp is restricted to users with role “admin”. The manager webapp is
restricted to users with role “manager”. Users are defined in SCATALINA_HOME/conf/tomcat-users.sml

Included with this release are a host of sample Serviels and JSPs (with associated source code). extensive documentation (including the Serviet
2.4 and JSP 2 0 AP1 JavaDoc). and aniniroductory guide to developing web applications.

Tomcat mailing hsts are available at the Jakaria project web site

« tomeatuser@lakarta.apsche.org foc general questions related to configunng and using Tomcat
« tomcat-devi@iakarta.apache.ory for developers working on Tamcal

Thanks for using Tomeat!
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Interface name

L m‘?;a‘um Network Interface
Status

uanearo1uzilaguues Network Interface Tatilaosaniuzfio up 1iu
a0ueil Network Interface 1191104 Tavszuaasiadnysfider uaz DOWN Wy
a0z Network Interface laiviaru Tavozuansdnysdua
DHCP

HaRIa0 1Yot 19911 DHCP #i Network Interface  Taoutiafiudes
A01UZAD Enable iiudnysd@er uaasiriinissimualy Network Interface #8172
4 DHCP uagdnan1uzfie Disable (Husnusdiae ¥u18AINI Network Interface
l3iléfmua DHCP T
IP Address

LaAsA IP Address Y09 Network Interface
Subnet Mask

(1E¥A9A1 Subnet Mask U89 IP Address
ﬂ‘u Setup

° o o e
a1 udh 89y Interface Configuration

1.4 Interface Configuration
=] & o ' aa ¢ @
wihdudmsudmuaniuazguauianieeg iy Network Interface lageunin

a < o o
uansswazidvavesniIVIddegln ©.4

. Status SEQ Up |

DHCP . .: Use DHCP
PO (o2 165.15.146 ]
Subnet Mask <

—

gﬂ‘ﬁ .4 LAY Interface Configuration
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Taodutsznousiegmeluniiidy nterface Configuration aunsoesueldRsd
Status

1¥ A IMuUAT0 UL VDY Network Interface  Jaoutailu UP Aedmualdn
Network Interface ﬁ’uﬁwm 1ag Down ﬁaﬁmuﬂ“lﬁ Network Interface 13%11974
DHCP

1% mua ¥ Network Interface 19 DHCP lunsfnua IP Address launis
{@onfi Check box e ualy 191 DHCP
IP Address

S1MUAR IP Address U84 Network Interface tnt3ulunsdifild DHCP 98l
Zoatmualudaud
Subnet Mask

LEIASAN Subnet Mask 44 IP Address oniulunsd@ifild DHCP 1¢lides
fmualudni

ﬂ‘n Active

3
] ) o

1¥dmiuiudrdoyadregidimua dhgszuu emimsisunaon
Network Interface IHi1a A 146 mua
1!11 Cancel

g msudhdandh nterface Lists Tunsdif lidoamsdsunldounuauiia

Gi‘N‘] 194 Network Interface

' Y o« .
2. ﬂQN‘HH]ﬂ‘U Firewall

g A 1Y [ 1
Usgnevdronihdunldlumsdamsfung wu msadne nmsudly msau niems

4 °o_ & o 1 o 3 4 d ¢ J
Wasuwlasdidvvesng uazdimuasimainuaisqveainfaflames 1Wsaead Tag

o { o o 1 y
dsznevlUdrenthduniswazdsauazmsniiausess 11i

2.1 Table Lists

g o - 1 J Jd o
wihdudmuieas Table AlioglulWsr0ad lasazuaassvazidoaludnyaizuos

& Ao a2
ATTN “lNll'dﬂQﬂ'W]ﬂ1ﬂuﬂﬂ101uﬂ151\1 IﬂUi’lUﬁ&'lﬂUﬂﬂlﬂ\]ﬁﬁu%U Table Lists 1IN 1TOLEAY

1Adagii v.s
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2 ﬂ TABLE LISTS

Table name Attribute Contents

UM .5 uananti Iy Table Lists

v
Yo A

Tawauilsznoumeameluniiniy Table Lists a1unsnesuie ladail
Table name

LLAPAFDYDI Table
Attribute

LE#AIAT Attribute U9 Table
Contents

weas1veatoyaiiuegn1oli Table
1 Edit

WWamsud danshiin Table Edit 3 uilaou Table fidosms
1!31 Delete

¥ w5uad Table Niden
11 Add

19 m3uity Table Tat Tnvagiinrsidhgni Table Edit iitoyinms
$1MUAFYDA Table HADINIIIAN
1 Delete All

v '
Tddm5vay Table Navinaniioglu Lists

2.2 Table Edit

o o o o " @ 1 4
wihdudmsuud luuazdmuaia1an 195 Table 151 Foves Table uazdoyaves

IP Address fiogno1u Table ansauansswazBuaveantiuiy Table Editlddsgii v.6
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Table Name

Table Content e 3
Add |Rme || Remove Al
Address Lists -
*
i
I
H
|
| 4

notuse |v|

* const - the contents of the table cannot be changed once the table
is created. When this attribute is not specified, pfcti(8) may be used to
add or remove addresses from the table at any time, even when
running with a securelevel(7) of two or greater.

* persist - causes the kernel to keep the table in memory even when
no rules refer to it, Without this attribute, the kernel will automatically
remove the table when the last rule referencing it is flushed.

U 2.6 uaaanii v Table Edit

Tawdauilsgnoumegmelumtidy Table Edit aansnasuiy 1a sa
Table name

FHudanufi 1§ lumasmuadouss Table
Table Content

1¥lunsimuavesdeyaiisafueglu Table Taolumsmindoyase 14
msfmmuaminielundes IP Address itazidona1 Subnet Mask udnihmsiivudoya
11 Address Lists #umaifu Add wazamisaaudeyanisly Address Lists AW
n191J1 Remove Tavmsiaondoyalu Address Lists udahinmisay wieauianun
HIUN191)1 Remove All eI SARUIE YR IP Address mtlu
Address Lists Aun191jugnasa1u919ue Address Lists

Table Option

Hudnildlumssinua Attribute 181 Table

1 Edit

@ o ' A

Tdmsuindhdeyavesiidmuadigszuy ivedsugsdoyald

U

ATINUANIINUA
ﬂu Cancel

¥ g msuidndaniia Table Lists Junsain ludeamsysunlaeu

AMANITAAI YD Table
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2.3 Antispoof Lists
Y a8 o [ . Aa 4 4 a
wihdudmsuuaasng Antispoof Nijeglulvireaa Tavezuanssvazidualu

@ £ 1 Ao =3 .
AnyuzYeIns N Fumasmnsimuamelumsg lasswazideaveantiiy Antispoof

'
=

Lists anansouang laaasiin .7

Y

A t ANTISPOOF LISTS

Interface

y <
510 2.7 uaean iy Antispoof Lists
v
Tawdmisznoudrsgmeluniidiy Antispoof Lists e1snsnosuindnadl

Interface

uam“f;mm Network Interface ﬁqﬁmuamuiung Antispoof Tasausn
114u1nn3mits Tnterface
Log

AR Log YD4NE Antispoof Ta8A1NNITHIMUAILTNIUAAIBNYS
use iAo lusimsivuace Binaasdioonun
Quick

uansnuaulA Quick Y9403 Antispoof Tasdiimsimuavzimsuaag
8n¥3 use A lTMIAMuae litdasaioonun
AF

llﬁﬂﬂﬂmﬁnﬁa AF (Address Family) ¥940§) Antispoof Tasdimsmruavy
fidh 111 dae Ao inet uazinets uadn luiimssmuace linansieonun
1 Edit

L ) s . - s 4
1¥dmSudhdantiudn Antispoof Edit ioud lung Antispoof Miaen
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1!“ Delete
198 m3uaung Antispoof fiiden
1u Add
19dm iy Antispoof Tl Tavazfinsidrgweh Antispoo Edit iiterhins
fnuaIveIng Antispoof fia$198u
‘l!u Delete All

v '
1ddm3vay Antispoof Nanuaniioylu Lists

2.4 Antispoof Edit
wihdud s muaaidieg 19fung Antispoof 15U N15HIMUANGY Network

~ ' =3 "
Interface V]ﬂzﬂﬂi%ﬁ‘luiuﬂg IHag Option ﬂ‘N“‘]‘U'ﬂQﬂQ TQUWI:IIWJ“U Antispoof Edit 90139

ueraeldaasn v.g

Y

Interface Name | | Interface  Inco [w} [;ﬁgg_,_J [Remoye ) M

----- Interface List -—-
1

f ¥

" “Specifies that matching packets should be logged via pflogd(8).

- - - ' e, y o

*“If a packet matches this rule then it will be considered the “winning”
“fule and ruleset evaluation will stop.

address family (af) | not use [se]
*The address family to activate spoofing protection,

517 v.8 uaaant Iy Antispoof Edit

' 1 =3 a @ y
Tawaaui)sznoudegnelumiidy Antispoof Edit aunsneduielaaail
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Select Interface
$1MUA Network Interface f1ag 19n101ung Antispoof Tasn1stfionsin
Network Interface name LUASTINT ﬂlﬁm‘l’h Interface Lists phuﬂu Add uazainisn
a1 Network Interface 71 1idpen131918010m5191)1s Remove a2 Remove All
Option
gl lunssimun Option A1 1¥ifung Antispoof Tauag
Usznovday
- Use Log fmualiing Antispoof 19184 log iiteifiu log vesdoyaiign
#35990011A8NY Antispoof
- Use Quick ﬁmuﬂ‘lﬁ'ﬂg] Antispoof 1‘]’515‘1?&{'4 quick
- Address Family (AF) flualfing Antispoof difndalumsdmun
address family lpganunsaidens1 1Aeo9a 190 inet 1AL inet6
1 Edit

Wamsmindrdeyaveny Antispoof fitmuadhgszuy deviulisdeyaliase
amAfifmua
ﬂu Cancel

g mindhaamsh Antispoof Lists Tunsdifi lidpemsy funlfounaiauiia

1949840 Antispoof

2.5 Filter Rule Lists
Y 3 o o X Aa 1 s o -
HUIMIVA N TULTANING Filter ﬂﬂﬂgiuqﬂi?ﬂﬁﬁ Iﬂﬂﬂzllﬁﬂﬂi'lﬂ'ﬂ%l'ﬂﬂﬂclu
[y é ! 4 o ' ¥ o
ANHUSUDINTIIN %Qllﬁﬂ\‘lﬂ'l“?lﬂ'muﬂﬂ'waluﬂ'li'ld I¥U Action NMINMNIUYDING LA
¥ g g - a 4 4 o a ¥ d .
ﬂlﬂy‘ﬁﬂhﬁﬂl‘l«lﬂ'ﬁtﬂiEJ‘IJmEJ‘ULLWﬂLﬂﬂﬂ‘UﬂQ Tﬂaiwazmumawumu Filter Rule

Lists snunsaudas ladagl v.o
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¥ Q‘ FILTER RULE LISTS

Action Protocol

@ any any

& pass © block Dlog @ quick
& pass (disable) @ quick (disable)

51 0.9 Laaanii AL Filter Rule Lists

Y
Yo A

' 1 d a
Tavauilszneuaisgnioluniiidy Filter Rule Lists @101500510 1aaail
Action
- o A o a 3 @ wad o
uaas Action lun1siauueang eluimmnanasaiugaauiandmua
Mawlung Tasmisesniludeunuio
=< =1 ° 1 Y1 < g @
Pass 111009 ngiinstivuam A rkuunnnana st ung
A ° U D o ¥ 3. a o o
Block 111804 ngilmifmuamIn ldsiuuiananasanung
- a . ° ~ a a o o & a
wonnNIuILil Action M3kauiilu Option voangdnanafids deaez
o A 1 [3 3y ¥ A
msimuanse lulinismuania fe
= o 13 o & =] ~ [
Log MuN093 ngiimsfmuamas log 4392100 log voadeyanaseiung
Quick M09 Niinsimuamd Quick agmelung
Protocol
' a ° ' A 9 3 d
LerAaA Protocol NgnAmuasglung eldlumsasivaeuuiinmns
Source
\ Aq Y ) < 3 Ao
uaasmnlFlumsasrnasudunaveunnaniimnsnaey

Destination

Vo Aq Y 3 4 Ao
Llﬁﬂ\iﬂ’]'ﬂi‘]ﬂ“ﬂ'ﬁﬂﬁ'J%ﬁf]ﬂﬂa’]ﬂ‘ﬂ'NﬂﬂﬁllWﬂlﬂWV]'ﬂ‘lﬂ'ﬁﬁﬁ?%ﬁaU

Port

1 Aq Y v 4 o
LLﬂﬂﬂﬂ1W1%1uﬂ1iﬂi?%ﬁ6U Port AUNN LLAY Port ﬂﬂ]UVI’N VDILWALNAN

NNSATIVA DV
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State
uaasA1gUiULved State Ngnimualung
ﬂu Move Up
1 ° ' . ] - é‘ ]
alasudumiangniolu Filter Rule Lists Tauifoungidentiuliunuing
s v a A
NegamuuUveINgiten
ﬂu Move Down
wlavudumiangaiolu Filter Rule Lists Tnuideungiidenasliunuiingh
agA A IRvRINgNdeN
1Y Edit
4 1 o
uflungiden Taoud lurum1any iy Filter Rule Edit
ﬂu Delete
aungiienvonIIn Filter Rule Lists
1!21 Insert
a [ o 1 ] 9 Py A - o wa
diung lwidh Il Tudumisneumihigiden wazezlimsfimuaguania
' v -1 ) A
A9 UDINYHIUN NI Filter Rule Edit
tJu Add
a t g ° v t% . B = o
ung Inaidh lUudwmsisgavieved Filter Rule List uazaziinisiivua
w1 1 [~1
ABIENIIAAT VOINQHIUN19MI Y Filter Rule Edit
13 Delete All

L4
ﬁUﬂQﬁQHNﬂBBﬂmﬂ Filter Rule Lists

2.7 Filter Rule Edit
3 o o [y kY o [ 9 o .
14umuﬁmsmm"lmmzmwuﬂmmm"lﬂnu Filter Rule Tﬂﬂﬁ'lll'limlﬁﬂﬂ

swngiBuaveantindy Table EditlAdagi v.10
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FILTER RULE EDIT

(® Enable
C Disable

1 pass E]
————
| notuse (M l

[ use log option
*Log packets that are handied by this rule

D Use quick option

*The quick option on a filtering rule has the effect of canceling any
further rule processing and causes the specified action to be taken

[not use [ae]
NS
tany E\ﬂ'

317 .10 (i@ sn¥ 3 Filter Rule Edit

1 v < . N a @ 4
Tavamsznoum1egnieluniudu Filter Rule Lists aansoodunyldeail
Status

o A o Y A a Y
Smuaaouzveang tieRin1s 19911 (Enable) ng nivunianmslaam
(Disable) ng) Tavnges lignay usszgnonidnms l9nugingg
Action
° o A ad A a ad g 4 v Y o ' ~
fMruamihauvesngnazinevuielunninanasaiudemruaneg i
gnimua13lung Tasusiaeeniilu Pass, Block, Block drop HagBlock retum
Direction
smuanismalumsnsvaeuvesng Taowiadu n uag Out
Interface
fvuA Interface NA0INI5 1NYIHINIIATIVADY
Protocol

1A Protocol NABINIS IRNgHMsATINTEY
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Source IP Address
fimun IP Address voadunidoams Inngiinisasiedey lasannse
b4
fmuadoyaludinilld 2 35

9

1. 14 Table flussq IP Address idoamsnsaeaoy
2. l¥msnsendoyn IP Address 16111
Source Port
f1mua Port vesdumsfidesmsldlumsasaoaey
Destination IP Address
1M [P Address vesmenisiigesmslingimsasieaeu Tasamnse
f‘imum’fagaiudauﬁ"lf’{ 2 3540
1. 1#onld Tavle flussy IP Address fideamsnsavaoy
2. M¥msnsondeoyn IP Address 1411y
Destination Port
fmun Port vostaremaidesmslFlumsasavaey
TCP Flags
famun TCP Flags NdeamsI¥ngassnaeu (Option 5ﬂzgﬂ1%ﬁdetﬁeﬁn1i
(@9 Protocol TiANily TCP)
State
MY uUATHAYDY State 'ﬁ%x“l%’“lung Tauiiaeeniiii keep state, modulate
state (1% synproxy state
Advance Options
fmuamsiauvesnglussdvgs TavezlFnu1&Adedefinsidonld

P [=¢ ] $ o 1 Y o
State Fvziudu 1 lunmssmuamldnunisBiaIuves State

2.8 Advance Configuration

WdmsumsudlunguasardiegmelunaszuuvesWsead(etc/pf.cons) Ta

.

o a ' v e o as
ausavimsud ludoyanmoluind Tasmasfuideyadrgd Iid unzatnsainisiudn

a ° o o .
(Save file) wazSudumstinuvedldanldiimsudly (Active) Tasmmisoudas

h.

=3 o
5azdAYIY Advance Configuration 19n931U7 ¥.11

U
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”~

@

@“L ADVANCE FILTER RULE CONFIGURATION

et Tool aesetiie | sctveric SN ol

#Table
table <lanA> { 192.168.18.0/24 ,1192.168.18.1 ¥

#Rule

pass inet from any to any

pass in on Inc0 inet proto icmp from any to any icmp-type echoreq

pass out on Inc0 inet proto icmp from any to any icmp-type echorep
block in on IncO inet proto icmp from <lanA> to any icmp-type echoreq

| block out on Inc0 inet proto icmp from any to <lanA> icmp-type echorep

Active Configuration File Status

gﬂ‘ﬁ v.11 waaantIy Advance Configuration

v

1 1 ] . a v A
Tawdamlsznovdennielumiidy Advance Configuration 81313005110 1Al

Edit Tool Ysznoudauniesilanlslumsnuqumsiian Taudszneu lde

v w R

° & 1% ¢ 4
- Save File Wdwsuiiuindoyaiiud lvaslulvaszuuvesIviiend
v
9 [ @ J
- Clear File l¥dmiumsavudeyanavuavu lWa

- Reset File sniannud 1

' '
a

(P | { [ <4
- Active File aaa 11 I@nud T ¥ sunindefawmes 1s1eadiivesy
N191Y

Active Configuration File Status 1S mSuuaaInans Active File 11ag Save File

2.9 Runtime Options

< o s 3 v @ '
ninudmsuud luaz s muanin1eq 190U Runtime Options 19y Tao@unsouaas

'
=

s Yy o " . 9 o
F192LYAVDIVIUILIV Runtime Optlons"lﬂﬂﬁﬂ‘ﬂ .12

G



Runtime Option

% Block Policey drop
urgent edit
part: /etc/pf.os edit
frags : 5000 edit
src-node : 10000
states : 10000
# Log interface none edit
% Optimization normal edit
# Skip on interface edit
7 State Policy floating edit
# Time out intraval : 30 edit
frag : 10
sratrack: 0

ﬂ‘ﬁ .12 1AM 113U Runtime Options
Yo y

Tawdauilsznoudisgmelumiidy Runtime Options 1315005110 1Adsdl
Runtime Option Name

Huounlslumsnaa¥o¥ed Runtime Option
Current Value

4 MaN - " . o a

Wunounlglumsuaasniilegiiuved Runtime Option AR YA
Edit

dmSuud luA1v99 Runtime Option AR ¥HA
ﬂu Active

1ddmTuisudu 1491141909 Runtime Option NI M UA

ﬂu Set Default

v
T¥dmTuimualia1ves Runtime Option Ny lugmasdu

108
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3. NgUHIV Reports

UszneudroniiduilddmivSungoanuvesszun Tasiseaulfidendes
{1UUAD Filter Rule Statistic Report LI¥ Log Report Tasa 11130051185 10AIDUAUDITINY
usaziuy18dai

3.1 Filter Rule Statistic Report

naasswumsduadavesngiithinuegluiiead Taslinisseaunaly
AnYaIZYeINNI e uaziinsuenieswaziduaves ninsavng(Rule ID), 3UUszloaveny
(Rule Syntax), URnIfAfinssfung (Packes), mum%’agaﬁyawuﬂ (Byte) 11AZ§14IUVDA State

= a ¢ w A d yyae A v 1 v A
ifannng venvimindsansoauminnu Iinamuaseniudulni TaelHi)u Clear 1iNo

'
=)

v
1w =4 . [
auAanua TaoeinsauaaIseasdeauoIniindy Filter Rule Statistic Report 18aa31l

v

9.13

?_.)

RULE STATISTIC «»

Syntax Packet Byie

State

UM 2.13 Eaant 13D Filter Rule Statistic Report

[ 1 d a
Taodusznevaiemelunti iy Filter Rule Statistic Report @1113005110' 18

o &
ail
D
' v
uarasrnuavilsziing Nhavey luvaeiiu
Syntax
waasglisz Teaveang
Packet

a 4 o
uaalSunauininangnnseslaeng
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Byte

'
=)

uaasTinavesdoyaiignnseslaung

State
o ’ ~ 9

UAAISIUIUVDA State NYNAF1TALNG

‘I:!N Clear
v

AUMADANINUAYDING

ﬂu Refresh

' J J.&’
Tnaadeyadigasinlnsroaavunuaama

3.2 Log Report
¥ A a g ' - O ¥ a
iaRITeudeyaiifinnIAMsNY Log vaenga1e ey Tasiimsneanuwalu
SnuazveIn1se uaziimsvonianvaziBuaves nuelung (Rule ID), Action, 33943011
Yoyagnifiu (Time), T1/5Tanoa (Protocol) tazdunisiudariunisvesdoya (From - To) lag

= Y g Y @ ~
AIWTOLAAIINYAIIAVDIYIUIY Log Report vlﬂﬂﬂgl"ﬂ 9.14

@ FILTER LOG

ST XTIy
i

Protocol

UM .14 uaaantiIn Log Report

v
Tawamsznoudsgneluniiiy Log Report aasneduie ldadl
D

[ v
uaraanmomylszding Mihnueyluvmeiiv
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Action
o = s a 13 v g -:i =3 J
HAAINM TN (Action) voengifaduiudoyanigrinuaslulng Log
Time
uaasrandeyagnasianylaung

Protocol

nanelys Inneavesdeyangnif

From-To
v v A Y
LLfWN‘U?Jﬂ;J‘ﬁ IP Address t181% Port °uawumauazﬂmﬂmmagmﬂumay‘a
‘I',!%J Refresh
' o 3
Tnaadoyaaiganinng Log Yuumeadna
1!“ Next, Back, First {las Last

1 umsdhisdoya Log luudaznih

J Y o
4. ngumT Iy Tools
< { 4 o
Usznoudrenihduildiilumiesielunsiamsuazquaszun Tavysznouday
Y o ' @ 1 dy
A1 Asee 1
4.1 Backup

< ) -] ) d (4 a
ﬂ‘ljl’lnl]ﬁ’m3‘U‘Vl’lﬂ1iﬁ']ﬁf)\‘l%ﬂy'ﬁﬂli’)ﬂ.l‘%li’)ﬂﬁﬁ Iﬂtlfﬂll']imlﬁﬂﬁ"IUﬁ%LPJElﬂ“U’eN

Iy

M3 Backup 18aa3U v.15

G

CREATE BACKUP FIREWALL RULE CONFIGURATION FILE. YOU CAN USE
BACKUP FILE TO RESTORE FIREWALL RULE.

- [__ceate Badap Fie ]

31/ 2.15 nananiiuIu Backup

(] 1 Y o a 9 o ;
Tawdauilsznoudegmelunii iy Backup ansneduie laaadl
File Name

uaasyelWd
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Size

uaaavinAved IWd
Last Date

weraamagai dgoudly
ﬂu Backup

a g ) Y
BUAUNITAITOIVOYA

4.2 Restore
=3 o v o 1 4 = o )
wihdudmsuihmdoyavesInsreadn ldhnmisdises]d mldau Tasmunse

a =] [ {
LHAAIIIAZIBUAYBINTIIID Restore TARe3N 4.16

Backup File Name Last Modifie:

08-05-2007:01.03.33.conf 502byte - 08/09/2007:01.03.23

Games. txt 08/09/2007: 01.03:41

71/ .16 1A a3y Restore

Taodau)szneumenmelunidy Restore ansoosuiolgRed
File Name
wanavelwd
Size
warasviaves g
Last Date
wamamargad Idgaudly
ﬂu View
uaastoyaniolulng
ﬂu Restore

a v v I A
LsumumsTwamagamn"lwamaen



4.4 Execute Command

113

U o w 1 1 v o w
1%’1uﬂ15ﬁﬁﬂ1ﬁﬁﬂ1dﬂ mumwﬁu%u MUITOUTAINAAWTUDININ LAY

]
=

uaaeldaasin .17

Y

D EXECUTE COMMAND

Output Display

Inco: flags=108843 <UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST, NEEDSGIANT> mtu 1500 L‘:
inet 192.168.18.146 netmask Oxffffff00 broadcast 192.168.18.255
ether 00:0c:29:36:95:91
Inc1: flags=108802<BROADCAST,SIMPLEX,MULTICAST, NEEDSGIANT > mtu 1500
inet 192.168.100.18 netmask Oxffffff00 broadcast 192.168.100.255
ether 00:0c:29:36:95:9b
Inc2: flags=108802<BROADCAST,SIMPLEX, MULTICAST, NEEDSGIANT > mtu 1500
inet 192.168.100.18 netmask 0xfffffffe broadcast 192.168.100.19
ether 00:0¢:29:36:95:a5
plip0: flags=108810<POINTOPOINT,SIMPLEX,MULTICAST, NEEDSGIANT> mtu 1500
pfsync0: flags=0<> mtu 2020
syncpeer: 224.0.0.240 maxupd: 128
pflog0: flags =141 <UP,RUNNING,PROMISC> mitu 33208
l00: flags=8049<UP,LOOPBACK, RUNNING, MULTICAST> mtu 16384
inet6 fe80::1%lo0 prefixien 64 scopeid 0x7
inet6 =1 prefixien 128 l
inet 127.0.0.1 netmask 0xff000000 ;t

(vﬁumm_,‘ rn‘r:tw\['g__ O

311 w17 L@y Execute Command
Tavausznovaisgmoluniiiiy Execute Command 811300511014 S48
Output Display

LAAIHAENE DN R TTUNsUBIfda
Other Massage Display

warasrasnivesteRanarauazfenmdun
Command

I¥dmudumvosiida

1;!11 Run

]
¥ A o

SUAUMIANHUMTMUAITINN M UA

a o v A a -3 =) =1
Aana1a(Error) voImdeninavy Tagsiuaziduavearti IV Execute Command @13150
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4.3 Reboot System
Y 8 o w o q9 o & y v ¥
ﬂumummumimwumms Reboot LU@G\B'UﬂﬂﬂQLLﬂ’J%Zﬂﬂﬂ‘]ﬂ’mﬂuﬂﬁ

' &£ [ =t <1 g @ ]
Reboot ¥291 114 Tawaz llawisasonldauniiidu1d luvagiiu Tasaunsouaainingi

=4 @ =
Y9IM1I U Reboot System 19A931/9 .18

U

B

WARNING : ARE YOU SURE YOU WANT TO REBOOT THE SYSTEM?

= v g
UM v.18 ANt Y Reboot System

4.5 Wizard Setup
4§ o a n’: ' < o
iegaus masanuazainlumsAanangeen ¥y Wizard Setup 93nsadng
[ Y @ wa & yq ¥ 9 ° @ 1 4 S Y
ngenee 1 lausa TusiA Fadldrzdeshmuanudnumeaieg veeliteadfidesms
& y & vady ¥o v AN v g
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Inbound policy controls incoming traffic from the Intemet and the local network to the
firewall, Please select Inbound policy mode from drop-down fist.

Inbound Policy mode : Restctve mode v |

Permissive mode - The mode marked Permissive by default , the Incoming traffic is not
restricted in this mode and your network applications will work as normal, The policy
groups on the inbound policy view serve to black list trafficin this mode.

Restrictive mode - The mode marked Restrictive by default ,Nothing is allowed in-
unless you explicitly create a rule for it in one of the groups. This mode offers maximum
protection, but it's also very intrusive, none of your networks applications will work unless
you create rules for them,

31U ©.20 HAAIUTIY Wizard setup M13f111A Inbound policy mode

= o g ¢ &
n1ngii .20 A1¥RounonTnuan15M1a1N 19U Inbound Vs IWsa0ad il W
=) A
(@en 2 Tnuafo
J . A Vo of < = v v 4 L4
Permissive mode A9 mwmnﬂuwmﬂﬂmamummwaa"lﬂnaaa

A A ] 4 g v v s s
Restrictive mode 19 ‘Uaaﬂnﬂuwmﬂmmqmumwwm"lvhaaaa

A o - & o Y 1 o Y & Y
Tauleviinisiaen Tnuala Inuanilsez i iinasensiiau lunide 1y i
o _ o o 1 ' < 9 o o v o
@ontily Permissive mode vz ldnmsiiem ludiude Il lunihiudmsumruams
o =1 9 4 4 A 4 19 A H .
‘vm1u°1umsuaaﬂmwmwm‘lwimaa (Inbound block policy list) LADUADN Restrictive
o3 Yy o ) [ o o 1 ] <3 < o o
mode 3ztdunSudnivnrssivuanisimanlunisdediuuininaves Ivsieaa
[~ ° ° '
(Inbound allow policy list) Tasluniduansafmuanmsiau ldaudauie
o 4 < [~
mﬁuﬂmsmnﬁa‘umnm%’mﬂmumwamwmﬂﬂ (Deny /Allow connect to host)
° 4 3 o
ﬂmuﬂmsmaﬂaa‘ummﬂ?mé’\’umwmuwmﬂﬂ (Deny /Allow connect from host)
° o 4 4 d X
AUUANITATIVADUIINWOI ALALIATDIAUNIIVDILNNINGA (Deny /Allow service
from host)
z Yy o = o VA A [ 2 Y @
Tavvsaeanildvuuvzijduuumsmivuamnmisounu FIAWITULAAL IAN

37 v.21 waz v.22



116

YUND POLICY (BLOCK LISTS)

Deny connection to host
When creating a new rule in the Block connections to host group, the only parameter can you
specify is the TP Address of the destination host. As the name says, adding a host to this group

rnarkstheMstasamuumddesﬁnaﬁm,dfunxenfﬁcﬁ'omhnndi\ewibedenyw
firewall, .

[Jsetnot (1)

IP Address f Hb;t vi]

rAdd ] [ Remove J[ Remove Al ]

- FES WS w7
- Vhen @eatg o naw 1 1 the Allow-connechons o host grou, 1He only fieraneter can you
" “Specify is the [P Address of the solrce host. As the name says, adding a host to #is aroup marks (.
the host a€ & trusted destinator, ‘all future traffic from the mathing wil be allowed through the
frewal! i Y EaEd \ d} )
[Isetpot (0 p
Wk | e )

[ Add’ J""’[";Remave ]ﬁm\‘em ] i

1 Host Blacklist
l
i
|
i
|

3‘1]‘71 V.22 weraanti iy Wizard setup 115111UA Inbound allow policy list

[ o o ' ' [l ' <] (]
neamnimsfvuan1 ludIuves Inbound Soudosndl diuse ldeiludiuve
o 1 o o (]
AIMSAIMUART Outbound ¥0d1Ws10ad TawdusnABABIADN Outbound policy mode

Taseansouanasswazidoa ldaegl v.23



117

Outbound policy controls outgoing wam:mmmumﬁm&mmmm
dlients. Please select Outbound policy mode from drop-down list. ] :

Outbound Policy mode : | Restncive mode ||

Permissive mode - The mode marked Permissive by default , the outgoing traffic is not

restricted in this mode and your network applications will work as normal, The policy
groups on the inbound policy view serve to black list traffic in this mode,

Restrictive mode - Themodem&mmmbydefutmﬂ*\gisdmedh :
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mwm,bugifsdmv«yhm«,mneofywnemmmﬂmm
you create rules for them. ,
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mnum.mnkhﬁqimmbmt , the or amete
ify is the [P Address of the destination host. As the name says, adding 2 host to this
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ACTIVE WIZARD RULES

Inbound Rules

block in from any to any
pass ininet from any to { 192.168.1.2 } keep state
pass ininet proto { tcp , udp } from 192.169.18.1 to any port 80 keep state

Outbound Rules

block out on Inc1 from any to any
pass out on Inc1inet from { 192.168.18.1} to any keep state
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