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2) u?msﬁqwﬁ'ﬁw?a (Authentication Service) é’ﬁlﬁmi’fﬂﬂﬁﬂ Web Application
¥ 1 a vq ¥ 4 4 yqy o ¥ qy
WTWUTAT uazUser Al3nuseuy Fuliodldnussuvezdimsvedhldnu
Web Application IaoasausiasQn Redirect uuiovel9usnmsiigaifieieves
¥ []
ZUY Single sign-on # Tudmvesfguaszuuiivzeidunasnaouguamsiam
g9 ' a do  a
AdveiumsAguidns ity
3) UTMIATIVADUUALAUAM TN (Monitoring Service) ANINYITDIAD System
& o a
Admin fUAsTUY FWTANTAQUALATATIVADUMIMNUYBISLUUMINRA
Y o Y A aa v Yy 4 3 9
Yo¥Ava1 uazmIng Log nieadaueed i la wu namiedeyavesnsdh

1 fhudu

Single sign-on For Web ~ Based
Application Service

Directory Service

Web-Application

Authentication
Service

System Admiri

Ronitoring
Service
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3.3 upuNNUEAY Use Case

@ 9 d’ [~ ° P o é’ o
hiiadethzdumsueaarunwmshonvesszuy  #ldWanniu  wazyanad

] 14 ]
Morvedlumshnuvesszuivianen Taveell 2 daundifafie Directory Service wag

Authentication Service

3.3.1 UHUMNUAAN Use Case Y84 Directory Service

Usc Case Diagram

Singlc sign-on : Directory Service

Qs>
L o o v

UCR: Reset Password By User Option 1

UCT: Reset Password By User Option 2

Wb Application:

User

§1Jﬁ 3.11 A Use Case Y9952 UUAIU Directory Service
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4 y o o

1. Actor tamadafnihedesfiuszu Nayanauag Application

9
]

- User m‘l’f'ﬂ'luﬁﬁal’mﬂ'lill%’\‘l‘lu Web Application uaz ey Directory Service
- Web Application fivinisandeiy Directory Service
2, Process uamﬁqnsxmumsﬁmwhm UBJ Service
- UCI: Initial Session L'flunszmumsﬁ Web Application Mn153eave
Session N30 18 Directory Service

.
a

- UC2: Create Account Li‘lunsxmumsa%'wﬁnﬁﬁ‘lﬂi’f\nuw Directory

- UC3: Query Account funszuaumsdufudeyatioddidnu

- UC4: Modify Account iifunsyuaumsud luiaydg 14

- UCS: Delete Account iiunszuaunsantoyddldanu

- UC6: Change Password By Admin tiunszuiumsilaousiarmves
Ty ¥ ldauTaodguassun

- UCT: Change Password By User Hunszuumsilaousiaruvesoys
AlFauTaogldan

- UCS8: Reset Password By User Option 1 Li"Junszmumw{amsﬁﬁdminﬂ
madonii 1 14 Userd

- UCS: Reset Password By User Option 2 unszuaunsaests warimlng
madend 2 14 Email voed 1

Taumsiau UC1 - Uce seiFunldarulay Web Application H11 Web Service

g UC7-ucy iwumsiSunldaruTaoasafl Directory Service 910 User



Activity Diagram: Initial Session

(Tﬂ!lmﬂl;'mi‘l Lsername, Password)

Tsunsuaseoaudmu
971 Dircctory

higndios
Retum Error Mestuge

@ﬂmmuﬁ?‘n Scsston Un Servm']

gﬂﬁ 3.12 UHUNNLEAN Activity Diagram Initial Session
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Activity Diagram: Create Account

Clﬂmqmm'z‘mﬂnﬂngﬁa)

hifignt - )
Return Error Mes
/\ sage
figng
Ciﬂmmm”urh PERSONID 1% USERlD)
Glho{ik Duplicate Idcptiﬁea
Retum Error Duplicata

hidh

Gﬂmnsu's"uh Attributes F‘YN"D

‘ \/
Tilsunsumaasasunaugndes
wgamAHIIn

Tilsunsoshims e Account
A31v Directory

P
A

gﬂﬁ 3.13 UNUNTRLARY Activity Diagram Create Account
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Activity Diagram: Query Account

(Iﬂﬂmmaﬂﬂﬁonﬁn'ﬁ'i\cg

\/‘@{ctm'n Error Mcssdg;:)

('hlmm 150 Keyword idaans Qucr_\r)

Qﬂmnmﬁum{:’ouamu ‘KgywotﬂJ

31 3.14 UKUNWUAAS Activity Diagram Query Account
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Activity Disgram; Modify Account

Qﬂinnmmnﬁanﬁni\cﬂ

Tihsunsufudn PERSONID nSe USERID
finp4nts Modity

Cidﬂmmf'{mnﬂmgamn !dentiﬁea

‘hinuy

Returr Recored Set

Tisumsninifideans Modify
wiou%ove3 Atdbute

YWhunsinhnmdiiinlyed
a3 11 Directory

Return Not Found

31M1 3.15 UNUAMUEAS Activity Diagram Modify Account
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Activity Diagram: Deléte Account

Clﬂmnmm'mﬁnuﬂﬁ'{xxa)

hifiing
Ll {Remm ErrUl"MeSSagtJ

r
jltna

TsinsuiLA1 PERSONID nfo USERID
ffoens Modity

Chlmm-uﬁ'umﬂm,;nmn Identtﬁca

Taivwu (‘—_j
P >kRetum Not Faund

Wy

‘ Rettim -Recored Set ’

Elﬂmmﬂs' v lums, Dcl'cbc)

Tusunauitatgau Acconnt
oanTIN Dircctory

31 3.16 UMUNMUEAI Activity Diagram Delete Account
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Activity Dingram: Change Passworgd By Admin

(’Iﬂszmwmwmﬂ'ﬁwi’mg

{Rctum Error Mcssagc)

0sunsu o PERSONID 130 USERID
Psamnidn i

(Iﬂmnmﬁumﬂ ayan Idcmiﬁcr)

> Return Not Found

Return Recored Sct

Gﬂslsmui’nﬁﬁﬁﬂ&hﬁ‘mﬂ)

/

(Td'iunwﬁm ﬁn’r'wﬁm'faqnsﬁmhu’lmi) af :

/
Tusunnhinsdiintyam
041y Direcory

§1Jﬁ 3.17 UHUNNUTAI Activity Diagram Change Password By Admin
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Activity Diagram: -Change Password By User

- s v . 2
(lﬂ NINATH ﬂﬂ'ﬂﬁﬂm'lm “ﬁmuma

hifigns

>chlum Ertor Mcssage)

o3 J
BT

TusnnanFurwwarming
fiformnldeu

N
C[ﬂwmuﬂmmﬁnﬁaﬁmuiigr'rhuimi)

Tilsunnnhimaifindgam
aalu Direciory

3

A 3.18 urunInLER9 Activity Diagram Change Password By User

38



Activity Didgram; Resct Passward By User Option 1

Gﬂsunmi’uﬁ‘l Uscmamc)

I\J‘mnmﬁumﬁj Usemane

9 Dircetory
Ty
>(Relum Error Not Fou nd)
Yy
Talsunsu@arn Seeret Question
0049 User {u" A

lemmm'uﬂ'! Searcl Answcr)

Gﬂmmumwmum Seuret Answcr)

Return Brror Message

Emmﬂﬁnmnumﬁnmu"lﬂu) a E

Gﬂmmufuﬁﬁﬁﬂﬁm‘lu@

Chlsnmm’nmsxﬁm?m’x'ogmﬁ mhu'lmD

Trthunswihmndnlyam
o 1y Dircctory

&

gﬂﬁ 3.19 UAUNRWLUTAY Activity Diagram Reset Password By User Option 1
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Activity Diagram: Reset Password By User Option 2

(Ttlsunwi’mh Ermail waéﬂ%’aa@

Tofaunsufund Email vosd iam
U0 Direclory

v .
Return Error Not Found

WU

Bubuntrdy Emait fmdy

Reset Password
BruBn /’j
N/| Return Cancel
Tt

Tisunsaredy Emait wiou
sl lunts Reser Password 856—————

@’Wﬂufﬂﬁ Email 0@ URL 7l ﬁﬂj

Gmmwﬁ’aﬁ‘mum??ﬂﬁm’lwﬁ)

W
/(w‘sunsmhnmﬁnﬁm}bgn:ﬁnﬁm\nﬁ)

/
Tdawnghmnliinkgam
aalu Dircctory

gﬂﬁ 3.20 UAUNINLLERAY Activity Diagram Reset Password By User Option 2
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3.3.2 UHHATHILTAY Use Case Y93 Authentication Service

Use Case-Diagram-

User

Single sign-on s Authentication Service

/
UC2: Generste Signature _
Web Application

Single sign-on : Web Application System

UC3: User Reynest Access T@ /
UC4: Web App Generate URL
o UCS: Verify Signatute

Auth Server

gﬂﬁ 3.21 4R Use Case Y852 UUAIU Authentication Service

7 b4 [ :

1. Actor uaasdadnifuadosfiuszuy vayanauas Application

User f19unideenisidau web Application tazldaiu Authentication
Service
Web Application 1¥11115AAABAY Authentication Service

Authentication Server AaABfU Web Application 7fj1¥1ufoveidh 1y

2. Process uﬂmﬁms:mumsv‘imudnq Y94 Service

UCI: Authenticate (Sunszuaunsfi User RIN135030NMINGUR939
U Authentication Service

UC2: Generate Signature (unssuumsadearsilofeasnen

UC3: User Request Access To Web App Funs z‘lJ’Juﬂ‘liﬁ User %’E]\‘l‘llmﬁ"ﬂ
1 1dau web Application

UC4: Web App Generate URL ﬁjuﬂi guUMIae URL l'ﬂa'ﬂ Redirect
User 1% E)x‘lﬂ1iﬁ§fi]ﬁﬁ".]il?x‘ii]1ﬂ Authentication Server

UCS: Verify Signature (1Un5£1IUMIATI9TO UMb DYOAINDD



Activity Diagram: Authenticate User

[Tﬂi umsuium Username, Passwd)

4

Tunmauassneuian
90 Directory

higndes
Return Error Message

grfed

N/
61]1 UNSUTSN Session UM Scrvcr)

Tilsansuade LTPA Token 8
User-Agent YN é‘l‘d‘m-

zﬂﬁ 3.22 UAHUNTNILEAN Activity Diagram Authenticate
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Activity Diagram:-Generate Signatnee and URL

Tibsunyudun Parameter (SESSION_ID}
win URL §i81¥1ugn Redieect 10

/

Tusunguiss PERSONID v 1§
oo . Y
nemas Ivaafiaauen Directory

C(dmmuﬁa PRIVATE KBY snn:rzu‘u)

TWhunsysiondoygimsairaiiu signature
#1931 SESSION_ID (182 PERSONID
yulsznouiu

Uittﬂiuﬁﬁmai‘i‘lﬁmﬁ? Wi Siguature
#90 PRIVATE KEY

Tsunana3on UrL Taema
PERSONID 101z SIGNATURE1h Parmucter
Tnedendu Ui Address f3sy
Tas RETURN_URL

(Iﬂmmy Redircét 14 hfts URL ﬁ'qmi'n)

gﬂﬁ 3.23 UHUNTNWIUTAL Activity Diagram Generate Signature
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Activity Didgram: User Request Access to Web App

leer Request Access Talfia web Appl ical’iora

/
| ‘web Apptication #zr9xtey
“11 Authenticated WM T 08

a1 Authenticatcd

\( Generate URL and

Authenticated 17

Web Application AT 1900
. - ‘
it ldaunioli

~ . '{
}uﬁfwm

/LRcdimct to Auth Scrver

2>————>Qlemm Access Denied Page)

pt

e

Web Application (Dbt ldem
Web Page #ovvein

X |

M

g‘lJ‘?l 3.24 URUNNUARAY Activity Diagram User Request Access To Web App
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Activity Diggram: Web App Generate URL aod Redircct to Anth Server

Web Application wstaioyarite
lsznsuiiv URL Tnof Parameter fio
APPUCATION_ID, SESSION_ID Lat

RETURN_URL

Web Application A1 URL 104
Auth Scrver 910 Web Config

Wb Application Rodirect §1d1 T
URL #and12 wps Pammeter R on 1Y

gﬂﬁ 3.25 URUNTNUNAY Activity Diagram Web App Generate URL
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Activity Diagram: Verify Signature By Web App

Web Application 1R Parameter (PERSON_ m
uny SIGNATURE)
910 URL #§{ 18 Redirect 1

Web Application #9#1 SESSION_ID wasffifiu
90 User Agent ¥o3f1dau

Web Application #4 PURLIC KEY
9N Web Config

Web Application lﬂ?auﬁﬂuﬁtﬁlﬂw Verify Signature
funisth SESSION_|D NarPERSONID
wnliznauitu

Web Application thdoyaii nasiemontu

Signature #1t PUBLIC KEY
hignfies _
= Retum Emor Page
Qnfna

; v 3
Web Application W1 PERSON D%
fiuntiniveey TUAwmn Username Tuszuy

Web Agplication Redirect §1%a1
T Page filf3oave

gﬂﬁ 3.26 UNUNTWLLEIAY Activity Diagram Verify Signature

46



47

3.4 AaaNlAveesTUY
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£ ] A a 7o “a o A yvq 9 by o’: o wa
vt luiFosesmsigaidnT wazmsquatydsovedlfomldudniu  duliguauda

4 -1
DUVBITTUUANU

4
3.4.1 mseyanalnansihluszdulisunsanlszynd (Authorization on the

Application Level)

]
I

s
msoyn IRANT (Authorization) THanseldamszundmsudlFauiidums

a 3 a a%

a g o g o o ' g ]
wgnidnTuwdniu  wnsehuenduluudazszuuiiesnindn lumsidhddoyanielsl
1MfU Authentication Server szfimhiifisaunlduSmsiguidee uagIidoyafuszuy
1 4 ¥ v
ninndumsigaidniwduini simiudldnuszdadesuszuuiiowedoyn aw

a

4
fns vosszuviiug ae'ld

3.4.2 MINOUSIUAUUVUUTAINU (Cross Domain)
wa 1 & A ° a A SR
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peanumunsalumsmamswiulduuudulanm @y Weblabeorg cuisalfam

E 4
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343 u?msg]uﬁnma nﬁﬁm%’a (Centralized Directory Service / Single User)

& s Ay Ao o v e vado w a4 )
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3.4.4 U3M3gUINR1INIAYNIFI034 (Centralized Authentication)
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