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1111 | myssydedmuanieg Alnanie | (Famdauiams) desssydesinuanis
AQVNY (Identification of applicable | AMUANAY 1A sIToulFITA Laeh
o 3 o
legislation) Unngludyan (szninesans uazynaa
a i dd v o
M3oNUILIUNIIUBND) MiNvITBeduMs
o =a & a d 9 o 2 g
ANHUNUNTOFINIVDI03ANT AL UNNTD
o o 1 [y o o
fmuadenan Biduardouaisnys uas
¥
utledesmuamaniuliiuativegiaue
o’al o ava A v
st IvuauuInIansfiaine 14
v 9 o @ '
aoandesnudeimuadenan
v a a w da o aa o c’:
11.1.2 | msilesdu@nfuagninddunia | Fanthauildns)  desdimuatuneu
Uy (ntellectualproperty  rights | UftiaiNedloatunisazilafininTonsnd
F 4
(IRP)) dumallggr  dussuwdfiidaenarades
o & Y 1a wva 3 o
fMruanisnrugu il fidaudesivua
neamngrny medussdioul§iia uaz
~ @ 1 ' 4
nlsingludyaeninesnns uazyana
[} y
NSorUWUMIUBNDY) TNedetmua
a o o S g
lunmsldnundadusigondunas sindue
b4
Ay
o 9 o w A Y [y o 9/ ¥ ° Y
11.1.3 | mstlesfudeyadngiifeadestu | ohmhaumsaumea) desdmualiins
4 . . o P A
049N7 (Protection of organizational ‘1’.1ENﬂ‘LIﬂ’J‘ﬂgamﬂU’J‘UﬂQﬂU‘UBmﬁ‘L‘lﬂ‘VI‘N
- a wvae 9 o 4'
records) aguuisiazszifivulfia  dedmuah
Ysng ludye uazdedmuaniegsis 9n
msgame magniatelfidonis uaznis
asuuilas
11.1.4 | msflesfudoyadiuda (Data ¢amidruiidns wazwandiau

protection and privacy of personal

information)

arsaumne) deaimualdimsflestudeya

1 s P A o Y
audmunszynsesmua 3lungrine
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= a wa yJ o A4 9
szmuuﬂgm UAZUBTUYINNYIVD
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11.1.5

[Y L4
mstlesiumsidanuginsal
Uszuronamsaumeana

4
'mqﬂ 1499 (Prevention of misuse

of information processing facilities)

anthawmsaume) dostloadulailvg
1¥auldginsaldszuranamsaumeues
pefnsAniaglszasnanielaniildsy

YRR

v 9 Y a a LY
11.1.6 | msldauumnasmsmsdhsiadoya | (Fandrauddnisuasiandraiu
AuYDMNUA (Regulation of arsauma)  dosnmualdlduiasnisag
cryptographic controls) ihsdadoyalaslhtiafionn  wiedes
aeandesnudeanas nguine uazsidioy
Ufianineades
A QA Q'J % Y o =)
11.2 | madfiamandes nasgiuanuiunsdesadiamazdeimuamanaiia
(Compliance with security policies and standards and technical compliance)
@ A [ o Y
fyadszasdme s zuuiduldauuTssiasmasgiuanuliunalaeadouss
'd
B9AN3
a wa Y a £ o VY v o
11.2.1 | mydguammuleuis uazinasgin | Gusmisaisaums) Aestimualddiieny
ANUIUAaBANY (Compliance TYrAeMiy qua uazaAlu AuMsUHUA
with security policies and standards) | 91uu834NagldnsTafuymvesau 1#
b4 ]
Ufiaautunsul jliansdrunnuiung
Yasadvaiuniiiauiuiarouuesay
Yy Y
e lnsifuadiu ldamuTovreuay
o [ 4
wpsgaNuTunlaoatvuetenns
11.2.2 | msaslnaeumsifiaauy Favdhaumsaume) desmualiiing
a 4 1 ° 4
WINTFIUNIUNATAVBIDIANT ATIVABUISVUMTTUNADI WAL UAND (D
(Technical compliance checking) aruguididuldmuuiasgiuanuiung
[y a '
UaoanemunatinueInInns
113 | msassdsziiussuumsaunsa (Information systems audit considerations)

q

¢ A a a a
fyadszasdieldnmsasinlsadivszuumsaumeldlse AnSamgegauazing

unsnuzanserildngaszinde nszuiumsnugsiaiooiiga




M5199 2.1 (719)

38

11.3.1 | ;asmsmsasivysedivssuy fmhaumsaums) Aesszydefivua
15 UNA (Information systems uaznssunuadestunisasinsediu

. 4 A va
audit controls) JTUUVMTAUINAVDID9ANT (WD lrNNG
NIENUNOUNYARDNTZUINAITNINGIND 19U
A1INYAFLINVBINTTUIUNIITNIIGIAD Y

seueNRIMsasvlsediu

o & A o o o 9 9 o Yt

11.3.2 | midesfunseatiodmsumsasdn | (rhmdhaumsauma) deadmualdtions

UsziliussuuaIsaumne (Protection

of information systems audit tools)

o o 9 2 é'l & o [
fan1sdinuaTeslednsunisasae
= ] o P
YsziusTUUTTAUNA (FY FoNALITN1F
Tumsasindlsziiu) wetlssdumslFanuia

@ [ A = g/
'Jﬂf}l]i%ﬁ\iﬂ ﬂiﬂﬂ'ﬁlﬂﬂmﬂ‘llﬂﬂsl‘ﬁﬂ'ﬁﬂi'm

UszidiuTas 185 veyna
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a d a o 4' Y Q‘J
NIFAUAFTICHNTITUIRIFIANITIAITNIAUININATHAITNNHAY

Jasanalumslsmalulagmsamnsa

a o d' 9 u'/ o 9 a
STUUNISUITNITIANISANUTIIN 1A 1NN unlasanslunisidinaTulad
seme AMmMIRAIISZUUAINUINT§IU ISO/TEC Guide 73:2002 muitlanana 13 luund
A o) [ $ { o ; Q' o)
2 AINTLUIUNITVDINITUTMITIAMSANUIT BT s UL NWAAU TasiS RN US YIS
v o v da P A a v Ia ' 2
sanmsanuFsevensniduma lulatasaumnagsdoindunindduodranils uaziiu

fa Aa v da A ] ° [y J o - 3
niwdduifiyanige uaziduniwdfuivalilddmiulusdnsilogiu msfivensuh
4 A - u’: =t @ = ln’: y =
L] umamﬂTuTaumiﬁumﬁmmﬁmuummﬂaaﬂﬂwsa"luuu 131VSADIUNTSUIU
= ar - @ da A o : -:rd
ﬂ1ﬁ'1uﬂ15ﬂiﬂ1ii]ﬂﬂ'liﬂ’J'IIJLﬁUG‘UENTISWUfTu Tﬂuszuuwwmuwuuuﬂszmums‘lums

a [ o o da :iﬂ =y n,: o dy
VIN1TANITANUAUIVDINTNYTUNL umﬂTuTaumiﬂumﬁmuwﬂaumu

3.1 m3dadszian nazmsliieunSndduvesszuumalulatosauma

M3 UINMIs SN BB SNERIITY 2 dBaRInS R IHUARI YO UINAYEINTS
uSmstamsanuseidesniseziinmsusmssamsanudvsvomingdu ozlsthe Tau
Fmssalssnnveanindau Immdauivzimsuimsiamsanudsaiumusosadiu
Uszian18fslszanndng ndeusmuaiivewudazilsziande 1 iia it lafiasedulu
uaazsznndldtimsuontlszianly ssuuauialssinnnindduludmiisiumaTula?
asaumeeonidu s dszian Taelddsmluudazdssinnvesninddunuaisied 3.1

(Queensland Government. 2005 ; Government Chief Information Office. 2007 : 8)

1 o da o = o o
ﬂ15'l\‘l‘ﬁ 3.1 ﬂ'15'Nllﬁﬂﬁ‘].]53LﬂﬂﬂiWUﬁu&Lﬁxﬂ'luU'llJ‘U'E)\?ﬂiWJﬁN

o w & o da
dun dszanninaay o o i
- MU vBININGTY
Y
nalulagmsating)
1 Physical equipment, Funguussgilnsalnldlunszuiunisnisd

.y o o
facilities and Hardware maluladarsauma w3sldlumssanumalulas
2 ¢ 4 g4 o
aseaune Feezdsznovdlnlead 1nTesladud

L) A o (4 A
11iﬂlﬂiﬂﬂl“ﬁiwl'}]ﬂi‘I]ﬂlﬂiﬁ]\iﬂ'lﬂiﬂizﬁ‘u

[y a g v
2 | Data and Information WunsndduilszianInddoya Idienmsdne

Iddoyaninsusl Indgile Wudu
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o QW Ad' 74 ia
dnun Usznnnindau . o
AlienuueanInadu
= o
(nalulatimsading)
[~/ o da o Jd
3 | Paper Document Auniwsduiszanenasdyg uuuresu
A9
<1 v da a Y {
4 | Software Application Wuninddudlsenanaduua uonnandunlsy
' o [~]
auegludninau dudu
. v da Y a a Jd a
5 | Service and Huniwidudszmanmsldusmemedumesiia
. a . <J
Communication 715 1HU5A13M AU WAN Link (Hudu

v da o’: o o ' o a 3]
5']Uﬂ'li'ﬂiwtlﬁu'ﬂ\1ﬂﬂﬂﬂzﬁﬂﬂﬂ‘lﬂ‘liﬂ’lﬁuﬂn‘laﬂ'lﬂTlllﬁ']ﬂiy (Asset Value) Tﬂﬂlﬂu

¥
msmmuamaNudRyvemMINIFUAI (EBIOS Club. 2004 :21)

L ° [y v

0w a a da
Confidentiality 19 sgaumMIMUUanIosnadns lumsidrdansndduaieg N

E4
@ oA [y Y &K

oda v da T as ar
ne uuuuszﬂmlmmimemwaa’uﬂgiussﬂﬂﬂmu

by

e

1

[ 0 o 9,

o o =]
e Public szAvNlanudAyludnyazamsar @ladhdn1d)

o_ o b

® Restricted szAvADIlimsiAaldmmizdnivua
®  Confidential (partners) 3£\ uiiuay
®  Confidential (internal)
®  (ritical
R A Y ] v 9 9/ v da 1 v da o’: 9/ Ve
Availability  fi8 A1ANABINTI IFOUYBINTNITY IS nFuriudesnsIdT
9 9 LY ' ] o
anundoulumslyauunndesun luudessans
. gy [ v I
®  No availabilityneed s uTudosfianundonldnuveminddu
® Long term (specify) sztzmndesmsldianunienlumsldiuves
v da A
ninoduiilussoznaen
® Medium (specify) seozrIananesnsliianumdonlunslFauves
v da a
nindduiiluszeznanhunais
{ v fa
® Shotterm szuznafeInsitianundenlumsldauvenindaud
4
luszeznatdu
®  Very short term (specify) ¥oziIa1ndoamsdiinundonlunisldau
¥
yoanswiduiiluszozinandu vieaneaa

. - ydaa a YLy o )
Integrity 9 mwwgmuﬂ‘nﬁmmimﬂnﬂqmanqawmwum"lmmuu



®  No Integrity need
®  Medium integrity need
®  Total integrity
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a @ o o o @
auldmsinsandsannvesnnudasassaduszan Taodadu s

A15199 3.2 A5 1UTAISEAUVDIANYanAfE AN D15 191N Availability Integrity 1AL

Confidentiality
Security needs Availability Integrity Confidentiality
0 No availability need No Integrity need Public
1 Long term(specify) (value not used) Restricted
2 Medium(specify) Medium integrity need | Confidential(partners)
3 Shot term (value not used) Confidential(internal)
4 Very shot term(specify) Total integrity Critical
M1719# 3.3 yafuazszaunNudIngy (EBIOS Club. 2004 : 24)
Asset Value 32AUANNTIAY
(Availability+ Integrity+ Confidentiality)
0-1 Tifiyanvanuddsy
2-3 flyaavanudagluszdudosinn
4-5 fiyanvanudngluszdutios
6-7 Nyanvanwdagluszauunai
8-10 yanvanuddgluszaudiiy
11-12 NyanvanudingyluseaudiAgun

4 A&

FuiaiinsAmuansinnudngudlszansafimuadssiananudifyves

1 4
3 Tuq 18 Aeded

da
NINYTUU

ig,aﬂ'wmw%' WO U(Asset Value) = Availability + Integrity + Confidentiality

gNAIDLIUBY

Y00 Mail Server = 4 + 4 + 4 = 12 (anud 1Ay luszAUGIga (critical))

A4 Client Hosts = 2 + 2+ 3 = 7 (A nud 1Ay 1uszdu11mnai (not critical))
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3.2 msszuuazémunﬁﬂqnmu (Threat Identification)
Q o d' =y ; 2 o =~ S
szuu ldsmuadsfsgnamissifatusunindduvesszuuma TuTodasaume

AIm13199 3.4 (Government Chief Information Office. 2007 : 62-77)

1 v ¥
M50 3.4 Eaiegnnuasafatuiuma Tu Tadasauma

aud Hugnmu
1 unudulvg
2 auny
3 o
v
o & ¥
4 ssuiivadDs
5 suia

6 szuu' WA Tados

7 AEANUIRIVIBE199 10

8 1%’%8%[?7!1’]; Tﬂﬂﬁﬁ‘lﬁvlﬁ? U (Use of software by unauthorized users)

9 1%“1181’46‘1{!.0{&?\%]"“10 (Illegal use of software)

o 4 o
10 | weddulsszaaniiy (Malicious software)

11 AL Iadeq (Hardware failures)

12 iWhdunsetiela Urﬁﬁvlﬂ"lé’% VoYY 1A (Network access by unauthorized users)

14 ]
13 QUYQNLATATININGYAININ (Extremes of temperature and humidity )

14 | msnszateTeatian lnsianufn (Electromagnetic radiation)

15 s zq"lﬂﬁm i (Electrostatic charging)

16 AnW4 (Eavesdropping)

17 “l‘l’f'ﬁmﬁu%y‘a‘[ﬂu"lﬁ"lﬁ'% VoY IR (Unauthorized use of storage media)

18 Deterioration of storage media

19 | anwAananvead 1A (Operational staff error)

20 | anukana1alunsigesny (Maintenance error)

21 | YQrrsddnu aAnuiuRaYel (Repudiation)

22 l#msnens "lﬂgﬂé’l'm (Misuse of resourceés)

23 | VIAUAAUYANAINT (Staff shortage)

4
24 1IN
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M15199 3.4 (AD)

aun Hugnau
25 | A
26 | Hu

27 | szuulSueimedades

28 | 19hide-0175

29 TR nszvon (Power fluctuation)

30 Tos-uluw

31 | Tarewdins lumaii la'ld5uoyan (Use of software in an unauthorized way)

32 | viudh-deeenyendiasagefiang vy (llegal import/export of software)

33 | daouulasiraugld (Masquerading of user identity)

34 sonasTados (Software Failure)

35 '1‘1’; network facilities 1147110%'13“?’1’ %’uauiym (Use of network facilities in an

unauthorized way)

v g =

36 Tadoinamainuounseuns (Technical failure of network components)

Y a

37 JONANAINVBINTTUES (Transmission errors)

38 | seienie-gniinaiy (Damage to lines)

39 Traffic overloading

40 F}ﬂmil-ﬁﬂﬂimmi Homs (Communications infiltration)

a 7 A @
41 | InsiveninieTonAnisTudedoya (Traffic analysis)

42 dadonnuAnduns (Misrouting of messages)

43 wasudumedonnu (Rerouting of messages)

44 Failure of communications services (i.e. network services)

45 ﬂ’J'Illﬁﬂwmﬂ‘UENm% (User errors)

46 Industrial Action

3.3 MIsTYUazdUUNYeIlnd NIeANNBeUNBYBITZUL (Vulnerability

Identification)
Yo ] ' P ~t
szuv Iddmuages Induesssuumea TuTadmsaumea1na13199 3.5 (Government

Chief Information Office. 2007 : 77-82)



M99 3.5 A1 AAIEDY IMIUBITLUVAT AN

Environment and Infrastructure
Vulnerability Possible exploitation

yianstleaiu Uszq nian (Lack of
physical protection of the building, doors, and

windows)

HIINA15 195NN (The threat of theft)

szUUMURUMIIdIBNeIANS-NBe V1ANTS
L’E)ﬂﬂ’cf/‘lﬁlﬁ 8N D (Inadequate or careless
use of physical access control to buildings,

rooms )

funnfalseaan3e (The threat of willful

damage)

seuv I lufliedesnIw (Unstable power

grid )

svontias Iiha/fevulasge-dunn

vl (The threat of power fluctuation)

v
L U

o A4 Jd4 ) o 1
ﬁﬂ'lu‘nﬂﬂf]geluWHﬂLﬂUQﬂf]ﬂ'ﬁQﬂu'Wnll

(Location in an area susceptible to flood)

A1 (The threat of flooding)

Hardware

Vulnerability

Possible exploitation

= o
AUk lumsulasugilnsainiusses
mqmﬂ%’mu (Lack of periodic replacement

schemes)

fenndetiuiin (Yoya) @ouann (The

threat of deterioration of storage media)

anugeu lnaremsgansznunszifiousn
Fnd W iruuls (Susceptibility to voltage

variations)

sentasliihaldeuulasge-dunn

wu'll (The threat of power fluctuation)

ANugeu InIdonsgansznunsziiousn
PUNYUNAULLT (Susceptibility to

temperature variations)

ANNYUNYNTI-AININY (The threat of

extremes of temperature)

anueou lnadensgnnssnunsuiiounn
} 4
ANFU HU AU (Susceptibility to humidity,

dust, soiling)

SBINKY (The threat of dust)

] ' { ] -
Tademsunnduiitman Wi (Sensitivity to

electromagnetic radiation)

fennmsunndunyman Wi (The threat

of electromagnetic radiation)




M3 3.5 (AD)

o " A
‘U'lﬂﬂ'liﬂ'JUﬂllﬂ'lilﬂﬁUuﬂ'liﬂ'E)NWﬂﬂU'N?J
Yszansan (Lack of efficient configuration

change control)

[ a 9 9 d' a wa
ﬂmmmmm‘wmmmmmm‘nﬂgm

13 (The threat of operational staff error)

Software

Vulnerability

Possible exploitation

9

dofmuadmiudiannszuy) lidaeu

A

n3o luasudau (Unclear or incomplete

specifications for developers)

o o
891N BONALIS ANINET (The threat of

software failure)

45

d A 1 a
NMINagol maﬂmnﬂuu nio ‘hll‘WUQ‘W'E)

(No or insufficient software testing)

[y 3 o 0 v
fo91nn13 19 werldiag Taodldn lila
5 VOY QYA (The threat of use of software

by unauthorized users)

o 4 [
yenwosoumesa dudou (1Funin)

(Complicated user interface)

[ o 9 9/ a (awa
ﬂUTl'lﬂﬂ’J'liJNﬂWﬁ'lﬂ‘U‘ENLi]'mu'm‘ng]‘Uﬂ

113 (The threat of operational staff error)

yiana Inieszyuaztuduiinuy wu ms
tudu ﬁ"lﬁlumi’f’ (Lack of identification and
authentication mechanisms like user

authentication )

nennmstoenui/asdraudld (The

threat of masquerading of user identity)

V19 TUNNINDNI1IASI9a0Y (Lack of audit-

trail)

Y] o 4 ] o
fonnmsld sorduas lumen 1185y
919 (The threat of use of software in

an unauthorized way)

' ¢ dad 4 o
JAUNNIDIUDI FaNALIT Nlunnsuiug

(Well-known flaws in the software)

Fuonms 1 wevlduad Taog 199 114
FU9Y QA (The threat of use of software

by unauthorized users)

Tiitloeriumsna (password Unprotected

password tables)

Trgnmsdasuntasdiaugls (the

threat of masquerading of user identity)

YSMIIWIEsa 1ua (Poor password
management easily guessable passwords,
storing of passwords in clear, insufficient

frequency of change)

fennmsdasuuilasdanug 1y (The

threat of masquerading of user identity)
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o a a Yy <2 ' b 4
faassansmadndaligndee (Wrong

allocation of access rights)

foanns ¥ sevaus lumaen 1145
YA (The threat of use of software in an

unauthorized way)

[ o
Tifimsaruguaisernd naa uazns 19
FoNAS (Uncontrolled downloading and

using software )

o o Yy . .
AN F¥ONALLITIIY (The threat of malicious

software)

[] ¢ A ] et 3
Tidenoiiie lusgnnseq (No Togout'
4 g

when leaving the workstation)

fuonns 19 sovduns Taed 14 1145y

94 21" (Unauthorized users)

]
o

p 3
1ansAUgUMSIasuuasill
UseANTAIN (Lack of effective change

control)

Y '3 4
o910 weWALII AN (The threat of

software failure)

YIAN15IANUBNTA15 (Lack of documentation)

fovinauAananveud il iians

(The threat of operational staff error)

V19 soWALIS §1509 (du7) (Lack of back-

up copies )

@ o 4 [y o
nYIN Wﬂwﬂlni%"lﬂ ﬁ?ﬂﬂﬂﬁﬂﬂ (The threat

of malicious software or the threat of fire)

. Ed
dotiuiin (deya)fie-thwldlmi Taedlday

Joyainiednumunzeau (Disposal or reuse of

fo91nns 14 %ﬂﬂﬁsﬂﬁmﬁi%’ﬁ"lﬂ"lﬁ%’u

919 (The threat of use of software by

storage media without proper erasure) unauthorized users)
=
Communications
Vulnerability Possible exploitation

e ([ Funemsdeans) N lulinmsileaiu

(Unprotected communication lines)

AYINNISABUANNG (The threat of

eavesdropping)

younoa1u'laid(Poor joint cabling)

ﬁU%'lﬂﬂﬁll.‘l’liﬂ“dﬁﬂﬂ'lide’E)fT'li(The threat of

communications infiltration)

VaMsEyuastuiudinuvodiu-fa
(lack of identification and authentication of

sender and receiver)

ﬁ'umnnwﬂaauuﬂmﬁ'mu@"lﬁ’f (The threat

of masquerading of user identity)

[] & d [ o
Aamaniadiudennusssua(ludnsva)

(Transfer of passwords in clear)

fvnnms InsevnTaod19n 1185y
Y019 (The threat of network access by

unauthorized users)
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nandngu @lfRgnd msdu-deinms
(Lack of proof of sending or receiving a

message)

svnnmsifies msnsedvfnseh

(The threat of repudiation)

A ] o o . .
MSFOUADNIITIY INTANN (Dial-up lines)

fonnnisidinsedslasd 19 1 lasy
9119 (The threat of network access by

unauthorized users)

o t 9 1] d' a4 J ]
ﬂ'lii'U-ﬁ\ﬁli’Ji&lﬁ‘U'l'Jﬁ'liﬂﬁ$L8Uﬂﬂﬂu1ﬂﬂ'hl

imsilesiu (Unprotected sensitive traffic )

NVINNISAOUANNA (The threat of

eavesdropping)

a ar A 1 L ¥
ﬂ'li'lJi‘H'liﬂﬂﬂ'lil’c?l"uﬂNlﬂi'EJﬂJ']UiH‘Wi'E]IJﬁl%
I’l,liﬁ‘w'f.‘J(Inade:quate network management

resilience of routing)

funanuduaslunssu-dedoya

¥12815 (The threat of traffic overloading)

A' J o - ) et
ﬂ'lil‘lfﬂiJﬂE]ﬂ‘lJ!ﬂi'El‘U'lUﬁ'lﬁ'limziﬂU‘hlilﬂ'li

flostu Gumosiia Tae'lall 1Ws20ad)

fuvnms 14 senduns Taod 147 114

g 19YY1M (The threat of use of software

(Unprotected public network connections) by unauthorized users)
Documents
Vulnerability Possible exploitation

{ o a
nylusimsdloeiu (Unprotected storage)

Au910n15 1950554 (The threat of theft)

v ¥
VIANSQUANNUDNA1S (Lack of care at

disposal)

NIINAT5 195A55Y (The threat of theft)

lifimsaauguaisiidun (Uncontrolled

copying )

YNNI 195055 (The threat of theft)

Personnel

Vulnerability

Possible exploitation

AN "lﬁﬂtj (Absence of personnel)

AYRINNITVIANUIANIY (The threat of

staff shortage)

ﬂ]'lﬂﬂ'liﬁﬂﬂ?fﬂ\‘l@‘uﬁﬂ'liﬁ'N'liH!'EN
Uananiguan 138 nuLhnnuazen

(Unsupervised work by outside or cleaning

staff)

Aynnms 19snssY (The threat of theft)
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M151399 3.5 (9)

Anousuimeduanuiunslasaden li fennanuAanarveudmihinlgiia

WoIne (Insufficient security training ) 13 (The threat of operational staff error)

o 4 A o o [y = Jq 3/
viaMsasenindason NuTunIaoaiy ﬂmmmmwﬂwmﬂ‘um@h (The threat

(security Lack of security awareness) of user errors)

14 worlduas uaz srfauad ligndes fynanufanmavesd g

(Incorrect use of software and hardware ) 113 (The threat of operational staff error)

vianalnmsqua-liousy (Lack of Fuonmsld sorduasTumedili 185y

monitoring mechanisms ) 9419 (The threat of use of software in
an unauthorized way)

via uloue msldaude Insaumnauuag | Asonmsldinsesiiedearslumaen
1inmiﬁgm?fm ( Lack of policies for the ‘lﬁvlﬁl%v‘umgﬂﬁﬂ (The threat of use of
correct use of telecommunications media and network facilities in an unauthorized way)

massaging)

o to 1Y o
YUIUMIAASS 1USANUIAEING (Inadequate | HBIINA5ZTINTY (The threat of willful

recruitment procedures ) damage)

Generally applying vulnerabilities ;

Vulnerability Possible exploitation
VIATTVUT1309-NAUNY (Single point of fuarnuSnisdeds¥ados (The threat of
failure) failure of communications services)

[} s a [y o o
MTﬂﬂTiﬂfJ‘]Jﬁu'fNﬂ'ﬁU']iQ5ﬂH']ﬂ'|51?’I"lJ5ﬂ'li ﬂU%']ﬂiz‘UUa'ﬁﬂll'ﬁé’UL"ﬁ'l (The threat
DYNWOLNYY (Inadequate service maintenance | of hardware failures)

response)

3.4 msfinsanlemaiiozidamgasaifineduilusugnaia (Likelihood

Determination)
a o 4 a Jd = '
ﬂ']iwi]']im'lﬂﬂ5'1118\3Iﬂﬂ'lﬁﬁﬂ&ﬂﬂlﬂﬂﬂ'ﬁﬂmswﬂ'liill'l%'lﬂﬂ']']ﬂu'l‘ﬂ%lﬂu ﬁ?ﬂﬂ?'lll
[~] v ] { o ) ° a W 3 o [y 1
Wuld1dengesIndvesszuunidudumaiseir ldifasoganiuiiu dmsussuvad

o é’ u’: ° [ [ 4 a Ud o 4
WWH']‘U‘LI‘Huﬂzﬂ'lﬂ'liﬂﬂizﬂU‘UENTﬂﬂ'Iﬁﬁﬂxlﬂﬂlﬂﬂﬂ'ﬁm TﬂUWﬂ'lim'l‘U'lﬂﬂ'J'lﬁJa‘Uf’JQ
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{ a g o [ o { = o g 4
mamIsinfaiu awisneturodwuveslenafisifiadvgnaiudu awa1s1ed 3.6

(Government Chief Information Office. 2007 : 58-59)

4 [ { a Ud
ﬂ'l‘i'Nﬁ 3.6 ﬂ'15'NLL'LW’N5Sﬂﬂﬂlﬂﬁiﬁlﬂ’lﬁﬁﬂzlﬂﬂlﬁﬁ!ﬂ'ﬁm

likelihood Level Likelihood Description Indicative Frequency
Improbable Practically impossible In any time frame
Remote Not expected to occur In a 10 year period
Occasional May occur In a 5 year period
Probable Isolated incidents In a 3 year period
Frequent Repeated incidents In a year

3.5 MsADISANHANIENUTNAYY (Consequences Determination)

a 's A a 2{ U4 a ¢ 1
ﬂ'li’.ll.ﬂi'la";ﬁNaﬂi’%'YI‘U‘VH.ﬂﬂﬂI‘Hil']ﬂtﬂﬂﬂ'liﬂliﬂﬂ?lﬂi'lxﬂNﬁﬂizﬂﬂi]'lﬂll"ﬁﬂ']

o o o da = ~ a é‘ o v da I a 45‘
ANVUAAYUBINTNYT U LLﬁSﬂ’J']llL’dUH'IU‘VI%SlﬂﬂﬂuﬂUWiWUﬂuil']ﬂlﬂﬁ}ﬂ'ﬁmﬂlﬂﬂ‘uu TﬂU

o [ [ { a d o’: { .
18vnmsdaszauvoswanssnufiziinonmgnisaliiug @um15199 3.7 (Government Chief

Information Office. 2007 : 59-60)

M3 3.7 AT NUAAITSALVIINANTEND

Type of Consequence Severity
Consequence Negligible Minor Moderate Major Extreme
Loss of Financial | Minimal | Insignificant | Significant | Very Significant Critical
Damage to
Minimal | Insignificant | Damage Significant Very Significant
reputation
Degrade to No
operate critical degradation Minimal Noticeable Significant Very Significant

Infrastructure
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3.6 M3ND15NANMALY (Risk Determination)
a 4 o a { a d @ 4
msfinsananudssszimtnsannnlemaisgiiamgmsalswiunansznui
a J a [ a a o d' @ [ a a a c:
TINAVU Tﬂmi‘lums‘wmimﬂuaﬂymzmﬂumﬂmm IWDIATLAUAINUITYINAZINAVU

(Government Chief Information Office. 2007 : 61)

ﬂ]‘iNﬁ 3.8 MIIUAAITTAUANUTYS (Risk level)

Consequence Severity

Likelihood

Negligible Minor Moderate Major Extreme

Frequent

Probable
Occasional
Remote

Improbable

1INATI9T 3.8 dzudash s ERua Ui Taeiduanuduwussenamanseny uag
Tomafiozida Taomisssauvosnnuidseeniiiu 4 sedu §ail

Low #® szauanudvas

Medium fip sgduaMudsahuna

High o SeRunnmidosgs

Very High 9. 526 UAMMITEIge0IN

3.7 msdsziunnaes (Risk Analysis)
a ~ a 4 = ~ a a
mInnsanaNudes laodlumsimseranudesn lemanvzifannudes uaz
= o a J @ d”
WANITAINNINNHANIUNNAYY AU (Shon. 2005 : 70)
. ' { a J {
Annualized loss expectancy (ALE) o manugydsiinaiusinanuidos Tay
o 1 o e 4 = \ & é N
ansadnnlden A1 SLE quiudas lemansifannumansaiaenilsdl dar SLE

U o da < o a 0’:
ansamldnn yamwewmindduguulesiduannuidomoveminddunnmamsairiu

ALE = SLE * annualized rate of occurrence (ARO) (6.1)

SLE = asset value * exposure factor (EF) (6.2)
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SwoziBuaveRnzEURALTATNIIIYNsUYoYA AWM 5.1 B msen 5.18

M1319f 5.1 swaziduadoyavean1s1y ASSET_TYPE

Jeuenv3iod | wiiadeyn | Ad | mimedieds A8t
Asset_ID int(11) PK sWaszinnninddu
Asset_Name varchar(100) Forsznmmindau
Asset_desc text fetuisdszinnnindau
Lastedit date Suitinisudlvarge
maaf 5.2 s1wazBuadeyavesnsne ASSET CLASS

Jeuenv3iod | whadeya | fd | misnedaede deBune
Class_ID int(11) PK sWanaansnddu
Class_Name varchar(1000) Fonaraning
Class_Desc varchar(2000) fesuamaniwidu
Class Intype varchar(2000) | FK | ASSET TYPE | siaffimuamsiinsigha
Lastedit date Suiitinsudludiga

M519N 5.3 5WazBundoynvo9n1519 ASSET SUBCLASS

Feuonm3tad | wiladeya | Ad A151991484 A10511Y
Subclass_ID int(11) PK sWanmasosniwidu
Subclass Name | varchar(100) Fonmadoonindau
Subclass_Desc text MmesuIuAIITYoY
Subclass Intype int(11) FK | ASSET _CLASS fAddheda
Lastedit date fufidmsudludiga
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Fouonmiztod viadoya |fAd | maedieda Ao
Company ID int(11) PK IHAUTEN
Company Name varchar(100) “i‘f 2USYN
Company_Address text La-uﬁagj
CompanyCity varchar(50) g
Company Province varchar(50) 4 1NIA
Company_Zip varchar(50) serlusudld
CompanyCountry varchar(50) szind
Company_ Phone varchar(50) o5 Insfmy
Company_Fax varchar(50) nunouuin
Company_Email varchar(100) E-mail
Company_Desc text SWALIDUATRILTEN
Company_Suser varchar(50) Username U99UTHN
Company_Spass varchar(50) Password ¥99U38%
Lastedit date Juitimsudludga
maaf 5.5 5WaziBuAdoy0vIN1S1e USER

Fouonm3iiad vindeya | Ad |  m319d1eBe Mesue
User_ID int(11) PK sWadSuRarouse

niwda
User_Title varchar(50) Animih
User_Fname varchar(100) %’EJ
User Lname varchar(50) U
User_Nickname varchar(50) ‘ali 910U
User_Position varchar(100) AT
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| aa ¢ a Yy a/d Y a °o__Aa

¥ouUBNNIUIA yuaAYelya | fne M1 1991909 19518
User_Phone varchar(50) o3 Inseme

. - -

User_Mobile varchar(50) 195N
User_Email varchar(50) E-mail
User_Suser varchar(50) Username §mudondu
User_Spass varchar(50) Password v5Udiondu
Company ID int(11) FK | COMPANY FHAUTEN
Lastedit date Funfinsud ludrge

M50 5.6 SwazduadoyausInIs N VULNERABILITY

Fouonn3iad viladeya | Ad | mT19d1eds Mefue
Vul_ID int(11) PK sHaresIng
Vul Name varchar(1000) Fodoalns
Vul_Desc varchar(1500) o5y
Lastedit date Fuiitnsudludrga
mnef 5.7 swaziBuadeyavesnisns THREAT

Fouennidan viateya | Ad |  mi31ed1eds Aesine
Threat_ID int(11) PK SHanNuRNAIN
Threat_Name varchar(1000) %amaaﬁuaﬂmn
Threat desc varchar(1500) swazouan unnNAIY
Lastedit date Suiiimsudludiga
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A aa d a Yy ad Y a -]
yeueNNILM yinueya | At M131991984 fAesing
Ctrltype ID int(11) PK sadszanmsniugu
Ctrltype_Name varchar(100) FoUsziannsaILgy

Ctritype_Desc text fvsuY
Lastedit date Fuinfimsud lvarga
M99 5.9 51waziduatoyovoin1s1e CONTROL _CLASS

A aa ¢ a Y a d a -

yousnn3iin vHaveya | fd A1519H1984 fesing
Ctrlclass_ID int(11) PK sHanaITNITAILAY
Ctriclass_Name varchar(100) ¥OAAANIIAILAN
Ctrlclass_Desc text A1951U1Y
Ctriclass_Intype int(11) FK | CONTROL TYPE | s¥adssinmmisniungu
M7 510 570820UATPYAVDIAITI CONTROL_SUBCLASS

- aa d a Y a4 d Y a o a

yeuenN3 e yiaveya | fg M131401904 fMesiy
Ctrlsubclass_ID varchar(10) | PK sanaTdesNIsnILgY

-| Ctrlsubclass _Name | varchar(100) %Elﬂm’dtiﬂﬂﬂ‘liﬂ'mf]u

Ctrlsubclass Desc | text fofuy
Ctrlsubclass _Inclass | int(11) FK | CONTROL_CLASS | sHaaa1en1sniugu
M3NN 511 500zBuAd0YnU0IM1519 MAP_VULNER_ASSET

A aa J a Y ad v a oA

¥ouenNN3 1 siiaveya | Al A131901989 fMesue
Class_ID int(11) PK,FK | ASSET CLASS sHenmansnIau
Vul_ID int(11) PK,FK| VULNERABILITY | s¥Ha%eqiud
Mapav_Name varchar(100) Founniwidu-veelnd
Lastedit date Tundinsud luaige
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M919d 512 5waziduadeyaveIn1s1s MAP_THREAT VULNER

Jouenm3tag | viiadeya | Ad A131991989 AeSue
Vul_ID int(11) PK,FK | VULNERABILITY sHayoslng

Threat_ID int(11) PK,FK | THREAT sanugnAY

Mapvt Name | varchar(100) Fonngoalni-fugnau
Lastedit date Suiiinmsudludrga

M9ail 513 510a2BuAY0YAVBIAI5 1 MAP_CONTROL_THREAT

A aas a Y ad Y oa s_..a
¥OUDNNIUIA ¥UAUBYD e AT 1N0130Y A5y
Threat_ID varchar(100) | PK,FK | THREAT sviafunnam
Ctrlsubclass_ID| varchar(10) |PK,FK|{ CONTROL_SUBCLASS | sHana1atosnis
ALY
Maptc_Name varchar(100) JUNTNS uf’f”l*uthqﬂ
Lastedit date Tuiiinsudlvdrga
m3197 5.14 510azBYATEYAUDINITI USER_ASSET
A aa d a v = d Y a o A
WBUBNNIUIA yUaueya | Ael A1 8N A195U1Y
Userasset ID varchar(10) | PK A 3‘14‘71%’ Woau
Userasset_Subclass varchar(50) | FK | ASSET SUBCLASS | sHaiAa1ergaun1snun
User_ID int(11) PK | USER sHARS URAvOUA
o da
NInya
Userasset ID varchar(10) | PK sva w%’wc‘fﬁ HUDIUTEN
Userasset Company | varchar(10) | FK | COMPANY SHAUTEN
Userasset_Subclass | varchar(50) | FK | ASSET SUBCLASS | sviananagesnswéau
User_ID int(11) PK | USER sWadsuRayeude
v da
NSNOAU
A4
Userasset_Location varchar(200) ADTUNAINTN tj au
Userasset_ Owner varchar(200) Q’L‘:L‘] wweansnidu
Userasset_Quantity int(11) PUIUNTN Jﬁ 7|
Userasset_Department | varchar(10) HAUA
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Fouonnidad viiadeoya | Ad M191981904 Aedue
Userasset_Cost float i’lﬂ’lﬁé ®
Userasset_Year varchar(10) i‘im'm'ﬂﬁ‘h’s'
Userasset_expire varchar(500) YNNI Tdau
Userasset_Profit Value | float ya AU 53 v
Userasset_Other Value | float gaﬂ'ﬂuﬁ' méuf]
Userasset-Description text Moty
Userasset_Recreate float {J,ﬁﬂ"lﬂ‘li é’fdl‘ U
Userasset_Rizvalue float YA UFIFINY
Userasset_Othervalue float gﬁﬂ' Mo 5 Uy
Userasset_Confidentiality | int(11) FK | CONFIDENTIAL &A1 Confidential
Userasset_Integrity int(11) FK | INTEGRITY sHaMm Integrity
Userasset_Availability int(11) FK | AVAILABILITY SHEAT Availability
Lastedit date Tuiidimsudlvdiga

MmN 515 510aziBuAdoYaveIN1518 USERMAP. THREAT VULNER

fFouonnitad | wiiadoya | Ad M3198198s A5
Userasset_ID varchar(10) |PK,FK | USER_ASSET sHansndduveausim
Vul_ID int(11) PK,FK | VULNERABILITY | s¥fa909In?
| Threat ID int11) |PK,FK| THREAT sWasgnA
Usermap-Freq int(50) Tomadiszifa
Usermap_Per double wefifudnnudome
Risk Impact doul;le Nan‘n?ms‘]gﬁf
M50 5.16 swazBuadoyaven1s19 INTEGRITY

Fouenm3ion viiadeyn | Ad M381984 Alesue
Integrity_ID varchar(50) | PK SHAA Integrity
Integrity_Value varchar(200) A1UDY Integrity




A1919ft 517 5waziBuadeyausaniite CONFIDENTIAL
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[] d o °
Youennidon viiadoya | Ad M3198284 Aesug
Confidential_ID varchar(50) | PK WA Confidential
Confidential _Value varchar(200) i"hfllﬂﬂ Confidential

M31ef 5.18 51002BuAYEYIYBINIII AVAILABILIY

¥ouenn3idan yiinteya | Ad 151481984 Aetine
Availability_ID varchar(50) | PK SHAAT Availability
Availability_ID varchar(200) AU Availability
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