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ABSTRACT

Since Network Address Translation Service in FreeBSD quite complicated and difficult
to use, then we have come up with the idea to simplify Network Address Translation Service. The
project’s objective is to develop tool to create rule in Network Address Translation through web
user and observe Network Address Translation use of packet filter, by using PHP develop for user
who use from website service and using Lighttpd as web server. In analysis model concept of
tool, we used Unified Modeling Language (UML) to explain development of our tool by splitting
into 3 parts. First, Use Case Model uses for explain overall process of tool. Second, Class
Diagram uses for analyses information structure of tool. Third, Sequence Diagram used to
analyst behavior of tool.

In improving process, the system creates a web user interface that can put the important
information for network address translation machine, create the webpage which can insert or
delete the rule of network address translation including spare rule information and reuse the spare
information, create and show working information lock including reduce errors from creating rule
by choose from information choice then check the information which user has to fill in and has
helper for easier use. The system, which was improved, is used for setting rule in the machine that
has network address translation service. This system give an opportunity for client to connect to

outside network.
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3.3.1 Use case model

- Use case diagram
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Web-based user interface and configuration
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2.Manage Login

3.Manage System Configuration

4.Default Wizard Configuration

5.Manage NAT Rule

6.Change Order of NAT Rule

7.Apply Configuration

8.Create NAT Log File
©.Backup Configuration

10.Recovery Configuration

11.View Status
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Brief Description: Administrator 1391 Username 0% Password ot 14 1dsunsu
Actor: Administrator

Precondition: Administrator A9IM15 Login o 19T VY

Basic Flows:
1. Administrator 1307 Web page i'fumns 8f) Username 118& Password
2.33UUAT1001Y Username LY Password %yaﬂlmé’w
3.5z 14 Administrator 1971 1%0m 1@

Alternative Flows:

Administrator 0590 Username 1402 Password AA 52UL3919 Administrator 11311

Postcondition: Administrator 61‘1’1’01145 mJ‘lJ"lﬁ'

Use Case: Manage Login
Brief Description: Administrator foamsud lu Username, Password 1168¢ Web Server Port

Actor: Administrator

Precondition: Administrator 92A9411A15 LogIn Whgszuy

Basic Flows:
1. Administrator {360 Web page i‘?’um TZVVICUAAN Username QT Web Server Port‘ﬁ
ITimsaas3deunth
2. Administrator N59N Username, Password Li61% Web Server Port vy
3. szunmwaau%gaﬁnian

4. mndeyannsongnAes TufinA1aslu System Configuration File
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Alternative Flow:
3a. 11N Administrator 70N Username, Password t18¢ Web Server Port linsunsely
gn Tinsenind

Postcondition: Lflllﬂ Log In ﬂig 491911 Administrator #0414 Username, Password (l18Y Web

Server Port Inalums LogIn

Use Case: Manage System Configuration
Brief Description: Y1113 @‘Llawmﬂl System Configuration File #1151 NAT Server
Actor: Administrator
Precondition: Administrator 924031115 Log In 147g5211
Basic Flows:
1. Administrator (50 Web page ﬂ'l’iyummmfunﬁaﬂgﬂuuums Configure
2. Administrator (3609 System Configuration 153 lofiueaiasa Faindeq
3. Administrator 1} 14 System Configuration ﬁé’mms
4.93790010 Awne Hud Ty Anmsadeiigados nio
5.53undAINY System Configuration ouluy
Alternative Flow:
4a. minngiivimsadeligndes szuvesuansdondiuAanainduuas livhnsg
Tuiinwa

o ar 1 A e
Postcondition: 38UVITINY System Configuration File dulni o 1y 14w

Use Case: Default Wizard Configuration

A d w Y 1 -4
Brief Description: Ty Web page Aludrtroadre Inumsudasmusaunseviodiodu

Actor: Administrator

Precondition: Administrator 9¢A047117115 Log In 14195211

Basic Flows:
- 2 y
1. Administrator i300 Web page YU11 S2UURUAAINNUABINSIDDIAUVDINITETS
b Y| v
g AR
2. Administrator {A8NNIIHOUADIAS DU WUDA Interface
3. Administrator 1A 14 lofiueasavdAaL Interface

4.a59900U e Nud 1y Ahinsadnigndes nie 'l
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5. Administrator Yamstieniuaiesnelunietundeclathifidesmsideudedu
(nIpYENIWUBN
6.wummmﬂ'wh\mﬁ'lﬁ'ﬁmsé;"qdﬂ";'
7. sxuuﬁuﬁn*ﬁ'ﬂy,am System Configuration file LI1f¥ PF Configuration file
Alternative Flow:
sa. minngihimsadisligndes szuvezuansdenuAnanmadunasIfudly
Foyalny
Postcondition: suUIE Ay System Configuration file i8¢ PF Configuration File lﬁl‘ﬂ

14

Use Case: Manage NAT Rule
Brief Description: 11113 Lﬁmmzaunmm NAT a4lu PF Configuration File
Actor: Administrator
Precondition: Administrator 913484111115 Log In (§1g5501
Basic Flows:
. A o o a

1. Administrator Lﬁ@ﬂﬂi%tﬂ‘l’lﬂgﬂ%z‘l’l'lﬂ'limll

2. Administrator ¥n1sgngiignadie 13uds

3. Administrator Lﬁﬂﬂﬁ‘lmiumﬂﬂa

1 T v s -~ ]

4.mJ%aanmmmmgﬂmmwse"lu

5.5yuuhnstiufinagnadig PF Configuration File
Alternative Flow:

U 1 ::; (] 9/ 9/ Y é’ [ )

4a. H'lﬂﬂ'm'l\‘i“]‘}’lﬂiﬂﬂvlui.]ﬂﬁﬂq 5$UUil$Llﬁﬂ\1‘llﬂﬂ’J'lUNﬂWﬁ’lﬂ‘UuLLﬁZ‘th'lﬂ'li

ﬁuﬁﬂl‘l’hd PF Configuration File

Postcondition: ng# 1A¥1Msud luuda 1uin131u PF Configuration File

Use Case: Change Order of NAT Rule

Brief Description: v‘hnmﬁaumﬁmmﬂmm NAT 1 Configuration File
Actor: Administrator

Precondition: Administrator 92A99%1015 LogIn Li’h@:’ Uy

Basic Flows:

~ b4

1. Administrator ¥imsgngignadia13uds
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. A 4 o A oo
2. Administrator td0nNYNIZIMsROURIAY
3. Administrator 1M 31AOUNY
4.szvuihimstiufindrduvesnglnsiaslu PF Configuration File
Alternative Flow:
4 o oo &
30 up. sTUVIADUS LN
3b: down. FTUVITROUSMUNGAS

Postcondition: ﬁ1ﬁﬂﬂlﬂ~1ﬂ§]1u PF Configuration File 1aulaouliauidesns

Use Case: Apply Configuration
Brief Description: Hums ﬁ" 49 ¥ NAT Server 1h Configuration File anldau
Actor: Administrator
Precondition: Administrator 92A84%1M15 Log In ifhgsz 1
Basic Flows:

1. Administrator 139n1)521ANUBY Configuration File

2.38uud ﬂ\i‘i’l’ﬂgﬁﬂlm Configuration File

3.s$uu§wu‘lﬁ NAT Server 11 Configuration File innlgau
Alternative Flow: -

Postcondition: (1394 NAT Server 131307119 14A1% Configuration File 14 Tagiiufi

Use Case: Create NAT Log File
. L a y g ¢ d A
Brief Description: iilumisadisden avesmsinumsuagnueauniediy
Actor: Administrator
Precondition: Administrator 32A991A15 Log In l‘fl"l’@ji AT
Basic Flows:
1.52uD93d91%1nT09 NAT Server Uaa4 State Table )0 5 W17
2.530uUdaYAR199999 State Table #A21IA1VALIIUA State Table udITUTInAY
WS State Log
J 4 o
3550091 194 State Log 0 1 3u
¥ ¥y
4.52UUY1A1 State Log #1 Miiuunifudinde W NAT Log

Alternative Flow: -
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.. a 4 o d '
Postcondition: 321U 1Wa State Log 1tag NAT Log mnumsulamunsavniovin 104

Lﬂ?’m NAT Server

Use Case: Backup Configuration

Brief Description: 11115891399 PF Configuration file

Actor: Administrator

Precondition: Administrator 33#94%11013 LogIn L‘l’l"l’cj‘i Uy

Basic Flows:
1. Administrator Lﬁﬂﬂ@‘ PF Configuration file ﬁﬁmﬂ‘li a3 mﬂ’fay,a
2.52UDMNM 5T URN Configuration file #1594

Alternative Flow:
2a. Administrator A1U170ATIY 111aA Configuration file &

Postcondition: 52UV IANY PF Configuration file & 150913

Use Case: Recovery Configuration
Brief Description: 111 Configuration file ﬁﬁ 150413 msmuﬁ Configuration file i]wﬁu
Actor: Administrator
Precondition: Administrator 9¢@0unsiin1sd15eq Configuration file 13
Basic Flows:
1. Administrator lﬁﬂﬂ@. Configuration file ﬁulél’ﬁ 13 ﬂﬂ%ﬂgﬁlﬁ
2. Administrator 19 Configuration file #1389 'ﬁ%znmuﬁ Configuration file ﬂ%*gﬁu
3.53UUNSTUAN Configuration file 1199111 @28 Configuration file §1594
Alternative Flow:
2a. Administrator 1115011 Configuration file §1304 Ain121 Inan'l3 vuily
Configuration file 1509 fivgunufi Configuration file oqiit 14

Postcondition: 3¥UU3AAY Configuration file 113 Tag1i11191n Configuration file #1584

Use Case: View Status
Brief Description: uﬁmﬁmuwmmiﬁwmﬁhmvm NAT Server
Actor: Administrator

Precondition: NAT Server vlf?]lﬁmi ﬁmuuf’h
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Basic Flows:
1. Administrator Lﬁ'aﬂﬂmnmmﬁmuwmm?m NAT Server

L4 o 3
2.iz‘uummiu1%’egaﬁmuwumuﬁm

Alternative Flow: -
< o 1
Postcondition: Administrator JAMHABIHLYDINITTIINIUAI YD NAT Server

- Activity Diagram

1.LogIn

@put Administrator User and PassworD{——————

Gotify User and Password Mismath

@heck Administrator User and Passwo@—————

{ Enter to System )

317 3.3 udA9 Activity Diagram Y99geIAd Log In

131l 3.3 Wlumsuanimsiauueams Log In Tadiedauassuudesnsiida 1y

] 14
NUsTUUNDANAIA199 Taofauassuudold Usemame 1A Password 1¥gnAesdes
3
aunsad ldsswessyunld uazdrlaligndesszuansdennuion ud2191d User uaz

4
Password 9NA39
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2. Manage Login

@how User name and Web Server Po@

—>@1put New Administrator User and Passwo@ -Glput New Web Server POD
@otify Administrator User and Password Not Complet% ( Notify Error )
——@)nﬁrm Administrator User and PassworD

Check Input Format

CSave System Configuration Fila

®

gﬂ‘ﬁ 3.4 LAY Activity Diagram Y99¢ @A Manage Login

91310 3.4 Wlumsuaain1sianueans Manage Login Tauiledquaszuudesnis

wWaou Username, Password L0ig Web Server Port P:J:@_Lmi suudosld Username 0y Password
1 v t 1 q,.a’ o
d9u Web Server Port 9zlduSelildnld smiuszuusslddquassuvtuduniesld
ar ] ] ] ] [l o
Usemame 1la¢ Password o4 1vs uavinnla Username 110g Password "luﬁuuimszumz“lﬁ
1 4
9 Y

' T -] [ a’: g g 3 '
Taln udsszuuszduasluszuy duludle Wedquassuusedhldszuuaede i deeld

¥

Username, Password 181 Web Server Port ulny Sevzdnldszuuld
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3. Manage System Configuration

!

( Choose Type of System ConﬂguratloD

Choose General Choose Virtual IP

Choose Interface IP

@how Hostname and DNS SerrveD @how IP Address and Interface A,ssl@ ( Show Virtual IP Address

r@dit Hostname and DNS Serva (Edit Intertace IP Address ) Add
Delete

Notity Eror (Notty Error Add Virtual IP Addres9 @noose Virtual IP Addre39

J

Check Input Format Check Input Format Notify Emor Confirm to Delete } No

@ave to System Configuration Fila @ave System Configuration FI@ Check Input Format Delete IP

o}

% % @ave System Configuration Fi@ CSava Systam Configuration F@

‘

gﬂﬁ 3.5 @AY Activity Diagram UB38AIAHN Manage System Configuration

913107 3.5 UEAINI5UYBINTS Manage System Configuration Inufguassuy
E 4 T
doadonseiAnues  System  Configuration 91miussUUIzuanIdoyafioglu System
Configuration fjguaszuuawisonsondeyafdeenisudly vy lefineanse szuves
Y = o YA 4 9 = LY v
asavdeudeyainson ninlugndesssuvezududou tiedsyaninsengniesudiseuue

%’ey_aﬁuﬁﬂaﬂu System configuration file



25

4, Default Wizard Configuration

( Show Interface )

Assign Interface )

1

Set IP Address
[ -
@otify Error Input FormaD
/|\ ool "
Check Input Format
NS 2 2

@hoose Internal Machin9
{ Confirm to save )

Gave System Configuration and PF ConﬁguratioD

®

31]‘?1 3.6 1T Activity Diagram YD3gaiAe Default Wizard Configuration

9IN3UN 3.6 1AAINTITH19MUUBINTS Default Wizard Configuration JAYTTUUILUTA

o c’l’ 9/ b 4 & ' ) ' A 1
$1U2U Interface 91N URQUAsTUUABUTBNIUAT DY IO 1BUDNFOUADAY Interface 1A
A A ' w Y_ o o =t & A A
nTevruneludoudsdy Interface la udhinisdssar lofueamsa uduiioninechey
A ' q Y A & v A v 4 & ' oy
wisvimelunlimiedlasunsafouasiuniedeniouenld uazinieslaioudsly’ld

G’I’ U { q’;’ ' o o

vinduszuvuaasningquaszuuladent1d udrszvudinisifudeyanslu system

Configuration File 1181 PF Configuration File
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5. Manage NAT Rule

@hoose NAT Rule Typa

Show NAT Rule
(stow T )

Add )\ Delete
A4

@dd NAT InformatioDe @hoose NAT Rule to Delet9 No

Notify Error ) { Confirm to Delete
( Check Inp@ Yes.

Gdd NAT Rule to PF Configuration Fi@ @elete NAT Rule from PF Configuration Fi19

® ®

35U 3.7 araa Activity Diagram Y0yeAd Manage NAT Rule

911n3UN 3.7 uaraIn1sheIuYes gaind Manage NAT Rule Tnedquaszuudeudon
¥ ' 1 L4 1]
Yszinnngues NAT 910U szUUITIIRINgUes NAT Nllegud) Wedquaszuudsanisiivy
o ’ 1 ]
ng AMusonsendeyavedny szUUIzAsINABLNINTONIIgNABINSe T ninligndes

Y a Ay Y o d ¥ 3 o
TEUUTLIUNDU ﬂ5@Fjﬂ£la5$ﬂu¢lﬂﬂﬂ1i‘ﬂﬂzﬁUﬂf‘]ﬂﬁ1u15ﬂaU‘lﬂ INUUTITUUIZTUUNNAS

1u PF Configuration file
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6. Change Order of NAT Rule

(‘Show All NAT Rule )
( Choose Rule )
( Move Order of Rule )

Gave New Order of NAT Rule to PF Configuration Fi@

gﬂﬁ 3.8 LLAAN Activity Diagram 993y eAd Change Order of NAT Rule

11N3U7 3.8 11eIAINSNINUYDS YA Change Order of NAT Rule 1AYSUUIZUTA
H A 9 £ 4 A o w =] A a9 A o w FY
agYianua edguaszuudesnisideuddung Naunsaienngfidesnisidoudidy uds
) ¥ ¥
wouddung Id¥uneundmIedansn mimiuszuuiuiindifungues NAT Insaslu PF

Configuration file
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7. Apply Configuration

@hoose ConﬁguratioD

Choose IP ) Choose NAT

Ghow IP ConﬁguratioD @how PF configuration Fi@

(Execute Command to use System Configuration Fi@ Gxecute Command to use PF Configuration Fi@

® ®

g‘ﬂ‘ﬁ 3.9 UaAS Activity Diagram Y83gaiA® Apply Configuration

=h.

910317 3.9 UaAIN TR gena Apply Configuration Iilfguassuudeenis

€e

2¢171A709 NAT Server #1191 1N Configuration File 11 181 suias ¥ Tnssiud

=

|
System Configuration file 11a% PF Configuration file Iﬂtjr’%’@, 1 PEAT]
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8. Create NAT Log File

@xecute Command pfctl -ss -vv every 5 minutca

Gead State ID and State Ma@

(Save Time and State Information to State Log Fila

Gead State Log File every 1 daD

Gort State ID and remove repeaD

(Save Time and State Information to NAT Log Fila

@elete State Log Fila

g‘lj‘?l 3.10 LAY Activity Diagram Y93gaLAd Create NAT Log File

91031/9 3.10 LErAINTTHNIUYD YA Create NAT Log File 53 0Ud11#1n509 NAT
b4
Server @4 State Table 169581V uﬁ’aszuuﬁﬁagmm State Table 114 ID ¥9IN1TT314 State

L4
uag State voamsuasminoauaiTovtanuiinlu State Log File jn 5 w1it 91nifuyn 1 3u

[

v
5¥UVILOM State Log File udrfadoyai ludiunioudafuaslu NAT Log File udqau

State Log File



30

9. Backup Configuration

Ghow PF configuration Fila

Giew PF configuration FiI9

(Copy PF Configuration File to PF Configuration Backup Fi@

®

gﬂﬁ 3.11 UaAY Activity Diagram U83gd(A® Backup Configuration

910319 3.11 4eAIN1THINUYEY  YAAT Backup Configuration KiBRquasyu

{ S & Y =3 9 o
Aoen15M9zd1509 PF Configuration file ¥4luilzifiungues NAT szuuseiimsduun PF

Configuration file tiefiuiu Tddises
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10. Recovery Configuration

<Show PF Configuration Backup Fil%

@hoose PF Configuration Backup Fila

Giew PF Configuration Backup Fi@

( Confirm to Restore — No ——

Yes
W/

@opy PF Configuration Backup File to PF Configuration Fi@

gﬂﬁ 3.12 LAY Activity Diagram 9938#IA® Recovery Configuration

910717 3.12 4aAIN13R1IYEY YMAT Recovery Configuration Ilefguaszuy
' o i - g o {
doen1sfivznduanly PF Configuration file i ldd1504'1 faunszuurzdoudon Iiddrseed
Y @ 3 LY S I 4 o 4 & g Y <
doamsnduin 1y szuvezudanetuiuidesmsioeduuumuiinge Tl madeenisunui

} 4 T
szuvsedinn IS iu lUunuii PF Configuration file 1Ay



11. View Status

( Choose Status Type )

Choose System Choose Log

Choose PF '
@hoose System Status Typ9 Choose log File
( Choose PF Status Type )

Choose Monitor Choose Interface Choose Daily Log Choose Log

CETD D
Ghow CPU Usage and Disk Usaga @ow Interface IP Addre59 Show Daily Log Show NAT Log

.

Choose PF Status Choose State

( Execute Command ) Execute Command

( Show PF Rule { Show State Table )

31/ 3.13 1A Activity Diagram Y09YAINT View Status

I

9/ v

110317 3.13 LARIMININNUBL YAIAT View Status ilodguaszuudonisiazgas

] ] v ¥y ]

AMMULMINNUYDL NAT Server NlRVTMISUAIRTOUATOIgNYI 15U Tofioainsa Huf
] o dqw 4 o sea ) ' & /e g

Yo waNuinld nguewinifialamesiiinis1daueg sauisden Iidiinumsudas

VUYAVUATOUY



3.3.2 Structural model

- Class diagram

Py v ¥ '
dlumsuealnseadredoyavesszuy Galunilld Class Diagram ieuaasInseade

9

U9 3q.l‘ aAvVBIITUY

Administrator System
-user_name -config_backup_file System_Configuration_file
-password -state_log -user_name
+input_user_password() -nat_log -password
+input_new_user_password() +verify_password() edit -hostname
+input_new_web_port() +send_error_message() ToIP_address

+request()
+edit_config()

+send_result_message()
+show_user_web_port()

-virtual_IP_address
-web_server_port

+show_hostname_dns_server()
+show_virtual_ip()

+choose_rule_type()
+add_information()

-DNS_server
+send_config()

+choose_rule() edit +show_interface_ip()

+confirm_delete_rule() 1.1 1..1 [*show_config()

+request_move_rule() +show_ip()

+choose_file() +choose_ip() PF_Configuration_File
+request_backup() +confirm_delete_ip() read assign_interface
+choose_recovery_file() +delete_ip() 11 ]-pool_marco
+assign_interface() +send_confirm_message() 1.1 = -NAT:overload_mle

+set_ip() +read_config() -port_forward_rule

+choose_intemal_machine() +check_input() _static NAT rule
+confirm_delete_ip() +edit_config() fiter rule
+request_active() +save_config() other rule | 1.1
+confirm_recovery() :;&:\1; leee(z) +send:conﬁg()

° 1.1 +active_file() +send_file() _

F] +copy() o | <

5 +read_backup_file() g

1.n +copy_overwrite() -

+show_log() -

NAT 3@ +send_execute_command() NAT Server
-rule_type +read_execute_result() Py ;onﬁ o
+read_config() +save_file() Al M 9_ 9_]
+show_config() +remove_repeat() +read_file()
+check_input() +show_bacup_file() 1.1 1.1 |+execute_command()
+add_rule() +show_daily_log() +send_|og‘_ﬁle()
+save_config() +show_state_table() +send_active_config()
+delete_rule() +show_rule()
+move_rule() +show_cpu_disk_usage()
+send_shell_execute()
+show_rule() i.n

+show_all_rule()

edit

31/ 3.14 AR Class diagram

Class diagram Y8955 UDHUsznOUMN 1 6 ARIEAai
. . d ¥ < ¥ Yo 1 L
- Administrator (HugauaszvudsannsolFauszuuld svuasiaeg Idunszuy
< Y a ~ LY [y
- System (Hufnarsvesszuylunstamufsidussuuiudgquazszsuy
o 1Y) o o t @
- NAT Rule iludnanlumsiamsfiungmsudasnsaunsosoiudquassuy
- NAT Server fudrinhdeyaninmssmuangmsudasminsnuniessinlden
o o
- System Configuration file Lﬂuﬂm’d‘ﬂLﬁUi’JiJS’JiJ‘l’J”EJ&J“ﬁ‘UENiZUU

{ o ]
- PF Configuration file lﬂuﬂa‘]ﬁﬁlﬂ'ﬂi')Ui?uﬂ'ﬁﬁ%’l\?ﬂﬂﬂlﬂ\iﬂ']illﬂﬁﬂﬂﬂ'lﬂlﬁ‘\ltﬂ?ﬂiﬂﬂ
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NNIINVBITZVVUAD
- Administrator SAUFURUSFUADIA System #9 Administrator #131504A 1ySANS
AR System
- System fanuduiuiduaaa System Configuration file ‘?Q System Asaud 1
N0y System Configuration file
- System ﬁﬂ’J‘liJﬁlJﬁHﬁﬁ‘Uﬂﬁ‘lﬁ PF Configuration file °‘§\1 A System o2 ldhns
21UAAd PF Configuration file
- Administrator ﬁmmﬁuﬁuﬁﬁnﬂmﬁ NAT Rule “Alﬁﬂm’d Administrator 939519
doyalfun an1d NAT Rule na1ts) NAT Rule
- NAT Rule fianuduwusfiunaid PF Configuration file #1a1t NAT Rule 14
uf'ly nifsnata PF Configuration file
- System IAMUTURUSAUAIA NAT Server @9 System vz Tlfsa1m1% NAT Server
(RERLY
- NAT Server SA9duWuSUAGIE PE Configuration file #1918 NAT Server 9z

' r o
81U A91¥ PF Configuration file YHNIN1NY

3.3.3 Behavioral Model
d o a
AUNI5NOINTTUIUNTUBITLULNI oA InveeszLY TasuosludnyusngAnssy
' o [} 4 d'dy Y 4 A a
Y95z UNszUutIuese ls Faluifild Sequence Diagram tee31una lnvesszuulu

ANHUSNOANTINYDIIZ UL
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input_user_password()

[match]verify_pasword()
(mismatch)send error message

gﬂﬁ 3.15 (15193 Sequence Diagram YB3YAIAN Log In
1314 3.15 flunisugasmshauvesms Log n Taoiliedguaszundemisiies
& 14 4 v o & s 1
asiaee onuasanes uiludestudu Tasld Username uag Password 1igndesdase

v
o ldsawesszuuld
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System Configuration
Administrator System e
: : i
1 ! ,.L
] request() r
read_config()
send_config
S
show_user_web_port
é_ __________________________
input_new_user_password()
[oK]confirm_pasword()
(password)send confirm message
A ——— .
input_new_web_port()
ok=check_input()
[not ok]send error message
-2 f o _ AT /N
save_config()
i
send sucessfull message
R . "L Al S DT TRRRERE) o Alid ) -4

-
-]

gﬂﬁ 3.16 uaA3 Sequence Diagram Y®YTIAT Manage Login

9

1ngilf 3.16 WumsuaaInIsHeTIYeanNs Manage Login Tnuiofguaszuy
ﬁﬂdﬂﬁtﬂéﬂu Username, Password 101¢ Web Server Port §EUUILHTAY Username LiAT Web
Server Port #14Tmsdam15udn mnviudquaszuuedesld Usemame taz Password dau
Web Server Port vzlanSolildfld udrssvveelidquassuvbudufiesld user uaz
Password Sulva uan1nd1ld Usemame uaz Password laiauyselszuuee 1dld vy uds
szuvezifvasluszuy fauhude defquaszuuszitrlFszuunieie’y deeld Usemame,

Password 118 Web Server Port oulny 93vzidn 1514
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gand Manage System Configuration 1M 1U 4 dIuAD Edit General Configuration,
Edit Interface IP Configuration, Add Virtual IP Configuration 0 Delete Virtual IP

- . v
Configuration 304 mgﬂu Sequence Diagram "lﬁ’m;ﬂ

--- %E

|

|

1
request() r

read_config()

send_config

show_hostname_dns_server

edit_config()

ok=check_input()
[not ok]send error message

save_config()

)

send sucessfull message

| T
1 I
1 |
! |
i |

31 3.17 udAs Sequence Diagram Y8yaInd Edit General Configuration

910311 3.17 4e¥AINTI5911914989M15 Edit General Configuration 1a83zUUITUAR
do3yafeglu General Configuration 15U Fein5es vy lofiennsayse DNS Server Tat
] ¥
814910 System configuration File fguaszuuud ludoyafidoanisudly smiuszuee
v = v v Yy A s 3 o 2
asnaeudeyannsen vinligndesszuuszudufion vinduszuvezdeyatiuiinasly

System configuration file
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Administrator System o figuration
[} ] T
| 1 |
- ! i

request() ]
read_config()
send_config
]
show_interface_ip
K e e ]
edit_config()
ok=check_input()
[not ok]send error message
AN 7 AR MR |
save_config()
send sucessfull message
2 S———] I A € A i AR s e ____ W%

gﬂ‘ﬁ 3.18 LAY Sequence Diagram 489gaiAd Edit Interface IP Configuration

9N3UT 3.18 uaAINI319IUYBINS Edit Interface TP Configuration 1A85¥ULE
uaae Yoyafiodlu Interface TP Configuration 134 naviaylofiusaiasavesudag Interface
A ' Ay ) . . o ¥
UAZMIFDUADIAT OUIBUDIUIRAE Interface 1AUDIUIIN System configuration File §AUaTsUY
vy v dy v & v ] " y
uf ludoyandesnsud lv imiussuvsgasinaeudeyafinsen win ligadesszuuszuda

A q’/’ s/ @ R =
Inou mﬂuuizumzﬂmgauumﬂﬂu System configuration file
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Administrator System figurati

| ]

| |
L +
request()

read_config()

send_config

show_virtual_ip

set_ip()

ok=check_input()

[not ok]send error message

R S
save_config()
send sucessfull message
e PN _ ] AP ORI IS P, _____ A%

e
===

‘gﬂ‘ﬁ 3.19 L1e¥9N Sequence Diagram YD3gIAN Add Virtual IP Configuration

11n3U7 3.19 UaAINIIHIUUBINIG Add Virtual IP Configuration 1A85ZULILUAA

doyaneglu Virual TP Configuration fie nutwiay lefieamsmaiion Tasg1uein System
3 E4 ]

configuration File fauaszuuiivy lofiueamsmaiiou simiuszuvszasnasudoyaiingen

[} 9 Y A 3 9 o =& .
mn"lugﬂﬂmizummmmau mﬂuuszumwagauuwﬂm‘lu System configuration file
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1 T T
| | |
iR 1 .

request()
read_config()
send_config
o K== oo
show_virtual_ip
S ——
choose_ip()
send confirm message
=
confirm_delete_ip()
delete_ip()
save_config()
|
send sucessfull message
==t B e MU _ D AL AN MOONA N € WL _ (P r— |

g‘ﬂﬁ 3.20 t1A9 Sequence Diagram YONYTAT Delete Virtual IP Configuration

91n31 3.20 UAAINITNIIUYOINT Delete Virtual IP Configuration 1AYSZUUIL
uand Yoyaiioglu Viral TP Configuration fin nutoias lefiuemnsmadou Tavs1uain
. . - A ] A ﬂ’l‘ Y M w J
System configuration File fguassuuifionay lefiuoamsmaiion mimiussuuudaduiuiineg
L

E4 E 4
aunield mndquaszuududu vimivssuvaunnoasy lefieawsmaiowiuuasiuiin

%’agaaﬂu System configuration file
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i i ] ) i
F request() M M M M

read_config()

send_config
show_config

assign_interface()

set_ip(Q)

ok=check_input()

[not ok]send error message
e ______________________
Choose_intemnal_machine()
[ok)add_rule()
[P [okledit_config0) [
send confirm message
send confirm message S SO T s ==
N Sl save_config()
save_config()
send suceggmll message

6— ______________________ ) g, YT W 1

[ — . SRV A PED" "

1
i
1
1
t
¢
|
¢
+
|
|
'
1
|
1
1
1
'
1
1
]
]
e P
[
]
]
]
]
]
]
]
]
1
]
|
]
]
|
'
]
1
]
1
Il
]
1
]
]
I}
i
'
t
i
t
{
]
|
]
]
1
]
i
]
1
|
i
]
i
]
]
Sl ___.

-

gﬂ‘ﬁ 3.21 Le9Y Sequence Diagram ¥03gaiA Y Default Wizard Configuration

11n7UH 3.21 14AAINIIH119IUYOINT Default Wizard Configuration 185z ULIZUTAS
o : : i S 9 P T
$119U Interface 1088114910 System configuration File 11nudguaszundeaioniuniotiy
& v oW A A v v Y _ o 3 ' =
MuUBNIFOUARNY Interface 10 1aT0U8MeTUTRUADAY Interface 1n A2 1M 15dsn Tod
Y A & - - T ' v A A ' o A 1
ueAASd LaudeNATothaginTevmelunliinieslamunsafouneiuniodioniouen
12 4 4 M 4 &y v EE o
A uazinTolawende 1uld vinduszuunaasmindquaszun a1l udaszuuving
o -]
ifiudoyaaslu System Configuration File uag NAT Rule szainguiniudeyanslu pr

Configuration File

yeAT Manage NAT Rule 3iM3711911 2 671A9 Add NAT Rule 422 Delete NAT Rule

£ o o
Fauaauilu Sequence Diagram 'lﬁ’ﬂﬂg il
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choose_rule_type()

read_config()

send_config

show_rule

add_information()

ok=check_input()

[not ok]send error message

é_ ______________________
[ok]add_rule()
send confirm message
é ______________________
save_config()
send sucessfull message
e ______________________ AAAAAT BN GRS Q10 AL WP o Y g

319 3.22 (A9 Sequence Diagram ¥99M15 Add NAT Rule

910U 3.22 1aAINSIIIUVDI Add NAT Rule Tnefjguaszundeuiontlszianng
E 4 [] ]
499 NAT 99014 NAT Rule 92814 PF Configuration file U8 uaningued NAT Hileguda e
a o 3
Aquaszuudesnisiiung Aewisansendeyaveeny sULILATIIABLNIINTONIIGNABY
& v v k- Y A g o ¥ | ° o
3814 min ligndesszuuszudafou 11nmiu ssuvezihdeyanseniunatraiungues

NAT ud20iuiinaslu PF Configuration file
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mini NAT Rule E fi ion fil
[} [} {
i | |
- 1
choose_rule_type() r_
read_config()
send_config
e
show_rule
S
choose_rule()
send confirn message
e
confirm_delete_rule()
delete_rule()
save_config()
send sucessfull message
=N\ IY Ja MM D 2 AN N AYNIND S M UM _ oLV £~ 8

"
-]

31 3.23 uaA3 Sequence Diagram 484015 Delete NAT Rule

P o 3 v A
ﬂ'lﬂz'l.h’l 3.23 LEANNITNINIUUDY Delete NAT Rule IﬂUﬁ@tlﬂi&’uu%ﬂﬂlaﬂﬂﬂizlﬂﬂ

vy

¥ v
NRUDI NAT 910U NAT Rule 92814 PF Configuration file Llé"lll’dﬂﬂﬂ:,]‘um NAT nyoguan

LY

A4 g v d A A A o A '
ma@@,uaizuummmimm;] ﬂﬁ’lu‘]iﬂmﬂﬂﬂaﬂﬂﬂﬂﬂ'ﬁau 53U‘1Jﬂ$ﬂuﬂu')’lﬂ$aﬂﬂf‘]ﬁ59vlu

mm#’fmmsa'u ITUVILAUNHUYDI NAT 910 PF Configuration file
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Administrator NAT Rule PFE Configuration file
T J 1
| t |
e L o
request()
read_config()
send_config
e. _______________________
show_all_rule
e. ______________________
choose_rule()
request_move_rule()
move_rule()
save_config()
send sucessfull message
B A ———— R\ AR A A ——— N T

T 7
|
] |
| 1
| |

317 3.24 1AAS Sequence Diagram Y8IYMAT Change Order NAT Rule

91n31/9 3.24 LAAINITIIIUYBY Change Order NAT Rule 108 NAT Rule 93814 PF
[ E4 ] ]
Configuration file 531UIBUAAINGUDI NAT Nilogninua iWedauaszuudoinsiioudiny
o A &9 A o w y_ A o w yd 1 Y A o
ng ATNITaReNngNdeensiaeud 1Ay udndsudraung Invuneuniimiedaadun

9
MniuszuuTUAnd1Wungued NAT Insiaslu PF Configuration file

genad Apply Configuration fimsiau 2 dwude Apply IP anﬁguration uag Apply

& o
NAT Configuration %34 aasly Sequence Diagram ulf?l'ﬂsig 1
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Administrator System NAT Server m Confi jon
T T T m
(] request() ] i M
read_file()
sengd_file
show_ip RomrmmmmTmmm e [
e et R L
request_active()
active_file()
{ execute_command()
i read_file()
i send_file
send sucessful message\\\ | [//// LI Q.
e T e
T i 3 H
gﬂﬁ 3.25 1le1AY Sequence Diagram YDIYAIAT Apply IP Configuration
%Tﬂgﬂﬁ 3.25 UAAINITNINIUUDY Apply IP Configuration Lﬁ’f) é@!mi%‘i.lﬂéfﬂﬂﬂ'liﬁ%z

) y ¥
1H1n599 NAT Server inaunuay lofiusaase i laimsaearld 1dvauTeeiui sz

A Yy ya d gy 5 v gy A
‘11$uﬁmﬂu’lmm}‘lﬂwuﬂmﬂﬁﬁ ﬂ’]u'ﬂvlﬂuﬂ']iﬁQﬂ']llq %Wﬂ‘u‘uiz‘il‘lﬁ):f’dﬂmﬂim NAT Server

¥
Sunly System Configuration file Yumiau
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Administrator System NAT Server iguration fil
i i i |
i il . 1
request() E
read; file()
send_file
show_file R '3 """""""""""""""
e ______________________

request_active()

active_file()

execute_command()

read_file()
send_file

mmmememe

send sucessfull message

-

§‘lJ‘?l 3.26 LeA3 Sequence Diagram UD3gTAT Apply NAT Configuration
91n317 3.26 udAIN1319MU0Y geNAd Apply NAT Configuration ilofguaszu
Apamsheg 1HiaT09 NAT Server Marmumungued NAT #i ldulaeulas IdviauTaeiud
v v £ 4 v 1
5¥UVLLUAAY PF Configuration file AlATimsildountas mnfuszuvesdaliinios NAT

& o
Server (3un14 PF Configuration file YHNIN19IU
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stem NAT Server

i

send_execute_command(pfctl -ss -wv)

execute_command(pfctl -ss -vv)

send_execute_result

read_execute_result()

save_file(state_log)

remove_repeat(state_log)

save_file(nat_log)

L,
i
i
i
i

gﬂﬁ 3.27 U9 Sequence Diagram UD3gAT Create NAT Log File

1In7U7 327 UAAINIIRIIUYBY YMAT Create NAT Log File 55U 1H NAT
Server ¢4 State Table M5z U LLE’II’Jiz‘U‘lJﬁﬁfﬂu“me State Table 1?;:\‘1 ID 499150319 State
wog State voanisulanuisaunsevioutiuiinlu State Log File 90 5 w1 mmfunﬂ 15y
52UUIZ81U State Log File ué’aﬁ'm’feu”aﬁ"lﬁcgﬁu wioudaifiuaslu NAT Log File 1370y

State Log File
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Administrator System PE Configuration fil
z a ;
—— L (o

request()
read_file()
send_file

Sy
show_file
e ______________________
request_backup()

copy()

send sucessfull message

T N T
1 ) N
1 i i
I | i
| | H
! ¢ [

g‘ﬂﬁ 3.28 11e9N Sequence Diagram U3y aiAT Backup Configuration
91n317 3.28 1AAINITHIUVDY Backup Configuration tiiefguaszuudesnisfioe
o 2 K\ 4 .
#1599 PF Configuration file #4111192iNUNHUB3 NAT 52UV UEAS PF Configuration file
A v @ o ) 4 o ) A A g [
Wedquaszuudahinisdiseslna syuvegshmsdunr PF Configuration file ieiAuiily

Wadsoq
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Administrator System PF Configuration fil

i ]

| |
. ! o
request()

read_backup_file()

show_backup_file
o e e e ]
choose_recovery_file()
send confirm message
Ay S -
confirm_recovery()
copy_overwrite()
send sucessfull message
6_ ______________________

g‘dﬁ 3.29 19 Sequence Diagram YDYAIAT Recovery Configuration

2

91n31N 3.29 11AAINITHNIIUUBI Recovery Configuration (Iofguaseundoenisi:

nduinld PF Configuration file 118150913 szuvszuaasndnldlinsdisesls fqua
YA ¢ o a9 o v Y M w0 a A ‘
szuvvzdeudon IWddisesidesmsndunnld szuvszudesdududiozunuiinieli nin

4 o s & ) a
doansunuiszruvzdun diuldunuf PF Configuration file (A

geind View Status 17159119711 6 d2Uf® Show System Monitor, Show Interface, Show

4
PF Status, Show State Table, Show Daily Log t1fi¥ Show Log Faaauu Sequence Diagram

T&dag1
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Administrator System NAT Server

T T
! 1
1 1

request()

send_shell_execute()

execute_command()

send_execute_result

show_cpu_disk_usage

_l
.[

31.]‘?1 3.30 14e1R9 Sequence Diagram U9y AT Show System Monitor

e

910319 3.30 LerAIN13Y1197U YB3 Show System Monitor iilefguaszuudesnisiey

4

AOIULATNINUUOY NAT Server 52UV NAT Server a9a01UZU0IAADINIINTIY

9

a o ] 4’!’ P ] o _dq g
seuvzuaad Usunw msminuvesrideslszuiananan llﬁxwuﬂ‘llﬂ\‘lﬂu@Uﬂ'ﬂNﬂ’Wl‘l‘]f‘llJ

Administrator ste T Servel

request()

send_execute_command(ifconfig)

execute_command(ifconfig)

send_execute_result

g‘lj‘ﬁ 3.31 ueA4 Sequence Diagram Y9IYMAN Show Interface
91031 3.31 UAAINITHI9IUYDI Show Interface illofguaszUvABINITNITYANTUE
Interface ¥4 NAT Server 13U nuuiav lofueansa szuuoedald NAT Server Sumds

ifconfig HAITIHANAUNINTLUY TTUVILUAAINIUE Interface AT Ny lofioaasd
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Administrator System NAT Server

T
i
[

request()

send_execute_command(pfctl -sa)

execute_command(pfct! -sa)

send_execute_result

show_rule

gﬂﬁ 3.32 uaAd Sequence Diagram ¥83YaiAT Show PF Status

910317 3.32 uernIn1511191U0Y  Show PF  Status iilefguaszutdesnisfiozy
o g o S A 1 Ay Yt ° v

ﬁfl'IUZﬂ'Ii‘VI'N'Iu‘U’ENL&WﬂLﬂﬂWﬂMEJ5 NiNTON NAT Server 15U ﬂ;]?lvlﬂﬁﬂ'li‘l’l'lﬂ']u'ﬂg IV

a1 NAT Server SUMTY pfetl -sa UAITINANTVINNTLVY SLUVILUAAITDIULATHINU

d o o o ot v
"U'E)\HLWﬂLﬂWV‘]ﬁLﬂ@i uazﬂgmums‘l‘mm

Administrator ste NAT Server

T
1
i

|
I
request() F

send_execute_command(pfct -ss)

execute_command(pfctl -ss)

send_execute_result

show_state_table

317 3.33 aA3 Sequence Diagram YBIYMAT Show State Table

913U 3.33 HaAIN13H19IUYBY Show State Table (ilodguassuudoanisiios

’dﬂTN$ﬂ'li‘ﬁ'N'I‘IJ‘U'E]\'iﬂ'lilll]aﬁﬂil']mﬁ‘lllﬂ%‘@‘lhﬂ ﬁ&ﬂ%{ﬂﬂ NAT Server (FU MUIORUVDINTG
= [~ =4 @ 9 v o w

Llﬂﬁﬁ]'lﬂ"l'ﬂ‘wLlﬂﬂlﬂi’dﬂ'lﬂelulﬂuVlﬂWLLf)ﬂLﬂi’dﬂ']ﬂuﬂﬂ i%’;‘U‘]J‘ﬂng&l‘H NAT Server FUATY
9 ! [ 4:‘ '3

pfetl -ss  URIHINANAUUINTSVUY 5$‘U1Jﬂmm’ﬂﬁﬁﬂ'luZﬂ'ﬁ'VI'N']M‘U'ENﬂ'ISLL'lJﬁ\'iﬁ?J'IULa‘U

A 1
NIDVY
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Administrator System

T T

| 1

| {
— _—
request()

read_file(state_log)

show_daily_log
e

H H
] |
t |
] |
] '

gﬂﬁ 3.34 L4e1AN Sequence Diagram Y8Y LAY Show Daily Log

y v

~ ° A § { o
91317 3.34 1TAIN15119IUYDS Show Daily Log iiefquaszuudsimsissgiion
o [} (- a N ]
TWdvesmsuasninsiaunioviorou MinToe NAT Server 15U Manoavvasmsudasnin
b
lofiueamsaarohuiiulefusaiasaniousn Tufuiiu seuueze 1y State Log File udauens

E4
aouzmIhauvssnsulamusauniouie Y9I TUNY

request()

read_file(nat_log)

show_log

N T
| I
1 1
1 |
| 1
| |

g'ﬂﬁ 3.35 L1TYAN Sequence Diagram Yo3YaiAe Show Log
' o g 4 7]
91n3U7 3.35 HaAINISNI9IUYDS Show Log iedauaszuudesnisiivzgienlndves
msudasnuiemunious NnTea NAT Server (U Munsavveensutaseinlefusansa
[~1 -~ ] o
moluilulofuoamsaniousn s2UULE1U NAT Log File HAMAATaIuenIIiIuYes

ﬂ'litlﬂﬁﬁﬂn'lmﬁ‘mﬂ?ﬁ)‘lhﬂ
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3.4 In59031979YAVB9 52U

] a vV oW =1 o v [ a [}
53U1Jﬁ'3uﬂﬂﬂﬂﬂﬂﬁi‘fflllﬂﬂnﬂﬁ'lﬂiﬂﬂﬁﬂﬂﬂ'l‘i'Uiﬂ'lillllfN"r’iil'lfltﬂ‘l!lﬂ?ﬂ‘lﬂﬁlﬂ]ﬂﬂ

o

g I = = v o v 1
unnihailames IdiimsSanudoya Taomiailu 3 diufle

® Configuration file
® Backup file

® Jogfile

3.4.1 Configuration file
Configuration file T2 ﬁﬁuiﬁﬁhﬁﬂ
® System Configuration file

® PF Configuration file

3.4.1.1 System Configuration file
Jsznoulgrelidnoufinareq el
® Jetc/rc.conf 1HuTHaRAUSoyn lefuoansa FonTosinand Wudy
® /etchosts (AR 13y SewFes uas lefiuemnse
® Jetclresolv.conf i WEH 3R ofiueamsaveundos Aduemdivines
® jusr/local/sbin/lighttpd.conf 154 TWd 1f umssmuadimsiauyesadiy
FiWes

v

. o ol g4 A o 1 {
® /usr/local/sbin/lighttpd.user tHu o I ueuaz siaruvewdnezdhldszuy

/ete/rc.conf
du'ndszuvveanifiond TﬂﬂﬁgﬂtmuﬂizTaﬂmmﬂmﬁm’fauﬁaswuﬁﬁr
- Tofuomnsa guluuuilse Toafe
ifconfig_rl1="inet 161.246.49.37 netmask 255.255.255.240" Taufi
i1 dhifevesniauauTasFessnlfon lmudievesniauay
161.246.49.37 iluminoimy lefuennsaveunios

255.255.255.240 Wuvaneay Suinung
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- yonses JUuuuszTonde
hostname="pf_test.it.kmitl.ac.th" Tash

. . d 1] L)
pf_test.itkmitLac.th iJudoinToandou Tammmuy

- lofiuermsavouniounand juuvuilssTonde
defaultrouter="161.246.49.33" Tag#

161.246.49.33 Lﬂu"r‘ilJ'lUm‘leﬂﬁLLBﬂLﬂi’d‘llﬂQlﬂﬂl’)g

/etc/hosts
duidszvuvonliiiond fugianiestumneaylefiveansd Taoiigiuuy
UszTondait

192.168.49.1 pf testitkmitlac.th pf test Iaufi

192.168.49.1 Hununuaylofileamsaveunios
pf test.it kmitl.ac.th (JuFoinseandou Tamumy

d s .
pf test 1HuFoinTos

/etc/resolv.conf
Wulnd 1 Hfy munoina lefiusainsaveuniosdidueadsvinef Tasigduuy
UszTondedt

nameserver 161.246.38.21 Tﬂﬂﬁ

161.246.38.21 Wunuvay lefitennsausunsos abuemsinines

/usr/local/sbin/ lighttpd.conf

g g ° ' ° . £ g

Ayl IARumsdmuammaiauves Tusunsy lighttpd FadluTdsunsy
4 ad s v ad < /e g /g =T Y v A a
AuEsHes 1wy AnvvouenmsdyleaninuIvdaden Wudu udilieenn fins
o ' 1 e’dy o a $ y
fmuadmasedialulwadl JahgduunlseTen dssiiimsnlfoualaslussuudl

server.port =81 lagh
i ¢ A a ad 4 ' °
81 Wlunmemnesandaldusmsdudivnes d1luimssmua

NURUNDT ALY 80
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/usr/local/sbin/lighttpd.user

I~ s A I g4 &
Wuldannvdefidrlduazswarufiezididnled veaTusunsy lightpd Fuiu

i
v A

=1 ad 4 =4
Tdsunsududsines Taolinsiuaeil
admin:pfnat Tagh
admin ifuFevedidhly

< @ 4
ptnat i usHar v Fof 19 admin

3.4.1.2 PF Configuration file
d ! g 1 g ¢ ¢y v
WulWdinunguienidisn lumshnuvesiiniiafiames TavezifyIndi13%
etc/pt.conf Tavazilsznou ludedoynvesnguesmsutlasnunsmuniodiofilssnoudqe 2
1 A
dufe
® Macros tilumssmuadunlsildlumsadieng

® Rule fiunguesmsiilasmanoiavinios

Macros 15umstmuadudsfildlumsadung Taeinisfnuamsidoudeves
interface AUINTOUIBNWUBNNT A 1Y LaziimIdIvua pool veeloRupaAsaiy
wedn HgtivuszTonded

#macros_begin##

interface_external="rl1"

#description_external=Connect to External Network

ip_internal="{192.168.1.0/25,192.168.1.128/25}"

port_web="{80,443}"

#macros_end#

= -3 o 4”
IﬂUNﬂ'lﬁﬂ'lﬂuﬂﬂQu
. i o o { 2 o
#macros_begin# 0% #macros_end# Wumsimuaussianisuiasussna
gamovesmatmuadunls
. g ° VoA ) A o
interface_external="rl1" Wunsmmuanuyounsniouwlany interface 1a
[ oA - = ] & A q’;’ &
Ty external l.lluﬂ']ii31}31&‘5?)1]?]01’1'1}lﬂ501]18ﬂ10110ﬂ°ﬁ\111ﬂ1ﬂ\1ﬁ11ﬂﬂ6
external, internal QY optional dau 1 Hu¥eves LAN Card Tﬂﬂﬂ‘lﬁs{mﬂ

suulgiamswstiead
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#description_external=Connect to External Network FHumsvenswazidea
vosmaiouste lufinadentsatreng
ip_internal="{192.168.1.0/25,192.168.1.128/25}" 15l4n 131118 IP Pool Tavf
internal 1fu8ov04 Pool wazariiegluaudy suflufvessn 1P Address
port_web="{80,443}" 1§13 MM Port Pool 1AL web (Hudo09 Pool

1 4 [] g [
uagmneylurudy szl usue e Port Number

Rule L‘ﬂu§,1Jmmmiﬁmuﬂng‘ummmﬂmﬁuwmmﬂ?mhwm nat-rule, binat-rule
UA rdr-rule 447

- nat-rule L?Jumigaﬂmm NAT Overloading ﬁgﬂuuuﬂwhﬂﬁe'ﬁ:

[no] nat [pass] on interface from src_addr [port src_port] to dst_addr [port

dst_port] -> ext_addr

o) n’/‘ 1Y y
- binat-rule 1 UN3AING DY Static NAT Hgtuuuise Tuadail

binat on interface from src_addr to dst_addr -> ext_addr

3 ¥
- rdr-rule iluMIRINGUDI Port Forwarding Hgalunuyse Toadsil
[no] rdr on interface proto protocol from src_addr to dst_addr port dst_port ->

int_addr [port dst_port]

= Q’Il L4 .::’
Taoiin1saaninail

1A o A d 4 a a 1agdy ¥
[ smTednedluaaduil wiinge luiin 14

-

no (flunsfmua Lf'uamaﬁmmu"lwmngfu vz lihmsulasmanuay
CERLA

pass {Wumsimualliaule nguesilamey

interface 1J1470U83 LAN Card Tavg 80 inszuudfin1switions

protocol Hurwes s Tanea 1dun tep, udp, icmp

stc_addr {fuswouniosdunta f81181A any, TP Address, Network Address
port src_port 1avfi sre_port i uneindunis #9'18un Port number, Service
Port

dst_addr fumveanioslarenia Taossezmiloudy src_addr

o d o ' o o
port dst_port 1Ag9 dst_port 1luneasatlatenis Tavsrezmlouny src_port
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ext_addr (FUf1 IP Address M30¥0U04 LAN Card fiozrildunufinsoad
nelumsudasinaaunsedis

. . 4 ' { 1 d o !
int_addr 11114A11 IP Address vounioen1oluniovis Nezdauinna luvuile

v 4
asafudouly

3.4.2 Backup file
Backup file 111 1WdHd 111910 PF Configuration file TauiiInsenfredaya

miloudy PF Configuration file Taufiu13n /tmp/conf/ YDUATDI NAT Server

3.4.3 Log file
Log file i 2 dde

< 1 o

® fvar/log/state_log (HudenIndvesmsutasnunenunsotonfudeu

® /var/log/nat_log Li‘Ju'E‘naﬂ'lvxlﬁﬁummmﬂawmummﬂ?mhUﬁm state_log LT
A on o =3 (7]
191 State ID #1 Iidhiuuuny 1A
t 4 [l ¥
Tavsisaes Indfigthmudeyaiimiloududsil
2007-10-20#12:05:00#47183b400000049e#self tcp 192.168.1.226:1678 >
161.246.49.36:59577 -> 202.151.180.229:10420

=1 o o dy
Tauhuaneagnail

ad A e
nnunsuasnunsaunsouiy
-1

o/

2007-10-20 15U U

]
=

12:05:00 w1 Mfumsudasmangmuns oty

47183b400000049¢ tHu31a ID vaenisttasnisiauns ot

tep 1 T3 Tnneafidimsulasmntiauniot

192.168.1.226:1678 -> il lofisaasauazwesndunia
161.246.49.36:59577 -> i lefusamsauaznondunied idvmsuilas
NAURUAT B0

202.151.180.229:10420 1iu'lefineamiauazwosnllatonia
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3.5 MIBRNULVAIN A3 1904

lumseenuuudvavatreng ldinssimualfszuuadrengfidufugin Taeld
ULuLNGUBY NAT Overloading IinTesfiegnielunfodumieslathaldannsadonse
son'linsusniniesield Tavsuiludesd 2 interface 31 lludrdmualdidoudedy

L4
Lﬂ?m‘wﬂ10’1uuaxm‘§mlwmuuanﬁ'«muﬁau

External Network

NAT Server

Switch

Inc0 161.246.1.10 /24

Internet Web Site Inc1 192.168.1.1 /24

witch

Internal Network

Configure NAT
via Web Browser {\\% y

Client 1 Client 2 Client 3
192.168.1.11 192.168.1.12 192.168.1.13

31 3.36 uaaNUAINISIFOUADYBINTODAUY wizard

quumumsﬁmummmsﬁa‘ﬁauﬁ%'wng

o szuunsaeaeuldindes NAT Server Sfludeadl 2 interface §1)

o szuuimunald interface usniFourofuiAs e 1w 1BULN interface iarouToNAD
fuindedroniely nedldmmrsadimuaies Tasdrilezifivaslu pr
Configuration File ludau Macros

® sTuUATMUA IP Address THAURIABY interface TAEYIATINN fetcirc.conf M3
AlFmunsadmuaes udududeyaaslu fetc/c.conf

o szuudmualiinioslunioioynniosamisaidoude i dunsesuniouen
18 wiofaunsadmuald Taslhindedlathefiannsadoune1d uaziafosla

Tmunsoreusenon lidunsevisneuen
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o szuvzhimsading lasldzluuung NAT Overloading Tavasrangldines
wiedrnelun lidesmsifoude liinTetunsuenneou udTeadrenghln

A P} 1 A 1w A [} 3 Y o 2
inseunievrumeluFouneiuniedioniouenaout udaiudinaslu  pF

Configuration File 1uedau Rule

3.6 MIvanNUUY Log File vaensulasranaauniethe

esnnuinidiaflameslussuuy§ianswiSioad Lifimsifiy Log File voams
waenuounsovin sTuuRelin1seenuuLMIa31e Log File Taufunnas 19dda
pfetl —ss —vv wozfuna19InAde date waziuasdyvd [var/log/state_log Tassndartanun
ilzi'magflu Shell Script File “ls;ﬂ get_state_log.sh ﬁﬁ1gﬁﬁQHUﬂﬁQ€

date_time=$(date "+%Y-%m-%d#%H:%M:%S#")

rm /tmp/state_id

/sbin/pfetl -ss -vv | grep 'self > /tmp/state._map

/sbin/pfctl -ss -vv | grep 'id' | cut -d: -f2 | cut -d' ' -f2 | while read line

do

echo $date_time$line >> /tmp/state_id
done

paste -d'#' /tmp/state_id /tmp/state_map >> /var/log/state log

o o o o 4
uazlimsdelA WA get_state_log.sh ¥19mumn 5 urfi Tasldnsirarues Crontab 4
o Q’I’ L dy
Hmsasnaatl

*/5 * % * ¥ /www/pages/get_state_log.sh

:’ 1Y °

uanaf 18aeTiaveq State ID Ay Sadeafos state I TniTagliifidrddnesda
sort idufuaslulng Ivar/log/nat_log ué”)a'ljvl“/‘lﬁ/var/log/state_log nn 1 M ﬁufufh*?;ag:‘lu
Ivar/log/state_log aziumiidiuveausasSu Tﬂuﬁﬁ“}'aﬁymumzi'magj‘lu Shell Script File §©
get_nat_log.sh ﬁﬁ'lﬁ"’si%ﬂnlmﬁ'\‘ifr

sort +2 -t# -u /var/log/state_log | sort >> /var/log/nat_log

rm /var/log/state_log
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@ 4 o 4 o o
uazlimsdali 1Wd get nat_log.sh henudiorna 12.00 vesyniulasldmsvem
é = n’;‘ LY dy
Y94 Crontab ¥4 UN15AINIAH

| 12 * * * /www/pages/get_nat_log.sh

o o o . ' ) & o " w
AIUUITU Log File Y 2 Wade Ivar/log/state_log 49N Log Y9UARSIU

o u’: A
uag/var/log/mat_log t1NU Log NMnuavoIMsulausaunssuy
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(Packet Filter)

4 d ¢ d AN T S 2 - o
uinifaflames WuszuungnAadauniuszuul§iianis FreeBSD Tasuwn
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'
o

FUN AR 99199
3. 5uid e e e UM MMaINYean 11 PHP

Lighttpd HuseinsdinsuliuSmsduidiwines (HTTP/Web Server) A1y
neldslanea HTTP Taouaevlinsiiuy Open Source amnsninnidauldloy
lifiar 19910 tagsesfumsvhausuduniy PHP Taseansaa1and Inaaxedias
nAnse 17 http://www.lighttpd.net
4.evlauasnu Tnandenly PHP 119354 4

pHP ifluaenduasnuifidiouuudinined Server Side Script) 3
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szuuduuolndnduvuinlvg uasiusewiafuuy Open Source J91¥iuBg

NIV

o dou o o
4.2  aumMnIMsuaanTUMsTiauUBIeNNAIT Y

Home Packet Filter Network Address Translation Configuration Web-interface

Tools Status

QSystem Configuration

General

QNAT Configuration

NAT Overload —[Apply IP ConﬁguratiorJ System Monitor

N——

g
Y

Interface IP Port forward —[Apply NAT Conﬁgurationj Show Interface

Virtual IP Static NAT Backup Configuration Show PF Status

Default Wizard Change Order Rule

5

Recovery Conﬁgurationj Show State Table

Show Daily Log

r_ij

Edit PF Configuration ﬁle] Edit File

s

Execute Shell Commandj Show Log

i
il

Reboot System

3N 4.1 usndamsiauvesldsunsy
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1. naju‘nﬁ']ﬁu System Configuration
< { o @ wa 1 a wva
Usznoudienthdunldlunmsdmuadnyazuazguauiass vesszuul §ians

d ad ¢ o @ 4 v & w4 y
FreeBSD tazuiFs w103 wiounadiaisadieedisdie Tavllsznoudieniindugese 11

1.1 General

T¥dmFumsimuamguauiaaie inedestudszuulianisuazaa

TVl
GENERAL SYSTEM CONFIGURATION
Haost name ” - [pf_test |
Domain name [it.kmitl!ac.th v |
DNS Server 161.246.3821 |
1161.246.52.21 |
User name [admin J
Passward Ve |
vt | {eanfirm)
wieb GUI port

17 4.2 uaaan3u General

1.2 Interface IP
1¥dmsumsninualofioansa vosudazdumosivy tazfimuadnyue

Mseusn lay 3 2 AU

INTERFACE ASSIGN CONFIGURATION

External Interface lrl1 (00:20:29:8f.86:ef) V‘;

Internal Interface [rl2 (00:20:29:33:31:0b) L\fijl
Optional 1 Interface 10 (00:20:29:3a:1acbb) ¥ |

gﬂ‘?l 4.3 uaaanidy Interface IP 1uaIUv04 Interface Assign



INTERFACE IP ADDRESS CONFIGURATION

External Interface

i1

Description [Connectto External Network
Type Static

IP &ddress 161.246.49.37 |
Metrnask {255.255.255.240 I
Gateway 1612464933 |

Internal Interface

rl?

Description

[Connectto Internal Network

IP &ddress

Metmask

1192.168.49.1 [
|256.255.266.0 |

Optionall Intarface i

Description {

IP &ddress (No_Configuration l

Netmask [ |
Next

51/ 4.4 yanant 131 Interface IP TudIuv09 Interface IP

1.3 Virtual IP

o [ ° a 3
Gl‘l’f’ﬂ'l‘ﬁTUﬂ']Sﬂ'lﬂ‘Llﬂulﬂﬁuﬂﬂtﬂiﬁlﬁﬁﬂuﬂum@i“’l"ﬁ

Interface

VIRTUAL IP ADDRESS CONFIGURATION

iP Address

external (rl1_alias0)

161.246.49.38

external (rl1_alias1)

161.246.49.35

51 4.5 uaasnidy Virtual 1P
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1.4 Default Wizard

iflus19e8muA Configuration HULY

DEFAULT CONFIGURATION WIZARD

Interfaces Checking

Requirement -- 2 LAN Interface.
-- 1LAN Interface assign to External network |
-- 1LAM Interface assign to Internal netwark

If you don't have Interface lesster than 2 LAN Interface.

Please shutdown
PF-MAT Server and insert LAN card.

Interface 3 LAM Interface. « OK
Assign to External.network Interface rl1 0K
Sssign to Interpal nietwork Interface ri2. OK

| Next |

1 4.6 uaR Y Default Wizard
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2, mjw‘l’hﬁ‘u NAT Configuration
lﬂuﬂ'li{l’ﬂﬂ'liLﬁU?ﬁUﬂ'ﬁlLﬂﬂ\iﬂu’wm‘mﬂ?ﬂ‘ﬂw
2.1 Static NAT

ilufmua ngues Static NAT

STATIC MAT (BIDIRECTIONAL MAPPING) CONFIGURATION

Interface Internal IP Address External IP Address
external (rl1) 192.168,1.11 161.246.1.11 4 Q
external [rl1) 192.168.1.13 161.246.1.12 Q@

& taove Down  vove Up @ Remove W Add

UM 4.7 naaaniidu Static NAT

2.2 Port Forward

{lufmua ag Port Forward

PORT FORWARDING {TRAFFIC REDIRECTION) CONFIGURATION

oy { : Access

@  external{rit). tep® L L any 1612464 .12 192.168.1.20 & @
port 80-{ HTTP | port 809 HTTP )

W external (1) <udp any 161.246.1:12 load balance to r @
port 21.[ FTPpY 192.168.1.30

192.168.1.31
port21 [ FTP ]

W pass  QDoplock ¥ vaveoowne. T Move Up @ Remove W aAdd

57 4.8 uanant 3y Port Forward



67

2.3 NAT Overload

i{lufmua ng NAT Overload

NAT OYERLOAD CONFIGURATION

Type Interface Access from Access to Translate to

W external (rl1)  161.246.1.0/24 ary external (rl1) ¢ Q@
sticky-address

@ external (rl1) internal [rl2) network external (rl1) network  161.246.1.14 ®* Qo

W Pass ©lock ¥ Move Down 1 Move Lp @ Remove W Add

317 4.9 AR NAT Overload



2.4 Change Order NAT Rule

Wudeuddungues NAT

CHANGE RULE ORDER CONFIGURATION

Macros Rule

--Rula --
interface_external="rl1"
#description_external=Connectto External Network
interface_internal="rl2"
#description_internal=Connect to Internal Network

| Reset | [ Remove |

Other Rule

[ --Rute -- +

B

| Reset | [ Remove |

NAT Over load Rule

[ --Rule -- B

nat on $interface_external from 192.168.49.0/24 to any -> ($interface_external)
i
!

> Y 4

| Reset| | Remove |

Port Forward Rule

[=ZRule -
rdr on $interface_external proto tcp from any to $interface_external port21-> 192.168.49.10

(Reset] [ Remove |

Static NAT Rule

-~ Rule --
binat on $interface_external from 192.168.49.20 to any-> 161.246.49.42

ey

| Reset | | Remove |

Filter Rule

--Rule —-
pass log on rl1 B

Reset | | Remove |

311 4.10 uaaani i3y Change Order NAT Rule



2.5 Edit File
e IS 19414 ud v luConfiguration file Tauass

PF Configuration File

#macros_begin#

interface_external="rl1"
#description_external=Connect to External Network
interface_internal="rl2"
#description_internal=Connect to Internal Network

#macros_end#
nat on $interface_external from 192.168.49.0/24 to any -> ($interface_external)

binat on §interface_external from 192.168.49.20 to any <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>