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ABSTRACT

In some situations there is a need to prove the precise time for the electronic document
when it has been created or last modified, especially when performing electronic transactions. To
specify the time in creation or modification of electronic documents we usually refer to the local
time. However, local time is easy to modify and it is not reliable. As a result, we can’t trust the
time that is specified by local time. The solution for this problem is Time-Stamping. It is the
process or technique that is designed to prove the exact time when electronic document was
created or modified, using the time from trusted source. This project has adopted the concept
from RFC 3161 (Internet X.509 Public Key Infrastructure: Time-Stamp Protocol) for Time-
Stamping and RFC 3280 (Internet X.509 Public Key Infrastructure: Certificate and CRL Profile)
for digital certificate service. The outcome for the Time-Stamping process can be used to confirm
and prove the exact time for electronic documents in the future, and also improve the trust for

electronic transactions.
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MIME Request object For E-mai

o i,

Content-Type: application/timestamp-query
Content-Transfer-Encoding: base64

<<the ASN.1 DER-encoded Time-Stamp message, base64-encoded>>

MIME Response object For E-mail

Content-Type: application/timestamp-reply
Content-Transfer-Encoding: base64

<<the ASN.1 DER-encoded Time-Stamp message, base64-encoded>>
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2.3.3.4 HTTP
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v
aane 11

MIME Request object For HTTP or HTTPS

Content-Type: application/timestamp-query

<<the ASN.1 DER-encoded Time-Stamp Request message>>

MIME Response object For HTTP or HTTPS

Content-Type: application/timestamp-reply

<<the ASN.1 DER-encoded Time-Stamp Response message>>
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3.2 amilnenssuveaszuY (System Architecture)

Time-Stamp Server

Time-Stamp Request

\/

Time-Stamp Reply ,
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3.3 ganalaezunsy (Use Case Diagram)
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Hheduuds aunseeduieswaziBeavesiuseumsiouudasymaaniusivazidonly

] [] 3
A13197 3.1 89 M15199 3.9 dadte 145

M99 3.1 i‘lﬂﬁzlﬁﬂﬂgmﬂﬁ Request Time-Stamp

Use Case Name: Request Time-Stamp

Scenario: Request Time-Stamp ’

Triggering Event: m‘ffﬂummi foeve Time-Stamp

Brief Description: Wudnfisumsdeue Time-Stamp 9104 1% uaztidoyadig e
Tlisgananaifteatrs Time-Stamp

Actors: User

Related Use Cases: Include : Checking hash’s length in request, Generate Time-Stamp
Token, Signing Time-Stamp Token, Saving Time-Stamp
Extend : Reply Message, Logging

Stakeholders: 7

Preconditions: =

Postconditions: :

Flow of Events: Actor System

1. 419%1n1530990 Time-Stamp | 1. s2vU7IMI5Y Request

L'

woziIn1sde  Request W19 | 2. ssUURINITATIVADUAIY
Time-Stamp Server Qﬂfrgllﬂwm Request
3. 32111N159379 Time-Stamp

o A A' an w
4. sTuvihmsasansiodeaina

. i P

Q9UY Time-Stamp 71 1@ar3 193
5. STVUMITUHAN Time-Stamp
asuulaisnnses

6. FTUUMNITAY Time-Stamp

ndvlUddiimsfosve

7. 52UuRINsTURin Log

Exception Conditions: .
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Use Case Name: Checking hash’s length in request

Scenario: Checking hash’s length in request

Triggering Event: ({032 uv 1450 Request Soudouda

Brief Description: ﬁ’]udauﬁi%’ﬁm%"mnﬂaaummgﬂﬁawm Request
Actors: -

Related Use Cases: Include : Request Time-Stamp

Stakeholders: -

Preconditions: -

Postconditions: -

Flow of Events: Actor System

QNABIYDI Request

Time-Stamp Token

101509 Reply

ndulldsdnimsfosve

1. STUUNINITASIVABUAY
9 9 o
2. 0190ABI9EYIIN1S Generate

3. 14161 Request l1igndes szuy

Message

Exception Conditions:

M5191 3.3 51002BUAYAINT Generate Time-Stamp Token

Use Case Name:

Generate Time-Stamp Token

Scenario: Generate Time-Stamp Token

Triggering Event: Lﬁ"aszuuﬁmﬁmnﬁauﬁ Request Qﬂﬁ’fﬂﬂ
Brief Description: SudmilFlumsai Time-Stamp
Actors: -

Related Use Cases: Include : Request Time-Stamp
Stakeholders: -

Preconditions: -

Postconditions:
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Flow of Events:

Actor System

1L 52UUMINITATINAOUAIIY
v

NADIVDI Request
2. 019nA0992R1N1T Generate
Time-Stamp Token

15y ' y
3. LA Request 1igndn szuy
VEARTRER N Reply Message
adu luddnviimsdesve

L'l

Exception Conditions:

M990 3.4 S0aIBAYAINA Signing Time-Stamp Token

Use Case Name: Signing Time-Stamp Token

Scenario: Signing Time-Stamp Token .

Triggering Event: ({032 uU1n13 8319 Time-Stamp Govdoonds

Brief Description: Hudauilduasmeiosensiah Time-Stamp 91 18ar3 194317}
fhuvesgIdusmsese o

Actors: -

Related Use Cases: Include : Request Time-Stamp

Stakeholders: &

Preconditions: -

Postconditions: -

Flow of Events: Actor System

1. s2UUKINsTaaIuieronlNa

| Tneld Private Key voad1¥usnns

Exception Conditions:
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MINTN 3.5 31002 BUAYAINE Saving Time-Stamp

Use Case Name:

Saving Time-Stamp

Scenario: Saving Time-Stamp

Triggering Event: ileszuuinsasameiiedentiaiiuudonda

Brief Description: dud wﬁ“l%’ﬂ'u #in Time-Stamp ‘ﬁ'lﬁ”d %’wffu

Actors: -

Related Use Cases: Include : Request Time-Stamp

Stakeholders: -

Preconditions: -

Postconditions: -

Flow of Events: Actor System

1. 52UU11557UAN Time-Stamp

ldeeaslulasanes

Exception Conditions:

M3 3.6 S10a2IBEAYAAA Synchronize Time

Use Case Name: Synchronize Time

Scenario: Synchronize Time

Triggering Event:

Brief Description: Hhudlau Synchronize time O time 7119Tn11ugnded tindede
Actors: NTP Server

Related Use Cases: Extend : Logging

Stakeholders: -

Prec(;nditions: -

Postconditions: -

Flow of Events: Actor System

1. NTP Y1175 Synchronize time | 1. 2UUNINIT Set Time 1%

14

AUTTU NNDY

eD

2. 53UURINITTUNN Log ine 1%

Tumsasisgou

| Exception Conditions:
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A1519% 3.7 Verify Time-Stamp

Use Case Name:

Verify Time-Stamp

Scenario: Verify Time-Stamp

"Triggering Event: User YMIATINAOU Time-Stamp ﬁaanhuﬁ‘lﬁu?ms
Brief Description: User 1101501529800 Time-Stamp ﬁaaﬂTﬂupflﬁu?ms
Actors: User

Related Use Cases: Extend : Logging, Reply Message

Stakeholders: -

Preconditions: -

Postconditions: -

Flow of Events: Actor System

1. User i1N1509 Time-Stamp | 1. S£UUNINISATIVAOU Time-
oA IABURIMIGNADY Stamp

2. SLUUMINTAHI Message WANT
A9 eouUNaU 118 User

3. 55U TUAN Log

Exception Conditions:

M990 3.8 S1WAZIBUAYAIAT Reply Message

Use Case Name: Reply Message

Scenario: Reply Message

Triggering Event: guimsaoundyluded1d

Brief Description: szuuimsasundyludedlunsdif Request Tigndes,da Time-
Stamp,ﬂ'QNﬁﬂ’li Verify Time-Stamp

Actors:

Related Use Cases: Extend : Request Time-Stamp, Verify Time-Stamp

Stakeholders: -

Preconditions: -

Postconditions:
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Flow of Events:

Actor

System

1. S3UUMINITATINADY Time-
Stamp

2. S5UVNINMIAL Message HAN1S
as9a0undy 116 User

3. szuimsTufin Log

Exception Conditions:

M9197 3.9 10nzIBUAYAINT Logging

Use Case Name: Logging

Scenario: Logging

Triggering Event: uihmstudin Log lﬂ‘r‘]!ﬁﬂ Activity %‘N

Brief Description: spuMmMsufin Log ioifia Activity o luyn q nsdl hitezida
910 User, Server Lﬁa"li’ﬂumsmmﬂﬁau

Actors:

Related Use Cases: Extend : Request Time-Stamp, Verify Time-Stamp,Synchronize Time

Stakeholders: -

Preconditions: 5)

Postconditions: X

Flow of Events:

Actor

System

1. 32uuMIn5ufin Log veq

.. da &
Activity inAYY

Exception Conditions:
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3.4 4BNNIA INBZUNTN (Activity Diagram)
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} 4
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MINTIVABY time-stamp
® MM3fen time-stamp token Hnzdoyadunty Tavezasiedeus hash vosdoya
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v ¥9 ¥ a o ° ' v = Y d
Yoyaluszuugliuimsdssiuna duauediunsuiynsudoyanzuaasliiviy

waziuavetoyanien Mnerdesdumsmhanvesszuy 18 3.10

M319N3.10 51w0200A101an1319 Time-Stamp

o))}
CRaq

4 aa ¢ ° a a
%mlﬂ'ﬂ‘ﬂilﬁlﬂ AIBTUIY ﬁfUﬂ‘l’J'PJl‘l'?l WU AT N
9 9y a
Yoyn DN
token_id HUIUQUVDI Time- Varchar 10 PK

4y id o
Stamp token 9 laiiu

token date et -nmﬁszuiu Time- | Date/Time
Stamp token
token pkcs7 f Time-Stamp token Blob

&
FunuTaol¥g1uuy

M3 AU DER
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3.6 M3ANTIZHIAzeRNNVUSUEITEYA

M330990 time-stamp 3£MNMIF0OHIY HTTP Protocol Tnwaziiinissosuninii

. 2 v Yy o vy 2 Yy o 4
http:/tsa.proj.dev/tsa/ ¥IN1TIDIVDITADININITAI Y time-stamp request 93 Insead1anail

MIME Request object For HTTP or HTTPS

Content-Type: application/timestamp-query

<<the ASN.1 DER-encoded Time-Stamp Request message>>

31]‘71 3.4 Tnsaads time-stamp request

a =] ~ 1 .
Joyavziigduvvinasgin AsN Tasezdulugiuunluus msds  time-stamp

request 923 Header 13y Content-type application/timestamp-query

MIME Response object For HTTP or HTTPS

Content-Type: application/timestamp-reply

<<the ASN.1 DER-encoded Time-Stamp Response message>>

gﬂﬁ 3.5 Inseasa time-stamp reply
v = ] =| ' .
Yoyavziigluuuinasgiu ASN.1 Tasvzinulugiuui luin3 nsas time-stamp reply
923 Header 131 Content-type application/timestamp-reply

4. w3 ol
Famsivdedoyavzuanslaniugali 3.6

Content-type application/timestamp-query

>

HTTP Protocol

‘

Content-type application/timestamp-reply
Client TSA Server

311 3.6 masudsdoyavesszuudliusmsseiunm
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3.7 M3 Synchronize Time

M3 Synchronize time 92¥1A15 synchronize Y07 10 Wie IR umsadre time-
stamp token ﬁmm%mmgauﬁauﬁqﬂ Tagazims synchronize 11 time server ntp.nasa.gov
éﬂlﬂu time server 1 stratum ‘ﬁ 1 éﬂﬂﬁ synchronize time NI RFC 1305 (Network Time

Protocol) N3 Synchronize time L1ef ﬂﬂ?’fﬁ'ﬂgﬂ 3.7

Stratum 0

Stratum 1

Direct Connection
.

Network Connection
TN

TSA Server

gﬂﬁ 3.7 M3 Synchronize time 1) NTP Server Stratum 1
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a [ o a Jdo [ %
3.8 myansizvnazesnuuvlufuseddansefinddmiudliusmsdseiunm

- a 's o adg a Jdo o 39 Y a as
i'lUﬁ%LE]EJﬂ‘IJ'ENﬂ']S’JLﬂ5’1314!Lﬁ3ﬂﬂﬂlmﬂtlﬂiﬂiﬂﬁﬂmﬂVliﬂuﬂﬁﬁ'miﬂl’fﬂﬁ‘ljiﬂ'liﬂizﬂﬁ

o [ ;
a1 Wuaal

Y a

a o 9 ) ad s do r %
3.6.1 ﬂ'lﬁ'JlﬂT]%‘HIﬂ5QE‘Ti1\11U5U56\10lﬁﬂ'ﬂ58ﬂﬂﬁﬂ’lﬂ5ﬂmﬂﬂ5ﬂ'\5ﬂ5$ﬂﬂna1

<

o ad a o [ '
Joyalulususesdiinnsetinduteeanilu 2 daufle

-4 o ad a o . . .
1. feyaiugmveluSusesdidnnseiing (Certificate Basic Field)

A a o ad a . .
2.1’1’ayamumwaﬂm UseedldNNIolnd (Certificate Extension Field)

m‘mﬁ 3.11 Swazdun Certificate Basic Field

Certificate Basic Field
o { LY

Version Version 3 iflunessuiilfluilegiiuananasgu RFc
3828
o 4 a o ad s d

Serial Number Wumneauineddosmslufusesddnnsedindidug
fnuald Tasazifiumugudunn

Signature Algorithm Wudanesiunldlumsasaedodeatialdsuluiuses
ad a o
alnnselnd
g A 3/ o ad a o )

Issuer Huyevesdmesnlususestidnnseind Tagezligduu
A3 X.500
[ 1 d ar ad a d

Validity dlusananlususewdnnsetdndamisaldau'ld

o =] 1y

Tavszsmsuidugiuuuute Tavewguoslususeses
13 v yq ¥ a 1 =1 1 ]
Yuagiuulowvvesdliusnmsiteeliogilng

Subject Huseveadweslufuses Taveeiisuuumy X.500

Subject Public Key Information

= - 3
Hudeyanauemssazidwesnauadiudadrans &

« q

4 i

22AIANNE1I80191TT0Y 1024 bits 1 UBH19AT
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A15199 3.12 579aL1D0A Certificate Extension Field

Certificate Extension Field

Authority Key Identifier

~ f “ 1]

1n1sszya1asluion authorityKeyldentifier 1014
1 a @ 3

asaeunflduinmseenluuses (ca) ladludesn

lususesdsnan

Subject Key Identifier

' e 4 o o
ﬁﬂﬁizﬂﬂ‘ﬂaﬂ subjectKeyldentifier motludunuves
d' [] @ n’: s 9)
ayuemisisasiegluluiuses sounedeldly
L4

ﬂiS‘U’Juﬂ'ﬁ’d%’N Certification Path ﬁaﬁuﬁamsﬁmuﬂm

e
asludanil

Key Usage

seyfensldauveslufusesdidnnsefindiio Iuoulws
o R o ad o od s
wFuansed Wi lususedidnnseindiannsold
Qs ad a do o .
amdlalddhe lususesdidanseiinddmsy Time-

Stamp A5 92 ANE Digital Signature

Private Key Usage Period

= o 4’1 L d' o r .
Lifinsfnua flesninerglususesn1¥dm sy Time-

o Jq ¥ a o ad a d
Stamp vzgnfimualagdliuimslususesdiannseiing

Certificate Policy

= yq ¥ a o ad = 4

unsszyulovisvesgliusnmslususesdiaansedind
' Y ad o £l o

welilususesdidnnsefindnldd M3y Time-Stamp

T
AMUUNUYDND

Policy Mappings

Lifimstmuadt iilesenannnasgIu REC 3280 58y
Has policyMappings laifin131441% Tu End Entity

Certificate

Subject Alternative Name

18 & o ad a d
lifinmsszysasll ifesnnlususesdifnnsoiingd

o’

M3 Time-Stamp 1 1&321y%001 9 aslulususes

o

Issuer Alternative Name

e}

T 9q ¥ a 1Y) ad a 1 ad A a
uegiudIMusn1s lususesdiannsetind nivedu q A

U

<2,

szinislaaslunse Ty

Subject DirectoryAttributes

3 (XY v ¥ a [ ad a o
Yuaghvu lowevesdiiusmslususesdiannseilndh

P=}

y
wiimialadeyalu field finse’la

Basic Constraints

1 4 Qo s ad a o
ﬂzﬁmtflu False lﬁﬂ\iﬂ?ﬂvlﬁi‘ﬁiﬂiﬂiﬂﬂSlﬁﬂﬂiﬂuﬂﬁﬂlﬂﬁ

ya ¥ a
AlAusms

Name Constraints

laisimsfimuas 15199970 REC 3280 s2uilas

L]
3
o

nameConstraints 1‘1’5‘11‘! CA Certificate IN13U
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Policy Constraints

Tufinmshmuasi ies1n REC 3280 szywlad

E
policyConstraints 1914 CA Certificate 111171

1o . 4 J [y
#oalimsszyaniiu Time Stamping iVoszy i lususes

Enhanced Key Usage
¥
Sidnnseilndluiilddmvahs Time-Stamping
. . . . o] ¥ . d'dy A LY
CRL Distribution Points umssyyveyaadluilaai ieselumsmivayums

[y ad = < é’ 5
ﬁi'Ji)ﬁﬂﬂﬁﬂ1u3‘llﬂﬁ1'ﬂ51ﬁﬂ\ﬂﬂmﬂﬂiﬂuﬂfT{ YIYUDYNU

3q ¥ a o ad a o
ulswevesdldusnmsluSusesdidansedind

Inhibit Any-Policy

4 1
TLifinmsdmuasasludadi dieenn lusuiudeeldly

End Entity Certificate

9 @ ad a do v 99 9 a o
3.6.2 ﬂ']iﬂﬂﬂll‘]J‘UTﬂ5QﬂiNi‘Ui‘Uiﬂ\iﬂlﬁﬂﬂ5ﬂuﬂﬂﬂ'l'ﬂ5Uﬂ1ﬁﬂ5ﬂ151’5$ﬂ'ﬂnﬁ1

M9 3.13 mseenuuy Iassadnluiusedidonsefinddmiudliusms Ussiunm
Field Name | frednedoya

Version V3

Serial Number @YFIUAUNA

Sigﬁature Algorithm shal WithRSAEncryption

Issuer X.500 Format

Validity UTC Format

Subject X.500 Format

Subject Public Key Information

Key length 1024 1fupdadn

Authority Key Identifier KeyID=41 77 €9 88 2d 9f 31 895 36 dc 8d 5 90 25 b8 30 ca
63 04
Subject Key Identifier d8 52 91 4f al Oe 4a cl 53 ba 4d 83 a8 87 16 bb 7 66 a9 3d

Key Usage

Digital Signature
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A13199 3.13 (D)

Certificate Policy [1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.19500.2.1.1
[1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:
http://gca.thai
gov.net

Basic Constraints False

Enhanced Key Usage Time stamping

CRL Distribution Points [i]CRL Distribution Point

Distribution Point Name:

Full Name:

URL~=http://erl.gca.thaigov.net/crl/crl_gca gpea 1.crl

U a vV o L4
3.9 fni@f’)ﬂ!lﬂﬂﬁ?ﬂﬂ]?ﬂﬂﬂﬂﬂﬂﬂﬂé‘lﬁﬁ'lu
¥ o\ Y o 24 ¥ Qs
3.9.1 MIvenuUUEIUMsARABNUNURIFIud IunsveL T UM
mihvedwmiumsvedsevivnauihmihedmsuliglfivelssiunan ned1$asde
Win15a519' W8 (Time-Stamp Request) aginisdadh ldaszuy
) 4 \ 1} d 6 .
(iIo#99n1590 Time-Stamp 1¥idoniiuit) Request 1143911015 browse Foyafidoanis ud
ﬁ‘lmiﬂﬂﬂu Generate Request weimsadie Time-Stamp request uazdalld TSA Server

HerAnagUin 3.8




41

U 3.8 wihdmsudldueslsesivinm
A M
HAN15 8379 Time-Stamp token ¥99£1aA302 1M Time-Stamp token tinzswazidoai

8gn181u Time-Stamp token HaARIAIZINA 3.9



Source File = Citempldebug.td
Time-Stamp File = Citempldebug.bd tsr
Hash Value = 7afblbee3f3475febe4b38961108h8deht
Status=0

Date-Time = Thu Mar 29 08:35:45 ICT 1464

MessagelmprintAlgOID=1.3143.226

< Serial Number= 41068

TimeAccuracy= 60.000000

~Policy=1.3.6.1.4.1.3029.54.11940.54

" Nonce = -764403488

42
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3.9.2 M3vanuuVEIUMIAAARAUAURIF NuaIuMIAsTeuTeyalsziunm

nihedmiunsassdeudeyaseivnmdmiulddldhnsnasudeyarsziiunm

4 g

o v v Y A g . o A ¢
UJElﬂ'ENﬂ'liVl1ﬂ15¢li'J‘ﬂﬁ?)‘l]ﬂ'J'lllgﬂﬂf]ﬂ‘llﬂﬂ‘l]ﬂgﬁﬁl‘mﬁﬂﬂlm‘ﬂ Verify Llﬁz“fl'\ﬂ'limﬂﬂvl‘ﬂﬁ

Y @

v .
AURYULAE Time-Stamp token NAININUUNINIINALY Verify Time-Stamp 1WOHIN1S

ATNTOUANNYNADY UerAsAIgIN 3.10

| verity |

Input File: ] ré""“” l
Time-Stamp File: E__,_M; {;é{wse _1

u( request

| VerityTime:Stamp || _Clear T

31 3.10 viheed SRS AOUAIINYNABIUDA Time-Stamp Token



HAMIATIVABUANNYNADIVDITBYAAURTTUITOUNY Time-Stamp token

uaAefagln 3.11

request

Input File: ldebug.bct

Time-Stamp File:

Browse

V.ii‘.;:a:wmzﬁmmzi

debug.bdisr | ~ Browse
Tirne-Stamp Info

File : Original

Time-Stamp : Thu Mar 29 08:35:45 ICT 1464

Certificate Signing time-stamp
Serial : CAD90013
~lssuer: OU=Virtual CAD=G0V C=TH
- Valid Fror ©17-02-07 12:54:47
© Valid To: 17-02-08 12:54:47
Subject : CN=TSA Project OU=1519.2,0U=KMITL,0=G0

~ Certificate Signing certificate
- Serial . CA044009
~Issuer: OU=Virtual CA,0=GOW,C=TH
-/ Valid From 1 08-02-07 20:08:52
. walid Ta: 08-02-17 20:08:52
A Suhbject : OU=Virlual CA,0=G0OY,C=TH

31 3.11 51002189AU0 Time-Stamp Token




UNnn 4

MSWAUUITZUL

4.1 MINanN Time-Stamp Server

4.1.1 11309301 $ 1M WA Time-Stamp Server
[ a o g o ad 4
Tumsannszuudlusmsdseiunaniu sxlsenou U@ remswamndinines

& = LY 4 o o {
Failugliuimsssitunm Tasiimslfindoilelumswann fuwaasluasied 4.1

M990 4.1 10503007 15 UM WAL Time-Stamp Server

(0N Linux CentOS 4.4
Web Server Apache 2.0.59

Web Application PHP 5.0

Database Server MySQL 5.0.37
Module Openssl 0.9.8¢
Patch Openssl ts-20060923-0 9 8¢
Module mod Apache Mod-tsa-20060923

a 4. A Y o
510ﬁ$tﬂﬂﬂﬂlﬂ»ﬁlﬂiﬂ»ﬂuﬂ‘ﬂi‘]ﬁ'WWU'l
o g [ ad a d
- openssl HulavsidmsulFlumsadislusuiessidnnseingd uazlelunisadie
= 4’ aa o

AYUDTOAING
- Patch Openssl Li‘_lu"lamﬁaﬁmﬁmﬁa“lﬁ Openssl & WIAAI time-stamp token @
- Module mod apache Hu module NM1UTUuA1H apache UANuaITaNLsy request

1ag 13150 module time-stamp (WOINT319 time-stamp token

v
o

4.1.2 YUADUM TN Time-Stamp Server

v
a o 4

¢ o o
1. AAAY Apache ¥91I03%Y Apache nzﬁ'mauuaqunu module mod apache A

€

2. /1115 patch Openssl Fa1905% patch Openss] vAoaeiuayuiy Openssl A2w
3. aﬂﬁg\i Openssl

4. ﬁﬂﬁ,{i module mod apache

b aﬂﬁfd tsa.conf 041 httpd.conf Y99 Apache

6. Usuung tsa.conf
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4.2 M3IWAMUI Module Generate Time-Stamp request
4.2.1 sﬂ%’aaﬁeﬁli’ﬂumsﬁwm Module Generate Time-Stamp Request

Vv v
Tumswannszuudliusmsdsesiunaniu sxlszneudrsdndunileiid

[

A
Ao
Module Generate Time-Stam6p Request 130 lugalunisfesvaiioszveilsziunar Taoins

[ 4 '
ldn3eaiiolumsimnnTugail duanalunisisi 4.2

M54 4.2 10504807 191U 31AI Module Generate Time-Stamp Request

JDK Java SDK 1.6
Tool Eclipse
Library - bouncycastle provider for jdk 1.6

= smime / cms for jdk 1.6

- tspforjdk 1.6

- commons-httpclient library
- commons-logging library

- log4j library

= & A g Yo
51Uazmuﬂmmmsaauawimwmu1
- bouncycastle provider 1lu'laus13 iNwAvNe 1R Java TuszAniamludiy
v ¥ 4 ) '
Cryptographic 110893 1w Taws15 Wugruitels tibrary 8 < do 1)
- smime/ems 174 Taws13 AR Cryptographic Message Syntax 1914n13 $amsiduasy
Tnnsalves time-stamp request L1Q% time-stamp token
A A [ . i y .
- tsp ni‘lu‘lamﬁ (N8N Time-Stamp Protocol 1% 1M sad1g time-stamp request 113
IMTFIU RFC 3161
. A Yo P @ o o =t
- commons-httpclient Li‘lu"lmJs15w1‘m¢1mﬁmumuﬂmwmm HTTP 1at92 3 commons-

'
A

logging 1w laus 131 14gu
. AAq Yo = @ o o < L] a
- commons-logging 1 laus3 RIS SamsAertuiletsunsduTuin log 1AADIN
#eAFU9Uv04 htpclient

- log4j iiluTaus 3N 145anslumsiudin log NAAINANNAANA A
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4.2.2 %ﬂﬂﬂﬂﬂ]iﬁﬂlﬂ] Module generate Time-Stamp request
1. faselausigananiasly project AN
2. WAl module generate time-stamp request
3. nadou

4. Export 1114 JAR Execute

4.3 managevszuulHusmsdsziunm

4.3.1 minaaevlaaly Module Generate Time-Stamp Request

1. Minaaeulauds request N1Foana3nunlylun1sa319 messagelmprint Nszu'ld

a ' o s é g 4
oyand hildviinmisdeave Policy ID Taq Faazuaaswadagiii 4.1 - 4.3

@ Frame 6 (258 bytes on wire, 258 bytes captured) 1 4

# Ethernet II, Src: vmware_c0:00:08 (00:50:56:¢0:00:08), Dst' vmware_bc:43:94 (00 0¢:29:bc:43:94)

# Internet Protocol, Srci 192. 168.159.1 (192.168.159.1), Dst: 192.168.159.130 (192.168.159.130)

& Transmission Control Protocol, src Port: 1248 (1248), Dst Port: http (80), Seq: 1, Ack: 1, Len: 204
+ . Yo i,

Hyperte# gransfer Jprotogsl” fo g

; messageImprint
= hashAlgorithm (SHA-1)
Algorithm Id: 1.3.14.3.2.26 (SHA-1)
hashedvessage: 74AA148531E30ADD412F90EDOCACBOC26FAFDEZD k
nonce: -1760994513
certrReq: True

§ﬂﬁ 4.1 Request il 4 hashAlgorithm SHA-1 uag 1ilinsdesve Policy ID

Frame { ] es captured)
; Ethernet II, Sre: Vmware.bc 43:94 (00:0c:29:bc:43:94), Dst: \M«are_co 00:08 (00~So'56 €0:00:08)
Internet Protocol; Src: 102.168.150.130 (192.168.159.130), Dst: 192,168.159.1 (192.168.159.1)
Transmission Control. Protuco‘l Src Port: http (80), Dst Port: 1248 (1248),: ‘Seq: 1622, Ack: 205, Len: 830
[Reassembled TCP segments (2451 bytes): #8(161), #9(1460), #11(830)]
Hypertexy Transfer Protomel e, * EFMEL TV VR e
= PKIX Time Stamp Protocol i
# status
= timestampToken
contentType: 1.2.840.113549.1.7.2 (id-signedpata) %
= Signedpata
version: v3 (3)
@ digestalgorithms: 1 item
# encapContentInfo
# certificates: 2 items
= signerinfos: 1 item
= Item
version: vl (1)
@ sid: issuerandserialnumber (0)
# digestalgorithm (SHA-1)
= signedattrs: 4 items
@ Item (id-contentType)
= Item (id-signingTime)
attrType: 1.2.840.113549.1.9.5 (id-signingTime)
= attrvalues: 1 item
= SigningTime: utcTime (0)
utcTime: 0704082018252
% Item (id-messageDigest)
@ Item (id-aa-signingcertificate)
#® signatureAlgorithm (rsaencryption)
signature: B68365215EAAB762A1437F2276A4EA46072D08F60D373C5B. ..

R EIS

gﬂ‘ﬁ 4.2 time-stamp token 18910 request Tumsnaaoudodn 1
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[ request | verify 1
{ i i
Input File: |dehug.bd | | Browse
generate rqqyest il Clear

Source File = CMempidebug.td

Time-Stamp File = C:itempldebug.td.tsr

Hash Value = 74aa148531e30add412f90ed0cach9c26
Status=10

Date-Time = Mon Apr09 03:18:25 ICT 1464
MessagelmprintAlg0ID=1.3.14.3.2.26

Serial Mumber= 41080

TimeAccuracy = 60.000000

Policy=1.3.6.1.4.1.3029.54.11940 54

Nonce=-1760994513

311'71 4.3 time-stamp token ldnn request Tumanagoudon 1 1y user interface

dy Y o ! . = y
Taolunisnaaeui18i1n15e4 Time-Stamp  request  #114 SHA-1  lunisadag
0 H % 4 . ° < °
messagelmprint 11z 11301550398 Policy ID #41ilp Server #1A15A5 0T IAS 139 S9mans
a3 Time-Stamp token NamaauLmi 1 Ua1 nonce 11 time-stamp token (MINUAT nonce N

' . £ v <y v v
0411 time-stamp token FegnAvnunszINMsN Ideonuuyl
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2. minaaoulavaa request N1¥oane3iun1¥unsa$1a messagelmprint N3zvuylu'ld

a Yo ] o =
oyad, 1 ldhmsdesue Policy ID 1a q Gevzuanwadagiii 4.4 - 4.7

# Frame 87 (306 bytes on wire, 306 bytes captured)
@ Ethernet II, src: vmware_c0:00:08 (00:50:56:¢0:00:08), Dst: Vmware_bc:43:94 (00:0¢:29:bc:43:94)
# Internet Protocol, Src: 192.168.159.1 (192.168.159.1), Dst: 192.168.159.130 (192.168.159.130)
# Transmission Control Protocol, src Port: 1253 (1253) Dst Port http (80), Seq 1. Ack 1, Len: 252
& Hypertext Transfer protocol b S
= PKIX Time Stamp Protoco]
version: vi (1)

= messageImprint
3 hashalgorithm (joint-iso-ccitt.16.840.1.101.3.4.2.3)
Algorithm 1d: 2.16.840.1.101.3.4.2.3 (joint-iso-ccitt.16.840.1.101.3.4.2.3)

% BER: Dissector for 0ID:2.16.840.1.101.3.4.2.3 not implemented. contact wireshark developers ifi

hashedMessage: 407588F56A1C9B13817693E6A1B64 SELDBAAGCA7162EDS7C. . .
nonce: 973517432 [}S
certReq: True

gﬂﬁ 4.4 request N hashAlgorithm SHA-512 wag hilims¥eve Policy ID

@ Frame 54 (111 bytes on wire, 111 bytes captured) i
& Ethernet II, Src: vmware_bc:43:94 (00:0¢:29:bc:43:94), Dst: wnwarLco.oo 08 (00 50 56:c0:00:08)

@ Internet Prm:oco'l Src: 192.168.159.130 (192.168.159.130), Dst: 192,168.159.1 (192.168.159.1)

# Transmission Control Protocol, Src Port: http (80), Dst Port: 1146 (1146), Seq: 160, Ack: 222, Len: 57
: [Reassembled TCP Segments (216 bytes) #53(159). t54(57)]
Hypertext’ Transfer protocol: : *
@ HTTP/1.17200 OK\nNn- Frean

Date: Sun, 08 Apr 2007 17.21 40 GMT\r\n
server: Apache/2.0.59 (Unix) PHP/5.2.0\r\n
Content-Length: 57

Content-Type: application/timestamp-reply\r\n
\r\n
@ PKIX Tima stamp Protocol
> aLu

status: rejection (2
BER Eld 1ies beyond the end of the known sequence definition.

BER Error: This field lies beyond the end of the known sequence definition.

g‘ll‘ﬁ 4.5 time-stamp token nldan request lumsnaaovdon 2
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| request | verify |

Input Fn[%{uebugm ! Browse ]

| generate request. || ciear

Error Message digest algorithm is not supported.

31]‘71 4.6 time-stamp token 7 14917 request TUMsnaaoDYeR 2 111 user interface

[Mon Apr 09 00:16:58 2007] [error] mod_tsa:3657:error:2D08507D: time stamp routin

e3:TS_RESP_GET POLICY:unacceptable policy:ts_resp sign.c:591:

[Mon Apr 09 00:16:58 2007) [erxror] mod tsa:3657:error:2D074079: time stamp routin

es:TS_RESP_create_response:response Setup error:ts resp_sign.c:468:

[Mon Apr 09 00:20:23 2007] [error] mod tsa:3659:error:2D08507D: tine stamp routin

es:T5_RESP_GET POLICY:unacceptable icv: £sp sign.c:591:

[Mon Apr N9-88+207Z3 2007 ] [error] mod_tsa:3659:error:2D074 :
_RESP_create_response:response Setup error:ts_resp sign.c:468:

Mon Apr 09 00:21:40 2007] [error] mod_tsa:3662:error:2D074079: time

SP_create_response:response Setup error:ts_resp sign.c:468:

stamp routin

311 4.7 Log apache 193511 185 request #1 18 1umsnageuiod 2
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nnramnagey szu liansaads time-stamp token 1iiloannlumsnaaoudei
211 Widen¥an03ity sHA-512 Tunsadas messagelmprint 93 UUDYAIATREY SHA-,
MD5 #1011 YIHANIABUNTLIZITITY 2 Fagilii 45

3. manaaouTauda request 7N 1¥5ane37iufi191un1s 19 messagelmprint Aszu'ld

a o . = a 4 o al
oA, 11350398 Policy ID iszuy IRoyd Faszuansnadegil 4.8 - 4.10

& Frame 105 (271 bytes on wire, 271 bytes captured)
#® Ethernet II, Src: vmware_c0:00:08 (00:50:56:c0:00:08), Dst: vmware_bc:43:94 (00:0c:29:bc:43:94)
# Internet Protocol, Src: 192.168.159.1 (192.168.159.1), Dst: 192.168.159.130 (192.168.159.130)

; Transmission Control Protocol, Src Port: 1255 (1255), Dst Port: http (80), Seq: 1, Ack: 1, Len: 217
Hypertext Transfer protocol : . -
PKIX Time stamp Protocol

version: vi (1)
= messageImprint

= hashalgorithm (SHA-1)

Algorithm Id: 1.3.14.3.2.26 (SHA-1)
hashedMessage: 74AA148531E30ADD412F90EDOCAC!

R

BOC26FAFDE7D

917

s i g
nonce: 552
certReq: True

31 4.8 request 7] hashAlgorithm SHA-1 4221550998 Policy ID V152 UU0YA

Frame 110 (884 bytes on wire; /884 bytes captured) = g e e W

Ethernet II, Src: vmware_bc:43:94 (00:0c:20:b¢:43:94), Dst: Vmware_c0:00:08 (00:50:56:c0:00:08)

@ Internet Protocol, Src:i 192.168.159.130 (192.168.159,130), Dst: 192.168.159.1 (192,168.159.1)

# Transmission Control Protocol, src Port: http (80), DSt Port: 1255 (2255), Seq: 1622; Ack: 218, Len: 830
# [Reassembled TCP Segments (2451 bytes): #107(161), #108(1460), #110(830)]

oW

Hypert@aiTrapster PrRpstoYl L. I TITIAC aklAe y B eE
2 PKIX Timeistamp Protodod %/ o™ 2@ FLiEm e TR e { £

& status

= timestampToken

contentType: 1.2.840.113549.1.7.2 (id-signedpata)
@ Signedpata
version: v3 (3)
digestAlgorithms: 1 item
encapcontentInfo
certificates: 2 items t@
signerinfos: 1 qtem
= Item

version: vi (1)
. sid: issuerandserialNumber (0)
: digestalgorithm (SHA=1)
: signedattrs: 4 jtems

# Item (id-contentType)

= Item (id-signingTime)

attrType: 1.2.840.113549.1.9.5 (id-signingTime)
= attrvalues: 1 item

SigningTime: utcTime (0)

[

0w

(id-messageDigest)
# Item (id-aa-signingcertificate)
; signatureAlgorithm (rsaEncryption)
signature: 4571E0E702C81FBFOASE7AAOAO6FE3EE3D907C291B8CSSEB. . .

e

31 4.9 time-stamp token 7118917 request Tumsnaaeudof 3
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[ request | verify |

Input File: |debug bt |

Source File = Citempldebug td

Time-Stamp File = Cltempidebug. bd tsr

Hash Value = 7433148531 e303dd4ff9l]ed0cacb9026
Status =0

Date-Time = Mon Apr 09 03:38:331CT 1464
MessagelmprintAlgOlD =1.3.14.3.2.26

Serial Number = 41081

TimeAccuracy = 60.000000

Policy=1.3.6.1.41.3029.54.11940 54

Monce = 552397917

& i e

gﬂﬁ 4.10 time-stamp token 18910 request lunisnaaeudon 3 1u user interface

v
Tumsnaaeado 3 fiez 19 sHA-1 Wludanesiiulunis a¥1e messagelmprint tazih
L8 )" 4 P
1338390 Policy ID “1.3.6.1.3029.54.11940.54” Aa31)t 4.8 diilu Policy 1D Nszuvoyga 13
111932 UUNIATIVADY Time-Stamp request 114734 18117139579 Time-Stamp Token tiag¥i

mydanauIndediove uaasaziii 4.9 uag 31 4.10
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a R

4. minaaoulauds request lF8ane3Tiui ¥ unsadhe messagelmprint Hiszun'ld

a o { 1 a é o d'
oA 11M3¥eaue Policy ID Aiszuuliildeyand davzuanwwadaglii 4.1 - 4.14

# Frame 137 (269 bytes on wire, 269 bytes captured)

& Ethernet II, Src: vmware_c0:00:08 (00:50:56:c0:00:08), Dst: vmware_bc:43:94 (00:0¢:29:bc:43:94)

# Internet Protocol, Src: 192.168.159.1 (192.168.159.1), Dst: 192.168.159.130 (192.168.159.130)
Src Port: 1257 (1257), Dst Port: http (80), Seq: 1, Ack: 5

@ Transmission Control Protocol,

& PKIX Time Stamp Protocol
version: vl (1)
= messageImprint
= hashalgorithm (SHA-1)
Algorithm 1d: 1.3.14.3.2.26 (SHA-1)
he 74AA148531E30ADD412FS0EDOCACBOC2 6FAFDE7D

nonce: -1054763216
certReq: True

31 4.11 request fifimsfoave Policy ID Mszuy liioyaa

[# Frame 140 (104 bytes on wire; 104 bytes captured) Sy %
# Ethernet II, Spc: vmware_bci43:94 (00:0c:29:bc:43:94); Dst: Vmware_c0:00:08 (00:50:56:c0:00:08)

[# Internet Protgcol, Srct 192.168.159,130 (192.168.159.130), Dst: 192,168.159.1 (192,168.159.1)

£ Transmission Control Protocol, Src Port: http (80), Dst Port: 1257 (1257), seq: 160, Ack: 216, Len: 50

# [Reassembled TCP Segments (209 bytes): HSQQSQ), #140(50)]
. Hypertext Transfer proto oG e
# HTTR/1/1/ 200 OKNGXA N A T O\ D

Date: sun, 08 Apr 2007 :42:51 GMT\r\n

server: Apache/2.0.59 (Unix) PHP/5.2.0\r\n

Content-Length: 50

content-Type: application/timestamp-reply\rin

\r\n

’

BEw @ ETd 1ies beyond the end of the known sequence definition.
BER Error: This field Ties beyond the end of the known sequence definition.

31 4.12 time-stamp token 118910 request Iumsnaaoutod 4




[ request | verity |

Input File: dehug.bd ; | Browse I

generate request CIBQI'

Error :Requested policy is not supported.l

53

§1Jﬁ 4.13 time-stamp token nlgan request Tumsnaaoudon 3 1 user interface

[Mop dpe—G9=-0UTI6: 58 2007) [error] mod_tsa:3657:error:2D08507D:
es:TS_RESP_GET_POLICY:unacceptable policy: ts_resp sign.c:591:
00:16:58 2007] [error] mod_tsa:3657:error: 2D07A079: tine
€s:T5_RESP_create responser TCS _S1gn.c:468:
[Mon Apr 09 00:20:23 2007] [error] mod_tsa:3659:error:2D08507D: time
es:T5_RESP_GET POLICY:unacceptable policy:ts_resp_sign.c:591:
[Mon Apr 09 00:20:23 2007] [error] mod_tsa:3659:error:2D074079: time
es:T5_RESP_create_response:response Setup error:ts_resp_sign.c:468:
[Mon Apr 09 00:21:40 2007] [error] mod tsa:3662:error:2D074079: time
es:T5_RESP_create_response:response Setup error:ts_resp_sign.c:468:
[Mon Apr 09 03:36:32 2007] [error] mod_tsa:3657:error:2D074079: time
es:TS_RESP_create_response: Lesponse sSetup error:ts_resp sign.c:468:
[Mon Apr 09 03:42:51 2007] [error] mod_tsa:3659:error:2D08507D: time
e5:TS_RESP_GET_POLICY:unacceptable policy:ts_resp_sign.c:591:
[Mon Apr 09 03:42:51 2007] [error] mod_tsa:3659:error:2D074079: tine
es:T5_RESP_create_response:response Setup error:ts_resp_sign.c:468:

stamp

stamp

stamp

stamp

stamp

stamp

routin

routin

routin

routin

routin

routin

gﬂﬁ 4.14 log apache Weszuu'ldsy request ﬁ'lﬁ'“lumswﬂaam’faﬁ 4
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nARaMInaaey szuy luiansoads time-stamp token 1090 lumsnaaeudon
4
o £ a
4 11 181111539990 Policy ID “1.3.6.1.4.1.54.11940.10" Fa3zunoyaalive Policy ID

A o 1 o e 4
“1.3.6.1.4.1.54.11940.54” 39D IULVYDINAADUNAUNINDY 2 ﬂﬂiﬂﬁ 4.12

4.3.1 mmnaauimfh’t’ Adobe Acrobat Professional 7.0

1. imsase'lWd PDF

File  Edit View Document Comments Tools Advanced Window Help
gj Open... CtrH+0 E i

=9 crestepog e Tt
i:; Organizer \ _@iom ;jultiple Files...
2] Emall.., @ From Scanner...
i | T From Web Page... Shift-+Ctrl+0
“tvigs | 3 From Clipboard Image
Shiftgiries
Redure File Size, |
&?} Send for Review. .. >
Form Data »
DocumBr Properties, « ChdR-D

Shitt-eChrisg

CiR

ClrisY

3N 4.15 maideon Wi T adradu W ppF
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aa o

; \ 4 o
2. iea$13'1Wd PDF udahimsasaneiledensiialyisy 1Ws PDF

Create a Blank Signature Field

TATTIATLAT memsamcimenint lfﬁ‘iﬂ
ot rlpisuithansgviuun T
. W S Y. AT P - B
AR, S ¥ Situibiatg Bt SHat
” 3
UBE MOS Wi 67 timewrams mauent P fannzarurr sl B snn et s faears it 5481

How To...Sign

%3 MDE whrrfiaerneing bmcstaes sien

- = oy, ) o - :

WREIFAMINIRY TEI VY NI tencwtamp gRY
g Sosctedl

hm-“m

Nenze PErarassnunialy Fdirmra srsutings nonce Sayl fmemaorms reauent 1 lsiadhs
Reafaicy ¥omrrnnzsuvidonsiais Ssis, 0 fgnfandslu Soligndzy sl paic, 10 8
ReqCor arvesainlinm¥sns Corifzms Wi widdinmis maseirasls Confizas 2t
trmzasame sthor B3
Sz W s zeatar e TN et sohien

25901281 Simcmtamp oken s# 3R awrinny DRI et key y2 a5 RS0 Senamms
32T TaRRRNL Sme-marms toien SWHIEATSE SHAINHRSAS nryption B2 H1as hash G
s dgien 338 SHAT WRIVARTT Srerme Sandancitu REA

Hasian st kzn T30 e Sfng fimemame ssien aslg IR
Exiufriahanearis ime-viame shken rdUl a0z Dot PFasrasedasd trme-
smme tover dngrdasitaly Toasenacudvi

Pr3Raes Peliey 1D 3egrdzsitaly Fadienetarazl

sz Sresfuss ik L s T p——" =, 7

Rrvazy Cesfeas Hagh Gmestame iicn ol Certfiones SUnA2EnTel

— S
o

3N 4.16 uansmsasanviiodoanialiiylWg por



o A @ ad a 74 A A
3. ‘n1msman‘l‘ui1J5mamnmauﬂﬁmammuuwe

Name . Issuer

aa o

A

a

A Investor1 Test OTP CA for Bangkok M..
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4. uﬁmwamsmawuwa“ w%’auﬂum Time-Stamp

o

L= A aa Aa
SWﬁleUﬂ‘llﬂ\ﬁ'wUE)‘lfﬂﬂWlﬁﬂ msﬂsvnunmuﬂmmgﬂw 4.17

wmw

2 ~0won vc""-’ﬂ

1
-

31N 4.18 31002180Av04 Time-Stamp vosmeiloFons

€
2
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= A e =
Y0314 Time-Stamp request MAAIINMITDIVOVBY Acrobat 319 SHA-1 Tuganesiu

Tumsa$1s messagelmprint uaAsRag 4.19

Frame 6 (327 bytes on wire, 327 bytes captured)
Ethernet II, Src: vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Vmware_bc:43:04 (00:0c:29:bc:43:94)
Internet Protocol, Src: 192.168.159.1 (192.168.159.1), Dst: 192.168.150.130 (192.168.159.130)
Transmission Control Protocol, Src Port: 1853 (1853), Dst Port: http (80), seq: 1, Ack: 1, Len: 273
Hypertext Transfer Protocol
# POST /tsa/ HTTR/L.1\r\n .

Accept: ¥/*\r\n

Content-Type: application/timestamp-query\r\n

Content-Length: 53 [}S

Character-encoding: binary\r\n

User-aAgent: PPKHandler\r\n

Host: tsa.proj.dev\r\n

Connection: Keep-Alive\r\n

Cache-Control: no-cache\r\n

\r\n
= PKIX Time Stamp Protocol

version: vi (1)
& messageImprint

= hashalgorithm (SHA-1)

Algorithm Id: 1.3.14.3.2.26 (SHA-1)
hashedvessage: F45B74FAD2858A0FC2E912BAD44FROCES SFFEE1A
nonce: 503460339

L____certReq: True

® W W

) &

31.]‘31 4.19 Time-Stamp request MAn91n Acrobat

: ¢ y <
e mi’n’aga“lu Time-Stamp token na19910 Time-Stamp request YD Acrobat %43)

12010301909 Time-Stamp request Ngndns fagilii 4.20

& Frame 11 (888 bytes on wire, 888 bytes captured) - i T ;

® Ethernet II, Src: vmware_bc:43:94 (00:0C:29% 343:94), DstT: vmware_c0:00:08 (00:50256:€0:00:08)

#® Internet Protocol, Sr¢y 192.168.153.130 (192.168.159.130), Dst: 192.168.159.1 (192.168.159.1)

® Transmission Control Protocol, 'Src Port: http (80), Dst Port: 1853 (1853), Seq: 1679, Ack: 274, Len: 834

® assembled TCP se (2812 bytes): #8(218), #9(1460), #11(834)]
= PKIX Time Stamp Protocol
& status
status: granted (0)
& timeStampToken

contentType: 1.2.840.113549.1.7.2 (id-signedpata)
= Signedpata
version: v3 (3)
digestAlgorithms: 1 item
encapcontentIinfo
certificates: 2 items
signerinfos: 1 item
= Item
version: vi (1)
sid: issuerandserialnumber (0)
: digestAlgorithm (SHA-1)
: signedattrs: 4 items

® Item (id-contentType)

= Item (id-signingTime)

attrType: 1.2.840.113549.1.9.5 (id-signingTime)
@ attrvalues: 1 item
& SigningTime: utcTime (0)

# Item (id-messageDigest)

# Item (id-aa-signingcertificate)
; signaturealgorithm (rsaencryption)
signature: ODF593EAE7C74 8891684 742C1203D24 2F44CA3E6OFCFO61B. . .

oW

&

W

W

&

31N 4.20 Time-Stamp token MAA1NDIYOIN Acrobat
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43.3 aplwamanaaey
vnMsnAaeUagy 1891 Time-Stamp Sever amsaIfuSMsdsziunal@fdeidle
Time-Stamp request ﬁugnﬁ’mmuﬁé’iﬁ'ﬁmsf‘hwuﬂ"l’i uaz liensalduSmsdseium
1881 Time-Stamp  request guﬂﬁgﬂﬁ'mmuﬁé’iﬁ’n?msﬁmuﬂ"l"J' $9A39AWIATFIU RFC

3161 (Internet X.509 Public Key Infrastructure: Time-Stamp Protocol)
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5.4 Yatauauuz I UM INANAD
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MANUIIN N

L4
W/

a2
JunouUMIAanallsunsu

1. msdasalilsunsaszuy Time-Stamp Server
1.1 aﬂél"ﬁ Web Server Apache
imsuan' g tar xvz hitpd-2.0.59.tar.gz muAdedeene
gumaums config iofiayimg install
. ./conﬁgure --prefix=/usr/local/apache \

--enable-so \
--enable-cgi \
--enable-info  \
--enable-rewrite \
--enable-speling \
--enable-usertrack \
--enable-deflate \
--enable-ssl \
--enable-mime-magic

19174 install , make (1a% make install AR

1.2 111M13 patch openssl Uag install openssl
Mmsuania openssl O patch ts ﬁ source YD4 openssl
gzip -cd openssl-0.9.8c.tar.gz | tar xf—
gzip -cd ts-20060923-0_9_8c-patch.gz | patch -p1
configure Lﬁﬂﬁ‘lﬂ‘li aﬂgﬁ openssl
Jconfig —prefix=/ust/local/openssl

]
o/

1¥ida install , make 141 make install R

63



1.3 911115 mod Apache

WiMsuan IWd mod tsa

gzip -cd mod_tsa-20060923.tar | tar xf —

11719 install make OPENSSL=/ust/local/openssl

1.4 M3 configure Apache

1N3A include /home/TSA/conf/tsa.conf Tu'lWa httpd.conf 499 Apache

° A -3 o) 1
1.5 M09 configure tsa.conf mmmiﬂm‘lﬁmnmﬂuw

<IfModule mod_tsa.c>

#
# Assign the tsa handler to a URL.
#
<Location /tsa>
SetHandler tsa
Order allow,deny
Allow from all

</Location>

#

# File for storing serial numbers for time stamp response generation.
# The file is updated every time a response is generated.

# If the file does not exist mod_tsa tries to create and initialise

# it with 0. Default is conf/tsaserial.

#

TSASerialFile /home/TSA/pointer/tsaserial

#

# The identifier of the OpenSSL engine to use for cryptographic
operations.

# The signing private key must be available on this engine. Any engine
types

# supported by OpenSSL can be specified here, specify "builtin" for

# the default software engine. Default is builtin.

+H
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# Certificate path for the TSA signing certificate excluding the TSA cert.

# The TSA certificate and these certificates are included in the SignedData
# if the time stamp query requests it. Default is the empty certificate path.
#

TSACertificateChain /home/TSA/chain/ca.pem

#

# The private key of the TSA, it must match the public key of

# the TSA certificate. Default is confitsakey.pem.

#

TSAKey /home/TSA/key/TSA_KEY_DECRYPT.pem

#

# This switch specifies if the TSA private key is protected by a passphrase.
# If this switch is turned on a passphrase must be entered when mod_tsa is
# being initialised. Default is Off.

#

TSAKeyPassPhrase OFF

#

# The OID of the default TSA policy that is used in responses

# if the request does not specify any policy. There is no default.

#

TSADefaultPolicy 1.3.6.1.4.1.3029.54.11940.54

#

# List of TSA policy OIDs that are acceptable by the TSA in addition to

# the default policy. These are returned only if the client explicitly

# requests one of them. The default is empty list.

#

TSAPolicies 1.1.3 1.1.4

# List of message digests that the TSA accepts. The supported algorithms:
# md2 md4 md5 sha sha1 mdc2 ripemd160. Default is sha1.

#

TSAMessageDigests sha1 md5

#

65



# Accuracy of the TSA time source in seconds, milliseconds and microseconds.

# Defaultis 0 0 0.

#

TSAAccuracy 60 0 0

#

# Specifies the maximum number of digits, which represent the fraction of
# seconds, that need to be included in the time field. The trailing zeroes
# must be removed from the time, so there might actually be fewer digits,
# or no fraction of seconds at all. The maximum permitted value is 6.

# Defaultis 0.

#

TSACIlockPrecisionDigits 0

#

# Specifies whether the ordering field should be set in time stamp responses.
# Default is Off.

#

TSAOrdering Off

#

# Specifies if the TSA name should be included in the responses.

# If this switched is turned on the subject name of the TSA certificate will be
# included in the time stamp response as the TSA name. Default is Off.

#

TSAIncludeName On

#

# Specifies if ESS certificate identifiers should be included for

# the certificate chain as well beside the signing certificate. The certificate
# identifier list is generated based on the certificates specified by

# TSACertificateChain. If this flag is turned off only the signing certificate
# identifier is included in the ESS SigningCertificate signed attribute.

# Default is Off.

TSAESSCertldChain On

66
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# Specifies the module used for storing the time stamp tokens. Available

# options: None, MySQL, FireBird, PostgreSQL. Default is None.

#

TSADBModule MySQL

#

# (Only if TSADBModule is MySQL) Specifies the IP address or DNS of the MySQL
# host used for storing the time stamp tokens. Default is localhost.

#

TSAMySQLHost localhost

#

# (Only if TSADBModule is MySQL) Specifies the TCP port on which MySQL is
# listening. Not used if server is localhost. Default is 3306.
#

TSAMySQLPort 3306

#

# (Only if TSADBModule is MySQL) Specifies the local UNIX domain socket

# on which MySQL is listening. Used only if MySQLL is running on the localhost.
# Default is tmp/mysql.sock.

TSAMySQLUnixSocket /tmp/mysql.sock

#

# (Only if TSADBModule is MySQL) The MySQL user name to be used for connecting
# to the database. Default is tsa.

#

TSAMySQLUser tsa_admin

#

# (Only if TSADBModule is MySQL) Name of the MySQL database for

# storing the tokens, Default is tsa.

#

TSAMySQLDatabase TSA_Project

#

# (Only if TSADBModule is MySQL) Specifies whether a password must be entered
# at startup for connecting to the MySQL database. Default is Off.

#

TSAMySQLPassPhrase On
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1. Tdsunsudsgsiunan utamsvaueendly 2 du fe
1. 891917158319 Time-Stamp Request

2. 8IUIN15ATIVAOY Time-Stamp Token

@ ° o o o o J
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