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ABSTRACT

i In recent years, Virtual Private Networks have become the de facto standard for secure
" remote access. They enable teleworkers, day extenders and business partners access to corporate
I network resources across un-trusted networks. So in this project will present the application that
has functionality create Virtual Private Network that is “OpenVPN”, a freeware SSL VPN based.
This application has only been configured by using configuration file of Command Line Interface,
it is very difficult to configure and manage the system. And the process of key distribution is
" insecure and hardly deploy. So this project will develop the web-based for manage OpenVPN
' called “Virtual Private Network Management System”. In the analysis and design part, the
' representation of the program being introduced is the OpenVPN which VPN Server is working on
' the web server. The management will be controlled through the web browser on a client side.
Users from the client side that authenticated via Microsoft Active Directory are able to request
their certificate, download VPN Client Software and their certificate/ configuration files.
Administrators are able to manage users and server certificate/configuration files, view OpenVPN
. status and log. The benefits of this project is not merely to reduce the difficulty in system
¢ management but it is also to gain the understanding of the OpenVPN principle and the

i
- development of VPN management too.
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London's public key

Message Message

Foeg

Encryption with
London's public key

Decryption with /

London's private key

asd 234H asd 234H
EKNYX ——transport through tunnel—» FKNYX
Sydney London

encrypted message
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E2.6 OpenVPN
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31 2.6 msdedfoyaves OpenVPN fu UDP



2.6.1

2.6.2

i

14

AUTHIAYS Open VPN
° I'4
a11130%19 TueALLL IP Packet 1103 Ethernet frame 19
a @ @ o . z [~ . -
fanutasassluszavuilesins (Preventive) 190715 19UAUIY active LAY passive
a o tal o o g
#1 chroot environment tazaN3aludnivodidsssua1lf ndewn itialize
dusaudn
3 1 ad o s
1 Load Balance n38ifill VPN 1350 snainda
avueyunisidsialugiuu Pre-shared Keys Ung Certificated Keys
miuayunsiia lugluuy HMAC Authentication
- o A = 1
mivayumsiudadoyaieaailsinamsesinsyunies
° & 1 o o (3] o
1 DHCP tieusns1e'1Uds vee laaud Tihezifumsiimua route, DNS, WINS
2 [ 4 .
mmmsﬂnmﬂmmnmn road-warrior
(] dt .
VI‘IQIUQFIN‘IL! Network Address Translation (NAT) 4

¥ Avarnnarounaanesy 194 Linux, FreeBSD, Windows 11uéu

HanM 31119149849 Open VPN

OpenVPN 191152 AY Application Layer (14 TCPAIP  Model) Taonsld ssL

A L L
(Secure Socket Layer) af@iougawamuiiu TLS (Transport Layer Security) taza31ag Tues

(Tunneling) Tav1991lnsel TUN/TAP Adapter iz Tal3 Tanea TCP/UDP lunisdadeya
1

' OpenVPN szneuday

amsihsvadeyaidinnlnawud Loy Taeld ssLTLs
TilsTaneafldlumssudedeyalaslsy Tcp v3e UDP

msadngeannlumsdideyalasld TUN/TAP Adapter

) o &’ o [ A o d’
ﬂmsmuﬁaumsa%'wqimﬂuazﬂwagaumu

Sunnuenandudadoyalilii Private network laelélefidumauiiy private uaz
taemaihulefiveunsosfioglu Private network
v y »
nasnnTunendnFuiy OpenVPN szadienuuei I lumsidhswadoyain 2 4n
o v el ¢ 1 P 1t ot o - d 4 dy v o’:
Tagduusnegh lnaoua drusuiidossgninowiEsniies gyuen lduniuuen
<o

WaN¥UUD3 OpenSSL Library

[ o ad o u’l' o
Tumsdadoyanin laaeud lfudivnesitusaidhsiadeyauuy Rsa

4 o < o v A 4 &

disdoyagnidrsimaSeNezgnaariu adapter A1 lun1sadr9gTued Tag adapter Wy

il 2 Y Ais TUN uag TAP



15

. . . A ¥ A Y M A
TUN fﬂu Virtual Point-to-Point network adapter unu‘mquimﬂ‘law (i

) a o 3 - s & g v Y to w ° '
Tunneling) Iﬂﬂua“ﬂlﬂ‘”uﬂ‘]uuazﬂmuvlﬂ‘WUWﬂlﬂﬂP‘nu TUN 98011 UM TN NIUNTY TUN

A o o Y A A LY o ] A d o v n’;‘
ﬂﬂ"n'l\‘l'mvlﬁi'lﬂli’l UANYDITYND mmﬁqumimammu"lawuwmﬂmmuu

TAP 1314 Virtual Ethernet network adapter ITMY#And 10y TUN ifisaugdiewdnsy

° 9 A A oA < d 1 Y Ao w ° ' A o
%zvn"uTnﬂTuuaxl”ﬂualﬂﬂituﬂlﬂiuﬂ1u TAP 999V IUNMINNIUFTIU TAP ﬂﬂﬁu'ﬂﬁuu

a3 lFauTilsTaneaduafilile e W lefBnd aPX) voe Novell Hudu ualidaidefio

M9uFn TUN

¥ L4 »
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Kernel Network Drivers
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Wllud lualu Wdaouiln (File Configure) 35 ar0eAon13 14 Command line Tun15ud lusi
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HEBBERBBBUBEHUBBEBRHSEURBHBUBRRBBBRERRURBBRBHBRES
# Sample OpenVPN 2.0 config file for
# multi-client server.

This file is for the server side
of a many-clients <-> one-server
OpenVPN configuration.

#
#
#
#
#

OpenVPN also supports

single-machine <-> single-machine
configurations (See the Examples page
on the web site for more info).

or Linux/BSD systems. Remember on

Vindows to guote pathnames and use

double backslashes, e.g.:

"C:\\Program Files\\OpenVPN\\config\\foo.key"

Comments are preceded with '#' or ';!'

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
BUBHBEBBBBRURBEEBUBBBUBHBHBBEBRABBRBBRARRRARARS

#
#
#
#
#
#
#
This config should work on Windows #
#
#
#
#
#
#
#

# Which local IP address should OpenVPN
# listen on? {optional)
;local a.b.c.d

# Which TCP/UDP port should OpenVPN listen on?
# If you want to run multiple OpenVPN instances
# on the same machine, use a different port
# number for each one. You will need to

# open up this port on your firewall.

port 1194

# TCP or UDP server?
:proto tcp
proto udp

710 2.8 fande IndneulnuuiFi Wizesues OpenVPN

BEEBBEBERRERHBBRBRERRBRERRABRBHBUBHERBBRHBHIRY
Sample client-side OpenVPN 2.0 config file #
for connecting to multi-client server.

#

#

#

# This configuration can be used by multiple
# clients, hovever each client should have

# its own cert and key files.
#
#
#
#

On Windows, you might want to rename this
file so it has a .ovpn extension
HUBBRHBBRBBARRBBRBBRERBBBRBBEEUBUBHBRABBURREY

I A I I B W I A

# Specify that we are a client and that we

# will be pulling certain config file directives
# from the server.

client

# Use the same setting as you are using on

# the server.

# On most systems, the VPN will not function
# unless you partially or fully disable

# the firewall for the TUN/TAP interface.
;dev tap

dev tun

# Windows needs the TAP-Win32 adapter name
# from the Network Connections panel

# if you have more than one. On XP SP2,

# you may need to disable the firewall

# for the TAP adapter.

;dev-node MyTap

# Are we connecting to a TCP or

# UDP server? Use the same setting as
# on the server.

:proto tcp

51 2.9 fedn Idneuilnuu lnaeunves OpenVPN
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mssanisszuumievisailoududllaold Command line SEidunsde
Command line (BsAMIszumATevwiailoududilaunse 49 OpenVEN 98
fawSouamnimeanqwion1ila msigsaituinilunsainezudlunde
needdu udining daunsianmeszumniotieuinlg3snsud T Ing
aoufinlunsAase iiedquaszuudesnisudlu/founlasimnaiiae il
s2UUATPV18A9L e Command Line 11115153 OpenVPN 11 Kernel -
szuuiezsman Idnouitnlumissaaiithses dauglinuvesmsldmda
994 OpenVPN e ]

openvpn [ -help ]

openvpn [ -genkey ][ --secret file ]

264 M3NINAVSI OpenVPN

[ 4 E 4
dmsumsdsHaues OpenVPN  Huaunsanldndesuyufie nuuduaNIAs

(Symmetric or Shared/ Secret key) UazlUUBANNINT (Asymmetric) T4 X.509 Certificate

Y y {1 { { ad 4
UV Shared/ Secret Key Madnsauuniifiuuuuiidwige Tnsiuginnesad
4 2 2 4. C z
Secret key @il static key Vun1 ntufthlineiadalnaeud viniud
v 1 4 y

aftaly IdneudinliszyAnn secretkey i Avzamnsaldonld unuiiided

3 3 o o -
Aot uaiidoidedionnutlasatsdunsizdiilasien key TAannsaldauld
10 wazdeidvoneduie Lisunsefiguinaauvesdldla

¥ ]
WUL X.509 Certificate msidswamuuiidlunuuiiinnlaeadsge aunse
P=S o o o o o .
Agnidinuvesdldauld Taverdundnn19viauees Public Key Infrastructure
2 o g
KD Falumsimanmuniiezlsznoudiy
o . A . oo 4 g
= 13151504 (Certificate) 130 public key voudivirosuas lnawududas
519
. ad 4 d 0
®  Private key Y0uF 300510z InnlouALdDT I
B 99;5U5849 (Certificate) Uag key Y94 Master Certificate Authority (CA) e

14 sign lu§usesveadiviesuas lnaeududazse

o iad '3 ; 1 o
TunISR UL X509 Certificate NFINIIDTADIATI9 CA 1Az key YUUINDUNAS

e’:’ -3 LY . ad N . .
nniunadeluiuses (Certificate) voudsniresuas lnnoud 147 sign (Self-sign Certificate)

o o S ad ¢ ¢ ¢ S Qe gl o '
Waulufusewesmasinnesuas lndioud aimiumirIndnsuilufien key uag certificate
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voslnaeua Wiy PimTenaeud aimiudud lusr Idaeufinldgndestaesannsald

aw'ld et aneuiinlumslden Cerificate uarasAsgal 2.10

if you hava set up more than one TAP-win32 adapter
# On your system, you must refer to 1t by name.
; dev-node my-tap

You can generate a static OpenvPN key
by selacting the Gaenerata Kay option
in the start menu.

rd
# YOU can also _Qgenerate key. txt manually

# with the following command:
#  openvpn ——genkey --sacrat key. txt
&

# kay must match on both ends of the connaction,
s0 you should generate 1t on one machine and
copy it to the other over a secure medium.

# Place key.txt 1n the same directory as this
conF"lg file.
sacrat key.txt

dh keys/dh2048. pam

a kegs/i:a.cr't
cert keys/vPN-Server.art

ey keys //PN-Sarvar. key

g1l 2.10 Frede Idneuitnluns1dlususes

2.65 YBIAHUSS OpenVPN
a Ay Y 3 ' 9 8/ ° b 4 =
® ‘lumsimmsszuumsamcﬂuﬂ%quuuuaaumamnmnz@"uasznmnﬂumm

AMAUIAGI OpenVPN WoauAdT Teszaunsasansszuuld ihedums

ud oI dneuinusen1s1¢ Command Line

=Y

L LY -3 1 o é i Ld
o imiuayumsiieus st PSec VPN Futhunasgfiton 1duilegiu

o lifigwandedudlduuunsmialumsusmsiams
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OpenVPN 1113071118 Taoid l1lfiuny OpenVPN Service 91n1i11A0N Manage OpenVPN

Service 1AnAJY Restart Aauaadlugui 5.14

Current 1053!1 : admin Loz Out

Manage OpenVPN Service

You can "Start" "Stop" or "Restart” OpenVPN Service.

Stop | [ Start | Restart |

'ownload Open VPN

tms:maz.xse.x.w;vm}sfserwcefam‘php \ - 3 lemot 100% v

517 5.14 niheemsdan1siwe3ITVBe OpenVPN

v : e A 9 ) x) o W ¥ v
mindesmsganmghvasiiilandeudodilFauegine aunsasin 1d Taoda 1

' v '
ity Status and Log 9IN1UIABN View OpenVPN Status HaRIA31IT 5.15

Current login : admin [Log Ou]

OpenVPN CLIENT LIST

Updated, Wed Sep 19 22:54:04 2007

Common Name Real Address Bytes Received Bytes Sent.Connected Since
ROUTING TABLE

Virtual Address,Common Name Real Address Last Ref

GLOBAL STATS

Max beast'mcast queue length,0

END

~ttps:/{192.168.1.99)vpnms]viewstatus.php & € Internet * 100% ~

310 5.15 n11199M3ADIULYDI OpenVPN
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q o : 2
WINABIN139ABNYDY OpenVPN A 111350711 14 laondr Ty Status and Log 91n1iu

19N View OpenVPN Log Aaaadluzii 5.16

Current login : admin [Loe Out]

Wed Sep 19 21:51:52 2007 OpenVPN 2.0.9 i386-redhat-linux-gnu [SSL] [EPOLL] built on Aug 10
2007

Wed Sep 19 21:51:53 2007 Diffie-Hellman initialized with 1024 bit key

Wed Sep 19 21:51:53 2007 TLS-Auth MTU parms [ L:1541 D:138 EF:38 EB:0 ET:0 EL:0 ]
Wed Sep 19 21:51:53 2007 TUN TAP device tun0 opened

Wed Sep 19 21:51:53 2007 /sbin‘ifconfig tun0 10.8.0.1 pointopoint 10.8.0.2 mtu 1500

Wed Sep 19 21:51:54 2007 /sbin‘route add -net 10.8.0.0 netmask 255255 255.0 gw 10.8.0.2
Wed Sep 19 21:51:54 2007 Data Channel MTU parms [ L:1541 D:1450 EF:41 EB4ET:0EL:0 ]
Wed Sep 19 21:51:54 2007 UDPv4 link local (bound): [undef]:1194

Wed Sep 19 21:51:54 2007 UDP+4 link remote: fundef]

Wed Sep 19 21:51:54 2007 MULTI: multi_init called, =256 v=256

Wed Sep 19 21:51:54 2007 IFCONFIG POOL: base=10.8.0.4 size=62

Wed Sep 19 21:51:54 2007 Initialization Sequence Completed

ttps:/7192.168.1.99]vprmsviewlog.php. ‘ 2 f gg_b Internet

51 5.16 il 199M39AEN YD OpenVPN

Y o oLl ¢ 4 9y a o °o W ¥
WINABINTIIANT5¥BNALIS OpenVPN B IR ISTNI NI Inan awsaansnh1a

d' & o 4

Taoid1 1171y Download OpenVPN 1@ d9A VPN Software 3aunsnowInanvnioan Ing

VB3 19 fauaaslugiin 5.17

Current login : admin [Log Out]

Select file to upload:
Upload Now

2ktps:{/192.168.1.99/vpnms/downloadadmin.php

(8 @ neemat Koo -

= y v Wyl d de u & B el
31 5.17 nihwemsdans Iawenaus dmsuand Tnaadmsuanigege
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v o d &
windeud lFady ledves OpenvPN anunsadlilarny Link 183 OpenVPN

Help

' <
5.2 myeenuuUaIUAnReiURquasuuifiantgieyaldes19Au) (Read-Only)
wiheedmiusamsdeyad q vesszuuguanazuIMIsIsoNIIERUE A I
b4
1 = = o ' é v = '
S Tudwiiveiifladdums1Fanudosn i Full-Control #avzqdeyaldesadss ldun

o aa a o
msgdeyavesfquaszuy miglufusesdsaavesdldann mgmslivinsamilnan

=1

J J =] 9 @ @ 1 dy
%ﬂﬂﬂkni ﬂTﬁﬂﬁﬂ']‘Nngﬁgaﬂﬂﬂlﬂﬁ OpenVPN iﬂﬂuﬂu1ﬂﬂﬂﬁﬂﬂlﬂ\ﬁ$‘ﬂ'ﬂ ﬂ\‘]ﬁﬂ\‘lﬂu

o 9 { d Y v

wiheedeuiudmiudquassvuiifidnigdeyaldedrufvmdsnndendu duans

Y

Tugali 5.18

w OpenVPM Management Systef

Current login : admin] [Los Out

Welcome to OpenVPN Management for Administrator

Your permission was set to "Read-Only" and can do the following actions:
1) View accouat information and change your own password,
2) View user's certificate.

3) View status log of OpenVPN.
4) View and Download OpenVPN software

S & ntemet *100% -

! o @ o a a v
11 5.18 wiheedeusundmnnisfensudhszuudsanigioya ldedade

4 [ [ a n’
annsonldsusariuvesaupaniiouiufguassuuuuuAnsgega

]

A4 v ¥ ) & A ~ ¥ ° ¥ =
meﬂmms@ﬁuagaammuaizuumﬁmuﬂﬂuuazuimma ﬁ"lll'ﬁﬂ“ﬂ'lvlﬁyjﬂf]l‘ll'l'lﬂﬂ

e

g

1Y Account Management 1NIUABN View Account Information 914139 AILH m“lugﬂﬁ 5.19
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Current login : adminl [Loe Out

tms:msz.lsa.l.%tmm.fviewaccmﬂpm < € Internet 100% ~

4 ) 2D ¥R & ) Q‘I 9 —wl
710 5.19u v e Yeyavesdquaszunimumdmiuansgdoya ldeduden

¥ o) ' v
iledesnisgnoazidvaveslususenimuaniieg awsadhla laadh Ty User

v H
Certificate VINIUIADN View User Certificate dauaailuzin 5.20

k-

Current login : adminl [Log Out

View User Certificate

i

T ~ S e Y
s i 13

“ttps:{{192.168.1.99jvpnms/viewcert3.php - & & Internet #100% ~

1 el g v o o WY i a
51 5.20 nvheemsgluSusemnmuadmivanigdoya ldedamen
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< @ a
ﬁ'lil'liﬂﬂﬁﬂ'lu:ﬁuﬁ:ﬁﬁﬂﬂﬂlﬂﬁ OpenVPN vlﬁlﬁﬁﬂuﬂUéﬁLLﬂizUUtlUUﬂﬂﬁgﬂﬂﬂ
s o 4 a o o Y ¥
ﬂ'lﬂgl'ﬂ\iﬂﬁﬂ“lfﬂ‘ﬂmni OpenVPN Lﬁﬂ‘lﬁﬂiﬂ"liﬂTJUTﬂﬁﬂ ’d'liJ'liﬂ’d'm'ﬁﬂ‘Vl'lvlﬂIﬂU

¥l Download OpenVPN tda1den VPN Software Aduiaraalugilii 5.21

H100%  ~

#Pslmgz-mé-rl~;91Wj:rfmad-?hlrﬂ: — - H - ARXS 7 / i) @lntemet

. LLLLLLLE A VY CIEnaiat> AN MOEANATEY) bl =
11 521 wiwemsg Maserduaidmsuani Tnaadwivdnsgdoya ldedrude:

U a 1 as L4
5.3 MIvenuULTIUAARBNURIY
wihsedmsusansdeyad1e q ¥eessUUGUALAZLTHISIATBN B TBU AN
o y 4 aa dw Y Y9y 1 & Ay v y
Fu ludauieziidaddunisifoummzvesdldmniu a9ldun madesveuazqluivses
aa o o @ d o J 4
avmoavesdlfau myainilnaalralususesaz Indnouin msarninanwenauas
9
OpenVPN lasiinivendnvesssu aeae 1
3 a 3 ] a d o . o
msaenduvesdldiuziumIngeidanuen Microsoft Active Directory 108

@ o [ @ < a [ ~
nrwedeusudmiunaninaenau Awaasluglin 5.22 uag 5.23
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Current login : user03 [Log Outl

Menu Welcome to OpenVPN Management for User
ey

User Certificate

! @ o @ 4 @ 9y
g 5.22 wiheedeusudmivgldniiluivsewdd

Openv PN Managemeant Suystem

Current logn : user03 [Log Out

Menu Welcome to OpenVPN Management for User

User Certificate

There is no data in certificate table.

Du- o & Internet #100% ~
1 5.23 nihwedeusudmiudlamsdlusiluiuses

derhgszuuudgldda lifilususes munsafesveli)1dTas Uy Certificate
3 1 o [V ~
Management 910¥11A00 Request User Certificate udalddmwaavesan dwaaslugii 5.24

iuag 5.25



Current login : user03 [Loz Out

Request User Certificate

Enter vour E-mail Address:

Submit ] [Reset

ttps: mgz 153 1 mivmmfraqnstcutfumpm ) 9 Intemet *100% ~

q1lii 5.24 yihvemsesvelususes

Current login : user03 [Los Out]

Your certificate user03 was requested
successful and already sent e-mail to
administrators.

Request User Certificate
iew User Certificate

Jone & & Internet + 100% ~

51/ 5.25 wiheendinmsiesvelususes
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Aldaunsonsnaevaniuzvesluiusesldlae limy duaaslugili 5.26

Current login : user03 [Log Our]

View User Certificate

ttps:lli?Z.lﬁ&.i.?‘;lvpms!MertZ.&v @ € Internet ’ +,.100% ~

g4 5.26 wilnensgdeyalususesvesyly

9

[l v .
dldmusadildarini Inaasenduas openveN tiorirlilaads 1aTaola Ny

L

Download 11A210n VPN Software Aduaas 1ugii 5.27

S0 1001

e

h OpenVFN Maragement Spsteh

Current login : user03 [Log Out

\Y [ 11/ BB Download VPN Software

oo =~
PN software E
ertifica onfiguration

~ttps:/{192.168.1.99)vpnms{download.php o & Internet #100% ~

U1 5.27 wihwemsarnd Tnaawerlauasvesdly
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Aot larniTnaa Idluiuseas INdaoudln et T 1Few1dTauld
4 o Ja o
#1311y Download 11421290 Certificate/ Configuration Files Taomsaani Inaaseilu IWadyds

uanalugii 5.28 uag 5.29

h DOpenVFN Maragement 5ysteh
Current login : user03 [Loz Que

Download Certificate and

et Configuration Files

PN software

etificate/Configuration files 2 - . o . ) L.
‘ 4™ Your Certificate and Configuration files are contained in the zip file.

Please follow these instructions:

1. Download your Certificate and Configuration file from "Download"
button.
2. Extract the zip file to vour OpenVPN "Config" folder.

Forexample "C:Program files: OpenVPN'Config".

Download

~ttps:§192.168. 1.99)vpnms{downloadfilesform.php (& € Internet % 100% <

11/ 5.28 wiheenseni Inaa Idlususesiv Idaounvedly

Filo o a9 Ty O X 3

Do you want to open or save this file?

Name: user03.zip
Type: WinZip File, 3.84KB
From: 192.168.1.99

[ open || Savekj | Cancel |

I 2 | While files from the Intemet can be useful, some files can potentially
d harm your computer. |f you do not trust the source, do not open or
- save this file. What's the risk?

31 5.20 mihwondsmsani nan g lususesdv Inanoudlnvedly
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6.1 1n309eN ¥l umInaNIZVY

PHP, HTML, Java Script 1iun i 19l umswann Tasean
52U §1TAMS Red Hat Enterprise Linux tiuszuml§iamsnaniildlums
R TREEATM|
o ad o a wva _

Apache Web Server Miuduaswnesous :uuﬂgmms Red Hat Enterprise
Linux

vy Ale e d a wa R
MysQL ldilugudeyaBaduiusuuszuul§idnis Red Hat Enterprise
Linux

| 4 a 4 as 3
PhpMyAdmin Slududumesalumisiamigiudieya MysQL
Talsunsy OpenvPN  1HiTuddmFsNn0TUNsZUVUFITANS Red Hat
Enterprise Linux
o 1 - v A 9 a o o o ] < = oa
Microsoft Active Directory 151N 1#u5nsgaudnuaiu laisaneswesia
Tuga PHP Aenfuayuns 199714 LDAP 11ag OpenSSL
4  daa JA

T1sunsu Edit Plus ilumnaoamesn e lums@ion Tasunsy
T1)51n338 Microsoft Word 19 lumsifsuenaisilszasunisnmunlaseanu
Ta5un33 Microsoft Visio 19 lumssenuuunamniszneudesuie
Microsoft Internet Explorer 141¥uus1aesnanlumsnaseou Insaany
Lotus Notes/ Domino 141iluduadidsninesine ldmaaeulunmsddwad

Tlsunsy vMware 16 lumsadnanmuadeumsiau lumsnannssuy

6.2 MISNAUUITZTVY

6.2.1 amilaenIsuvesszuy

Vv
anilaonssuvesszuvguanazusnisiadesaaiioudud ity Juuimams

a = o - o @ dy
MIsduNAIUATEUY Taolinenilseney mm)'lﬂu

6.2.1.1 Meazana13ands senauIInlFNaNIZUY

o

@ o ' ' 4 4 I
ﬁmi‘umme’fmmiﬂ"maaﬂﬂsznammazmumqm{mnmazmﬂmnsm%’ AU

b ]
STVUIY ﬁswazmuammﬁ'mmsmum‘mﬁ 6.1
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4 ¢ ¢ ¢ do o ad o
ﬂﬁNﬁ 6.1 mwﬁmmiﬁ'mmsmnmawnﬂmmmnsm«nﬂnes OpenVPN

A a T A
msomaummas‘uwm (OpenVPN Server/ WebServer) 1 171594

miwilszurana | i Processor  NRszansanlunisissuianafiouyiviesnda
Intel Pentium 4  Clock Speed 111108071 1.5 GHz
AU vina lidind1 256 MB
g1iaaan vnaawy lidnd 10 GB
Network Interface 11 10/100 Ethernet Interface 86141108 2 ¥n
Port 1 Serial Port, 1 Parallel Port , 2 USB Port
& ey o s Jd o o
uq Fasonlasn senm Aduesa wnd
3 8‘1J‘U1Jf]ﬁ'ﬁmi Red Hat Enterprise Linux 4
4 d o w
FONALT - OpenVPN 19935%U 2.0.9

- Apache Web Server 120591 2.0.52
- MySQL 19591 4.1.12
- @wnlanyn PHP 1031 4.3.9

- OpenSSL 1193%14 0.9.7A

- OpenLDAP 139394 20213

a v % s ¢ ¢ ¢ o a4 P
MITNNN 6.2 ﬂ’nuﬁmmsmuanmmuawaﬂmmﬁmsmﬂsm‘lﬂmau‘n

A a d o0 @ v & d &
lﬂiﬂ@ﬂaﬂ‘ﬂ’llﬁﬂiiﬂ'ﬂiﬂé‘h (cnsm‘lﬂmawn) 11A399

wiwilszanawa | 3§ Processor  AtlfszAnSawlumisilszuranatfivuimieana
Tntel Pentium 4 ) Clock Speed hittoun 1.5 GHz

NUWAUE yuahidind1 256 MB

gr3aan vinanuy lidn1 30 GB

Network Interface 11 10/100 Ethernet Interface 88191700 1 in

Port 1 Serial Port, 1 Parallel Port , 2 USB Port

Buq faudugunsaliidy18ur Fasouladn vonm Adueia and

5$1J1Jﬂf]ﬁam‘5 Windows XP Professional

yonaay Microsoft Internet Explorer neY¥U 6 -i'fu'lﬂ
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a v v ¢ 7 s o | . a .
ATTNN 6.3 ANUADINIATUFIAUNTUAZFONALNIT TS LRI B9 Microsoft Active Directory

1A309RBNNUABTIIMFUITINGIBT (Microsoft Active Directory) 1103584

wuwlszuana i Processor’ nlszansamlunisiszuanaifisunimienni

Intel Pentium 4 9 Clock Speed 131{0on1 1.5 GHz

WUWANU vua'lidnd1 512 MB

giaaan wnanwy lidni 30 GB

Network Interface 11 10/100 Ethernet Interface 86191708 1 %A

Port 1 Serial Port, 1 Parallel Port , 2 USB Port
B ﬁ?:udauqﬂniafﬁﬁﬁm"lﬁmi dasoulasw vonm Aduesa und
3 zunﬂﬁﬁ'ﬁmi Microsoft Windows Server 2003 Enterprise Edition
oW - Active Directory 2003
- %9538 DNS

6.2.1.2 ailnanssunienavesszuy
m3eenuuuanilavnisunTevivesszuuguatazySmsAS e oud LG H Y

Vv g I '
i vnnsinseimsheuesssuy wuhmsheesiuaiideuds A3 6.1

Active Directory

OpenVPN Server/ Web Server

-

o

PC: Internal

Network: 192.168.1.0/24 Network: 172.19.1.0/24

PC: VPN Client

4 ] a v 1 @ 1 =3
1 6.1 amilasnssunedisvesszunguanazuimsmeviaiioudud iy

6.3 MsnameUMI¥NusLUY
Tudmvosmsmagouszuiy snareumuniadedsi
* mfesvenazmsoyianelfiasmsoonlususesvesdidon
e nadnlndneuiinvedldam

* aumnilnanwending luiuses uaz Indaouiin vesdldny
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* msonianluiuseslaeduaszuy

o a YqId a g ' 3 N |
6.3.1 fﬂi“fﬂ\ﬂu%&’Lill%1ﬂﬁﬂ‘lfﬁﬂﬂ8ul‘u1581J1JTﬂUN'mL’J‘U1J5TJl°Bf]§'lIJUQiZUUQl!.aLlﬁz

a ] v @ < o d'
uimsnsenomiloududnudy dsgili 6.2

OpenVPN Management System

[ ~ =3 a a T a v @
6.3.2 nasnnndldaudendudhszun Hd196 hifinsvelufuseunteuszuans &
6.3

e T

h OpenV/PN Management Spsheii

Current login : user03 [Loz Out

Welcome to OpenVPN Management
for User

User Certificate

There is no data in certificate table.

3 6.3 mihwedeusundudiszunvesdls
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Ed '
6.3.3 ndsmiugldanazdosvelususeslavlufinny Request User Certificate udald

Biadvesdldasludanaty Submit AsgL 6.4

Current login : user03 [Log Out

Request User Certificate

Enter your E-mail Address: user03@msc.com

HSUbV_rrt Reset

31 6.4 viheensfesve luiusesuesily

v
634 wasnmivszvuIzdimsiesvelasms ldmanaowslugrmdeyauazda

o o -
aamsFese lldedquassuy Azl 6.5-6.6

G

b Open'YFN Managemsnt Syt

Current login : user03 [Loz Our

Your certificate user03 was requested successful
and already sent e-mail to administrators.

1/ 6.5 niwendnnissvelususes
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userl3@msc.com To |admingroups@msccom
16/09/2007 10:24 cc |
Please respond to bec |
admingroups@msc.com L

Subject [You have a new certificate request for OpenVPN.

The user user03 request you to create user's certificate.
Ifyou have any issues, please reply-to user03@msc.com

" [y ' = J
51 6.6 wihsedeyanmsiesveluiusosiuduad

9
6.3.5 naannmiudldmunsaganiuzvesluiusesl@ainmy View User Certificate Aa31)

6.7

510 6.7 wihvemsqamuzluSusesved1d

e

9y
6.3.6 namiudguaszuuanseeyianielfiaslususeslfninmy Create User
& wa 1o @ ! wa ' o IS lﬂlﬂl
Certificate Feduilumsoyifezdeslasnnuiunzoyiddeiez i lususesiionghiu

fa31/h 6.8



82

- g
R

w OpenVPN Management System

Current login : admin [Log Out

Create User Certificate

The table below show the pending certificate request.

®

31 6.8 nihwemsoyiialuiusosvefld

.
=

@ - wva [ =] d &
6.3.7 nasnnidguaszuveylalususewdnzdlumsadielndneuilnuesd1d dail
Jwazidua A3 6.9
® OpenVPN Mode 9¢ii1¥1800 2 1DV AD Tun (Routed Mode) (0% Tap(Bridge
£ [—-
Mode) ¥a1untivg 14 Tun
p g
® Protocol 931 1¥liien 2 Liwufie UDP waz TCP dalunileeld upp
ad o
® Server IP Address l‘ﬂuﬂﬁi&’ul‘lﬁﬂnﬂi‘ﬂﬂﬂ OpenVPN
s ad o A a 1 9
® Port 1iUMIsEYNDTAVDUFI BT OpenVEN NazAndad o
9
® Log Level unisimuassaulumsifiuaeniididondaun 0-9
y ° [ a SR 9 v & 9 - [ g
® Cryptography Cipher (Jumsimuadanesnulunmisidhsiaddeaniiouiuns

HuFsWinesuaz laaun 1liidenAio Blowfish, AES, 3DES

h OpenVPN Management Spstsm

Current login : admin [Los Out

Create Certificate for user user03 was completed.

Create User Configuration File

user03

Tun
192.168.1.99
3

Udp &4
1194
Blowfish

abﬁgtr | Reset

31 6.9 wihwensad i Ivdneunvesdld



83

6.3.8 nﬁw1ﬂﬁé’qua5:unﬁ§'1q1u§'usmuaz"Mﬁ'ﬂﬂuﬂﬂﬁﬂu%uuﬁat’nmmq'lé'mmug
: 4 " £y » : _
View User Certificate 399z 1000014z Sumuaisudu Junuaoiguesluiuses uag List

" 2 o a o =
User’s Files #9135 1802100A 233117 6.10-6.11
® Cacrt Ao Walususeaves RootCA
®  User03.crt Ao NS U5 1599909 User03
A J ' g
®  User03.key Ao IWanauaau@Iu09 User03

®  User03.ovpn ﬁﬂ1ﬂ5ﬂ6uﬂﬂmﬂﬂ User03

P

Log Out

Menu

]

ist User's Files

i

it

fStatus and Log

g 61 wihwemsq IWdluiuseauas Idnouflnvesdld

v
v 9 9

& a o @ & 4
6.3.9 nmiuglFnudendudhszuudnass Srdvamsarn Tnaasendias OpenVPN

v o o q; @
1¥idenusy Download-> VPNSoftware usdhdeamsanni Inaa IWglususosas Indnon
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= &
Wnld 'l‘lJm:ll‘lq{ Download-> Certificate/ Configuration files 1d7nA Download Favtily Tnd

D.

¥ TaoglFudeairly extract 130 T3 config vealtsunsy OpenVPN dagili

6.12-6.15

Current login : user03 [Loz Out

vienu

Current login : user03 [Log Ou

Download Certificate and Configuration Files

Your Certificate and Configuration files are contained in the zip file

Please follow these instructions:

1. Download vour Certificate and Configuration file from ""Download" button.
2. Extract the zip file to your OpenVPN "Config" folder

For exampie "C: Program files OpenVPN Config

| Download,

311 6.13 miheemsani InaaTdlususeanas Indneuilnvosdld
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Do you want to open or save this file?

*:%_ Name: user03.zip
Type: WinZip File, 3.83KB
From: 192.168.1.99

[ Open ] l_%gv J [_Cancel ]

1“'\ Vﬂieﬂasﬁunhlmmbeusehimﬂescmmm
@ hamywcaw.lfyoudoruhwlhemce.dondopenu
b save this file. What's the risk?

i 6.14 mhwoma Indlususewns Idnouilnvesdld

Uiy Etret

= s

Extract to: | C:\Progiam Files\OpenVPN\config 7

7 ! @ ) Nokia || a
LY f |2y Online Services |
Desktog %4 Online TV Player 3 "

: =) OpenVPN
£ i3 bin |
o Sem Y
My Documents e |
| - -gbg

2 | =) sample-config |

133?; P e 1= Outlook Express ' Wl — Ry Q‘l
My Computer Files \ [] Open Explorer window

3R1G= s Holde: A § |
. : ] Overwiite existing files [ Cancel ]
oPAESNCIt: e uRieri foldél

My; @ Al fibsJickders in Srcti ] Skip oldex files
Places :

O Fles in Archive: |~ ~ 71 [¥]Use folder names ‘

1 615 wiaems extract Ildlususoans Tdneninuesdd

b4 v
6.3.10 11MiuFlanuion Connect 1 1oABY OpenVPN 1Y task bar fezautsofadedy

15205 OpenvPN 18 Rag1lii 6.16

View Log

Edit Config
Change Password
Proxy Settings

About

1) user03 is now connected.
Assigned IP: 10.8.0.6

rese agmave

31 6.16 miwemsitourediniies OpenvPN
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6.3.11 d1dquaszuud

pensonianlususesvesdldamsniildlaelunmy view User
Certificate LAINATJW Revoke N 19NABINIsBNGEN lUT VDS Aagili 6.17

Current login : admin [Log Out

View User Certificate

51l 6.17 wiheensonianlususesveed 1y

o ~ o a 1 a 1 ad o
6.3.12 naannii lususesgnonanuda 14z liawisnaadei@sniies Open VPN 1ddn

#1311 6.17-6.19

k Open'YPN Managsmant 5 pshe

Curreat login : admin [Log Out

, nu
Me ! Revoke Certificate for user user(03
was completed.

eate User Certificate
iew User Certificate
ist User's Files

DpenVPN Service

[Status and Log
Download Open VPN

31N 6.18 milvendnsenidnlususesveld
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il

O ot o003 - [T]X]

Current State: Connecting

Fri Sep 21 00:02:29 2007 VERIFY OK: depth=1, /C=TH/ST=BKK/L=LADKRABANG/0=MSC/CN=0penvpi ||
Fri Sep 21 00:02:29 2007 VERIFY OK: depth=0, /C=TH/ST=BKK/0=MSC/CN=OpenvpnServer/emailiddre
Fri Sep 21 00:03:29 2007 TLS Enor: TLS key negotiation failed to occur within 60 seconds [check your nety

Fri Sep 21 00:03:29 2007 TLS Eror: TLS handshake failed

Fri Sep 21 00:03:29 2007 TCP/UDP: Closing socket ‘
Fri Sep 21 00:03:23 2007 SIGUSR1[soft tis-error] received, process restarting |
Fri Sep 21 00:03:29 2007 Restart pause, 2 second|s) {
Fri Sep 21 00:03:31 2007 IMPORTANT: OpenVPN's default port number is now 1194, based on an official pi {
Fri Sep 21 00:03:31 2007 WARNING: No server certificate verification method has been enabled. See http: -
I Fri Sep 21 00:03:31 2007 Control Channel MTU parms [ L:1541D:138 EF:38 EB:0 ET:0 EL-0 ]
| Fri Sep 21 00:03:31 2007 Data Channel MTU parms [ L:1541 D:1450 EF:41 EB:4 ET:0EL:0 ]
| Fri Sep 21 00:03:31 2007 Local Options hash (VER=V4): '3514370b'

| Fri Sep 21 00:03:31 2007 Expected Remote Options hash [VER=V 4} '239669a8'

Fii Sep 21 00:03:31 2007 UDPv4 link local [bound}: [undef} 1134 |
Fri Sep 21 00:03:31 2007 UDPv4 link remote: 192.168.1.93:1194 =
Fri Sep 21 00:03:31 2007 TLS: Initial packet from 192.168.1.99:1194, sid=9f1391d2 563b7414 |
Fri Sep 21 00:03:31 2007 VERIFY OK: depth=1, /C=TH/ST=BKK/L=LADKRABANG/0=MSC/CN=0penvpt | i
]Fli Sep 2100:03:31 2007 VERIFY OK: depth=0, /C=TH/ST=BKK/0=MSC/CN=0penvpnServer/emailiddre L

Disconnect | Reconnect [ Hide

! -] q ' [4
31 6.19 mihedenveamaieudei lnawu

h OpenVPMN Management Syustsm

Current login : admin [Los Ourj

Thu Sep 20 23:51:49 2007 read UDPv4 [ECONNREFUSED]: Connection refused (code=111) o
Thu Sep 20 23:51:59 2007 read UDPv4 [ECONNREF USED]: Connection refused (code=11 1

Thu Sep 20 23 2007 read UDPvd [ECONNREFUSEDY}: Connection refused (code=]11)

Thu Sep 20 23:52:16 2007 user03/192.168.1.100:1194 fuser03) Inactivity tmeout (~-ping-restart), Testarting

Thu Secp 20 23:52:16 2007 uses03/192.168 11001194 SIGUSR1[soft ping-restart] recened. client-mstance restarting
FriSep 210 3 2007 MULTE: multi_create_instance called

FriSep 21 3 2007 192.168.1.100:1194 Re-using SSL TLS context

Fri Sep 21 00:37:53 2007 192.168.1.100:1194 Control Chamnel MTU parwss [ L:1541 D:138 EF-38 EB:0 ET.0 EL.0 ]
Fri Sep 21 00:37:53 2007 192.168.1.100:1194 Data Channe! MTU parms { L:1541 D:1450 EF 4] EB4 ET0 EL0}
Fri Sep 21 00:37:53 2007 192 168,1.100-1 194 Local Options hash (VER=V4): '230669a5'

FriSep 21 3 2007,192.168.1.100:1 194 Expected Remote Options hash (VER=V'4): 32143 70b'

Fii Sep 21 0037:53 2007 192.168.1.100:1194 TLS: Initial packet from 192.168.1.100:1194, sid=bea20374 09c91052
Fri Sep 21 00:37:53 2007 192168.1.100.1194 CRL CHECK

OK: C=TH ST=BRK/L=LADKRABANG O=MSC-CN=OpempnCA emailA ddress=admin Zmse com

Fri Sep 21 00:37:53 2007 192.168.1:100:1194 VERIFY OK:

depth=1, C=TH'ST=BKK.L=LADKRABANG/Q=MSC CN=OpempnCA: emailA ddress=admin Zmsc.com

FriSep 21 00:37:53 2007 192:168.1.100:1194 CRL CHECK FAILED: /C=TH ST=BKK 0=MSC CN=user03 emallAddress=user03 @msc com is
REVOKED

FriSep 21 00:37:53 2007 192.168.1.100:1194 TLS_ERROR: BIO read s _read_plaintext error- efror 140890B2:$SL
routines:SSL3_GET_CLIENT_CERTIFICATEno certificate retumed

Fri Sep 21 0037:33 2007 192,168 1.100:1194 TLS Emvor: TLS object > incoming plaintext read error

FriSep 21 ¢ 07 192.168.1.100:1194 TLS Emor; TLS handshake faled

FriSep 21 ( 007 192.168.1.100:1194 SIGUSR1{soft ds-error] received, client-instance restarting

A

£

! q y " ad ¢
311 6.20 nihvedenvesmstioudorudinimes
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1. mstaaszuysuns OpenVPN Uu3zuVUJ1AM3 Red Hat Enterprise Linux 4
L1 amdlvaswendulsein http://openvpn.net/download.htm!  Tasiaen'lWg
“openvpn-2.0.9.tar.gz”
1.2 mmfu"lﬁ'ﬁ%’ N RPM Iﬂtﬂ‘ff’ﬁﬁ#ﬁ “rpmbuild -tb openvpn-2.0.9.tar.gz”
13 mimiuliaessTno 138 “rpm -ivh openvpn-2.0.9.pm”
1.4 Ht'i’amnﬁﬂéfuﬂ%‘ﬂﬂsuﬂsufuzaglu lust/shar/doc/openvpn2.0.9 Tau1¥ copy 11l
/etc/openvpn

@ g ° ' 4 @ va o ad o
1.5 nasnmiuldnmualiioosTaves Openven a0 Inuon Iuliavsussnnes

s
afsn

2. M3anAIszuulsunsn Open VPN dmivlnaeuisz sl §iRns Windows

2.1 dudananing “Openvpn-2.0.9-gui-1.0.3-installexe” #3531/ n-1

DL NN Y N R Al AP g )

Fle Edt View Favorkes Tooks Hep ¢

Dok + T sech | - Fokders | [T

Address ) D:IKMITL-Project-Seminar\OpenYPN-Software\2.0.0 - B Vil> I3
£ Dopenvpn-2.0.9.tar.tar

File and Folder Tasks 2 £l :Qopempn-z 0.9.2ip

@]} Rename this file v

Gy Move this file

) Copy this file

&) Publish this file to the
Web

Date Created: 9/9/2550 15:39
Size: 1,06 MB

) E-mail this file
XK Delete this file

“Nthes Dlacac SRty Yt 1 [} - —
D&n(lmd.919f25501539$za 105!6 1.06 MB jmcm

gil*n a1 m3dada Tasunsy OpenVPN dw5y lnatous umoud 1
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4 '
2.2 vimiuT¥inafy Next #ag1it n-2
”,

eV U B B S et LT d ._j fﬂi

Welcome to the OpenVPN Setup
Wizard

This wizard will guide you through the installation of :
Open¥PN - an Open Source YPN package by James Yonan.
OpenV¥PN GUI - A Graphical User Interface for OpenVPN by
Mathias Sundman

My Certificate Wizard - A tool to create a certificate request
by vlada Macek

Note that the Windows version of OpenvPN will only run on
Win 2000, XP, or higher.

LNext> J[;Cancel ]

v '
g o

317 02 misdads Tusunss OpenveN dnsy lnaous dunoudi 2

v » o
2.3 nimiulinaifu 1 Agree iinovousudonnag fagui n-3
B0, 50 TR R M AR\ e @

- License Agreement
Please review the license terms before installing OpenvPN
2.0.9-gui-1,0.3.

Press Page Down to see the rest of the agreement.

DpenyPN (TM) -- An Open Source YPN daemon
Copyright (C) 2002-2005 Open¥PN Solutions LLC <info@openvpn.net> ‘
{plus Open¥PN GUI and My Certificate Wizard)

This distribution contains multiple components

of different authors. Some of the components

fall under different licenses, By using Open¥PN
or any of the bundled components enumerated

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install Open¥PN 2.0.9-gui-1.0.3.

g Backj[ I Ag’ﬁ__] Cancel

v

310 -3 ms@AadaTsunsy OpenVPN d1wsuInaouyt Yuneud 3

v v
24 nimiuliiden Tugafiezasldun “OpenVPN User-Space Component, OpenVPN

GUI, AutoStart OpenVPN GUI, OpenVPN Fule Association, OpenSSL DLLs, OpenSSL
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Utilities, TAP-Win32 Virtual Network Adapter, Add OpenVPN to Path, Add shotcut to start

menu” A931% n-4

Select the components to installfupgrade. Stop any OpenvPN or OpenVPN GUI processes or
H‘leOpenVPNserviceftisrwﬂm.

Select components to install: V] User-Space Components

| Bl A B A AR o R ah I s
[] openvPN RSA Certificate Management Scripts
OpenVPN GUI
AutoStart OpenVPN GUI

1 [ My Certificate Wizard

'] Hide the TAP-Win32 Virtual Ethernst Adapter
™~ THrEY 3 i ==
Description

Space required: 2, 1MB R R It e v D o i

I < Back E Next>i3 Cancel
4 ‘

v 4 ]
31 04 msAadsTalsunsn OpenVEN d s naiouyi Funowd 4

L4 & i‘; "'!V‘ ey ,\Y'vvvi N ) =
(i CDEVINTZ 0 5 o
- Choose Install Location
oy Choose the folder in which to install OpenvPN 2.0.9-gui-1.0.3,

Ed ] F 4
25 niniuldideningasTilsunsui luu siosfunally nstall gy

Setup will install OpenYPN 2.0.9-gui-1.0.3 inthe following folder. To install in a different
folder, click Browse and select another folder. Click Install to start the installation.

Destination Folder

< Back l Instgh I Cancel

SREORCRSARE B RS E———
e

3 0-5 M3Gada TUsunsy OpenVPN dnslnaoust Sumeud s
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2.6 MINTUTDIUNTILAAAUTTY 11dINA Next AT31N N-6
 NOPEIYPN 000 i1 R0, 3 SEtii ; S - B[%]

Installation Complete
Setup was completed successfully.
Completed
l Tt T et it i bbbl idddgdl, .‘]
Output Folder: C:\Program FilesiOpenVPN A

Extract: INSTALL-win32.txt

Extract: license.txt... 100%

Extract: openvpn.ico... 100%

Create shortcut: C:\Documents and Settings\Eakarat|Start Menu\Programs\OpenVP...
Create shortcut: C:\Documents and Settings\Eakarat\Start MenulProgramsiOpenVP. ..
Create shortcut: C:\Documents and Settings\EakaratiStart MenuPrograms|OpenVP...
Create shortcut: C:\Documents and Settings\Eakarat\Start MenuiProgramsiOpentP. ..
Create shortcut: C:\Documents and Settings\Eakarat\Start Menu\Programs\OpenVP. ..
Create shortcut: C:\Documents and SettingsiEakarat\Start Menu|Programs\Open¥P... 1
Created uninstaller; C:\Program Files\OpenyPN\Uninstall.exe
Completed

Next >

A4 .—.—-»Q “;’I— <) s 7/ foh \\ @ @ ' : b —d'
51 n-6 miAada T1sunsu OpenVPN din i lnatoun duaoui 6

1 k4 b4 '
2.7 PA1Jai Finish (N Augan13An1 AU -7
= ¥ (% 4 o %:C ¥ '!-—,:. !, ‘11 & ’5 LJA»: ‘i 28-"

Completing the OpenVPN
2.0.9-qui-1.0.3 Setup Wizard

MUY N0 P01 2 08 et

OpenVPN 2.0.9-gui-1.0.3 has been installed on your
computer.

Click Finish to close this wizard.

[C] show Readme

ooy ] [l

U n-7 m3dAada T1lsunsy OpenVPN dniulnateur Yuneui 7

2.8 A529@0UT task bar 921 loneuilsing Aegii n-8
— ’
NS LS
E 4

P a q’: ° @ d ~
51 n-8 MsAaaal1)sunsu OpenVPN d 31 lnaeumn Tuaoui 8
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= :I o L) 1 & 1 o o a e
3. mIAadTTUIQUatarYIMImTevImaileud W iR Tuuuszin)§iAn15 Red Hat
Enterprise Linux
o Aa 3 -4 ad o . -4 14
3.1 naennNANAUIFINII95 Apache PHP MySQL g PHPMyAdmin 301200
o a v v @ - 4
udr T Tdsunsuszuuquanazuimsinevinaiioududarudy Tidu'13
P d 4 4
“/uarfwww/html/vpnms” #9910 Source  code  wedlisuasufinavuall ez
a o2
sazBuaRall
4 L4 A4 [ Y
- Reat/wwwihtmlApnms Huiidy WS php Fuity TRavdnueszuyi
- Ivar/wwwi/html/vpnms/keys 1Wuiifiu IWd lususeeilduseuy

- [var/www/html/vpnms/config ni’luﬁnﬁv‘lﬂﬁ‘lu‘?f"mﬂmaz‘Mﬁﬂauﬁmméh’s‘



MANUIN Y

s k4 ~ L) v ) \ o ! =3
quams‘lmmixuugummzu5msmsammﬁuaumummunu

a i 1 @ 1 =4 3 a a
msldauszuuguasazuimsinieviomiloududridy ziinvazdeansld

o &
UMY

1. Mangszuy
4 a Y A4 A 9 q3 5 = Y ]
1.1 msaendudigszuy esuduldau szyvezaseaoudndlunslFau ¥
ANFauezdesldsiagldonmazsiariuiigndowazaatiy Login Jazamnsad
o A

1 auszuuldlaveziinannigldoonilu 3 s2AUAD Admin  (Full-Control)

Admin(Read-Only) ttae User

: - - m:: ‘Aﬁ -:r“. : 3
OpenVPN Management System

Username :
Password -

31 v-1 miweasedeulFnunewdn lFnuszuy

2. Wan¥ums1¥ 91489 Admin (Full-Control)

b4 y 9 @ - g v yd a aa A
ITUULUA 11&?1‘LlWIB‘LIS‘Ui]zil‘lli’)ﬂ01H5$u31§ﬁ8ﬂ6uuﬂﬂﬁiz U

4 ]
ez 1518119 degiln v-2

V¥
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Current login : admin [Log Out

Welcome to OpenVPN Management for Administrator

Your permission was set to "Full-Control" and can do the following actions:

1) Manage administrator account (create/ view  delete) and change your own password.
2) Manage user’s certificate (create’ view /revoke’) and also create their configuration file,
3) List certificate and configuration files of each user.

4) Create Root CA and Server Certificate.
5) Create server configuration file.

6) Restart OpenVPN service.

7) View OpenVPN status log.

8) Upload or Delete the OpenVPN software,

31 -2 wihesuaaIminAeus Y9 Admin (Full-Control)
o @ d' o ' A
2.1 14y Account Management mﬁ'i'11a%’waé’guaszunua:ﬂmﬂaﬂus14ﬁmu U3
4 o ' L'4 s d @ a & [l 4
UsenouAlu ¥ sHarIL Biuad 1ue3 InsAnntazseauvesans uasludiuvesmslasy
LY ] 9q 9 9 @ v = 9 9 @ ' q Y - o 3 =
swaruglFnudeansonsiarmuanIignass uaznsonswaru lnildimilousy 2 aseds

seannsanlasusianmingla

Current login : admin [Log Qut

Full-Control |,

0K] ‘r ResgD

3‘1]“11 ¥-3 Hﬁ‘”ﬁlﬂuﬁﬂﬂ Add New Administrator Account
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o

Current login : admin [Los Out]

(oK) [Resst)

UM v-4 1l 1901aA3 Change Password

Current login : admin [Log Out

View Account Information

Total number of Administrator accounts =4 that show in the table below

A
L e

gﬂﬁ ¥-5 wﬁ’wmm AN View Account Information

2.2 Y User Certificate/ Configuration dmiueyiiauazadislususesniodfias

k4
ufuses msanIdneuiinvesdldsmdmsisong Indvesdldimuadae
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iun1m§'nTu%"usﬂwmﬁiﬁ’fﬂ“é’fﬂaﬁmuﬂ1‘i1u'au"s”ua'ﬂufumw giiognSud 11 lugeq

Number of days to valid Ay inﬂuu"lwﬂmju Approve LWBﬂuummz’di‘lﬂvi‘lﬁﬂﬂﬁﬂﬂﬂ

Deny tiolfiarslususos

Current login : admin [Log Ow

Create User Certificate

The table below show the pending certificate request.

1 Appru»i M

31]?! V-6 Hﬁ’ﬁlﬂtm’m Create User Certificate

@ g 4 v [ ¢
nisnniiunsadilidneuinuesdld Tasdesladoyadai
4 d Jh 2 ;
- Create config for user 1M 1d%¥03 user fidosmisatrisIdnouRndsmiioziiude
TWddan
2 v @ @ ' ad
- OpenVPN Mode - 1%ti0n Tun 30 Tap Fedosdnmtussuatuu@innesdqe
— U & @ @ o @ v
- Protocol — 1idonllsTaneanldiuily Tcp wie UDp FIA0ITUNUT AU 1Y
ad Iy
1¥3NesAY
' ad 4
- Server IP Address 1 1d lofiuennsauoudsvinesuos OpenveN
1] o ad o
- Port Iiildwesaveudsninesves OpenVPN
[ Y 3 d : '
- Log Level - ldmseaulumsifudendaus o s 9

- Cryptographic Cipher — 1ﬂtﬁﬂﬂﬂﬁﬂﬂiﬂu1uﬂ1ilﬂ1iﬂﬁ mﬂmauwuﬁﬁ'udmu

W0 A
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Current login : admin [Loe O

Create Certificate for user user03 was completed.

Create User Configuration File

Udp

Blowfish

Sub ) Reset )

g‘l‘ﬁ V-7 Hiv0UAA Create User Configuration File

Current login : admin [Loz Out

Create configuration file for user03 was completed
successful.

UM -8 nilveuanswandaad1e User Configuration File

v v
wasnnad e Ialususesnns Idneuflnudaez 1IN v 4 T aaao 111

Ca.crt Ao lususoves CA
Username.crt fin lususeavod 14

- ' Y 9y
Username.key ADN@yuad s 1909414

Username.ovpn ﬁa'lvlé\'ﬂauﬁﬂmmé“h’f
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Current login : admin [Log Our

user03 (Back

4objects in this folder, 5.4 K8 tota

: v ) )
§‘I.|ﬁ V-9 HUVDUAAINANIT List User Files

v
2.3 14y Server  Certificate/ Configuration @115 uavAd Iuszvianuanazadie

o ad o ] ad
1u5U509U99CA Root 11531005 1Ms) swdmsad Ianouinveudinne g

Current login : admin [Log Out

Clear ALL Key Files

Warning!!! Are vou sure to delete all key files?.
Click Remove button to remove all key files in directory.

| Remove |

31N ¥-10 v veuARINA Clear All Key Files
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v [ 3 = 1 1 o o : 4
lumsadelususeawas Root CA uag Server viudoaiinis lddoyamuswaniuf vaiid 3o

=

4 @ Y 4 ¥ I'4 4 @ =1 [ a
Uszinet ¥oianda Foivn ¥oeedns Felususewasuaduonasa Tudmveudsnneiozil

o ada a
1ﬁﬂ1ﬂummmmﬂmwnmuﬂ"w

Current login : admin Log Out]

3650

TH

BKK
Ladkrabang
KMITL

CA Root KMITL

root@it kmitl ac th]

! Submit (E;;é17

31 v-11 nihweuaAsHa Create Root CA Certificate

IR

Current login : admin [Loe Our

Create Server Certificate

1024
3650

7

BKK

Ladkrabang
KMITL

OpenVPN Server

server@it kmitl ac th

gﬂﬁ VY-12 ﬂﬁnmmmwa Create Server Certificate
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2.4 111 OpenVPN Service dM3iullaunz o3 Iause OpenVPN Server 11194910
4 4 ' o ad o ° s da Y
ietimsnasulasi luIvdneuflnveudivinessedesimssamimwe S mie 191491

Mminald

i

" OpenV¥PN Management System

Current login : admin [Loz Out

Menu Manage OpenVPN Service

You can "Start" "Stop" or "Restart" OpenVPN Service.

THEE
£k
|

eate Root CA Certificate

Stop | [Start | [ Restart
eate Server Certificale (Stop) [ Stat ] [ R

:
i
§
i

-,g.
HE
sl
;i

5 .

317 v-13 miveuaana Manage OpenVPN Service

o o <3
2.5 11y Status and Log dmiunsnnaeuaomuzveslFunazgionuns OpenVPN

Server vl?’f

Current login : admin [Log Our]

OpenVPN CLIENT LIST

Updated, Wed Oct 17 09:31:52 2007

Common Name Real Address Bytes Received Bytes Seat.Connected Since
ROUTING TABLE

Virtual Address, Common Name Real Address Last Ref

GLOBAL STATS

Max beast'meast queue length,0

END

31N ¥-14 ihveuARAINA View OpenVPN Status
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Current login : admin [Los Out

Wed Oct 17 06:19:41 2007 OpenVPN 2.0.9 i386-redhat-linux-gnu [SSL] [EPOLL] built on Aug 10 2007
Wed Oct 17 06:19:42 2007 Diffie-Hellman initialized with 1024 bit key

Wed Oct 17 06:19:42 2007 WARNING: file "var/ www/htmlvpnms-keys server key' is group or others accessible
Wed Oct 17 06:19:42 2007 TLS-Auth MTU parms [ L:1541 D:138 EF38 EB-O ET:0EL0 ]

Wed Oct 17 06:19:42 2007 TUN'TAP device tun0 opened

Wed Oct 17 06:19:42 2007 /sbin‘ifconfig tun0 10.100.1.1 pointopoint 10.100.1.2 mtu 1500

Wed Oct 17 06:19:42 2007 /sbin‘route add -net 10.100.1.0 netmask 255.255.255.0 gw 10.100.1.2

Wed Oct 17 06:19:42 2007 Data Channel MTU parms [ L:1541 D:1450 EF:41 EB4 ET:0 EL:0 )

Wed Oct 17 06:19:42 2007 UDPv4 link local (bound): [undef]:1194

Wed Oct 17 06:19:42 2007 UDPv4 link remote: [undef]

Wed Oct 17 06:19:42 2007 MULTL: multi_init called, r=256 v=256

Wed Oct 17 06:19:42 2007 [FCONFIG POOL: base=10.100.1 4 size=62

Wed Oct 17 06:19:42 2007 Initialization Sequence Completed

1 ¥-15 v 19BuaAAINA View OpenVPN Log

1Y) a W a o
2.6 1Y Download OpenVPN dninniniziamsms Iiuinmslumsainiinan

s o ! ¥ a oA AP 3
mm‘lmns OpenVPN Client Tﬂﬂﬂﬁ!lﬁig'ﬂﬁﬁ'lll'ﬁﬂlWU?‘lﬁBﬁﬂ“ﬂﬂﬂﬂi!?iﬂﬂﬂﬂ'\ﬂizﬂ'ﬂvﬁ’

=TT

Current login : admin [Loe Our]

Select file to upload: Browse
Upload Now

31N v-16 1 190UTAINA Download VPN Software

2.7 1wy Link dm5uiddadn lodves OpenVPN
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3. Wan¥ums 199114909 Admin (Read-Only)

[ ad a Y 1 9y Y v o sy voyd a aa o
Hﬁﬂ‘iﬂﬂ'ﬂﬁﬂﬂﬂl&l‘lﬂgizﬂ‘ﬂuﬁ'} 11411umaum%zwuammizmwaanauuﬂmszﬂu
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Tnunaziidnivies 151&1he fegulit v-17

’. OpenVPN Management Suystsm

Current login : admin1 [Loe Our

Welcome to OpenVPN Management for Administrator

Your permission was set to "Read-Only" and can do the following actions:
1) View account information and change your own password,

2) View user's certificate,

3) View status log of OpenVPN.

4) View and Download OpenVPN software.

310 ¥-17 wihveuaasmihdeusuves Admin (Read-Only)

v

3.1 Y Account Management gdoyagguaszunvionuasanaaddousveruvesay

uaz‘lud'gu‘ummsulﬁuusﬁ'ﬁvhug’fl%’qmé’mnsaﬂsﬁﬁmmﬁniﬁgﬂﬁm HAZNIONIHANIY

v ]
Inil¥imiounu 2 assSsszamnsonldouswariulng e

Current login : admin| [Loe Ou

[oK) (Feset]

UM v-18 wilveuaAsma Change Password
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g‘ljﬁ ¥-19 mﬁ'mmmmwa View Account Information

¥
3.2 Wy User Certificate gdoyalususesvesddianun

31N %-20 vil9euAINA View User Certificate

3.3 1WY Status and Log ﬁm%’um:maammmzmmé’“l%’emuazqﬁaﬂmm OpenVPN
é o
Server 1 #39z l@wamilousiu Admin (Full-Control)

o e é ]
3.4 Y Download OpenVPN mwsum'sﬁﬂaﬂmsuﬂsu OpenVPN Client %99 13)
v
aunsoon Ivan Indusean Wdnsls
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Current login : adminl Log Qut

710 v-21 i eouanna Download VPN Software
3.5 1y Link 1350918 830 19dvo3 OpenVPN

4. Wan¥umsl¥ 1909 User
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Vv

13083 A931N ¥-22

Current login : user03 [Los Owy

Welcome to OpenVPN Management for User

User Certificate

There is no data in certificate table.

31N ¥-22 wihveuanmih@ousuves User
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4.1 1y Certificate Management #19e130gluusewasiosvelususesilfadqua

[

guvldlunsdinga hitluiuses Teszuvezdedmwad lddquaszuumoduiiumsde'ly

pr

Current login : user03 [Log Our

Request User Certificate

Enter your E-mail Address: user03@msc.com|

| Submn[iz (Reset |

31/ ¥-23 viihaouAAINA Request User Certificate

e el e r _U 3 }‘ ’.,
30 O oo
h OpenVPN Management Suystem g - i

Current login : user03 [Los Out]

Your certificate user03 was requested successful and already sent e-mail to

administrators.

Request User Certificate
iew User Certificate

31N ¥-24 nlveuaAINANES Request User Certificate 1187
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o v [ 4 { [
nasInIeeve lususeands Wodungiaozveslususesszuaauiiy Request

Current login : user03 [Los Our

31 v-25 nilweuanina View User Certificate

[y

@ e @ { A
nasnnidauaszuveyiauazadalususesiuds aoiusssldowiiy Approved %9
ansaldaulduds

S

h OpenVFPN Management System

Current login : user03 [Log Out]

Menu Welcome to OpenVPN Management for User

User Certificate
Pownioed = |
ks

3N v-26 wilveuaaamdeusuves User s Approved lususes
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4.2 1y Download #19¥a13150a111 naaT1)sunsy OpenVPN Client uazlususes

o
uazIdnouiinvesauios 18 Tasmsarni Tnaneziihu IndGudefldasdos extract Tih1al3

Tu part config Y99 OpenVPN 1914 C:\Program Files\OpenVPN\Config

Current login : user03 [Log Our

Download Certificate and Configuration Files

Your Certificate and Configuration files are contained in the zip file.
Please follow these instructions:

1. Download your Certificate and Configuration file from ""Download” button
2. Extract the zip file to your OpenVPN "Coafig" folder

For example "C:Program files Opea VPN Config"

Download

31]"71 ¥-27 NiNvOUAAINA Download Certificate and Configuration File

B0 o bad)

Do you want to open or save this file?

Name: user03.zip
=k Type: WinZip File, 3.80KB
From: 192.168.1.99

Open J[ Save ] L Cancel 1

harm your computer. If you do not trust the source. do not open of

, g' While files from the Internet can be useful, some files can potentially
4 save this file. ‘What's the risk?

31 v-28 miheeuaAIna File Download
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| Extract to: | C:\Program Files\OperVPN\config - B =
5 = I @ Nka
‘ LS |2 Online Services 5
‘ Desktop #-{2) Online TV Player 3

3 ' =) OperVPN ;
L - Dbn =
LB A=] o | o
3 My Documents ] hiver

! [ log

| - i) sample-config -
[i g‘ 1) Outlook Express , e
i My Computer Files F JOren Eplores wisow
]i o selected filess -'E'"f";'ier g 0 S asistin fiss

H > &l Hlestolder mr" t folder g Re
! Skip older

| My Network @Aﬂﬁes/foﬂersnalqwt!_

}' Places OF‘B@nAfChNe. | Use folder names
| , o=t - 2

!

3UM %-29 wilveianIna Winzip Extract

& { =1 a v v oa
nniuglFamton Conneet 1'loABY OpenVEN 111 task bar Razans0RRABRLGIHES
OpenVPN 14

[iscontisct
ek Btatus

View Log
Edit Config
Change Password

Proxy Settings

e P T .-

1) user03 is now connected.
Assigned IP: 10.8.0.6

[TO%hene eomave

317 ¥-30 nilweuaasmamsiFoude OpenvPN
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