Josmianaemaluladmsaumna aan,

mswanngasessumnesavedlenivreaduursiiend
THE DEVELOPMENT OF IPFIREWALL’S USER INTERFACE ON
FREEBSD
Tag
aaned Tindan

PASSAPONG TAKSINA

U FBu ;14‘5?'\25-57)* /é//ﬁ(g #L9
mw:tﬁﬂu............. Hoesgaso . //,777
wpBnmisie. . 5L AT4N 2549 ' 1
nHosayanuzmaluladosaume 9a.”

dv [ \ d! a o
seauiifuguniisvedinlasaimsiiannssuuanu
nangasinnmaasumuia mudvunalulatmsaums

=%
aamalulagmsauma
aodumalulagnszoeunaUNRUNITANANTEU

maiseun 2 In1sfnuy 2549



THE DEVELOPMENT OF IPFIREWALL’S USER INTERFACE ON

FREEBSD

PASSAPONG TAKSINA

A SYSTEM DEVELOPMENT PROJECT
OF THE REQUIREMENT FOR THE DEGREE OF
MASTER OF SCIENCE PROGRAM IN INFORMATION TECHNOLOGY
FACULTY OF INFORMATION TECNOLOGY
KING MONGKUT’S INSTITUTE OF TECHNOLOGY LADKRABANG
2/ 2006



COPYRIGHT 2007
FACULTY OF INFORMATION TECHNOLOGY
KING MONGKUT’S INSTITUTE OF TECHNOLOGY LADKRABANG



Qs o da 4 '3 ¢
Wate msanngaessumeimaveslefi inireadunrisioad

finfinn WAENIA  VinE
sfainfnm 47066409
Sy Innmaasuniugia
AN malulatasaums
HYUIIN InIMTEITAUNA
Umsdnw 2549
Jci o a o a a
819158M3 A el OASUNS  AUAARA
[ ¥) L
Unaaee

v ar (4 ¢ o 4 {o o 4 Av &
Tumsldnunietiedgiu - Tosunsuiiieadiuihunieslendngiiqaiunis
#1dumsinmnanudasasoveaniotis  Tussunfiam deadiiluntdonldlums
& 1 & [ o {] ] a
Sudouiioty  anTsunsulef i eadlildnuegde damsldauTaolndudoil
anugannuas ligzanTuislumsians 3318 Timawann Tsunsumesdalumsdams1d
figtiuudly asiiinTnemsldaurmTsunsuduusriges Sudufl fonluilegiu udly
arsldausiindudehifinnayaandoniings '1uTﬂs~1~nuuN'lﬁ'umiwmmmumu‘lnu
gﬂumjms‘lmmmwhuuﬂmw umshaudie My, oy uavuamﬂg]smmmiaum
Fafuudinina dazituaanensalumsiamsdauaainuades 5 mssantsluiGes
msiinseing TasthiemaquiiosHan1snaneves Ehab S. Al-Shaer F'1819nauvoun
Tumsiinnnuduiufvsangdhumnamalumsdann wazfilerduTunssuudang
14 [ 4 v
foedu s2uMansAenIdiee By AleydN uazuun TasiimsoonuuuszULOUALYBNIBD
4 A - v §ee d o
cwilum5muamﬂignﬂumsaanunuszunnumqq IianuazansiaGa  Taoduen
Tosinuang nlflumsefinese vuamded Ao gmﬂﬁ"lﬂavuﬂsuhaﬁuwmmﬂmms
Hafduvesszuy, LeniiilnezunsiidosunsRonssufifatulumsihom, narelaezunsy
a Af - o g a °_ W ]
Junmsesielaseadafiugmvesszuy uazdindudlassunsulfosusdrumsiinuves
: d o & @ ::‘ = o A y o 0 9
sousan FelumsannTasenuil framstanniamsalsauilanduneg uazhianla

) Y o ar v =t P - Q' J
og1egndes edlumnmalunsi liiannsde liiiss@ninmdean



Title The Development of IPFIREWALL’s User Interface on FreeBSD

Student Mr. Passapong Taksina

Student ID. 47066409

Degree " Master of Science

Programme Information Science

Academic Year 2006

Advisor Assist. Prof. Akharin  Khunkitti
ABSTRACT

To day, in the using of network system. Firewall is the most important security program.
FreeBSD, a famous network server operating system, also has IPFIREWALL for security using
the properly use is not comfortable to- manage program. The development of IPFIREWALL’s
web-based user interface has developed. But in real using program are not enough convenient
using. This project have develop new form for easily using with insert, delete and show rules
function including zero the counters and improve managing capacity, ie. Analyzing rules that
bring an experiment of Ehab S. Al-Shaer, that use theory of set to prove association between rules.
And have more configuration to customize rules including config DHCP and NAT. By analysis
and design with UML, standard tool for design system, that can work quickly. Using diagram for
describe system. Use-case diagram for describe functional requirement of system, activity
diagram for describe activity in each scenario, class diagram for describe infrastr;cture of system,
and sequence diagram for describe order of work between object. In this project has a result of

using that work every function. For guideline to develop make more performance.
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M131971 2.1 nquueanguoeIWsead

order protocol src_ip src_port dst_ip dst_port action
1: tcp, 140.192.37.20, any, KK 80, deny
2: tcp, 140.192.37.%, any, * Rk K 80, . accept
3: ¢ tep, KRR any, 140.192.37.40, 80, accept
4: tcp, 140.192.37.*, any, 140.192.37.40, 80, deny
5: tep, 140.192.37.30, any, *E R 21, deny
6: tep, 140.192.37.*, any, * Rk k. 21, accept
7: tcp, 140.192.37.*, any, 140.192.37.40, 21, accept
8: tcp, *EEF any, 140.192.37.40, 21, accept
9: tcp, (*.Ex K any, =T Yo any, deny
10: udp, 140.192.37.%, any, WL 53, accept
11:  udp, *.*** any, 140.192.37.%, 53, accept
12:  udp, *.*** any, ¥\ any, deny
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3. msdszudana’lvd pap

4. dlumsdadesudeya @uidhudludeyaniegudoyanld) uasihdeyanld
swfumslssuona
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2.5 MIIFNY IPFW

. 3
PFW veiinquueangiandiantd (luudly /etc/rc.firewall) FreeBSD lumsdads

A 4 ] 1] -] ] o 1
wasgFsitungiuguden uazhiminzesinnidlasaselaslildtimslfuuss

2.5.1 itlamsl¥ 11 IPFW

s
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ey wa r=Y 3 1 4 (] a P 1 °
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naneulna IPFW aslumesiualmisundiezlinis 19 NAT function

b4
el

o 1 J o/
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ipfw2 initialized, divert disabled, rule-based forwarding disabled, default to deny, logging
disabled

Yy 9 o o a
d1aoamslilinisadie Log mmsadmualdias$1a181u fetc/sysctl.conf Taaiiiudonany

1 4
ar

asiiagluuiy re.conf wozazamisaadie Log IdndsnnmsTynuda

net.inet.ip.fw.verbose=1
net.inet.ip.fw.verbose limit=5

o d
2.5.2 Kernel Options f13138nv234A03 140

WodvamatlanisFau IPEWldRusadonas

. =P )
options IPFIREWALL iWams 199 IPFW ludaunilaweunsiiua
options IPFIREWALL_VERBOSE iians 14411 Log

options IPFIREWALL_VERBOSE_LIMIT=5 $iiasmaulunisadia Logitly 5

Yo 1 a v

options IPFIREWALL DEFAULT TO ACCEPT Wlalfassifuduliveusuudinfia
[

A

1 4 b L 4 }
o i o 1 @ v ° a o s
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nawnhmsashdudeniiudresdonimsaoy ndinesualmisna ez lden'ld

2.5.3 /etc/re.conf Options fIaenlu /ete/re.conf

$'lai8nenIng 1PFW Blusanefiualidamlu feto/e.cont
firewall_enable="YES"
Tauidenwiinvessreadfidosnsdlaldly fetorc firewall udaRutonuRai
firewall_type="open"

o
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firewall_script="/etc/ipfw.rules"
damsld Log

firewall_logging="YES"

2.5.4 The IPFW Command fdalumsly IPFW

1 4
# ipfw list AN IUAITNHNINUA

=

. . q’: ot LY g d [} 1 .
# ipfw -t list llﬁﬂQ%’ﬂgai'lﬂﬂ'liﬂa'ﬂﬁﬂnﬂﬂUﬂTiﬂi\iﬂuﬂUllWﬂlﬂﬂﬂua\ﬂf'Nnﬂ'lﬁllﬂ'ﬁ time

stamp
. . o G’l‘ P = o W d d
#ipfw -a list LarAsdIUASINAgTinIAsItuNUURMNA
# ipfw -d list 1@A9310m 3N T dynamic Wuaslung it static
# ipfw -d -¢ list HAAISIUNITNQUUL dynamich 1 1A 15ud
"I’ I o L
# ipfw zero famdTuiiu 0
&’ 1 @ a 9 ai
# ipfw zero NUM siasdniuidlu o lungdio NUM

2.5.5 Rule Syntax

o
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CMD RULE_NUMBER ACTION LOGGING SELECTION STATEFUL

CMD

} 4
szyidesmsezliies Isfungiuigu deens add 3e del

RULE_NUMBER

y
MINGEYVBLGAZNG Tsadion lAAA 0 - 65535

ACTION

£ 4
o

° ) N
N1INITNIVOING UANUAD
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Suiludealdfunuusinesiisiiu Object-Oriented (00) Wi
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Structure Diagram lun

- Class Diagrams

- Component Diagrams

- Object Diagrams

- Deployment Diagrams

- Composite Structure Diagrams

- Package Diagrams

Behavior Diagrams 18un

- Use Case Diagrams

- Activity Diagrams

- Statechart Diagrams

- Collaboration Diagrams

- Sequence Diagrams

- Timing Diagrams

- Interaction Diagrams
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function Discoveranomalyirule, field, ncde, anomaly_stata)
if field = ACTION then =
value found « FALSE
for each branch in nods.branch_list do
1f branch.valuz = rule.field.value then
valus found = TRUE
1f ancmaly state = NORNCMALY then
anomaly state = REDUNDANT
Discoverinomaly (rule, field.next, branch.node, anomaly_ state)
elas
1f rule.field.valuz < branch.value then
if ancmaly_stats = GENERALIZATICN then
Discoverknomaly{rule, field.next, branch.node, CORRELATION)
else
Discoveranomaly{rule, field.next, lLranch.node, SHADOWING)
@lse if rule.fiszld.value = branch.valus then
if ancmaly_stats = SHADCWING then
Ciscoveranomaly{rule, field.next, branch.node CORRELATION)
else
Discoveranomaly(rule, field.next, branch.node GENERALIZATION),
end 1f
end if
end for
i1f value_found = FALSE then
nes_branch = new Tre2Branch(rule, rule.field, rule.field.value);
node.branch_list.add{new_branch};
Digcoveranomaly(rule, fleld.next, new_branch.node, NOANOMALY);
end if
elae /* acticn field reached */
call pecideanomaly(rule, field, node, anomaly_state)
end 1if
end function

31 2.6 SanesiudmS v InddniuazAun anomaly
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function DecideAnomaly{rule, field, nodsz, ancmaly)
1f nods hags branch_lict then
branch = nodz.branclhi_list.fixsti)
i1f anomaly = CORRELATIGN then
1f rule.action = Lranch.value then
report rile ruls.id is in corrszlation with rule branch.rule.id
¢lse 1f anomaly = GEMERALIZATICH and ruls.action = branch.valus then
report rule rule.il is a generalization of rule branch.rule.id
else 1f anomaly = GEWERALIZATICN and ruls.acticn = branch.value then
branch.ruls.setanomaly (REDUNDANCY !
report rule branch.rule.id igs redundant to rule rule.id
else 1f ruls.action = branch.valuz than
amsmaly = REDUNDANTY
report rule rule.il is redundant to rule hranch.rule.id
else 1f rule.action = branch.valus then
ancmaly = SHARDOWINSG
report rule rule.id is shadowed by ruls kranch.rule.id
end if
end if
rule. sztanomaly (anomaly;
end function
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@13147 3.1 UC1 Login

Use-case ID :

UC1

Use-case Name :

Login

Brief Descriptions :

< { a v W a
1w uC Nefuemsasiaeutududieiavesd 19

Primary Actors :

User

Passive Actors :

Preconditions :

A14% Usemame uag Password lunmisidhlda

Basic Flows :

S Pfl‘l’f’ﬂiﬂﬂ Username 410 Password
2. szuuaswreutuiudidiugndes

3. sumsninuves ldsunsy

Alternatives Flows:

2a. szuvasaoutuiudidauhigndes
2b. szULUAAITEANMIRBY

¥
2¢. navuluvide 1. Tniidnass

Postconditions :

ssuyasoiImsasnaeug 15w 1a

ﬂ‘lﬂ\iﬁ 3.2 UC2 Insert Rules

Use-case ID :

ucC2

Use-case Name :

Insert Rules

Brief Descriptions :

dlu uc fiefinomsiiungueslediinsiead

Primary Actors :

User

Passive Actors :

Preconditions :

1. 52UV UC]Login ItA2

Basic Flows :

q 9 o sy a

1. Pfl‘lfﬂiﬂﬂi‘lﬂaxlﬂﬂﬂﬂaﬂﬂﬂ‘iﬂ'ﬁlwu
" sq Y 3 o v

2. 531]’Uﬂi'J‘Uﬁ'ﬂ'UT]ﬂi%ﬂiﬂﬂﬂﬂgaﬂauuﬂiuﬂ')u

¥ ¥ ]
3. szvuasnaeuNnnguiu hidiiunghiiey

L]

4, 52UV UC2.1Activate Command

Alternatives Flows :

2a. szUUATIvARUNdeyafinsen luasudiu
2b. ndulide 1.
¥y

3a. STUUATIINUNGNAAY

3b. naulude 1.
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Postconditions :

szuuansahnmsung 14

ﬂ‘liN‘ﬁ 3.3 UC2.1 Activate Command

Use-case ID :

ucC2.1

Use-case Name :

Activate Command

Brief Descriptions :

T uc Nesuomsdea i led Insreadyaumusidei 1dsy

Primary Actors :

Passive Actors :

IPFW

Preconditions :

Basic Flows :

1. szuummsiudeyamids
2. iddan 1ada 1A IPFW vhau

3. udAwadn TR 1dotgndos

Alternatives Flows:

o Sl YN y
3a. HOGAWST 10 lugnABa

3b. ududsudoRanatnlndly

Postconditions :

szuvannsomimsudlung luldsunsulef s ead 1ded

gnABY

131991 3.4 UC3 Show Rules

Use-case ID : UucC3
Use-case Name : Show Rules
Brief Descriptions : | Whin1suaasngueslofi In5eadnileg

Primary Actors :

User

Passive Actors :

Preconditions :

5¢UUM1 UC1Login ué2

—

Basic Flows :

L Aldfendnyazmsuanisiomsang

L'

2. I%UUN UC2.1Activate Command

Alternatives Flows :

Postconditions :

ssuvansoudaawa ldediegndeazasudy
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Use-case ID :

ucC4

Use-case Name :

Delete Rules

Brief Descriptions :

[~] o - .
ilu uc hefinemsaungueeled lWsiead

Primary Actors :

User

Passive Actors :

Preconditions :

I. 52UV UCILogin 147

Basic Flows :

HAea
1. 52,"1J111Lﬂﬂ~1ﬂ§]ﬂllﬂg
vy ¥ A &y
2, @iﬁflﬁﬂﬂﬂaﬂﬁﬂdﬂﬁﬁﬁﬂﬂﬂ

3. §2UUNT UC2.1Activate Command

Alternatives Flows :
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Server Version  Apache/1.3.37 (Unix) PHP/5.2.0
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P Rules Edit

m Options Rudaset
P Monitoring

Eo restrictions on Inside LAN Interface for private network
ot needed unless you have LAN.

ChmgeElﬂ ~ toyour LANNIC interface name
INo temchons on Loopback Interface e : e
u\llow the packet throug) if it has previous been’tdde’a to the
the"dyna:mc rules table by a allow keep‘sbu swement.
Intexface facing Public Internet (Qutbound Section)
Interrogate session start requests originating from behind the firewall on the private nctwork or
ﬁum this gateway server destine for the pubhc Internet.
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= ? Allow out access to my ISP's Domain name server.
b : ; XXXX | must be the IP address of %&ISP s DNS L
; i Dpp iese lines if your ISP has more than one. [ DNS ot
%ﬂ% 2 IP addresses from fetc/resolv,conf files . ) ”1
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P informetion]

B OHER,  adh
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aH;w 1p from any to any via lo0
00200  deny ip from any to 127.0.0.0/3
00300 deny ip from 127.0.0.0/3 to any
65000  allow ip from any to any
65535  allow ip from any to any
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o1l deny all from any to ans;' )
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i DHCP

] %Sohp S-m; @ Setup Client A
"> Moniori o DHCP setup (Ip_sr/local/etcldhcpdconf)
- (# dhcpd.conf
” FEy
i;-Suample‘ onﬁgw;ﬁ;n-glc for ISC dhcpd
# '.. A A
Reboot ﬁﬁon‘:'d'e_ﬁﬁiﬁons common to all supported networks... 5
option domain-name |example.org §
t = s e
@ joption domain-name-servers nsl.example.org, -
;&éfﬁmt-lese-&ne i : 600; = ‘
max-lease-time ~l7200, ; o
e P {#Ifthis CP serveris the official DHCP server for the local .
%’J . |#netw authoritative directive should be uncommented.. N
2 #authoritaive, SN
5 # ad-ho%\ NS update scheme - set to "none” to:fgrable dynuﬂéwmdim
& AV AR 1 V= 5 e I ~i

510 4.14 wihe TlsunsuludiunsilSuuden1 DHCP
v v
Tuduiszilunmsaaniesg d1densly DHCP wu dla-danisldu DHCP, du
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Ensble v |

; B i, . ‘cnableVIP forwarding
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' 4 o q’: [ 8 o o o [
ludtwtlumsasmiaeg  delimsaldany NAT  wag'lWsiond  wu
a o ' a {
dumesa, A1 daemon flags, M3l ldnnnd, madlald nsa0ad uazyiiaveslWs10addn

aoan15ia‘laun Open, Client, Simple, Closed 1ludu

9 The setting will be change. Are you sure?
Y

31 4.16 wihewaastonufewdiofinisSuudas1ued DHCP 13 NAT

dotinsudluaid1en ¥o3 DHCP 130 NAT luud9zdoiinis Restart szuuing
b4 [ ' 3 '
onasuelinisldendiva  TavaunsaGussuulmilddaomida Reboot foguuniine

AMudneana

Feb 8 17:38:08 www kermel: ipfw: 999 Deny UDP 192 168. 0 1:53 192.168.0.2:58151 in via rl0
Feb 8 17:38:08 www kemnel. ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:56673 in via rl0
Feb 8 17:38:08 www kemnel: ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:56673 in via rl0
i Feb 8 17:38:09 www kernel: ipfiw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:55035 in via rl0

Feb € 17:38:11 www kernel: ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:58151 in via rl0

Feb € 17:38:11 www kernel: ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:58151 in via rl0

Feb & 17:38:11 www kernel: ipfiw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:56673 in via rl0

- Feb 8 17:38:11 www kemel: ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:56673 in via rl0
Feb & 17:38:11 www kernel: ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:63612 in via rl0
Feb 8 17:38:11 www kemel: ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:63612 in via rl0
Feb 8 17:38:14 www ke : 999 Deny UDP 192.168.0.1:53 192.168.0.2:58151 in via rl0

Feb 8 17:38:14 www kernel ipfw 999 Deny UDP 192.168.0.1:53 192.168.0.2:56673 in via 110

Feb 8 17:38:14 www kemel: iptw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:63612 in via rl0

Feb & 17:38:14 www kernel: ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:63612 in via rl0

Feb & 17:38:15 www kemel ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:55035 in via rl0

Feb 8 17:38:15 www kemel: ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:55035 in via rl0

Feb 3 17:38:15 www kernel: ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:58151 in via rl0

Feb & 17:38:15 www kernel ipfw: 999 Deny UDP 192.168.0.1:53 192.168.0.2:56673 in via rl0

_ Feh £ 17:44:24 sirerw kervel: wnfar 999 Denw TOWPYA 134 0. [FR0-N250hafffe54- 6Qd3u_ﬁn7._ﬂﬁﬂllm_z___
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31N 418 Ardaludinuns Reboot 5211 nazoanan Tasunsu

Aldeunsaldmida Reboot iadeamsliami ldud v 1 3vesszuy Guldamulm

uazl¥Mda Logout iilod1ddnenisoanainTalsunsy
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4.2 wamslynullsunsy
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azivvaganulin - uazieinms Inaateyaninududeyaduq  #hilsuduiadsunn

Tdsunsuuda einmsuaasnaianaa e

Applications Places D=sktop Sat Mar 31, 23:57 wo &
20} ——

@ REWALL webConfugurator 0.1 - Mozilla Firefox

File Edit View Terminal Tabs q:Ip
You havs mail.

www# 1pfw list

00100 allow ip from any to any via loO
00200 deny ip from any te 127.0.0.0/8
00300 d=ny ip from 127.0.0.0/8 to any
65000 allow ip from any to any

65535 allow ip from any to any

wwwit |

T ] T

<) e Save to Start Rules |

Browse... Load Rules _L

. B e... |

] (@ prREWALL webconfuguratoro 1 - Mozilla Fir. ]l & Terminal

g1t 419 msuﬂmﬂg;muﬂnmaﬂﬂmﬂm'law'lﬂsaaaa
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TudumsTnaadoyanguinuiludoya Aldvzdosims Inaaudunguinudui1d
3 a a @ P g 4 o vy
ad i Tavigluuu@odueiufiaeiunn sunsy dohms TnaauftuudaTusunsy
& o 4 : 1o
wuansnadoyang luufly Falddoning Actiovate ileInguaasaginaldnunazey

vivaslluungueudn Taoidoniitju Activate Rules A1ua19vaeniiine

e Apphcatlons Places Desktop ‘1 o) Sat Mar 31, 23:59 vjo @
¥ TiPriREWALL weBConfigBrator 05l - MbZillA Firefox :

Eile Edit View Go Bookmarks Tools ]jelp e

- é;,j Iti’*zi @ Q http.lllocalhost/ProFrameset 1php A _‘“j_-i—lel @ Go i’;C', ___.“_« |

.Gettmg Started [ Latest Headlunes flle ///tmp/doc/PHP% .

~
m List Rules

» Monitoring Load Rules from “/tmp/rules3.ipf"

3501 o S g scuflong
[~ 00001 deny tep from 140.192.37.20/32 to any 80

[~ 00002 allow tep from 140.192.37.0/8 to any 80

[~ 00003 allow tcp from any to 140.192.37.40/32 80

- 700004 deny tep from 140.192.37.0/8 to 140.192.37.40/32 80

- [~ 00005 deny tep from 140.192.37.30/32 to any 21
[T 00006 allow tep from 140.192.37.0/8 to any 21

[~ 00007 allow tep from 140.192.37.0/8 to 140.192.37.40/32 21
700008 allow tep from any to 140.192.37.40/32 21
[~ 00010 allow udp from 140.192,37.0/8 to any 53

Done

urator

(] (@ PFREWALL webConfugui 1'=Mozilla fir... *|| £&J Terminal

31N 4.20 ilwaievinms naanguiauiudeya  *
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e

Applications Flaces Desktop w Q Sat Mar 31, 23:59 o &
IPFIREWALL webConfugurator 0.1 - Mozilla Firefox |;J|BE|

€
-

% el Terminal GESE  UEte 8
File Edit View Terminal Tabs Help
You have mail. - e e
www# 1pfw list

00100 allow ip from any to any via lo0O

00200 deny ip from any to 127.0.0.0/8

00300 deny ip from 127.0.0.0,/3 to any

65000 allow 1p from any to any

65535 allow 1 from any to any

www# ipfw list

00001 deny tcp from 140.192.37.20 to any dst-port 80

00002 allow tcp from 140.0.0.0/8 to any dst-port 80

00003 allow tcp from any to 140.192.37.40 dst-port 80

00004 deny tcpr from 140.0.0.0/2 to 140.192.37.40 dst-port €0
00005 deny tcp from 140.152.37.30 to any dst-port 21

00006 allow tcp from 140.0.0.0/8 to any dst-port 21

00007 allow tcp from 140.0.0.0/8 to 140.192.37.40 dst-port 21
00008 allow tcp from any to 140.192.37.40 dst-port 21

00010 allow udp from 140.0.0.0/8 to any dst-port 53

00011 allow udp from any to 140.0.0.0/8 dst-port S3

65535 allow 1 from any to any .

www#

I~ 00011 allow udp from any to 140.0.0.0/8 dst-port 53, L0 JLiis
[T 65535 allow ip from any to any

=

‘Done
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3 %"m _,hrule 4 13 an corcelation with 'rule )
0% 0.0.0.00 ° ¢ ' |mtle 4 1o ohedowed by xul v
<30z 72n1§ A, i

ule 7 ix io cetcelation i, rule.

0.0 (‘vu. 5 13 3 corcelation with mulc §
“3’!11'0» . ¥ £ 7 13 redundenc to rule 8
5‘;‘ d"‘o'"%.aj-mz ul= 6 13 3n coccelation with rule 5

TR yuao0 “llewie 11 18 4n correlotion

A 3accept.

" Ruls List

5 ey - e 8 \M [ )] FIgECRRe - X .
45| ruia 7| Protoca) | SourelP § erwics Pon | Destin I
e (] Hep Ll A0 B K e N (D
|2 fp 140,192 57,03
=B anasn
s T d0393g7od o g 5 2160137 o |
< 140.192.37.3032 4 0.0,0.00
=0 140,192 37.013 r 0.0 0 ey
47 uATTRT . o T 1201923740032 T 20
=18 00000 . - 140 192.37.0)32
{2 0.0.0.0/0 0 10.0.U 00
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€ Arplications Places Desktop i} () SunApr 1.00:02 & @

ﬁ“.im.. Jgr “Y”"\': m;x—

Eile Edit View Go Eookmarks Tools Help e

¢~J - - f;] A _ httpiylocalhost/ProFrameset-1.plip

R Getting Started Lo Latest Headlines file:fitmipidoc/PHPY%...

3.5

ARy -
&, 7 '
"‘.’t lews | 475 Insert 7 - Delete
- | S8 <Dt

/8 to any dst-port 21
allow tcp from 140.0.0.0/8 to 140.192.37.40 dst-port 21
o 00002 allow tcp from any to 140.192.37.40 dst-port 21 M
00010 allow wip from 140.0.0.0/8 to any dst-port 53
00011 allow uip from any to 140.0.0.0/8 dst-port 53 -
#5525 allow ip from any to any i
I—Rebool £ B “»i"r:vrmi‘.;‘ :
e 111 allow ') romany towiy 80
L Lagout I” S8 deny rom any to any 22
- 72337 allow uip from 140.152.0.0 to any =
Activate | Remove from List 4 X % :
@ \ b i O E
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