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ABSTRACT

In this thesis designing car parking system by using smart card ‘technology are
proposed. A program that was written by Visual basic will be used for control a system.,
A smart card we use is SLE 4442 contact smart card. This ssmart. card will be access by
using TSM 256 smart-card reader - writer. | As for a database, ‘we use Microsoft access to
create a database to store -user dafa.

For the system overview “every smart “eard -will store user<code. This code will be
read by TSM 256 and send“to"PC via RS+232 protocal. Once a-program in a PC detect
a user code. It will search the database for user data.~After this a process will separate
into 2 cases, 1" case is log in case, in this thesis program will store login time into
database. For 2™ case, log out case. In this case program will calculate parking cast by

comparing log in and log out time and display in to user.
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0 o0 1 1 0 0 o0 D0 | address no effect READ outgoing
MAIN data
MEMORY

6 ¢ 1 1 1 0 0 0] address Input data | UPDATE | processing
MAIN
MEMORY
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no effect
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processing
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E
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MSB  Control ., LSBIMSB -~ ~Address ~ = L5B|M3B Data LSB

B7 86|85 B4 | B3 (B2 |81 {EOVAT | A5 (A Aa A A2 AT AD (D708 D34 0403 D2 | D1 DG
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Address |Main Memory Protection Memory | Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 ... DO} |- -

32 Data Byte 32 (D7 ... D0) |- -

31 Data Byte 31 (D7 ... DO) |Protection Bit 31 {D31) |-

3 Data Byte 3(D7 ... DO)  |Protection Bit 3 (D3) |Reference Data Byte 3 (D7 ... D0)
2 DataByte 2 (D7 ... D0)  |Protection Bit 2 (D2) |Reference Data Byte 2 (D7 ... D0)
1 Data Byte 1 (D7 ... DO}_.{Protection Bit (D1} | Reference Data Byte 1 (D7 ... D0)
0 Data Byte 0 (D7 ... DO} |Protection Bit Q {D0) _ |Error Counter

M3N 2.5 dnvalzmiendwasghiuuimdilunisoudoyaninriisanus mdn

Control Address | Data
B7 | B6 B5 | B4 | B3/ | BZ |/ Bt | B0 |A7.-AD D7...00
Binary ] 0 1 1 0 0 0 0 |Address No effect
Hexadecimal 304 00q...FFy | No effect
Command.. - » “IFD sets /0| QutgoingData > IC sets 1/0
jo'level L to level Z
, v, _ v
CLK lc NS N | o FEnariESarpdnEem
/0 L AEDGXL X X5 wu XXX
T T Data of Dataaf Data of
Startaddress Startaddress+ 1 Address 255
Start Stop Starl of
from IFD from IFD I Qutgoing Data (ED01791

1 217 pldganavesmssudeyaninuitennudman

- mssudsyavinmieanudiiinstloatu

J 3/ v o Ao g . A o @ g 9
nmsemdoyaninnulen s inlnsllesiu (Read Protection Memory) flofidaldlu
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mIn 2.6 junudmdelumssdoyaniamizsanuiiniims ot

Control Address | Data
B7 | B6 | B5 | B4 | B3 |B2|B1|BO|A7.A0 |(D7..00
Binary 0701t 1 {0 1] 0| 0 |Noeffect |Noeffect

Hexadecimal 3y Noeffect | No effect
Command —»  IFD sets | /0-{-Outgeing Date > IC sets 1/0
tolevell to fevel Z

peliy L ; e 3..(13.@3'—‘

A A A Dota of Data of Data of
- Byte ] Byie 2 Byte 4
Start Stap Start of
from iFD fromiFD | Quigeing Data £D01792

sl 248 sidyanmvesmsmdayganmtisganusfiims oy

- ms@audeynasluniionnudmen
= 3 ’ o w 2 A o o a3 =1
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Control Address |Data
B7 | B6 | BS | B4 | B3 | B2 | B1 | B0 |A7..A0 |D7..00
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SIEMENS

Intelligent 256-Byte EEPROM with Write Protect Function SLE 4432

Intelligent 256-Byte EEPROM with Write Protect Function SLE 4442
and Programmable Security Code (PSC)

Features

¢ 256 x 8-bit EEPROM organization

¢ Byte-wise addressing

¢ Irreversible byte-wise write protection of lowest

32 addresses (Byte 0...31)

32 x 1-bit organization of protection memary

Two-wire link protocol

End of processing indicated at data cutput

Answer-to-Reset ace. to-1SO standard 7816-3

Programming time 2.5 ms per byte for both erasing

and writing

Minimum of 10* write/erase cycles

Data retention for minimum of ten years"

¢ Contact configuration and serial interface in accordance
with 1ISO standard 7816 (synchronous transmission)

DY DY YN

IR IS

Additional Feature of SLE 4442

¢ Data can only be changed after entry of the correct 3-byte
programmable security code (security memory)

Type Ordering Code Package

SLE 4432 M2.2 on request Wire-Bonded Module M2.2
SLE 4432 C on request Chip

SLE 4442 M2.2 on request Wire-Bonded Module M2.2
SLE 4442 C on request Chip

1} Values' are temperature 'dependent; for further information’ please refer 'to your Siemens 'sales
office.



SIEMENS

SLE 4432
SLE 4442

71

1 Pin Configuration

(top view)

vee GND
RST N.C.
CLK 1/0
N.C. N.C

IEPG1380

M2.2 (Card Contacts)
Pin Definitions and Functions
Card Contact Symbol Function
C1 VCC Supply voltage
C2 RST Reset
C3 CLK Clock input
C4 N.C. Not ¢connected
Ch GND Ground
C6 N.C. Not connected
Cc7 I’O Bidirectional-dataline {open drain)
C8 N.C. Not connected

SLE 4432/SLE 4442 comes as a M2.2 wire-bonded module for embedding in plastic cards or as
a die for customer packaging.



SIEMENS SLE4432

SLE4442
2 Functional Description
Main Memory Protection Memory
255 31
EEPROM
256x8
32 SecurityMemory
3 (SLE 4442 -only)
Area 3 1. Reference Data
for Permanent 2| Reference Data PSC
Data Storege 11 Reference Data
0 0 0| ErrarCounter
{ Data Addr.— Dota:d TAddr. ~ Dataf FAddr
Selection of & o4
Main/Protection/ —— i\—- - DS A HE
Security Memory
Data Address
- Programming.
High—VYoltage Contral
Generator, = ge?oder,s i - .
Substrate—Current o Co e iy *omp ng. g
Generator ompUTeaL
Y 7'y
Reset, S querlgu;vj_ ——trierface—
Blockade Logic Security Logic
2 2 &
VCC __ GND RET CLK |eB0138
I I v
1/0

Block Diagram
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SIEMENS SLE 4432

SLE 4442

2.1 Memory Overview

A
(Beciman)

Change of Unprotected Data

SLE 4432
Without Safely Precaution

SLE 4442
Increment Error Counter
Present” Security Code

224 Byte

Unprotected
Data Memory

Read

EE<I/0

SLE4442 0

Write s

32 Byt
Sicuf'ty % Protaciable
09¥, Protection % Data Mamary
D Programmable MW

Manufacturer Code
I

NN

Security Code

Error: Counter

IED01787

Figure 1
Memory Overwiew

SLE 4432

The SLE 4432 consists of 256 x 8 bit EEPROM ‘main memory and a 32-bit protection memory with
PROM functionality. The main memory is erased and written byte by byte. When erased, all 8 bits
of a data byte are set to logical one. When written, the“information in the individual EEPROM cells
is, according to the input data, altered bit by bit to logical zeros (logical AND between the old and the
new data in the EEPROM). Normally a data change consists of an erase and write procedure. It
depends on the contents of the data byte in the main memory and the new data byte whether the
EEPROM is really erased and/or written. |f none of the 8 bits in the addressed byte requires a zero-
to-one transition the erase access will be suppressed. Vice versa the write access will be
suppressed if no one-to-zero transition is necessary. The write and the erase operation takes at
least 2.5 ms each.

Each of the first 32 bytes can be irreversibly protected against data change by writing the
corresponding bit in the protection memory. Each data byte in this address range is assigned to one
bit of the protection memory and has the same address as the data byte in the main memory which
it is assigned to. Once written the protection bit cannot be erased (PROM).



74

SIEMENS SLE 4432

SLE 4442

SLE 4442

Additionally to the above functions the SLE 4442 provides a security code logic which controls the
write/erase access to the memory. For this purpose the SLE 4442 contains a 4-byte security
memory with an Error Counter EC (bit 0 to bit 2) and 3 bytes reference data. These 3 bytes as a
whole are called Programmable Security Code (PSC). After power on the whole memory, except for
the reference data, can only be read. Only after a successful comparison of verification data with the
internal reference data the memory has the identical access functionality of the SLE 4432 until the
power is switched off. After three successive unsuccessful comparisons the Error Counter blocks
any subsequent attempt, and hence any possibility to write and erase.

2.2 Transmission Protocol

The transmission protocol is a two wire link-protocol between-the interface device IFD and the
integrated circuit IC. It is identical to-the protocol type “S = A”. All data changes on |/O are initiated
by the falling edge on CLK.

The transmission protocol consists of the 4 modes:

Reset and Answer-to-Reset
— Command Mode

Outgoing Data Mode Operational modes
Processing Mode

Note: The I/O pin is open drain and therefore requires an external pull up resistor to achieve a high
level.
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SIEMENS SLE 4432

SLE 4442

2.2.1 Reset and Answer-to-Reset

Answer-to-Reset takes place according to SO standard 7816-3 (ATR). The reset can be given at
any time during operation. In the beginning, the address counter is set to zero together with a clock
pulse and the first data bit (LSB) is output to I/O when RST is set from level H to level L. Under a
continuous input of additional 31 clock pulses the contents of the first 4 EEPROM addresses is read
out. The 33rd clock pulse switches I/O to high impedance Z and finishes the ATR procedure.

Answer-to-Reset Byte 1 Byte 2 Byte 3 Byte 4
(Hex) DO, ... DO, | DO,<. DO, | DOy ... DO [~DOy, ... DO,

— lew— Address reset
1
RST 0
L IC sets)|/0 fo State-Z
1 I-%-l
CLK 0 — 2 30 31 32
' £

IEDO1788

Figure 2
Reset and Answer-to-Reset

2.2.2 Operational Modes

Command Mode

After the Answer-to-Reset the chip waits for a command. Every command begins with a start
condition, includes a 3 bytes long command entry followed by an additional clock pulse and ends
with a stop condition.

— Start condition: Falling edge on I/O during CLK in level H
— Stop condition: Rising edge on I/O during CLK in level H

After the reception of a command there are two possible modes:

— OQutgoing data mode for reading
— Processing mode for writing and-erasing
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Outgoing Data Mode

In this mode the IC sends data to the IFD. The first bit becomes valid on /O after the first falling edge
on CLK. After the last data bit an additional clock pulse is necessary in order to set /O to high
impedance Z and to prepare the IC for a new command entry. During this mode any start and stop

condition is discarded.

Processing Mode

In this mode the IC processes internally. The IC has to be clocked continuously until I/O, which was
switched to level L after the first falling edge of CLX, Is set 0 high.impedance level Z. Any start and
stop condition is discarded during this mode:

Note: The RST line is low during the modes mentioned above. If RST is set.to.high during the CLK
fow level any operation.is aborted-and I/O is-switched to-high impedance Z (Break).

Command —p
RST is low level

23

IFD sets 1/0 ]
to level L |

v

24

Outgoing Data'—

IC sets 1/0
to level Z

P I .
5 AT XTI XX X
T ?I ? DOn--1
Start Stop Start of
from IFD from IFD/| OuessgDats— > ook ‘Z/O
il
---I |—| u |L
|
[~
T
Dl: Data In Start of End of
DO: Data Out Processing Processing
|EDO1789
Figure 3

Operational Modes
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23 Commands
Command Format
Each command consists of three bytes:
MSB Control LSB | MSB Address LSB [ MSB Data LSB

& [& [& [& |& [& |& [& % |% [% [% |% [% [% |% [( [C [ C[C[C]C{( |(

Beginning with the control byte LSB is transmiited first.

[ED'sets | /0
Command —— to leyel L

v
CLK mﬂ_rmmwmn_rm_rw

1/0 _%_,(ac (b1 X'_':z]BSXmXAoX A1)(:2:)( 26 X a7 X0 X s ) X DGXD?)\_{_

Start Stop
fromIFD from |FD
IEDD1790
Figure 4

Command Mode

The SLE 4432 provides 4 commands which are listed in table 1. Additionally to these commands
the SLE 4442 provides 3 commands which can be found in table 2.
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Table 1

Byte 1 Byte 2 Byte 3 Operation Mode

Control Address | Data

B7 |B6 |B5 B4 |B3 (B2 |Bt |BO |A7-A0 D7-DO

0 0 |1 {1 |0 |0 [0 [0 |address |noeffect | READ MAIN outgoing
MEMORY data

0 0 (1 |1 (1t [0 |0 [0 {address |inputdata| UPDATE MAIN processing
MEMORY

0 0 [1 |1 |0 |1 {0 |0 [|noeffect |noeffect | READ PROTECTION |outgoing
MEMORY data

0 0 |1 [t |1 |1 [0 40 |address- |inputdata| WRHE processing
PROTECTION
MEMORY

Table 2

SLE 4442 only

0 0 |1 {1 |0 02 (0/ 41 [noeffect |noeffect, | READ SECURITY outgoing
MEMORY data

0 {0 |1 |1 |1 |0 |0 1 |address [inputdata|UPDATESECURITY  |processing
MEMORY

0 0 |1 1 |0 [0 1 1 address- | input data | COMPARE processing
VERIFICATION DATA
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2.3.1 Read Main Memory (SLE 4432 and SLE 4442)

The command reads out the contents of the main memory (with LSB first) starting at the given byte
address (N = 0...255) up to the end of the memory. After the command entry the IFD has to supply
sufficient clock pulses. The number of clocks is m = (256 — N) x 8 + 1. The read access to the main

memory is always possible.

Address |Main Memory Protection Memory |Security Memory
(decimal) (only SLE 4442)
255 Data Byte 255 (D7 ... DO} (- -
32 Data Byte 32 (D7 ... DOy |- -
31 Data Byte 31 (D7...:D0) |Protection Bit 31 (D31}~
3 Data Byte 3 (D7 ... DO) Protection Bit 3 (D3) Reference Data Byte 3 (D7 ... DO)
2 Data Byte 2 (D7 ... DO) Protection Bit 2 (D2) Reference Data Byte 2 (D7 ... DO)
1 Data Byte 1 (D7 ... DO) Protection Bit 1 {D1) Reference Data Byte 1 (D7 ... DO)
0 Data Byte 0 (D7.... DO) Protection Bit:0-(D0) Error Gounter
Command: READ MAIN MEMORY
Control Address Data
B7 B6 B5 B4 B3 B2 B1 B0 “}A7...AQ D7...D0
Binary 0 0 1 1 0 0 0 0 | Address No effect
Hexadecimal 304 00p...FFy | No effect
Command —»  IFD sets I/0 | Outgoing Data..—» IC sefs 1/0
to levelL tolevel Z
CLK i =P 23]_[24 | ol 11 LI el L 1L .
1/0 ;L'_Kso )(Bi)(j;)(us)(w), | A DDXNGtXDOXDIEZ:XDOX::&DTY
T T . & Data of Data of Data of
Startaddress Startaddress + 1 Address 255
Start Stop Start of
fromIFD from IFD | Qutgoing Date IEDO1791
Figure5

Read Main Memory
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2.3.2 Read Protection Memory (SLE 4432 and SLE 4442)

The command transfers the protection bits under a continuous input of 32 clock pulses to the output.
I/0 is switched to high impedance Z by an additional pulse. The protection memory can always be
read, and indicates the data bytes of the main memory protected against changing.

Address |Main Memory Protection Memory |Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 ... DO) |- -

32 Data Byte 32 (D7 ... DO) = -

31 Data Byte 31 (D7 ... DO) |Protection Bit 31/ {D31}{—

3 Data Byte 3 (D7 ... DO) Protection Bit 3 (D3) Reference Data Byte 3 (D7 ... DO)
2 Data Byte 2 (D7 _..--D0) . [Protection Bit 2(D2) Reference Data Byte 2 (D7 ... D0)
1 Data Byte 1 (D7.... DO) ' {Protection'Bit 1 (D1) Reference Data Byte 1 (D7 ... D0O)
0 Data Byte 0 (D7 ..-,D0) ' | Protection Bit 0.(D0) Error Counter

Command: READ PROTECTION MEMORY

Control Address Data
B7 | B6-.B5+[.B4 | B3 .} B2 | Bl B80. | A7:.A0 D7...00
Binary 0 0 1 1 0 1 0 0-'.{ No effect No effect
Hexadecimal 34y No effect’ /' [ No effect
Command —»  IFD sets /0.{ Outgoing Data —» IC sets 1/0
tolevel L to level Z
S ey Ny o M B Wy W oy W
/o CD ED &0 €3 €3 W 1} €3 €0 @ €3 CD 8 ) S, 1) A
. & Data of Data of Data of
Byte 1 Byte 2 Byte 4
Start Stop
fromFD from IFD | Outgoing Data IED01792
Start of
Figure'6

Read Protection Memory
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2.3.3 Update Main Memory (SLE 4432 and SLE 4442)

The command programs the addressed EEPROM byte with the data byte transmitted. Depending
on the old and new data, one of the following sequences will take place during the processing mode:

— erase and write (5 ms) corresponding to m = 255 clock pulses
— write without erase (2.5 ms) corresponding to m = 124 clock pulses
— erase without write (2.5 ms) corresponding to m = 124 clock pulses

(All values at 50 kHz clock rate.)

Address ;Main Memory Protection Memory |Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 .+...D0) |- =

32 Data Byte 32 (D7 ...-DO) - -

31 Data Byte 31 (D7...-'D0) _ | Protection Bit 31 (D31).|=

3 Data Byte 3 (D7 ..-,D0) Protection Bit 3 {D3) Reference Data Byte 3 (D7 ... DO)
2 Data Byte 2 (D7 ... DQ) | Protection Bit 2 (D2) Reference Data Byte 2 (D7 ... DO)
1 Data Byie 1 (D7 ... DO) Protection Bit 1 (D1) Reterence Data Byte 1 (D7 ... DO)
0 Data Byte 0 (D7 ....DO) Protection Bit 0 (DO) Error Counter

Command: UPDATE MAIN MEMORY

Control Address Data
B7 | Be |\B5 { /B4 | B3 |\ B2 [ Bl BO |A7...AQ D7...D0
Binary 0 0 1 1 1 0 0 0. [Address input data
Hexadecimal 38y 00y...FFy | Input data
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Command —» IFD sets |/0 Processing—» IC sets 1/0
tolevel L to level Z

253
254
‘__
b |

1 23} _Jo4 | 0 1 ? -
/0 D D D 5 C Ja\ \ S
)
Start Stop Start of
fromIFD from IFD | Processing St
Figure 7
Erase and Write Main Memory
Command —» IFD sets |/0 Processing——> IC sets 1/0
to level L tolevel Z
[ |
OLK | I||o| [ T21 "1 [ [24] |[i d| |1| |2| | SEfSp o
/0 |!} AB0 X1 X 2:)06 Y07 )\ ”H} . /
M
Start T ' T
from IFD IED01794
Stop | Startof
fromIFD | Processing
Figure 8

Erase or Write Main Memory

If the addressed byte is protected against changes (indicated by the associated written protection
bit) the I/O is set to high impedance after the clock number 2 of the processing.
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2.3.4 Write Protection Memory (SLE 4432 and SLE 4442)

The execution of this command contains a comparison of the entered data byte with the assigned
byte inthe EEPROM. In case of identity the protection bit is written thus making the data information
unchangeable. If the data comparison results in data differences writing of the protecticn bit will be
suppressed. Execution times and required clock pulses see UPDATE MAIN MEMORY.

Address |Main Memory Protection Memory Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 ... DO) |- =

32 Data Byte 32 (D7 ...D0O} |- -

31 Data Byte 31 (D7 ... DQ)__|Protection Bit 31, (D31) |—

3 Data Byte 3 (D7 ... DO) Protection Bit 3 (D3) Reference Data Byte 3 (D7 ... DO)
2 Data Byte 2 (D7 ... DO) Protection Bit 2 (D2) Reference Data Byte 2 (D7 ... D0)
1 Daia Byte 1 (D7,... DO) Protection'Bit 1 (D1) Reference Data Byte 1 (D7 ... DO)
0 Data Byte 0 (D7 ... DO) Protection Bit- 0 (D0) Error:Counter

Command: WRITE PROTECTION MEMORY

Control Address Data
B7 B6 B5 B4 B3 B2 B1 BO (| A7...AD D7...D0
Binary 0 0 1 1 1 1 0 0 .| Address Input data
Hexadecimal 3Cy 00y...1Ff | Input data
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2.3.5 Read Security Memory (SLE 4442 only)

Similar to the read command for the protection memory this command reads out the 4 bytes of the
security memory. The number of clock pulses during the outgoing data mode is 32. I/O is switched
to high impedance Z by an additional pulse. Without a preceeding successful verification of the PSC
the output of the reference bytes is suppressed, that means I/O outputs state L for the reference
data bytes.

Address | Main Memory Protection Memory | Security Memory

(decimal) (only SLE 4442)

255 Data Byte 255 (D7 ... DO) [~ -

32 Data Byte 32 (D7....D0) = -

31 Data Byte 31 (D7 ... DO) [Protection Bit 31 (D31) | =

3 Data Byte 3 (D7 ... DO) Protection Bit 3 (D3) Reference Data Byte 3(D7 ... DO)

2 Data Byte 2 (D7 ... DO) Protection Bit 2 (D2) Reference Data Byte 2(D7 ... D0O)

1 Data Byte 1 (D7 ... D0O) Protection Bit.1.(D1) Reference Data Byte 1(D7 ... DO)

0 Data Byte 0 (D7 .. DO) Protection Bit 0 {DO0) Error Counter
(0,0,0,0,0,02,D1,00)

Command;: READ SECURITY MEMORY

Control Address Data
B7 B6 B5 B4 B3 B2 Bi BO. "y A7...AQ D7...D0
Binary 0 0 1 1 0 0 0 1 _{'No eifect No effect
Hexadecimal 31y Noeffect | No effect
sets 1/0
to level Z
Command —» IFD se’rs&l/o Outgoing Data —» IC L
’ro Ievel .

CLK_I_H_L_I—I_I—I_r' I *LI‘I_I‘I_I‘”]_I‘I_F‘]_I?zL i.
/0 @_,(_X_XIZ o e

Data of Reference Reference
| Error Counter Data Byte 1 Data Byte 3
Start Stop
fromIFD fromIFD  Outgoing Data IED01795
Start of

Figure 9
Read Security Memory



85

SIEMENS SLE 4432

SLE 4442

2.3.6 Update Security Memory (SLE 4442 only)

Regarding the reference data bytes this command will only be executed if a PSC has been
successfully verified before. Otherwise only each bit of the error counter (Address 0) can be written
from “1” to “0”. The execution times and the required clock pulses are the same as described under
UPDATE MAIN MEMORY.

Command: UPDATE SECURITY MEMORY

Control Address Data
B7 | B6 | B5 | B4 | B3 | B2.| Bl BO |A7...A0 D7...DO
Binary 0 0 1 1 1 0 0 1. Address Input data
Hexadecimal 394 00y..:03y | Input data

2.3.7 Compare Verification Data (SLE 4442 only)

This command can only be executed in combination with an update procedure. cof the error counter
(see PSC verification). The command compares one byte of the entered verification data byte with
the corresponding reference data byte. For this procedure clock pulses are necessary during the
processing mode.

Command: COMPARE VERIFICATION DATA

Control Address Data
B7 B6 B5 B4 B3 B2 B BO- | A7...A0 D7...00
Binary 0 0 1 1 0 0 1 1 “)Address Input data
Hexadecimal 33y 004..:03y" /| Input data
level
Command —» IFD sefsy/o Ic seis 1/0
to level to Z

r=q
| |
-

ok oL LI L PLILfol [Tl s
1/0 L|,_/(BOXB1X:'::XA0X_X::";)(DOXD1

m_x_xi

Address 1 Byte 1 T
T Address 2
Start Address 3 Stop Start of
from IFD Byte 2 from IFD | Processing
Byte 3 IEDO1796

Figure 10
Compare Verification Data
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2.4 PSC Verification (SLE 4442 only)

The SLE 4442 requires a correct verification of the Programmable Security Code PSC stored in the
Security Memory for altering data if desired.

The following procedure has to be carried out exactly as described. Any variation leads to a failure,
so that a write/erase access will not be achieved. As long as the procedure has not been
successfuily concluded the error counter bits can only be changed from “1” to “0” but not erased.

At first an error counter bit has to be written to “0” by an UPDATE command (see figure 11) followed
by three COMPARE VERIFICATION DATA commands beginning with byte 1 of the reference data.
A successful conclusicon of the whole procedure can be recognized-by being able to erase the error
counter which is not automatically erased. Now write/erase access to allmemory areas is possible
as long as the operating voltage‘is-applied.-In case of error the- whole-procedure.can be repeated as
long as erased counter bits are‘available. Having been enabled, the reference data are allowed to
be altered like any other information in'the EEPROM.

The following table gives an overview of the necessary commands for the PSC verification. The
sequence of the shaded commands is mandatory.

Command Control Address Data Remark
B7...BO A7...AQ D7...D0

Read security Memory 31y No eftect No effect Check Error Counter

Update Security Memory 39 00y -1 Input data Write free-bit in Error
Counter input data:
0000 0ddd binary

Compare Verification Data | 33, 01y Input data Reference Data Byte 1

Compare Verification Data | 334 02y Input data Reference Data Byte 2

Compare Verification Data | 33y 034 Input data Reference Data Byte 3

Update Security Memory 39, 00y FFh Erase Error Counter

Read Security Memory 31y No-effect No-effect Check Error Counter

As shipped, the PSC is programmed with a code according to individual agreement with the
customer. Thus, knowledge of this code is indispensable to alter data.
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