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ABSTRACT

A web-based system provides image authentication service by embedding watermark
into digital images. Two user groups classified in the system are image owners and guest users.
Image owners who register with the system are allowed to embed watermark into owners’ digital
images or authenticate the digital images. Guest users, who do not need to register with the
system, are only allowed to authenticate digital images. The system can support multi-levels of
image authentication and show the result based on the level customized by users. The result can

be used to verify the authenticity of digital images, and to identify manipulated parts of the image.
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moduATaeail ey 1ag NSA (National Security Agency) luilszmaanigowinuas

1A5un1551599910 NIST (National Institute of Standards and Technology)

2.5.1 YuasuMIaINMmIUAINea

-Elgmum Gonoutloj-

Message

|

| Secure Hash Aigorithm-1 |

Massage Digest

e d= ad
:y» A W-b

natura

i 2.16 asaduaeduaiaea

v ] b4 v
1. Gunmhdeanuduntuidesnisisdaiv WM unszuIUMIINIAdamany 1
- ' o o A o 3
(30n21 WINFUUEY (Hash  function) (We 1t 1aveA VAN UNTVIAanUaLT
[ 4 1 i a o o Y @
endnvel Nionh feanmuinoesud (Message Digest) Taoshensuiiiudnyas
& & @ 0 4
HUUNTIABNTI (One-to-One) uaziiuA 1 FuNIuRE2 (One way) ¥l don1udi 145
=4 vy o ° ro ' Y ¥ o
VUIAANNTBANNNIIIR I HATIAIANULANAINYBITER AU TU 1318
' o s o v Y o a @ 4 o
uaz liawsmbwaansvesilanduiiinduiiumsfounduive 1 1adonnuduntiv
v ] v
2. vmiwihdennuidesudmndrsialaol§ismadhsiauuguueaisisas 714
L ' 3 M 1 Qr o A
fuuwsvats Ao RSA  Tasiddsszdealdnauadiudrilumadrsiea dudums
o " a9y g 3 aa o a v c’: v  de 3 A d aa
FusesnigadinaiudsuataoaoInuRe Ui HadWEN 14 NAe auduAIADa
3. hmeduaiaeai 1din uuunazddlufudenuduniiu e ldfusuniugndes
] ~ [ a 3 aa
¥e3v 115 lasinsdenguemsisusildlumsasnasumsiuasaealindon

fudennu wieds T IMg5 13neun1d



19
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