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Because of the in the LAB practices, the students need to pay attention to the class. The
instructor should control the network usage whether the student can access through the internet or
only internal network. The system will facilitate the instructor to controlling the network access.
Currently there’s no control therefore this project is developed as this purpose. I use many
techniques to implement; the IPFIREWALL (IPFW) in FreeBSD, PHP web programming

language, UNIX’s shell script and also MySQL as the database for managing the efficiency of

learning.
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MANUIN N

MIAAAI Apache Web Server version 2.2.3+mod ssl+Openssl-0.9.8b U#

53UUUG1AMY FreeBSD
v
1. M3 Download Openssl 910 http://www.ssl.org/source/ naanntiuiiing snlvanlyls
11 Server Tag 130 1Waunes /temp/ iivorfiuTnd
o [ 14
dedt ITnaald 135 vuseu vmsvneIdesnTaslddda dadl
# gunzip openssl-0.9.8b.tar.gz

# tar -xvf openssl-0.9.8b.tar

wianuee WdGeues uszuuezadiaIname %o openssi-0.9.8b 1Hidh 117 Ilamed
openss1-0.9.8b tHeY1A13 Config Tatazldanseanamiteda Tusin 1) Taslddda

#cd openss!-0.9.8b

# ./config --prefix=/usr/local/ss]

# make

# make install

Spnetrauudesas lifatlanimie Eror 1aq Al IUATNR profile i)
#vi .profile

export PATH=/usr/local/bin

export SSL._BASE=/usr/local/ss]

wnfuuitnudadh i namod ssi

#cd /usr/local/ss]

uén copy g openssl 1U13M Wawnes bin

#cp openssl /usr/local/bin
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mntfuhnsnadey openss! Tigndeansely Taoldds
#openssl

OpenSSL> version

OpenSSL 0.9.8b 04 May 2006

OpenSSL>exit

#

R gy

4 . ' 9y Y
DULTAN Version D9ANIRNTUHUNUUIUANUI 1‘3&1u"lﬂﬂiu

2. miaﬂgﬁ Apache Web Server version 2.2.3

%14 Download Apache Web Server httpd-2.2.3.tar.gz 910
http://httpd.apache.org/download.cgi

snthuliimssnTnan 137 server TuTrlanes femp/ wdanntuliuan dosn Taold
f1da

# gunzip -d httpd-2.2.2.tar.gz

# tar -xvf httpd-2.2.2.tar

3 o [V n’;’ a ° a g o @ w 1 y
vindussuuezaiie Inames hitpd-2.2.3 ndeamiu Susinisaade laonisldiidedade 11l

#cd httpd-2.2.3

#./configure --prefix=/usr/local/apache

--enable-ssl --enable-ssl=shared --with-ss]=/usr/local/ssl
--enable-status --enable-status=shared
--enable-module=so --enable-dso

--enable-info --enable-info=shared

--enable-module=so --enable-dso

Yo o

g A ) o
W'ﬂlﬁiﬂﬁﬂﬂiﬂﬂug’lﬂi‘ﬁﬂ'lﬁﬂ

#make
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o 49 Yoo
Juneuganon 9mda

#make install

*

Y] = 3 ] o -1 g 1 A el
naanndadaias lulideRawainlas Aldid lUasa9dn Modules iinselun

#cd /ust/local/apache/module
#ls

httpd.exp mod_info.so mod_jk.so mod_ssl.so mod_status.so
t 4
nda0miuA 1id0A 1u1Wa httpd.conf Y89 Apache Web Server

#cd /ust/local/apache/conf
#cp httpd.conf httpd.conf.org
#vi httpd.conf

a o Y 4 o
ﬁllﬁ’lllﬁ:ﬂﬁ')m‘b’ﬂvﬁﬂuufgﬂﬂlﬂ']uuﬂﬁ'ﬂ

Listen 192.168.202.254:80

user nobody

Group nobody

ServerName 192.168.202.254:80

LoadModule ssl_module modules/mod_ssl.so
LoadModule status_module modules/mod_status.so

LoadModule info_module modules/mod_info.so

< < o o | .
wiSouonudantiufinuasnaaeun 15199 Apache Web Server 194 version LA

. 3 ] Y &4
configuration file 111013 yu¥ouudINGY start apache

#./apachectl -version
Server version: Apache/2.2.3

Server built: Jul 26 2006 12:34:23
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# ./apachectl configtest
Syntax OK

t 4
INUUABINING Start apache

#cd /ust/local/apache/bin

#./apachectl] start

1 4
lun1snsaaerou Apache 1 ldnse i d11dauil

# ps -ef]grep httpd

nobody 15762 49206 0 15:11:22 - 0:00 /usr/local/apache/bin/httpd -k start
nobody 29750 49206 0 15:11:21 - 0:00 /ust/local/apache/bin/httpd -k start
nobody 37110 49206 0 15:11:22 - 0:00 /usr/local/apache/bin/httpd -k start
root 49206 1 0 15:11:06 - 0:00 /usr/local/apache/bin/httpd -k start

nobody 50458 49206 0 15:11:51 - 0:00 /usr/local/apache/bin/httpd -k start

o 2 o ' 2
naanniunaaey Tasld web browser 119 http://192.168.202.254 S 1H1UILU It Work 1R

Ndau'ld

58319 Certificate DS VI0IANUIaBASTY ABUTUAIUNITHYA Apache Web Server oy lay

¥

#cd /usr/local/apache/bin

#./apachectl stop
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3. M58374 self-signed certificate 1AV T

’
"

o -] 1
Gunnmsadralnane S 1AL WS certificate 1ogn1u1d THames 83 Apache Web Server

e

&
U

#cd /usr/local/apache/conf/
#mv ssl

#cd ssl

#pwd
/usr/local/apache/conf/ssl

"
LY

n’f’ dq %o A o v \
i]'lﬂuuﬂcl‘lfﬂ'l'd\'i openssl INONINTTHIN certificate

#openssl

openssl> genrsa -des3 -out server.key 1024
openssl> rsa -in server.key -out server.key

openssl>openssl req -new -key server.key -out server.csr
> S A v Mo e A ANda Al g ik Al A o v Ay
Tuduaouilszimsnldldsvazidun iy ¥o fing b Negiy FutluFedayhezaes
v 1 ¥
A330U%0 hostname NITIAIABULLTH

Common Name (eg, your name or your server's hostname) [}: 192.168.202.254

openssl> x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

@ o

. . ' . .
dloafraSouiounldfids exit von l)uaznvsnsraaoug il IWanye server.csr serverkey
v

oA s ad Y ¥ b4
server.crt pgn3e hidliogngndeaazannsaldaula
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4. 13 Config Apache Web Server 1 aniuayu SSL
A‘ = 0’/’ A -] u'.l
Sudunnm s 1ud 1Wd httpd.conf 14 Apache Web Server Bnafanila Tnvldmds

#cd /usr/local/apache/conf
#vi httpd.conf

LY

td
ufludoyalu'lng hitpd.conf Iiiludsii

Listen 192.168.202.254:443

ServerName 192.168.202.254:443

SSLEngine On

SSL CertificateFile /usr/local/apache/conf/ssl/server.crt

SSL CertificateKeyFile /usr/local/apache/conf/ssl/server.key
wianiilduasasradadsudesudaitiuinuasiimsnaaeumsiianves certificate 1ng

A13131U3N13 Apache Web Server 11l

#cd /usr/local/apache/bin

#./apachectl start

14 1 1 (]
MmiuA191n3 09 Client 191 107 https://192.168.202.254 easaeunlflanselu dmnli

fidefianaavzaansadiguits web site Tdauilnd uazezdjlnyusegduaiavnvesee
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