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RESPMOD icap://icap.example.org/satist ICAP/1.0
Host icap.example.org
Encapsulated: reg-hdr=0. res-hdr=137, res-body=296

GET /origin-resource HTTP/1.1

Host: www.origin-server.com

Accept text/html, text/plain, image/gif
Accept-Encoding: gzip, compress

HTTP/1.1 200 OK

Date: Mon, 10 Jan 2000 09:52:22 GMT
Server: Apache/1.3.6 (Unix)

ETag: "63840-1ab7-378d415b"
Content-Type: text/html
Content-Length: 51

This is data that was returned by an origin server.
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Server. Apache/1.3.6 (Unix)

ETag: "63840-1ab7-378d415b"

Content-Type: text/htmi
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Internet

Proxy Server
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21
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grep/awk | MISAMSAATI MISAUNMNUATATIAIY pattern matching Fuilugaaiafiau
1IAYDA Perl

C Tasqadaveaniy

' a a o oA 3 A ¥
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a Jd = é .,
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3.4 UNHNNUTAY Use Case
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- UC2: Configuration URL to Block iilumsl§uuds URL ' liayanaliidhie
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URL i lioyanaliidhis Web Site

- UCS: View Service Squid Humsiens Status N13M1971U9B4 Service Squid oy
A0 Start N30 Stop Service Squid 1@

- UC6: Log Counter Word ilumsuieras log Tun1s access iaziimsiusiiingea

- UC?: Configuration Squid and ICAP Server 5un1s1/§uuasa Port Proxy
Squid 19911 M3U5UNAA1 IP Address 7 ICAP Server 197111 M31I310ia8 Port 7 ICAP
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g‘l.lﬁ 3.8 UAUMNLUARAActivity diagram View Service Squid



Activity diagram _06 : Log Counter Word /I

4

FUsUASHSDAN Config AMAASDIRTANSKUAT BDaRsasDaf ICAP ServeJ

‘ICAP Server WuAnfin mmsnsaﬂ

llCAP Server 1Fpuws1 I nAR KA AAN S0 sBIN BT accessJog 234 Squid Proxy

Y
&Jsuﬂsmﬁ‘ﬂ YDWH fle accﬁss.lcg

Y ===,
T ﬁumn=01
. \ -
S USUASHATINDUANRY ARIADIAANSASDIAY
[AARIAA=0]
4

RUSILASALNANATA DI ADA A access Jog A
- AiktRzM itz webpage
- AP Address Arné webpage
- URL wébpage 12144
AU AR ISASDIAN

gﬂﬁ 3.9 UNUNTNLLTAYActivity diagram Log Counter Word

32



3

l

P
N

Activity diagram _07 : Configuration Squid and ICAP Server I

TUsunsHsAN

- hitp_poit

-1CAP Server IP Address
- 1ICAP Server Port

SpsunsaiansITp AR ST IR o File Con@
v l

Tusuns NS Restart Service Squid itas ICAP Serverl

3.10 UNUMNWLTAI Activity diagram Configuration squid and ICAP Server

33



[actviy Ssgmm 08 Contpuration Werg cortert onweb o Fter L S

Tusunsiont

~hfasemsnen

- Anfanmebiummn

« SRsswISnTI Pradx

« Aavsiawrentss S

- RaymiemencriCiuse -nsnstive
« Sapma ey Sertonce

« SauetrmIsneI Synomm

H - FAUsiInI 18504 Vieh Tense

Tuisrems

ienenq
i — =
1
' i)
|
&
i \t g >
O
; [ et h] P
adr e Synomm} ¥ _(avemy ~
i 2 msar da » o
[nArtnSynomym)

T

muAT Yol Tonse]

yrunsinlowne Restun Servics ICAP So

gﬂﬁ 3.11 URUNINIAAS Configuration Word Content on Web Filter

34



35

Activity diagram _09: ViewService ICAP Server J
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prnt “Contant-type: text/numlinin”;
| 20#get value from edit_iserver

| 21 sub Replace {

% 2 my $strString = shift;

x._ my $strSearch = shift]
{

s

Raeee

my 3strReplace = shift;
o e/bet

3N 4.1 amaTylsuns u GEdit
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4.2 YuaUlUMTNAIITZDY

ifiosnnTalsunsy ICAP client ﬁuﬂvlﬂuiﬂmnmﬁnnﬁmuﬂﬁ' integrate 11Juu
Squid proxy server muummsmmmim:hﬂu protocol ICAP 15192ADAUTON version VDY
squid ‘YI support protocol ICAP uaﬂumsmmmvﬂmmmi configure 1% enable icap
support ﬂ’JU
@M ICAP server HuTsunsuiinonain Squid proxy server FufulunsHauezm
nsAeRaTinS oA uRURRARS Squid proxy server 18 wioansoRaRans0IauR 14
RN
1. ﬁmﬁaﬂ&‘iﬂ Proxy Server Squid version “ﬁ Support Protocol ICAP (Version ‘71
1Flumsvannfe Squid Web Proxy as ICAP client version 1.2.1)
2. ﬁmﬁam‘i‘l ICAP Sever (Version ‘711%50 ICAP Server 1.0)
3. MmsU5uuAsAT Config 01 ICAP Client Tavazihimsusuuaaii Proxy

Serve Squid ¥ file Squid.conf ITAIRIFUN 4.2

icap_enable on
icap_service s1 respmod_posteache 0 icap//10.49.0 8:1344/respmod
icap_class ¢1's1

acl HTTP proto HTTP
aclGET method GET
icap_access cl allow HTTP GET

JUR 4.2 Ay set AN squid ICAP client

3.1. set A19291N15 enable icap Tauidon icap_enable on

3.2. set i service icap Tﬂﬂﬁﬁh icap_service sl
respmod_postcache 0 icap://10.49.0.8:1344/respmod “ﬁﬂ vectoring point “7;1%'1uﬂ”|5 adaptation
fo respmod_postcache @2 ICAP server Vi'l%mjﬁ‘lulp 10.49.0.8 (rflu IP (A7 Proxy
server) port 71 191U A0 e15999 ICAP server 1Az ICAP client fio 1344

3.3. icap _class cl sl Aums 1 icap_class “f‘;ﬂ cl i class ﬁi%'ﬁn
icap_service sl

3.4. acl HTTP proto HTTP o1 HTTP 11U access control list Y94 protocol

HTTP

3.5. acl GET method GET ﬁﬂ W«' GET rﬂu access control list Y99 method
GET
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v

3.6. icap_access cl allow HTTP GET ilums mgiym“lﬁ’ class ¢l 1% protocol

HTTP Tu method GET 14
o v o Ay
4. NPT VUAIAIMNADINTNIDI
' ° < Y & Yy Y 9 g
ABUNINAADINZNINIINVHAVDINTINDIHITNATW Tao TR DIND
' 4 Vet & < Yy o 4

Taoasa (hirung proxy server 1 config Iriimsnsaaiiomiveaume) v ldnadwiuana

Ae3Un 4.3

Bandwidth Speed Test

="
Test your Intemet connection, add & test o your websde mw{_}ausﬂc;
handwdthplace com/s pcéd est) k- Tim 200 widonfut - wdndoui

Test Central Home
Provides extranet prvacy to chients making a range ﬂ tests :ywd surveys avallable
10 their human resources departments. Companies ¢ rospectve and ..

wwlestyon - 3k - inligoifl3 - WluiA Lty

a Yy 2 g
EIIVI 43 llﬁﬂ\ifﬂiHHQMQHLW%I?]UGWQ

naapelSunAImsIAneInsnsoelaomMsUSUNAIAINIENTBIN file valspeak.l N

ICAP Server rn3n131/114 4

. 1 ified) - gedit
Elle Edt Yiew Search Tools QRocuments Help
Z.‘; L k‘! o a\ o~ 4 .‘i d 4
New Open Save Print Undo  Reoo cut Copy  Paste Find

1| B<JAVA>*</scrip>"  { BEGINO).
| 7 <JAVASTUSCRIPT>"  { BEGIN(O); A
8°<slyle  {BEGIN[STYLE) retum(yytaxt) } il
9 <STYLE" {BEGIN(STYLE): retumiyytext); 4V |
10 <STYLE>"</slyle>"  {BEGIN(D):  retumiyytexi); }
1 <STYLE>"</STYLE>" .~ { BEGIN(0); retumiyytext): }

12°<* { BEGINN_TAG). relumiyylext). )
13N TAGS>T ( smn(o); Mun(yylexl) )
114 <QAVA>. return(yyt
15 <STYLE>. n(u'n(yy!uly
|18 <IN_TAG>, retumyylext);

139 C .,
20665 retum{#evemaumey
fa AT

oy T

| 8
SRR TR

= ) 545PM

JUN 4.4 naaIn s uRaAIMINTe i file valspeak.] 7 ICAP Server
nanSuuAImMnnsoauddN 191115 Make file 1182 Restart Service Y83 ICAP
a’ll £ oA 9 =] ' Aa
Sever 91NIU 1N config AN browser M access VWD HIUNI proxy server (Taunins

Ve & g Y v 4
config TMIMsnsoulonmvoadumwe) laoliiimineans set A file valspeak. D4



40

a o v o 1 v
Tﬂillﬂin ICAP server TﬂUﬂﬂaauﬂaUu%WﬂﬂTﬂ “test” lﬂUﬂ’]'ﬂ “HENATOUHH” i)x"lﬂwﬁﬂﬁ
o 2 o T T T W ., S onfiudi «
NANDIAIU N browser YD client ﬂﬁﬂﬂnUlWﬂl”ﬂlﬂUﬂTJ] “test %:Qmﬂaﬂul UAIN “H#

NAAOUHH” HAAIAZUN 4.5

Bandwidth Speed Test I J—

Test your Intemet connection a%ma\## 0 your website, ww@a@sﬁtlsms
bandwidthplace. com/speedgimaaausd) - 1Tk - Maa 2006 - wdonfie’ - v
Test Central Home 0 0

Provides extranet privacy to chents makin' s range o

to their human resources departments. Companies

w‘-mccml B wiwnnietd - wh Qe
N

q' =1 Aa ° Y 9 22 g '
sUn 4.5 naasumanimsdimualdidin s umarun e proxy server

1 d' o 1 4’ 3 P o o ¥

INNMINAADINDIN 1WD151HINT config AN file valspeak]  Mi/asudinindin

“test” s “atnaaou# uad Imsiszanana Jasiimsnlasusmiauai

v ) A g ° Yt P ]

config 13 uamenilimslszuiananionvesdumein M inmsaouasdiiezuanna
| : : 0 A ‘: 1 <

N browser YDA client AU H1ANINIIBMs Y 52gna lums pse o mIvaInUIND
: . : > \ €£ S all.

TauMmMs INIMNADINIINTBIHIUNIG Web Application 1az Web Application N3

uA1 1 file valspeak.] iaz111m3 Make file (a2 Restart Service Y93 ICAP Server
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4.3 MIN92YRITZVY
1. U190 Slgn Inlﬂu“ﬁ’m@lliﬂﬂlﬂ\ﬁzﬂﬂlﬁﬂﬁiqﬂﬂﬂﬂﬁﬂﬁﬂ‘ﬁ!“le]UAdmm

Mﬂﬂi”ﬂﬂiﬂujﬁliﬁ Username 182 Password HaAAIAI31N 4.6

2 Web Filtering Program - Microsoft Internel Explorer
Fle ER Vew Favortes Tools Hebp
| jnY €
:?;' e -

3 O'L’ﬂ\ﬂ@ pmvj‘?rmn @
Acdnes | 2] htp:/10.49.0.9/cgi-binjproject flogon. pl
¥ >

UserName:: ’udmln

Password =

(e o)

L AdBntomet

oo & 4

s 4.6 uaAINve Sign In

011d Username Password AR92iiaraderror message ﬂdzﬂ‘ﬂ 4.7

Microsolt Inlernet Fxplarer

A Web Fu[lcrmp\’u gram
Twh -ihh

GM 0 JdﬁipMi‘ﬂMQ =

Address | ejmn 1110.49.0.9/cg-binprofectjp_index. pi
___,...r; il - e

UserName:
Puuwnni::L R

gﬂ‘n 4.7 1IR3 error message #11d Username Password An
#1d Username 1Az Password Ngndo39ziiaas Menu voaTulsunsudagidi 4.7 lu

M5 Log Out 900910320114 click 7 Log Out



42

B Web Fiitering Program. Microsolt InlesnelExplorer

Fle Edt  Vew Favortes Tooks Melp 7

Qs G [ A0 Dweo preem @ 2-5 w1 - g @B

a¥tis W10 .05k ot e S [
Web Filtering Program

&1 web Fomng Program e P o= Qe

3UN 4.8 uatn Menu ¥02 1150051

2. ¥ Configuration Squid and ICAP Server wﬂmaﬁazﬁluwﬂ'wamﬁu
BN EVICRT Y i Proxy Server Squid iz ICAP Server 1auaa1u1snsuusam
- http_port
- ICAP Server IP Address
- ICAP Server Port

ANz UN 4.9

B Web Filtering Program - Mictosaft Inlernet Explorer
Fle ER Vew Favortes Toodks  Mep

Ot - @ A B O wes spreoie @2 Gl - LSl

Ak

1€ h0:1110.49.0. Sy boroteatp_ider o1

Web Filtering Program

Squid and ICAP Server Configuration
. WRLRERE Se
il Bnd WA Barvine 119 hitp_port 2
e B
Squid ICAP Server IP address - |1¢ 101107
ICAP-Beivet ICAP Server and Port

_ICAP Server Port : 1374

=

‘Word in Request URL o T IR AR LI 2y v S b R R

e L

317 4.9 17AI111190 Configuration Squid and ICAP Server
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3. 111190 Service Squid M 1vetivziunT19017A9 Status¥o 3 Service

Squid 1119092 1411Ms Stop A Start Service Y03 Squid 18A2031/% 4.10

W F lering Progsam. Wcrasoft Inerned Fxplorer .
Fle EM Vew Favortes Toos Help #
Qs - & MR G P rrworms @ (-5 - @ 0

£strs | ) Wipid]10.99.0.9/c bidprotectp_indox ol

Web Filtering Program

Staus of Service Squid

Configuration Service Squid wos started at process 1D : 11848

Squid and ICAR, Server
Squid

ICAP Server

Black From =0
URL

IP Destination

Word in Request URL

Word Content on Wab

Log Counter Word

Sign Out

ij,m;i“;;;'; = — _— ¢ V. ... LS S ‘ 7“'

51N 4.10 L@ 11190 Service Squid

4. W90 Service ICAP Server 0014 UMIN90UAAT Status¥o I Service ICAP Server

1119092 19114015 Stop 1Az Start Service Y01 ICAP Server Tadonaaanazlii 4.1

D Web liering Program - Microsslf Internet Fxplorer. -
Fle Edt WVew Fovortes Tools Helo

O O 1 B4 s Yrromn @ By IR

29851 ) Map:110.48.0.9fcgbbewopectip,Index ol _

Web Filtering Program

Staus of Sarvice ICAP Server

Service ICAP Server was stoned ot process 1D - 11864

Squid and ICAP Server

[ ipenasi e . S— e = e i R

Un 4.1 Llﬁﬂd‘r’iﬂﬁﬂ Service ICAP Server

&Nt
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3. W11199 URL to Block #iiwativzitiumninoen 14 lumsdsvuaalums Block
Y o A v d ) ealvl- ydw:uly ¥
URL §1%1m35 Add URL TUnwidumaiiudrezi i Tuaansadh Huaanan 1a uaaasa

U412

B Wb Filtering Program . Wicrosolt Inteinel Dxplorer .

Fle ER Wew Favotes Toos el *
Qe - O [8] B Jsewe e @ 2-05 9 - /S U

adkivess @) Nt:110.49.0.9/cgh befprolet p_index. o = . L i 228 "‘)a" % 7

Web Filtering Program

URL to Block
Oitiateaisie

Squid and ICAP Server

Service =+t [ www wiesighsiduaus de
Squid [ www.mylustysexpics.com
ICAP Serves O wwvw spxcom

Block From L Delote | [(Add)
URL

P Destination

Word in Request URL

Filter -~

Word Content on Wab

Dictiona

Synanyms

Veibs Tense
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i

Log Counter Word

Sign Out
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»
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5. 11190 Word in request to Block mifveiivziumihven 14 lumsysuuaa
{ o ° a a o ' v
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3 Web Filtcring Program . Microsolf Internct Explorer. ..
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Ward in request URL 1o Block
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Squid and ICAP Server [Inude

Service Clioxymen

Squid Dl

ICAP Server
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URL
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Word in Request URL
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Word Content on Web
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T liawsodidui Block URL viu 18tz Error message uﬁﬂﬂﬁ@zﬂﬁ 4.20

URL to Block

|| www es-porno.com
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UM 4.19 (1@ list URL to Block
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