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ABSTRACT

Corporate governarnce is defined as ethical corporate behavior by directors or top
managements charged with governance (Bank of Thailand (BOT), The Office of the Securities
and Exchange Commission (SEC) and The Stock Exchange of Thailand SET) ) in creation and
presentation of wealth for all stakeholders. The rules and procedures should be established in
managing and reporting on business risks. Company objectives are set and monitoring

performance.

IT governance is the responsibility of the board of directors and executive
management. It is an integral part of governance and consists of the risk management and
organizational structures and business processes that ensure that the organization's IT sustains

and extends the organization's strategies and objectives.
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Outline authority of Security Function
Consequences of violating policy
Supporting documentation
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Development of policy

Training and Awareness

Review Incidents

Risk Assessment

Liaison with other groups and agencies
Review third party contracts

Security -smart
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Background Checks (Temporary and Contract Staff)
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Discipline / Rewards

® Physical and Environmental Security

®)

0]
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Physical Access Controls to Buildings and Secure Areas
B Key Card and Key Management
B Receiving doors — Courier Delivery
®  Secure Telephone rooms and Modem shelves

Equipment Location Environmental Controls

Utility failures
¥ Power
B Water
B Gas

Secure Cable runs
Equipment Maintenance Schedules and third party maintenance enforcement
Protection of Equipment and Data taken off-site
B Cable locks
¥ Encryption
®  Firewalls
®  Backup tapes to off-site storage
Clean Desk Policy

Disposal of old Equipment

® Communications and Operations Management
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Documented procedures for:
®  Normal operations
®  Error Processing
®  Restart
Change Control
Audit Logs
Segregation of duties and areas

B Prevent fraud
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" Error Detection
®  Keep Development and Production Separate
Operating System Patches
External Facilities Management Security
System Capacity Monitor and Planning
Anti-virus updates
Firewalls
Backups — generations
Disposal of old Media (paper, tape ,CD)
Email use, Retention and Privacy and Virus Risk
Integrity of Communications links to other courts, areas
®  Encryption
® Digital Signatures

®  Non-repudiation and Replay

® Access Control
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Policy on rights and privileges
Registration, Detection, Update and regular review of access levels
¥ GuestID’s
® DuallD’s
Password Management
®  Forced reset
®  Difficulty
Unattended Equipment timeout
Remote Login
®  Ports

B Limited menus

® System Development and Maintenance

©)

Structured Development Methodology
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B Peer Review
B Technical Review
O Input Data Validation
O Output Controls
O Balancing
O System File and Database Protection
O Test Data Integrity
O Covert Channel Analysis
® System Continuity Management
O Identify Risks
O BIA
O BCP
O DRP
O Writing and Testing Plans
O Maintaining Plans
® Compliance
O Safeguard of Privacy
Legislative Changes
Non Business use of Equipment
Collection of Evidence

Admissibility of Evidence

O O O O O

Audit Support
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6.4 Communication Security
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6.5. Application and System Development Security
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6.6 Workstation Security
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Information Criteria

Define a Strategic IT Plan
| Define IT Architecture
Determine Tech. Direction
.| Define IT Org. & Relation
5 | Management IT investment

Communicate Management
.| aims & direction

7 | Manage Human Resources P
| Ensure compliance with
3 | external requirements

| Assess Risks
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Manage Projects

Manage Quality

Al Identify Automated Solutions
Acquire and Maintain
Al2 Application Software
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Al3 Technology Infrastructure
Develop and Maintain
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Install and accredit Systems
Manage Changes

| Define and Manage Services
| Levels

| Manage third-party Services R | B S
| Manage  Performance  and
| Capacity

| Ensure Continouse Service

| Ensure Systems Security P |P
Identify and Allocate Costs P P
Educate and Train Users
Assist and Advise Customers PP

| Manage the Configuration
| Manage Problems and
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| Manage Data
| Manage Facilities
Manage Operations
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Assess Internal Control
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T ThaiCERT

That Congputer Emurgency Response Tesm ThaiCERT: Thai Computer Emergency Response Team
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