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Information Security Plan is established tool for Corporate Information System Security to
ensure that confidentiality, integrity, availability and information security services met. By objective,
information security protects information asset from threats vulnerability, risk, impact, laws, ethics and
other damages sources. Information Security Plan are responsible with information security policy,
standard, guideline, procedures and others suitable set of controls. PTTEP Information System Security
Plan Project study about existing principles, components, vision, guideline and implementation

information security plan and to be compare with Intemational Standard ISO/IEC 17799 — Code of

PTTEP Information System Security Plan
Mr. Yanaphat Changto

Ph.D. Chanboon Sathitwiriyawong

Master of Science in Information Technology
Information Technology Management

2002
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practice for information security management
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252 PISIAMIANMUTE (Risk Management) (Peltier. 2001 : 12)
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fhuffuReveuTaoudazszunses q Usznov Wdaoded
1. duSmgndazindedis BITC) quasuRnseuhuSesues
(1) Phone and Fax
(2) Local Area Network
(3) Desktop Computer and Applications
(4) File and Print Service
(5) Wide Area Network
(6) Mail System
2. dawiannuenniingu BITD) quaduinveulud e
(1) Internet/Firewall
(2) The Company’s public web site
(3) E&P Library and Information Center
3. dauannszuuuerndndugsie (BITB) quasuRaveuTuFees
(1) SAP
(2) Oracle Finance

(3) Maximo (Maintenance Software)
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4. duWannszUULeNWARTUMImMATA (BIT/T) quas urarou luGosweszuuais

AUNA Geological and Geophysical System

3.6 Iassaamiaenssuszuvmsaume
Tnsaafuanilavnssuszuuasaume vos dan. an. wialdidlu 4 nqulng o fe
1. izuumséammaﬂmmmﬂn (Communication System)
2. svpuaMgsnuliam@se (PTTEP Integrate Business System (PIBS))
3. STUUANTAUMANUETSING WAz EIAN AN (Geological and Geophysical System
%30 G&G System)

y a L |
4. STUVITUIAGDINOUNAADT MYARQA (Desktop Computing System)

361 sTUUMIARANsIAZ INTANUIAY (Communication System)
suuMIAomsuaz Insanay il 2 5211 A9 521 Local Area Network (LAN)

A a ' 4 . 1
wag Wild Area Network (WAN) LWBi‘ﬁ)ﬂﬂﬂﬂaﬂﬁﬁHu ’JEN'I‘N‘UEQENﬁ'ﬂiSSH’JNﬂﬁH

Fremel iz ciganisk é
§ i 2

WGl Rber Opte | Gbp s
Hoasheh
~C 3908 ¢

St
G35

WA Aker Cpdo | Dbp s
Agathck
~ €308 Exsn
O3 xE

6t WA Aber Opte | Bbp s
Agathok

Catslgetesu g
" - € 3008 iy

LT
LA xB

¥ i !
Akl * 1)
= o
Hgathok %305 12 Rler Opde | Gbp e
U - C3808 ga ok
~C R i i

W94 Aner Cpfo 1 Al
- £ 3506 Man

Rber Convert UTP
A O Tt 10

30 3.4 uaasszuunTov eIy
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Link
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1rzasen

E-LE_LE_FS

PT P SONGKHLA
Link

Ireaduby COMNANY
Iveaduby CONIIACT G

NE N

31 35 udassuLIRT oY szez Ina (Wide Area Network)
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a o < .
3.6.2 STUVNUTINAVAATY (PTTEP Integrate Business System (PIBS)
' Y
Huszyumsaumaniauduiyd msdadedanmaznistigednu Taedluszuy
v a_ o Yy o a ¢ oy v g
gmdeyasesuaa shamlugiuuuvesanilaonssu laawundies Tasiidoyagnianyly

3 uuudAoiunniisenii SAN (Storage Area Network) L1 NAS (Network Area Storage)

Bhaximoe Workilow
Server

OFS Novisear Maxivao DE/OFA

“p——
—_—

Maxtmo Terminal
Server

‘f i ook

g
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363 JLUVMTTUNANUTINING WAL TIANANT (Geological and Geophysical System 1130 G&G
System)
4 v g a Za g o vl
Auszvvnuasaumaiemsdum §1529 Innziaamuaudrmsuazuraai

@ k) a do n’a’ 1 a M) 9
:JuTﬂﬂhszuumiﬁummmuguﬂclmNm‘namusmwwmﬂ‘nmmxgmwga

5101 3.7 uaaesz UV AUMAIUE IR A SIS ANT
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4 a d 1 .
3.64 5:um1um?mﬂauwamaﬁmuuﬂﬂa (Desktop Computing System) Usznouaiy
A o A = o [~ A [~ = 4 @ a a o
® AT0ANT 1szana 700 1503 UAnAnuwATouN e TNTs2AY 1.7 Anz@sa
= d a o a d A ] [ L4
flunavessnsanan 20 Anglua Iviaeanud 256 wong lud
o o /789 Yo ' . .
o avuayuweniuIsN1gn a1y 195y E-mail, Word Processing, Spreadsheet, Web
Jd 4 a 4 ]
Browser uawaﬂwmeaﬁ'mmsﬂuﬂﬁuq 1% YU AutoCAD, MS Project, Primavera
a9
® OWWAIATY (¥U Back-End Application 1% U Proxy Server, Firewall, Mail Gateway,
Domain Server (11@n
o haFivnesuielasinsevwdmiunuuiudoyadiuyanauazuiludoyaves
uwunuazmsieiluuiudoyaszndrsuwunlussdins Taonuluginselidu

SAN 1az NAS

v,
¢ {1
&

0

.Pl
1

o

o)
e

\é{—.‘, = a’
SAN
v 3
p——_ =
L LT _i M] oo
T ——-l-a i
e o B

31N 3.8 uanInsIFOUR DYDY SAN
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Network Attached Storage

_ SO . WO W L I O S > ——— ———

514 3.9 uAmImsIouA D YO Network Attached Storage (NAS) ¥4 1am. o,

wlennefeanums I malulag ansaums tazms Iy msae InsnNinny

Uon.aw. IdtmuauTonen hifoadums 1dginseliazszunmaTuTadasaumeluy

@andnldminnugodildsuduazi ludgia

371 Jaquszand taznuSuRayoy
a 4 ’A o a [ a
ms ldnoununesiazgnssions Minvades dumslduSmsma TuTadasaums nie
o 4 A v a 1 [ [ d‘ 9/
gulnsalnsdeas Insaumay deiluarwiuiasouswiuvesynainsnnszay nagld
L4 1 4 0. A a
Usz Teani 1 1ded1ammzan oo ldannasgiuvesnsaut uging uazasandoanu

U TB1eLaz T TOTUTTUVOIUTHN

372 m3lamaTuladansaums

1. Intemet

o an.an. auayulETuTn ntemet o Wy aanseusaiinu 1dussqih
A @ d =1 a A 9/ qd‘u L%
winensoinglszasdodaiilszAnt nwdaoma TuTad iviuaiiy
o an. an. duaSuIRIms19uTms mtemet ivoriilunagns lumsdwiiugsna uaz
4 A ' oy = ¥q a \ o 1Y a
HunosilouranisBous swdsmsldlufnssudmdamaunis uadud

Wil ugshedui
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{ a q’z’ ° 9/ v a i
® aanAnaM IFVTMT Intemet 19 IULRZ UBANAMINIUILADITURASDUN DZHAN
P LA A 1 a =) = v oA 3
(@89 Internet Site 11 Uan. N, DONAANYHMNY M3 aLIARATISUBUANY LA

s mszdonaduilsgmeunsdoyansouna1svo Intemet Site A9NA1IAOR

4
U

oS a nd‘ Y

o an. aw. fidnfhezdesmwquanislduinis Internet ttazlafun1sEai
Internet Site #4112 1oz 81419 Intemet i ¥0 099691 Intemet Site 1afl Yan. an.
fiolRangrune n3eaziinfasssn ve WS nudhengmneveawsem

®  f9nsIuUY Intemet Hoduilufanssuaissa §1¥ezdosinsanlfodnseda
3359 My Intemet B-mail d i udeyafidiunmudueszdesduiunsdsiad
MU ANAIY

2. Electronic Mail (E-mail)

o slom. an. 138 uiiums I seun Blectronic mail (B-mail) e I yaatnsynszdy
18 umsdems Tavnd ludns et dmiumsifiteAnssudu
aranmsoidawanars ususiv hioygnaldih luldlugshsd s

® ARINTIABINANG 9Tl 93 B-mail fizdiuglasindenisUfsaauves
s, aw. vSead uanwsmadeddy wiedHunToueuiin nishangmne
W3 onzlaRaGIIN

o  1%13Ms B-mail 5@ 0 uUnTUIiloM 181 E-mail 952054 B-mail daudai
(g1 52U E-mail 104 Yan. ow. 019929nAT19TOLAMARAT Mz Y

Tned i 185 uneumanenin dan. am.

2
= o

' F
e wiinnuniantnelumsd10wilon E-mail ¥90UENTZINITAING 1IN
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]

A yye o Y o 1o oyl v A : ¥
ﬂ'E)ma"lﬂiUﬂ’numuﬂrmem;mmm%mmu NN AU DINIYDN E-mail VBIY

aly Yo A 1A o
uTﬂvu"lﬂiuauwmxnmmmmm

e k.

=2 9

3. MINDIVDYA (Access)

aa A

P 9o v 3 A 3 = 3 4 [
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a d

o Y A A
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wlassviaru nienszihimsoulaiildifanudonie Taodi lild s ey
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yue Yan. an. delinnune
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4. msldgunsaimsdoTnsauwny

¢ gunsalnsdoasTnsauunan 1ud Tnsdwd Tnsans Tnsdnniilodio Ingda
AR (Pager) IngFudsgunsaisudyanaeruiion gaesiaie dudu

o alan. aw. TdduiTums Il szuumsdeans Insaunauie Iyaainsldluns
Fomsiterse Teminagsnoves dan. an. dmiumsldiiensnssududa
annsori dauaunis ud hisyana i i lugshvdudn

1 l J A M

o yaminsezdemaniaseiilfgilnssimsfeas Insmnnauiisziugiassade

mslfiacuves dan. aw uSeadennuiimgdedounieddunToure
a o P=} 9 aa

UTHN nie ldlunanianguung

o ginssinsdoms Insannauusind Bliynans 18 amanusuiulums
o Aa a Y Aay v ag 1q ¥ o la:'yulgun’ll
Auiugstomumihiif 18T useuming Hlaldamd wmian 1as uusas daiu
msigUnsaimsdeasInsaunan lild lugssdaudwiin hioygnald
Nz

o/ a/ % ¥ A A' A _ o 1
e nsdnila matuiinmy Fuilemwesmsdeas dudali sy duudns
r y ]
Tufinmy Suitonvesmsdoasii dan. an. Wduiunsmgsivlasing
A o =R s a 3 9 s =1 9 o

womstuiinmilunsdifien Sazdesldsuanumureuninnssunsgia

M3 nginou

373 AnSaIuAAa (Prvacy)
A o q' a va & d' 9 v a a
ulvnevea Uan. an. sudunazlfiinewngruinennedenudniduynnaves
LY a o [ o a 9 & 9 &
wiinam luaouiihinu uassnlsnay dan. an. avudnsmaditedeyamsaumalas 49
. . { g 1 a (4 4 i A
923708 Voice Mail t1a¢ E-mail N uag luszuunouiiunes wieginsalou ifuades nie
o v v I 4 a a & ' d’l’ P

gunsel Insamnan Suunsndduniodnsues Uan. an. nsoeg luitunvonan. an. uennin

a

a 4 4 Y ] 4 o
# U3 Sngeui ans Tz Bouswar ovss Tomilumsasiveey govmu viodumudlude

YAnBUNUADS Voice Mail %30 E-mail #and 1

374 ﬂ'lil]'ﬂ]JH!J'lUﬁ?BBHﬂlu'm
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asueunuens seyaa iU iAMuaumY wilnauveddsudi nTeniinauen
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o o { o A { a a o Q"
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o

a 3 4 [ ’ {o
¥ nazmyddeszuuneuiunestazginssinsdoas Insauuian denanluveuwafisiia

aanusuiufieeldiauiemivayugsioveatlan. aw,

38  ulsneanudasaduszuumsavmaves Yan. aw.
wosninmsdmuauToineves Uan. an. Savidiuamndangs danudeli idin/adeya
Widumu'lne wesmnmswladunmuneswilfanumngenamandouninueuaui

an. . fmuald

39  UAUNAIENMIIAM IR (PTTEP Information System Contingency Plan)
o a d v o ¥ A& o A w & ~ a dy o
A UUHUIUT B9 ﬂi%ﬂ‘nﬂ‘lﬁmEliﬂsﬁlmif)%ﬂﬂ’ﬁﬂfllu'ﬂ'lﬁiE]ﬂ’J'lﬁJlﬁElWl‘c’m'B'lmﬂﬂ‘UuﬂU
DINNTHATIZULATHUNA FUHUTLUTEAOUAIBUINUEDY ) 4 UNUAD
1. UAUUTSINIAURSS (Risk Mitigation Plan)
2. HAUADUDUDNY AmY (Emergency Response Plan)
3. UNUMSAUHUIUGIAT (Interim Processing Plan)

4. URUMIAAUTNINAY (Recovery Plan)

" aanuan .
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Project Planning | Risk Adalysis/ Review "| Business ImpactAnalysis

r
F

f

y

Training

y l

Plan Developmerit IS Contingenty Plan

[

Testing

&

Majntenante

M 3
31 3.10 taraatumowlumsvium (Planning Process)

39.1 UWUITUUSTIMIAMIES (Risk Mitigation Plan)

1.

9/ 3 st ::i d‘ (Y
sznounetunonIsnIsRneINY

myeonu leinemsianailami (IS Contingency Policy)
mydamiszuumsaumavosuSindluszuudes q uazsaassdTuiiaveulu
UABYITUL
é’%"uﬁmamwiazs:uuw%’uﬁﬂﬂmmﬁmﬁ"‘umi%’ﬂﬁ16f;"umau3%ﬂ1iuaxuwuq1u
VONTSUVIDIAN

msUsenduRuT Mynseind Iy (The awareness of the plans)
ATNATDUUNUAT ) ST UAELIE M 9
mathgesnuenasiumiseue Tasionasdi q famsihemalulod
amsaumszdiuduRaseulumsszmaldesaiiumems Tasfiudasszuy

oy < wxluwuussInilym vemua
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. . a - ¥
2. Migration Plan willnasnilsenouaie

M

@

®

@

. [ °
na1)Aua1uilsza3n (The Recovery Time Objective) (RTO) il un1sfmuae
WA U IRAUYB WA AZSTUUYRY ) nasnInfan g ydensomeouy
voauAazszuutes q Taen q liusasmitsnuseniuransenuiumaz sz

o 9 [ g/ a d
asziuld wasnldne 1 ;iiag
yautl maeNn1A9INN 13 AU (The Recovery Point Objective (RPO)) HUNBHA15H
v ~ = 3 J o 9 &
mandeyanenvegaydsluinumilandindau s narlanamilsuay

19

HHBNUNNE IR N  awsoseniyld Famissaugshseusuitteyass

e

doalimennd1 1 1 uazdeyamseziuluonanmi (oftsit) uriTuegy
ANUHINZANYBIMINITaNNNT TN lurhea 1 9 vesssuumsaumet

A WBAGHYBITZII (The System Resiliency) fiea09y RPO 1Az RTO Fu1%7
nifea 9 Tuuwuama TuTaBensaumaesd oai 915 0190nUUUSEULAN
WianumungauninnTsy

¥
ﬂtmzt%ﬂmuﬁaumiﬁﬁummizuuaaﬂ %) (The Detail Recovery Procedures of The

e

3 ] 9 P=% [ Yo o ¢=' v =1

Subsystems) YUADUAN ¢ ‘O&’ﬁ'ﬂ\mﬂ'li'ﬂ'lﬂuﬂuﬂﬂﬁﬁiuWﬂ‘]ﬁ)‘UTﬂﬂ'ﬂ%SﬂﬂdN
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3. MSIANUBNATS
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mysaniuend1sd M unIsAnU§1iaa19 9 souiamsnadouae q awdeadl
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¥
a5y TeemeaasiueT1Nen

® Junmidmlfiiavsonade
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=
® yananiNeIves
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» E4 T
o Jaguinselfildsmiazuni 1y

e

o duppulumsinifia

] 14
o flgyminaiuy

14 ¥
o 9 =4

2) swnmssimssaiiemsenaisasae Wi ludheoma TuTadasaums

o

° 4
o Savmemsweniiig (Software Inventory Document)

o

® Jasemsssaus (Hardware Inventory Document)

o

® I uBNEINYaYIN13111795 N1 (Maintenance Contract Document)
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o Javiuenarsiiegiiamisofiade 1duiiviula (BIT Emergency Contract
Documents)
4. ms‘v’lnﬂﬁﬁﬁummm (IS Contingency Exercise)
w I's N
(1) Saguszasnumaie
A ] o o o Pl

edenIzsznatmzd AN A YUOUNAMIIAIN

2. mudsurUtazenms Inhoazdhlede

v ¥
3. musuezeusuungguassunludursuveamsdaussuy
J 3q ¥q ¥ o vl Yo a ' .

4. mudwazeusug ¥ nansoninu la4Ins1InuIsn5a 1Y (Interim

Procedures)
a wa Y] [~ a
@ msAnumulfiamssanmsilgruniaily 3 sialszneudae
= a va 1 a A [~

1. mMsAnU§TRn133mnnIR U (Integrated Emergency Exercise) (1 un15#nn1s

s ufuusnaasadsazdwnadeuswiuusnlsenduius
2 ° [ o by

Hlunsfamsinusmiuazmausamgilgm

2. N nﬂﬁﬁ'ﬁmnnszmumsﬁ’ﬁu (Recovery Procedures Exercise) Tﬂﬂ‘ﬁé’

a 9 a wa ] £ = 3
vSmsszuuezdedimifidedniosiazass
< a wa @ i & . = (Y
3. N5 Nﬂﬂ;]ﬂﬂﬂ'i SUIUNITFINT (Interim Processing Exercise) INBINTHNTUNN

wigsnandnvesesAnsminnuAr sl Tnemues

L4
392 UWUADLTUBINTAIRARY (Emergency Response Plan) Hutmusmuaz fumoumsigiaam

fiog lumiasaamnlasasiasdunadon

393 unil§iiAn1sHans T (nterim Processing Plan) iWutsufivauondenusuReveouvesdld
auiamnsariia 138 eauies (Manal Job) ilesomsffuvesszuyiduazunumyes
winnuthomaluladasaumefferdoudunisadnssunges q Tungoeduld
winauldhude lu1a

1. szuumsaumensamssznenliudae
1.1 52V File and Print Servers
® NansENUADEIN9enng : thunan lasnsenudessuusnn fie
B 52uUMINY (Financial Impact )

14
" MUSMISNY (Business Service Impact) lFUMsIaMIInde aiaans
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B 52UUMI§1599UasHER (Exploration and Production Impact) ‘l’fﬂllv ang

U MIFITIMIYAIEABA1N
o msussmilayn (Mitigation Options) 11 Tae 1 TTinsd1seadeyalidn
goufiduna 51 waslinsasnaeuihmsdsesdoyaiiasududmiv

Yoyadiig q

d' [y o

4 ] { [
o  msldamiduddldneiumsnudoyaiigndeanzinu3luiidasass
o o ::’ § o
" 158fu (Recovery Plan) na5wi 18ta5 s@unoluniladland
B A3UIUMINNIUGIATII (Interim Processing Options) 25115 1A83IN1S
4 Yy e v ! ¥
denddoyaniinamusedunonld
v = [ o
12 53UU SAP INANTENUABNUUTMIININGINTUYuE (Fuman Resource

Management Impact)

v
a ~ o

1.3 3211 Oracle Finance and Maximo #A21@ AR iReIn
o szuumsiuvesdnineu Inguaydninaen
® Budgeting and Accounting
®  Procurement and Logistic
®  Flight Management
®  Personal on Board (POB) report
® Manifesting and Stock
® Maintenance
® Joint Venture Accounting (JVA )
® Approve of Expenditure ( AFE )
® (Cashcall

2. ummmﬁanmﬁ]mm ( Mitigation Options ) #1114 lag

2.1 1¥3imsvi off-line backup

o doyauazszuuiimsdisemniu

o doyandedluaziudeunuBidunat 1 Ao

¥

o @ =1
o doyadsoulizidlawideudu’ld 3 wou

L'

g o v v ° &
waztnud1setoya 1lszsmmdou

o o & v

2.2 999 YQ 9N (Maintenance Contract) 1ng
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o Fnfueiansuazseriing
o oululumsuSnsdemelu 1 5u
2.3 UHUMSHAY (Recovery Plan) Tatazdnailsznoudae
® [ ead time about 45 days
® System Recovery about 4 hours
®  Application recovery about 4 hours
® Total time to recovery about 8 hours (1 working day)
3. 53UV G&G liNansznumeennsge latinansznuiy
3.1 a9v)u1v New Venture Impact
3.2 Exploration and Production Investment Impact
FBmsdiamsussmilami (Mitigation Options) 18iiA
o msdsecdoya
® MU (Hard Copy)
® 115911 Standardize Treatment and Flow of Data Asset
3.3 LANATSIYNINYIAINN (Interim Processing Options) 11117 18
o 1¥gunsaiveafifinsn (Vendor's facilities)
o ¥gilnsaludsmasyu (Parmer’s Facilities)
o Igmsidayan (Quick Ship Contract)
4. E &P Library and Information Center Suéuenansfufiv13lukeseyn Faiina
nsznu Taemssansilymiin g Taofy 15 ufinuanudounazanuiy
5. szunTnsiniuazuiing (Phone and Fax) Feilansenusessdnsiunais ms
Sanailoymenld nsAniiiadoudi (Mobile Phones) Tnsfmiiaisisay Sadh
21U PABX vy
6. szuAT0UBTERU (Local Area Network) finanssnudegshvesnstunat
7. STUUUBWNAIRTU (Desktop Application) THanTENUABDIANTYY N15TANITIY
Foafimssaiiszuuninduseniuad ssuumsameadiow uonwamdunas
§1u%zﬁmmmsnﬁﬂéﬂ@’fﬁumﬂamim ghost 30 clone 13
8. SYULINIOUIWITEE INa (Wide Area Network) linansznuaossfnstunaia nmy

o o - 1 N A
samsildlasldmsfadefeaisniedu q naunu
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a o o o o o [ s a
9. FTUVBUMBTIIIA (Internet Access) Hanudrgluszdudmdmiuoading msin
. 4
M3 18 1aeld8nsou o unu
10. s2UUBNA (E-mail) inansenuasssnnsthunan msdamsiaywnirldTasld
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394 usumsfaunnaudemensemsilosiunimudene (Disaster Recovery Plan)
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v @ ] [
3. arwaseseniufungudedoyalanie i (Tolerable Data Lost) A 104A n5d]
o ¥ 4 W i ] [ ] o & ° 1
mydrsosdoyaBilemestiuTuiudud I nd lugrniwvesd afunilsezsiede
v 9 'Yy
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e dinand i3 (Mail Gateway Server)

® ANy FN13957 (Mail Exchange Server)

® DNS and Active Directory Server

® WWW.PTTEP.COM Server
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B, dinstepnan -?immﬁﬂﬁru

1. Hardware Asset Server

Mail Gateway Server A 5 20 3.57.336.6

Mail Excchage Server 4 5 20 11135366 8.1

|Windows2000 DNS 4 5 20 11.241.41:1618

and:AD Server

HQ-FS4+5 NAS Servet A 4 16 1:41.1136.7

HQ-FS1+2 SAN Server A 4 16 14111867

www. pttep.com Server 4 5 20 536574

Maabia Intranet Sérver 4 3 12 1:1.135,36:636.7 5386365

Poseiibn Workflow Servér 4 2 8 1.1.61.11213665.3

Reserve DC Servér 3 3 9 1.1.24.1.41161.8

Maximo Server 4 3 12 5118

Orchird Database Server 4 3 12 5,1.1.6

BU4 Vaerita's Server 4 2 8 1.1.3,1.11,3.5 366

HQ-Portal Servet. A4 3 12 1411135

Tatooine Drivers Server 3 2 6 1411125367728

HG:-SWDR Appli. Server, 4 4 16 141125367

Unix Géology and 4 4 16 1.1.31.1.6:1.14.2.1.35,

Geophysic Server 3.6;5,5.3,5.3
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442 ngquuesginsaiinieiisdemsfildlussdng (Network Communications Devices)
aunsaffilyamarndegeldus
®  Cisco 4000 Router
® Motorolla Vanguard Router
® Firewall
® Netcache 1100 Server
® Contivity VPN box

® (Cisco Catalyst 6500 Backbone Switch

d' (] S A [ 4
M 4.6 uasnauuegnsalinievedons

AlnvBaniwEau ainiddmi s un] drdadearn wilAvETeRnAN,
iy fiareana fenvifet

2; Hetworik Com.Devices

Cisco 4000 Router 4 5 20 1.1.21451186 ;2‘4.3.3‘;3.5‘,3@,1 |
4156267

Firewall Server 4 5 20 1.1.43385516%2

Motordlla Vanguard Router 4 5 2 [ta2480.16249335381,
4156267

Nétcache.1100 Saiver 4 5 20 1.1.31.1.4,1.83.536.64.1.6 6.1

Contivity VPN Box. 4 5 20 1.1.41.153.16141356.1

Gisco 6500 Switch 4 5 s 353.14.1557636.168

Cisco Catalyst3508 4 2 8 35312233415

Cisca Catlyst3524 4 2 8 35312233415

Cisco Catlyst 2948 4 2 8 35312233415,

Cisco Caalyst 1922 4 2 8 35312233415

Cisco Catalyst 2950 4 2 8 3.6,3:1 .2,2;3*3,4.1:.5’

D-link Wireless AP 4 2 8 35312233415

Cisco Aironet” AR 4 2 8 353122335415,

HlosovSoaumauenyammmidesgeueginsalindotiedemsiianinaumaa q fie
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1. funguuesgunsaffildifeudesunmsdoas Tanawuenri g1 usms
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443 ﬂfiu‘llﬁ)\lqﬂﬂ’iﬂfﬁhd 9 YBUNTOUY (Network Accessories Equipments)

a I's 4 Cal A t [ (:id $
1AMIAATITHANMTeU0e9Y n3ald1e q veundevienugnsaifilinaudoags

v
Usznoulidrodail

10/100/1000 Ethernet Card

Fiber Optic Cable

UTP SE patch cable

Converter UTP to Fiber
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alavpmingdu arwddimingdu pomsdinzdhun| smomddar slevaasionnam
G finfornaw flonifiniu
3. Network Accessories
Equipments
10/100/1000 Mbps Card 2 2 4 1.1.66.836.4
Fiber Optic csble 2 2 6 3.33.13.6.1
Network Patch
Mdnagement 1 0 1]
Fiber Managemenit Encl. 1 ] 0 1.161.1.2
ST-ST Fiberpatch cord 1 1 1 3.6.4
SC-SC Fiber patch cord 1 ik 1 36433
|ST-SC Fibér patch cord 1 1 1 3.6.43.3
|UTP BE Cable 1 1 1 36433
UTP5E Patch Cable 4 1 1 36433,
UTP 5E dack:Connector 1 1 1 3.6.4
UTP Plug Connector 1 1 1 3.6.4°
[|Patch.Paral 1 1 1 364
Face Plate for Rji5 1 1 1 356.4
Cable Managgmen’i panel 1 1 4 3.6.4.
Line tester 1 1 A 13.6.4
Carbiriet Rack 1 1 1 3.26.8
Wire-Management Panel 1 1 1 13.6:4
Converter Utp-> Fiber 2 2 4 3534383351
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4.4.4. ﬂtjmmqﬂﬂmﬁm AUUINY (Telecommunication Devices)
namimseianudsamuiglase Insanmnauiifinnu@esgelsznoulidae
o &
ail
® PBX
® Mobile Phone
® Sattelite Antena Disk

® Micom MUX

M91971 4.8 uannguuesginsel Insauuiay

aflorpanindtu ameininga ety luna-Amoudisen wievmutsnam
S fasfeAnAm ﬁmiﬁhgu

4: Telecom Devices
Mobile Pharie 2 9 4 364
PABX Nec 4 1 4 311462233413
Fax Canon 2 2 4 36443
Sattelte‘Antena Disk i 1 4 1313233364
Micom Mux 3 p) ) 36433
Microwave radio terminal 2 2 4 3.13.23.33.64
Saitelite Modem Nec 2 2 4 333.6.44:4.1
SRX/5 Stat Mux 2 2 4 36433
Alcatel PBX. 4 1 4 3111622333413

aunau3eilsdevindennanldun
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gunsal livhauiieanines lnd sumiiansemsdeasduman
a '3 4 A~ a 3
4. msazmelumsinnzianudeulelinsdndeszuy

o d 9 - y
5. ﬂ'li"ll'lﬂﬂ'liilﬂlﬂ‘l]‘ll@ll"ﬁ(lnventory) NgNANBY

4.4.5 ntjmaﬂmqﬁ%’nﬁuﬁmﬁ'mﬂauﬁama{ (Computer Room Facilities)
mﬂn153miwﬁmmﬁ'mwuﬂwqﬂﬂm‘fﬁﬁﬂ31mﬁ'ﬂqqqﬂszﬂau"lﬂﬁ"wﬁ'mf
* szyunsefuene
o msnliauly (FM 200)

® szyuginssiaauia (Gas cylinder)



e gilnsaiia

e

e gilnsaldn

q

L aﬂﬂm‘i'f?'mmtummu (FM200 Control Panel)

q

® szyuilse

=4

o/

g

U

3

-

1@ Flexible Disharge Hose

f21U199n (Access Door)

VAU Photoelectric Smoke Detector

=t % y A Y a ¢ ¢
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ilavaminddu Awehrruningau mmndisaiiulunig] faamdgery wlpgasiunna
Beaaw fiastennam ot

5, Computer Riom
Air ﬁﬁnditioner' 4 2 8 11,6:3.136.3 ,éAG,S

3 2 B 1.1.63.1:36.336.5
Gas Cylindet 3 2 3] 1.1.6,3.136.3365
Flexible DishargeHose 3 2 6 116313863365
Electrical Solenoid Valve 3 2 6 11.63.1363365
Dishatge Nozzle 3 2 6 11.1.63.1386.33.65
Photoelcetric Smoke 3 2 6 1.1.63:1,36.3365
Flashing {amp and Hom 3 2 B 11631383365
Alarm Bell 2. 2 4 1,1.6 3.1.36.3 3,65
Abort Station 2 2 4 1.1.63.1,36.33.6.5
Frn-200-ControFPanel 3 2 b. 1.163.1 ':346.3 B.E.B
Rised-floor i 2 2 ) 1j.1.3.1".::1".5
Access Door 3 2 6 1.1.62.23.1
Humidify Controf 2 2 4 14.24:4634,
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4.4.6 nguYBINTNIAUBTANITOU 9 VoeTTUUABYNIAGS (Hardware Assets)

vnmsamnzdaEsanuigdnseivesesdnsfites Ianuideagalseney'ly

Y o 4:,
738 AU

e midrseadioya (SDLT, DLT tape backup)



® gilns aids m%ga (ADIC Tape library Backup)

o Iiala (Notebook)

9

® A583ABUNUADS (Pc Pentium IILIV)
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M15199 4.10 uEAINGUUBININITUTITAUITUBITTU LAY UABST

Filppmingau v dmIngad frrandnahiling dmmudserr ailhvaariggning
GARTOY Wnsemnadi froradindhi

G.H.lrl;.;vﬁe Assets
00 Pe Pentium IV 3 5 15 1.1.2,1.151.23.13.6.4
B0 Notebook _Dell 3 5 16 1121154234 36.4:
10 Notebook Toshiba 3 5 i5 1421151231364
HP Printer 4000N 3. 4 12 11:21.1:51.23.1 36.4
HP plotter3500C. 3 4 12 1.1.21.151:23.1 364
HP plLotters50c 3 4 i2 1:4.214.5,123.1
Diskette 3 2 6 34411464
Speakér D 1 0 36,4,
Mouse, 2 1 2 3.6.43.4
Keyboard 2 1 2 3.41.123.3
Pad Modse 0 0 0 36.4
Hp_Scanner400¢, 3 2 3 11.21:1.51.23136.4
Fuiji Scanner c400 3 2 6 11.24.1.54.23136.4
HP Cd wiiters 3 3 g 35343564
ADIC tape libraryBackup 3 4 12 3533,.1.1
SDLT fape backup 3 4 12 3533114
DLT tape backup 3 4 12 353.3.1.1:4
Quantum DIt taps backup 3 4 12 34116418
Hp-Cd tawer 2 2 4 18334364
|Sony Digital Camera 1 2 2 364
2d-Rbm 3 3 9 333.4
IoMeg? USB-HDD 3. 2 5 111364
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447 NguUBItBYAURINUILNIUAN ) TueAnT (Information Asset)
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Z.Information Asset

President liformation -4 5 2 11.1:1:221.436654535.1
Office-of President Information 4 5 2 14.11:21.43665.4535.1
Cdrporate Secretary Information 4 5 20 14,1 ;1'.2.1 436654 .5.3,§.1
Health, Safet§.and Envitonment Information, 4 5 20 11.1121.436654835.1
Extartial Relations Infofmation 4 5 20 14.4121.43665.4535:4
Intemal Audiit Information 4. 5 20 111121836654 535:4
Strategy&Capacity Development Information 4 5 20 1141:214366545354
Strdegic Planning Information 4 5 20 1.1.1121.4366545351
Economic&Commetcial.Information -4 5 2 134,1121.436654535.1
HR Development Information -4 5 2 14.11:2143665453 [X3
Orq & Process Development Information 4 5 20 1.1.11:21.436.65456.35.1
Operation Division Head Information 4 5 20 1.1.1,121.43.665.4535.1
Bongkdt Asset Inforamtioh, 4 5 20 11.1,42,1.43665.4535.1
Bongkot Petroleum Deveiopment inforamationy -4 5 20 1.1.1,12,1.43665.4 53 5:1
Bongkot Field Information 4 5 2 11.11:2,1.4 366545354
Operation Asthit Asset Information A 5 20 11.1121436654535.1
PTTEP1 Asset'Information, 4 5 2 14.1:121.436654535.1
Operation Support Information 4 5 20 1.1.4,194.4366545351
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wilevamingiu prwdgningdu framndaathiuns Aarudsa winvpuiennam
e nsfumne florvifiedu
Operation Logistics Information 4 5 2L 1.1:1,1.21.436654 ,5.35.1
Operation Maintenance.& Inspection Infor. 4 5 20. 1.111.21.436654535.1
Qperation Drilling Information 4 5 20. 1.111.21.436654535:4
Opeartion Wall Engiriseririg Information 4 5 2 1:1.1,5.21.4 356 5.45.35.1
E & P Investment Division Information 4 5 20 1.1:1,1 .i,1.i,3.i3.6:5.4.5:8:5.41
E& P Maynmar Project Information 4 5 20 1.1.1,1.21.436.6645.35.1
E & P Project! Inforniation 4 5 20 1.1.1.1.21.436654535.1
E& P Proejct? Information 4 ‘5 2 1:4.1:421.436.6 545351
New Project Division Iriformation 4 5 20 1111214 356545351
New Project New venturel Information 4 5 -20 1.1.11.21.43665.45.35.1
New Project New venture2 Information 4 5 20 1.111.21436654535.1
New Project for New Bussiness Information L] 5 20 1.1.1:%2,1,436.6 545354
New Project Petroleum Commercial frifor. 4 5 2 1:1.11.21.4 366545351
New.Project Indonesia Projects 4 5 20 1.111.21.4366545.35.1
Téchnical Senvices Division Information 4 5 20 1.111.21.436654535.1
Geology lnformation 4 5 20 1.11,1.21.43.6654535.1
Geophysics information 4 5 2 111;1.2,1.4366545351
Reservior Engineering Information 4 5 2 14.1,1.21 .4,3.5‘5,5‘-415.3,5.1
Production Development Information 4 5 20 113,1:31.436654535.1
Facility Engineering Information 4 5 20 1.1.44 .2,4‘.4.,‘3.6.&,5.4:’5.3 51
Construction Information 4 5 20 1.141.21.438654535.1
Business Services Divisidrf Information 4 5 20 $.14,1.21.4366545.35.1
HR Senvices & Relation Information 4 5 20 1.1.41:2,1:4 36.65.4535.1
|Administration Information 4 5 2 14.1423:4366545351
Procurement & Contract Informatidn 4 5 20 1.14.4.21.4366564535.1
Lefal Information 4 5 20 1.14,1.21.436.6545.35.1
IT Senvices Information 4 5 20 114,12 44386545351
Finance & Accounting Information 4 5 2 111121436654 5351
Finance Information 4 .5 20 1.1.1121.436654535.1
Accounting Informatioh 4 5 2 1.11,1.21.436.654 53511
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4.4.8 nquYoIreNNITN1FIUeIANS (Software Asset)
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MS Windows 2000 Professional

MS Windows Office 2000 Professional
Acrobat 4.5

Arcserve 2000 Backup

Veritas Backup

Maximo

Innoculate Virus Scan

TimeWrite 2000



® WinZip 8.0

® Trend Micro Virus Mail Scan
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8. Software Assat

Actobat 4.5 4 2 B 16,17,1.1121 3875163
Arcserve 2000 Backup 4 2 8 1.61.7,1.112136.75.163
As$et 2.3 3 2 6 1.61.7,1.112:136.7516.3
Autocad 2000 3 2 6 161711129 367515.3
Babit _ 3 2 B 163.71.11,21 36751 6.3
Coreldraw 9.0 4 2 8 16,1:7:1.11,2.1:36.75.16.3
DeepEST 3 2 B 161.71.412:4367516.3
Docuwbrk 4.0 3, 2 6 1.6,1.7,1.112.1 3675163
DocXPle3:48a 3 2 3 164.71.112136.75.163
Dreamwaever 4 4 2 8 18,1.7,1.11:21.367 5.1 5.3
Exceed 6.1 3 2 6 161711421 3675163
Fast-Est2.23 3 2 6 1.61.7,1.11213675.16.3
Flash § 3 2 . 16.1.7,1.11.21.367515.3
Freelance 9.6 3 2 B 184,74 11213675163
Frontpage 2000 3 2 3 1827011213675 63
Fujiscan 271 3, 2 5 184701121387 5153
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ailavamingau addyningau fpouninsdiulum maswidsar ¥ilavasiognam
Gastuow frsfennA fronifiau
Gem2.14 1,6,1.7,1.112.136.7 5.1:6.3
Grapher 2.04 161.7,1.11,2.13675.163
Hysys 2.4.1 161.71112.13675.16.3
Inocultae Virus Scan | 1.61.7,1.11 ,2.f ,3.5?7:5:1 5.3
Oracle 61 16:1.7,1.11.2.136.75.16.3,
Oracle 7.32 161.7.1.11213675.16.3

Oracla Financial Analyser

161711121 36.75.163

Oracle application Desktop lnie‘grator

161741121367 5163

Oracle Discoverer.

1.6:1.71.1121367516.3

Ociard

161.71.11213.675.163

Microsoft Office2000

1.6,1.7,1.11,2:1 367 516.3

Maximo 161.7,1:11213675163
Pathfind 164711121367 5163,
Petcom 2.41 161.71:1121367516.3
Photoshop B 161711121 8675163
Pipephase 7.41 1.8171.11,213675163
Predic 8.1 164744121367 5163
Primevera 3:1. 161.7:1.112.136.7516.3
Rro 11 5.6 16,171.41213675.163
Probe.4.0

O U W (W W (W (W W [ [ b W W W W (W W | W |w (W

ISR EN FS I PN PUT PO NI P PO PO PN FNCT TN PO FU O O PO TCR P [N

{2 B 1o 2 B o2 S [ S0 1 2 JO >0 o» BN {2 N 102 B = e N o DR o2 TN o2 N o SN 1 2 BN o N 400 BN o+ N o > N K2 I 102

1617111271 3675153

Production Report' System

2

1.61.7.1112.136.7516.3

indows 2000 Professtional

1.61.7111 2138751863

Ms Porject 2000 3 2 6 16,1.7.40124 3575163
PTTER Patrélsim Libraty 3 2 6 1.6171.11213675163
Queftor Onshors and Offshore 7.5a 3 2 6 1.6,171.11213675163
Reflaction 6 3 2 6 16171.11213675153
Risk 4 3 2 6 1.6.0.71.1124 367 5.16.3
Rxhighlight 97 3 2. 6 161711121367 5.1 5.3
Ryview 5 3 2 6 1.61:71.11213675163
SAP 4.6D 3 2. 6 161.71.11213675185.3
Soralis 2.6 3 2 ) 161.7.1.11.2136.75.16.3
Surfer 6,04 3 2 6 1617.1112136.75.16.3
Timevirite 2000 4 2 8 1.61.7.1.11213675.1 5.3
Ms Visio 2000 3 2 6 1:61.73.1121 36751 85
Interscan Virus Wall 4 2 8 16,173.1124 3675163
Weabbfer Dictionary 1 2 8 1617111 213675.16.3
Winzip 810 4 2 8 1.61.71.1+23 3675163
Windows2000 Server 4 2 8 161711124367 5183
Windows 2000 Advahced Servet 4 2 8 161.71.11213675.163

4 2 8

4 2 8

Veritas Backup

16.1.71.11213675.16.3
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HMANUIN N.
PTT Exploration and Production PCL
IT Policy
Subject Security, backup, ownership of files, Reference ITP- 02101
. protection of the group’s intellectual
property

Applicability As per ITP- 03007 Page(s) 1of1
Distribution As per ITP- 03009 Effective date 1% July 2000
Authorized by Revision(s) 1% July 2000
Signed

Remark(s)

Since vital information is stored on computers, loss of data can be catastrophic.

Electronically stored files containing business information have to be kept safe and

remain

the property of the company at all times. Given the fact that individuals can,

with simple procedures, copy complex information (e.g. Exploration and Production
data bases) or intellectual property (e.g. seismic interpretation Maps), there is a need
that employees sign legally binding documents protecting the company from abuses.

Critical

IT systems should not depend on one expert alone.

Therefore:

1.

Important data, operating and application systems shall be protected with
backup routines in accordance with written instructions issued by the
Information Technology Services Department’s Manager. These backup
routines shall follow best practices contained in the technical literature. A
daily backup for data is considered the minimum.

Policies regarding on-site / off-site storage of the back-up media issued
by the IT Manager be strictly adhered to.

Files residing on PCs, laptops and other mobile devices which are not
connected to servers shall be regularly backed up by the users in
accordance with instructions issued by the IS Manager.

Employees are to be made aware that electronically stored business files
remain the property of the company. The employer must have access to
them at all times. The files must be surrendered to the company before an
employee leaves our service.

Employment agreements should contain paragraphs protecting the
company from wrongful doings with electronically stored information and
intellectual property belonging to the company.

Critical IT systems must be mastered by more than one IT expert.
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PTT Exploration and Production PCL

IT Policy
Subject i Security, asset register, documentation | Reference ITP- 02103
Applicability As per ITP- 03007 Page(s) 10f1
Distribution As per ITP- 03009 Effective date 1% July 2000
Authorized by Revision(s) 1° July 2000
Signed
Remark(s)

Over the past years, computers and software became critical business tools.
Often this equipment is linked via interface cards, modems, cables and software
to servers and networks. Without proper documentation of the above

infrastructures, control, maintenance and disaster recovery becomes difficult if

not impossible.

Network architecture is a complex and know-how intensive aspect of IT.

Therefore:

1.

The Operating projects will keep an itemized register of all
hardware and software bought or leased. The Accounting and
Budgeting Department will decide on the degree of details to be
contained in the register, taking into account time / effort and
benefits. As a guide line, the register should contain the following
information:

Inventory code of asset / software
Date of purchase / original lease
Duration of lease, if applicable

Type of asset (hardware / software)
Detailed technical description
Purchase / lease value

Location

Name of person responsible for asset

" m ®m M M E E N

Software bought together with the hardware is also contained in the
software register.

The Operating Projects shall maintain a proper network
documentation.

The IT topologies and network architectures existing within the
Operating Projects are regularly exchanged and discussed among
the IS manager and IT coordinators of the Operating Projects.
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PTT Exploration and Production PCL

IT Policy

Subject Security, physical and logical access Reference ITP- 02105

to computers, transfer of e-mail files
Applicability As per ITP- 03007 Page(s) 1of2
Distribution As per ITP- 03009 Effective date 1% July 2000
Authorized by Revision(s) 1% July 2000
Signed
Remark(s)

Vital and/or confidential data is stored on computers. It has to be protected from
being altered, read or copied by unauthorized persons.

Therefore:

1. Common sense and prudence apply when using and storing data. It
is kept under "lock and key". Confidential / sensitive data shall be
accessible via secret passwords.

2. Physical and logical access to computers and data

2.1. The location of important computer rooms is carefully planned.
Access to computer rooms is restricted to authorized persons.

2.2. Logical access to computer files shall be given via log-on names
and passwords which are properly administrated. The use of
Windows NT offers good protection. Where necessary and/or
technically feasible, log-on registers shall be maintained.

2.3. All access to the Operating Projects and HO computers and
computer networks from outside shall be channeled through
“firewalls" with the possible exception of “remote support” which,
however, has to be controfled. The Operating Projects shall charge
a person with administrating the firewall. Electronic mail shouid,
wherever possible, be stored on an in-house server and not on
servers of service providers.

3. Security levels for transmitting data via e-mail

3.1. Software and methods of transmission and encryption which affect
the communication among Projects and Partners are decided by HO
after consultation with the Operating Projects and experts on this
technical matter.

3.2. Routine information on daily business is e-mailed normally.

3.3. Confidential files are protected by passwords known to sender and
recipient or with encryption methods to be defined later.
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Subject
Applicability

Distribution
Authorized by

Remark(s)

Security, physical and logical access to
computers, transfer of e-mail files

As per ITP- 03007

As per ITP- 03009

Reference

Page(s)
Effective date
Revision(s)

ITP- 02105

20f2
1% July 2000
1% July 2000

3.4. Classified information shall be sent via fax or courier mail.

Classified information is defined as any

contains:

information which

a) Our intentions (e.g. plans and strategies regarding the future of

individual Projects / activities, major investments ).

b) Information on competitors, market participants which is not
commonly known.

c) Highly condensed information which would give the reader a
complete overview over the company and Projects’s structure,
assets and activities.

4, Please also refer to ITP- 2101 regarding the confidentiality aspect of
information and intellectual property contained in electronic files.
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MANUIN N.

PTT Exploration and Production PCL

IT Policy

Subject Security, backup, ownership of files, Reference ITP- 02101

protection of the group’s intellectual

property
Applicability As per ITP- 03007 Page(s) 1 of 1
Distributjon As per ITP- 03009 Effective date 1% July 2000
Authorized by Revision(s) 1% July 2000
Signed
Remark(s)

Since vital information is stored on computers, loss of data can be catastrophic.

Electronically stored files containing business information have to be kept safe and

remain

the property of the company at all times. Given the fact that individuals can,

with simple procedures, copy complex information (e.g. Exploration and Production
data bases) or intellectual property (e.g. seismic interpretation Maps), there is a need
that employees sign legally binding documents protecting the company from abuses.

Critical

IT systems should not depend on one expert alone.

Therefore:

1.

Important data, operating and application systems shall be protected with
backup routines in accordance with written instructions issued by the
Information Technology Services Department’s Manager. These backup
routines shall follow best practices contained in the technical literature. A
daily backup for data is considered the minimum.

Policies regarding on-site / off-site storage of the back-up media issued
by the IT Manager be strictly adhered to.

Files residing on PCs, laptops and other mobile devices which are not
connected to servers shall be regularly backed up by the users in
accordance with instructions issued by the IS Manager.

Employees are to be made aware that electronically stored business files
remain the property of the company. The employer must have access to
them at all times. The files must be surrendered to the company before an
employee leaves our service.

Employment agreements should contain paragraphs protecting the
company from wrongful doings with electronically stored information and
intellectual property belonging to the company.

Critical IT systems must be mastered by more than one IT expert.
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PTT Exploration and Production PCL

IT Policy
Subject Security, disaster management Reference ITP- 02109
Applicability As per ITP- 03007 Page(s) 1 of 1
Distribution As per ITP- 03009 Effective date 1% July 2000
Authorized by Revision(s) 1% July 2000
Signed
Remark(s)
1. All Operating Projects shall have plans in place for coping with

major system failures of mission critical proportions where loss of
information would threaten the integrity of the Projects' operation.

A manual for disaster management has to be created and updated.
Simulation of system failures and testing of the adequacy of the
disaster management procedures shall be done once a year.

The IT Coordinators of the Projects are responsible for the
implementation of this policy.
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PTT Exploration and Production PCL

IT Policy
Subject Compliance with copyright laws Reference ITP- 02111
Applicability As per ITP- 03007 Page(s) 1of1
Distribution As per ITP- 03009 Effective date 1% Sept 1999
Authorized by Revision(s) 1% Sept 1999
Signed
Remark(s)
1. The employees of PTTEP only use original software and comply

with all aspects of the copyright laws.

Users have to be formally advised not to install unlicensed software
on company owned PCs, laptops and other portable devices.
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Subject

Applicability
Distribution
Authorized by
Signed
Remark(s)

Language of communication on IT
matters
As per ITP- 03007

As per ITP- 03009

Reference

Page(s)
Effective date
Revision(s)

ITP- 02201

1of 1
1% July 2000
1% July 2000

The business world is fast becoming integrated. English is the language of
choice when doing business internationally. IT programming languages and
technical reference manuals are mostly published in English.

The Projects must be able to share expertise.

Therefore:

1. The language of communication on IT matters are English/Thai.

2. All new technical IT documentation, network architecture charts,
procedure manuals issued within the Projects shall be written in
English.
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PTT Exploration and Production PCL

IT Policy
Subject Communication, Internet, General Reference ITP- 02203
Applicability As per ITP- 03007 Page(s) 1of1
Distribution As per ITP- 03009 Effective date 1% July 2000
Authorized by Revision(s) 1% July 2000
Signed
Remark(s)

Internet and its technologies will have a tremendous impact on our Business.

Therefore:

All our executives shall keep in mind the following when making
business decisions:

"Disintermediation"

The internet is positioned to facilitate the trend of "cutting out the
middieman®, especially in routine activities such as the on-going
supply of goods to customers.

Information Delivery

Global, instantaneous delivery of customized information in the
form of data, images, graphics, video and audio will become a key
competitive differentiator in the 21* century.

Customer - Vendor Relationships

The internet will be a critical data collection tool where customers
and vendors will e-mail their complaints about products and
services. If used correctly, this will help to customize products and
improve customer service.

The customer - vendor relationship will often be reversed. The
customers' advertised needs on the internet will be met by
vendors' offers on the internet.
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PTT Exploration and Production PCL

IT Policy
Subject h Communication, web pages, Reference ITP- 02205
advertising on the web
| Applicability As per ITP- 03007 Page(s) 1of1
Distribution As per [TP- 03009 Effective date 1% July 2000
Authorized by Revision(s) 1% July 2000
Signed
Remark(s)

Research (USA) shows that 10 % of small businesses advertise on the net.
This figure is expected to triple within a short period of time. Two thirds of the
companies maintaining web sites claim that web-advertising works.

The best Web sites are not depositories for static corporate publications. This
type of information adds little value to the company.

Therefore:

1. Efforts to publish the company news releases on the web are
encouraged.

2. In future it will be considered if "links" among the project's different

web pages should be introduced.

3. Publishing company’s major activities on the net can make us
vulnerable to legal liabilities and obligations. Standard clauses
regarding disclaiming responsibility for errors or omissions are
mentioned on all web pages of the projects.

4. The project’s manager will decide on the rights of individual
employee groups for web browsing.
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E-mail is a cost efficient and a fast way to communicate, provided certain
procedures are followed.

~ Confidential e-mail could easily be sent to a wrong party by mistake.

Therefore:

1.

The use of e-mail in internal and external communication shall be
encouraged. A proper e-mail etiquette will be maintained. An ethical
and considerate manner in compliance with applicable laws is
essential.

The indiscriminate dissemination of e-mail copies, the careless
drafting of incomplete or too hasty comments must be avoided. E-
mail is no substitute for face-to-face communication.

All users of e-mail are to be made aware that: e-mail remains stored
in electronic files for indefinite periods of time and might be used
for purposes other than the one envisaged by the sender. Public
records may be defined to include all e-mail sent or received by a
person. The reported sender may not be the real sender of the
message.

Copies of important e-mail messages should be sent via normal
mail. Hard copies to be filed separately.

The Managers will decide if e-mails should carry a message which
could read as follows: “The integrity of this message cannot be
guaranteed on the internet. If you are not the intended recipient of
this message, then please delete it and notify the sender” or "This
document contains privileged information. If you are not the
intended recipient of the e-mail, you may not disseminate, copy or
take any action in reliance on it. If you have received this e-mail in
error, please notify ..........ueuuee by return e-mail.
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3. The company respects the rights of its staff using computers and

networks for valid purposes. However, where there is abuse, or
suspected abuse of the facilities and services, the company has —
within the limits of applicable law — the right to inspect individual
machines and servers, along with all files, messages and logs
contained on those installations, and make whatever correlation is
required to investigate such abuse or suspected abuse.

1.

The authority to inspect the machines, servers and files — always
within the applicable laws — will reside with the President.

Company e-mail services may be used for incidental personal
purposes provided that such use does not interfere with the
company's computing facilities and/or interfere with the e-mail
users' employment obligations. The use may not violate any
applicable law including copyright violations or illegal activities.

Suspected or known violations of law or this policy shall be
confidentially reported to the appropriate supervisory level of the
operational unit in which the violation occurs.

The possibility to use group internal bulletin boards (for
discussions, dialogues and possibly even the publication of staff
letters and policies such as this IT POLICY) should be studied and
eventually encouraged.
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In our businesses, EDI is making only small inroads so far.

US surveys in the banking industry show that EDI greatly reduces transaction

cost, e.g. from US$ 1.40 for a traditional transaction to US$ 0.08 by using

electronic bank to bank transfer.

In some countries this technology is already relevant.

Therefore:

1. The IS department will continue to actively monitor the trend.
Provided that our business partners (e.g. customers) adopt this
technology as well, it can help us to take a leading role in actively
managing the trade relationship, resolve trade disputes, reduce

overdue debtors, monitor key performance indicators, etc.

2. If interest is shown by important business partners we shall
support and implement EDI solutions.
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There is a vast yet decentralized IT know-how available within the PTT group.
This know-how is to be shared among all group companies.

Eventually we intend to have some form of competency centers in place, whose
roles will be defined later on.

Therefore:

1. Before additional hardware and software for major applications is
budgeted or purchased, the IT Committee, Finance Manager, IT
manager and IT coordinator responsible for the investment will
consult their counterparts in the other projects.

Major applications are mission critical computing activities such as
large-scale applications for technical database, inventory
management systems, integrated commercial software packages
such as SAP, JDE and ORACAL.

2. Information and know-how on projects of a strategic nature will be
shared among the IT managers, IT coordinators and IT committee.

3. Strategic projects are those which are intended to give the
company or the projects a competitive advantage.

4, To facilitate the dissemination of IT knowledge, an address list of
the group's IT experts shall be maintained and distributed. The
enclosed address list also shows the area(s) of expertise of the IT
professionals.

A periodically published, simple yet informative group IT newsletter
shall be introduced. Please also refer to the comments contained in
ITP- 02207 regarding bulletin boards.
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Quality IT installation are the most cost effective.
Many vendors will succumb to industry consolidation.

IT, voice, video, fax, teleconferencing, modems will become more and more integrated.
Appropriate cables, switches, interface cards etc. will soon be an issue.

Therefore:

1. For important, company wide IT hardware infrastructures, software
applications and other services, vendors are chosen with a good track-
record able to support the hardware and software locally on a long-term
basis with well documented product libraries.

We assess the "longevity" of vendors. For key installations the financial
health of vendors is monitored. Specialized vendors with strong balance
sheets are favored.

Vendors have to provide the companies with the source codes of the
application programs and regular updates of these source codes. If this is
not possible, the source codes and regular updates thereof have to be
deposited with and independent 3" party.

2. For key IT hardware infrastructures and software applications, we avoid
the less known products even it they seem to be cheaper.

Downloading of programs from the internet can be a source of problems.
The IT managers of the operating assets might want to issue policies on
this subject.

3. We request for written commitments from vendors regarding crucial
aspects of their services before signing purchase orders.

4, The concept of "Total Cost of Ownership" to be applied when deciding on
vendors and products.

5. When new telephone systems are evaluated, a co-operation between the
person(s) in charge of the telephone system (e.g. property manager) and
the IT expert(s) is required to ensure compatibility.
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By using standardization to streamline processes and increase productivity, our
businesses can reduce costs and secure a competitive advantage. Standardization will
make information systems easier to use, less expensive to operate and maintain.

Our businesses depend on the exchange of information. Our staff must remain flexible
and able to fill vacancies or new positions.

Once standardization (platforms & connectivity) is achieved, the exchange of IT
expertise is easier, the maintenance of the systems more economical and the group's
image will be enhanced.

Therefore:
1. Future purchases of hardware and software will be as per below list:
Hardware

No standardization is planned. However, it is recommended that the
projects concentrate on "open systems" with two to three reputable
suppliers / brands. This will result in negotiating and purchasing power.

2. Operating Systems

2.1. Minis, Mainframes

No standardization is planned. However, it is recommended that the
projects concentrate on "open systems".

2.2. PC/Networks

Microsoft Windows NT

Microsoft Windows NT Server

Microsoft Terminal Server / MetaFrame (to be considered)
Microsoft Exchange Server (preferred)

Protocol (main): TCP/IP
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3. Application Software

3.1. Minis, Mainframes

No standardization is planned. However, it is recommended that the
projects concentrate on “open systems".

3.2. PC/Networks

Word Processing MS Word 97

Spread Sheet Calculation MS Excel 97

Presentation Software MS Powerpoint 97

PC Databases MS Access 97

Accounts Consolidation Hyperion Enterprise

Mail Software MS Outlook (preferred)

PC Programming Visual Basic

Web Browser No standard

Antivirus Software No standard but must be certified

4. Together with the PTT group we are participating in the "Microsoft Select
D Program" since 1% Nov 1998 committing to a certain number of MS
products to be purchased within two years. With this scheme, the group
companies receive sizable discounts.

PTT has been appointed to administrate the above program for the PTT
group.

An itemized list of planned purchases of MS products will be drawn up
periodically by PTTEP’s IS department and submitted to the person in
charge of administrating the program.
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The aim of IT is to have reliable applications which improve business support
services, systems integration and knowledge management.

This can only be achieved by providing quality solutions to the intermediaries
between service departments or projects and IT. These intermediaries (= users)
are, for-instance, PTTEP's executives, technical and support staffs.

The users who represent support departments and Projects must take
ownership of the IT solutions, and they must be willing to head project teams.
This is the best way to prevent costly failures and delays in the introduction of
computer systems.

The final decision regarding software implementation rests with the business
managers.

Therefore:

1. Hardware's and software's only purpose is to make our businesses
stand out from the competition by offering more responsive
customer service, faster delivery and greater reliability.

2. Decisions on IT investments and solutions are business driven and
not only technology driven.

3. High quality project teams will be formed for important projects.
These project teams shall consist of both, experienced users with a
good understanding of the capabilities and limitations of IT and
experienced system people.

4, IT experts shall guide the users, help them to think their
requirements through, define their wishes and translate them into
computer language.

5. Users are the "owners" of IT solutions.
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Studies show that there is an intense drive to buy instead of developing
software packages to handle company wide, day-to-day transactions and
operations. Given that change is the norm, companies seek solutions that are
flexible and nimble.

Projects that take years to install make short payback periods impossible. If it
takes three years to fully implement an "own" application and our needs change
after two, it is impossible to commercially justify tailor-made solutions.

Own experiences show that custom-built applications take a long time to
program and are difficult to maintain.

Therefore:

1.

We seek out flexible technology and policies that can evolve
rapidly. We shall always consider solutions that can swiftly adjust
to business processes and exploit advancements in technology. We
aim for IT solutions which can rapidly and cost effectively improve
applications for the benefit of our company share holders and
partners.

This cannot be done if our applications are so structured that a new
technology or upgraded software version requires major
investments in time and money.

Wherever possible, "off-the-shelf application packages" shaill be
bought from reputable suppliers. Such packages must be of proven
quality and well documented.

In order to allow for upgrading of these packages without undue
delay and cost, modification is to be avoided.

It is the duty of the IT committee and IS manager to warn the users
of the dangers and cost of modification wherever applicable.
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IT is a service function. More and more users are taking advantage of
computers and software.

It is important to get feed-back from the users to fine-tune the computer
programs.

Therefore:

1. The user satisfaction shall be periodically and objectively measured
in a systematic way.

With the installation of computer networks a "help desk” function or
a bulletin board managed by a team of IT professionals and
experienced users could be implemented.

The projects will decide on a structured, regular dialogue between
business units and IT coordinators. This will lead to better
understanding of issues and to an improved operational efficiency.

2. The usefulness and necessity of hard copy printouts shall be
periodically verified.

3. Managers are encouraged to use computers, e.g. by having written
for them simple but meaningful and attractive log-on pages
containing useful and updated information.
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The IT POLICY must remain relevant at all times. It shall be regularly reviewed and
updated to allow for adjustments to the company's changing businesses needs and to
new technologies.

The implementation of and the adherence of the projects and business support
departments to this policy must be monitored.

Therefore:

1. The VPs are responsible for the implementation of the IT POLICY.
They may delegate this responsibility but the VPs have to
communicate the vision expressed in this IT POLICY to their
subordinates.

2.1. Each project will have an IT coordinator who is informed on all
important IT issues within the project and who coordinates IT
matters with his/her counterparts in other project groups. The IT
coordinator can be any IT professional of the project groups. The
names of the project IT coordinators are shown on ITP- 03007.

2.2, There shall be a group IT coordinator for IT matters within the
group. The group IT coordinator is shown on ITP- 03007.

3. The business support department managers, the IS manager and
the IT coordinators of the projects will regularly discuss deletions,
additions and amendments of the IT POLICY. Proposals will be sent
to the IT coordinator and IT committee for review / approval.

4. "IT POLICY" is a permanent agenda point for IT committee
meetings.

5.1. Internal and/or external auditors shall periodically verify that the
group projects as per ITP- 03007 comply with the IT POLICY.

5.2. Internal and/or external specialists periodically review the adequacy
of the technical aspects contained in this IT POLICY either on their
own initiative or on specific instructions.
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The cost associated with [T is high. At present there is no uniform standard to
compile and compare these expenses. Cost for IT is @ major factor to remain
competitive, and it must be properly monitored.

Therefore:
1. Charts of accounts and accounting manuals must define IT cost.
2. IT cost must be fairly and consistently allocated to the operations to

allow for a realistic assessment of the operations' performance and
to permit a correct calculation of the prices for products and

services.

3.
The cost associated with IT (input) must be compared with the
results produced (output) e.g. IT cost per invoice.

4,

The allocation of IT cost shall be based on measurable, pre-
determined and controllable parameters. This gives the users /
operating units the possibility to reduce IT cost associated with
their business.
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IT is here to stay and will play an ever increasing role in business. Companies
and employees who do not make good use of new technologies will not
progress and, eventually, fail to remain competitive in the market place.

We want to be a "learning organization”. Formal training is a part of this.

Therefore:

1.

We continue to employ staff who are willing and able to constantly
learn about practical applications of IT in their day to day activities.
IT training is a life long process.

We encourage staff to upgrade their skills by taking up relevant IT
courses. Such courses must be in line with the staff's present or
future job function. We promote knowledge transfer throughout the
group's organization. Experimentation with new approaches is part
of this IT training policy.

The initiative and motivation for learning and taking up training
courses must come from the staff itself because results from
"mandatory” training courses are short lived.

Amounts for [T training shall be contained in the yearly budgets.
The company’s IT professionals will regularly organize workshops
for employees, informing them on trends in the industry, explaining

terms often used and answering questions on general IT issues.

Managers need to keep abreast with the latest IT knowledge and
development by being trained on IT aspects.
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The IT POLICY should cover as many as possible of the projects associated or
managed by the Information System Dept..

Therefore:

1. The projects shall have their own IT policies generally in line with
the IT POLICY.

2. The projects will use the general indexing method / structure of the
IT POLICY for their own IT policies.

3. Project IT policies shall be made available to Head Office and the
other projects.
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CFO(s) Chief Financial Officer(s) reporting to the

Country(ies) The countries / markets for which the above CEOs are
responsible and accountable for.

Group group of companies

IT Policy The suite of documents contained or referred to in this book
and any future amendments and additions thereof.

HO Head Office

IT The application of information technology in computers and
communication systems for the storage, processing and
transmission of information with the objective of improving
internal and external communication in the group's
businesses.

IT Manager(s) Employee(s) responsible for the IT operations within the
country(ies) or a company(ies) e.g.

OCR Optical Character Reading, a computer program able to
read scanned text and store it in a document / text file.

0os Operating System (Software like UNIX, DOS, Windows NT,

etc.)



111

MARUIN .

nasgranna ISOMEC 17799

' v ~ a a (%
Naamaluladissaums — innlfiamsusmanlasassnsaume

1. weuun
14
nasguidumsldfuuzihdmiumsusmsnnulaeadedeyamisaumed msy
o o I9 9 a [ [ 4 a o
mssai1 madszgad lduaznisthgednwszuuarwlasassamsaumaluesdns Tasiidag
] Vv
Uszaadmadunumduduiumsianmnasgiuanasasslussdnsuani 1§ 1%da
a A u’;’ ° g a @ J o 9 ° dy!l ~ - o
PseAnsmasumiaihldinanmeiulaszninesdns Yeuunihlunasgiidesdimsdomily

1 oandesungrinauazngssdioudn q

2. HenugazanumIneg
2.1 anuanastansaume (Information security) ATOUARUAN
211 a8 (Confidentiality) fomsmldinannudulahiesaumendiie ldmme
~ 9o
yanai 1A susyan
a - v A Y '
212 ANURIYTUAM (Integrity) Alomstlosfumenaugndsauazauauysalves
y
asaumeazduasumsilizinana
213 aoumdeuldan (Availability) vaneamai dfaa il 14y
an Sy 2y o da Ad @ v Ay
aygnaliAntdndudwauazniwiduiineidesldaaeanmndesns
22 mylsediuauies Risk Assessment) o M3UsMUABANA HANTENY JASOUYBIANT
1 ] 14
aumeia A sANazAInd I umsssnanatoyaiiowiiniuld
23 MIVTMIANMRL Risk management) ApnszuIMMs Tumsuenues msmaugy nsvi i
4 v P L= o_w 4 a ! 3 o a9
manesiiga nsemsndannuisanendwadsanulasatsszLUMITUMALAZIAY

uivonsula

3. wesnannlasasit (Security Policy)
o o A w =
ulsvsanudasadvarsauma Iiagissasnmetanuuamn lunsuTmanaznis

aduayunnlasassarsaums TasidwusuisdeslifenrauTovrei Fanuuaziinig



112

frﬁ'uauuuazﬁﬁuﬁzﬁmmuﬁmﬁummﬂaaﬂﬁ’ﬂmiﬂumﬂhﬂﬁ"ﬂﬁ1L§‘Ju1limﬁuuasﬁ1;q§’nm
wTsenanlaeafomsaumenaveesing
31 Savenmisulvnienulaeade TasiulemelimsoyianadouSmsuasiimsifu
s minamynaumsw
v

32 SanamsnunauesmsUsziiuna AouTeinodn q deadiffuRaren lumsigenyuag

IAMINUNIUMUL I

3 LY
4. ennnnwulaoasy (Organizational security)
P 9/ df s 4'1 =) Qs I'd
4.1 uTﬂsqﬁmwugmvmmmﬂaaﬂnamiﬁumﬁLwemmsmmﬂaaﬂﬂUﬁwiﬁumﬂhmﬂ
03 TaesaldimsdsepnSoumdefumissausn  ifedmua Uszgnd ldamsaums
nssaassmimanusuRarey msunys nudmanulasaneasaums MsHIMUaRNY
YaeadsuAuS g ASumanuazusiminfSoywin g
=t Y] ¥y Y [ o Y P=1 9/
411 fimsdemsdszgumedumsuimsmsiamsanuasadstoya lasiinamy
USstaaus i f muarLImMaE A deneniauanuloeass
412 Sasawsndiedmanulasadedoyalasialdfusunamiorhes o han
fidwinlsepmSedmuaunumAsiumsaiugunimilasansasaums
413  fnssaasssnnanihianusuRareuduanuilaoaduaisaums
[=% o’: Yo P o d o ] é’
414 fvuseulumsiisnnuforduginsalsmasanuazainaauamsaums
wumainUasalni q danlddmasaumadedidiumsoyia sygnann
NN\ S
yanafsuRaveuduaaeade
415 ﬁé’@maﬂﬂgﬁﬁummﬂaaﬂﬁ'ﬂﬁ’ﬁ1;114:13nﬁmﬁummﬂaaﬂﬁwmi’fagams
AUNe
Y] [ 9 2 9 d' d'l [ o . n' I
42 mssemsanudasads madddeyavesyanaiimuiiednnlasadvaedd iy
9) n’l’ [ o a g g G’I’ =% o
amudzaan msdsznanadeyasmiminddudoya szney lude Yuasune Sumn
{ Ada 3y 2 o [V Y e
uonuezamudsifananEddweayanaia Taun madioe
° { A a & 9 = A 3 v
421 Swunuenuzanu@esiiomnatunnmaditenyanafiauiineades 14
uRiavesmsdhdmenmeniazasifa mananazanusuiiulumsidids
uSnfE s winausnyinnulasads wifu winaukianu

£o1A WnAny AN IRA 1S



113

o 1

422 AmuadyaianudoamsdmanulasadeduusEnswdr il §iaaw
o 1 A Q’ o
uToneanuilasafedng Sadgyanasdseneulide uleneanuilaeads
Foyarian Il msdmseansnddudrs q mssfuednvaizvosmslduiasud
azed szauveams Buusms mafuaseminddumeilygn deanaslums
il deyansedednnsanuazamnnemsdszuiana
o ¥V d A . A o o 9 oA 9/
43 msnudMweada (Outsourcing) tveFnuaruilasasedeyalunstinimslszananatoya
[} o A 4 d P
oglunnmfuiaveuTnsewrins lasernsnitalszneudas
431  Imstmuenuidyannsafuanudosmsaunnulaeadeiuyanamenen

wuanilumsasanaeu 18 sedumaddanemoamiioyanald Hudu

[ a v da (Y] v
5 MIRAMIUYNYUATVIINTNUAULATNIDANTIAIVAY (Asset classification and control) ﬁ’)ﬂq

¢ A vt v v da d v
ﬂizﬁﬂﬂ !‘WBﬂﬂ‘hmﬂﬂ1iﬂﬂﬂﬂﬁﬂﬂﬂ59&ﬂ‘iﬂﬂ FUYDIDINNIBA W HNIC AN

o o LY 4

a y o o o o a & T o o
5.1 ﬁﬂ‘]i%ﬂ'ﬂ’]UﬂJ%ﬂ'ﬁ'WUﬁu lﬁﬂu1§Q5ﬂy1ﬁﬂ\1ﬂu°ﬂiwgﬁuﬂﬂ\39\1ﬂﬂiﬂﬂ1\1!ﬂu13ﬁu ‘Vliwﬂ’ﬁu
4' v Y a v o @ & v o Yo a Y
ﬂﬁ’]ﬂfyﬂﬂquﬂ'ﬁ ANTUYFLASHANENNT UNAYDL llizﬂﬂ"l]ﬂ'w

v da

3 [ @ da '
anmindFunenda dseneu lidronswddumedoya IRungudeye uflude

€

5.1.1

]

VoA s J w Ia
yaenais uwuqmmmﬁm WEV\I‘VILL'J‘J NINYTUNNNIYNTN
o o 1 a A o 4 A o g a o 1 v da Y
5.2 MNMIMSUUENFUAVDIN T UINA N?ﬂi]ﬂi%ﬂﬂﬂlﬂﬂ ‘V]ﬂﬁlﬂﬂﬂ’l'lill!ul‘ﬂ’l'lﬂiﬂﬂﬁu‘ﬂﬂ
Vo ¥ o o
ya ldsumsfuasesiuseauimnea
A @ o Y o 1 v o
5.2.1 umsmﬂm‘uau‘uzuﬂumitL‘]Jmﬂﬂﬂszmmmzmi%mnu
v
522  fmstadnlseiuasuazmideeuiafy Tnsfmuadussunszuiumsan o

1 v o [ o
ﬂi%ﬂ’i)l‘l‘lﬂfvg}”‘lﬂ NITNUDNTT MTIANY NITAIND ﬂ'liéﬂﬁ‘li MINIAY

6. fimisansaninaensiuvesyana (Personnel Security) (BAAANIGEININMINITIAA
4 [ 9 da
naaveauywd msvliy madelna msl¥nulumaeida
[y @ 4 $ a 4
61 anwlasatslunuuazninens eannnudesnnmisAanainvewyyd msulug s
vy o o 9 a =) o q’: A’;
fo1n Tnedmuannudasassluninaou Tulsswazmsasnaouminaunelusu
apunsSuainsTtaninnugniniangm imsideanasfisntuanuduvesdeyadu
yaansludggdiau Amuannlasadsdeyadiudeonluwuaziiowmilwewnusy

Aasouvearina lumsdeau



114

62 mstnousuniina tiemanuniulahwinauasemiinueslaleludennanunfady

6.3

k4

@ s o/ o J

amlaeassdeya sawismsadumwmivayulunloeanuaeadedoyavesn
v Yy vy = 4 o2 v & 2 deuald

ns minamuded ldsunstlneusueriuduasuanulasadesauiemsldamdeyala
g ngndsaiteanmuietlifiesiiga TaelnmsAinuuasmsineusufeafuaulaea
[ v (Y Y ' n’/' o
foveadeyauaminauynszdvlumsldnumsdsananadoyarudunsunsaenseu

d J
my 1gsoniiuas
fimsfamInisnouausIRomMagA T ouaznIsHINUNAAUNA (Responding to security
incidents and malfunctions) ti{® aaaMMBerIvroIdoyasINMggaITouazmsiinunAe

v 3 [ 14

UnfisiaiemsasvaouaziFoufnnmggaidefinatu Tasszdeulsznovldoe fie
a a o o A [y Vv @ & o P! v o
imsnenumggaidelifaananiedodams ldnswiuiiula imsdaimenuga

Q9 o

[l LY - | o d'a =Y 4 d o °
gouveenulasaiy ImIsdanisenunisninuidalndvesenning saiuleuie

cr“:' Yo A v W 9/ P=y Y]
‘ﬂ'lﬂﬂi:’,ﬁ‘umimﬂ‘1ﬂi‘lj‘ﬂ'lﬂm(ﬂ’qﬂ’lﬁﬂ %ﬂ’dsnngizmauaﬂmywumm

7. mssamsanudasademememniadanasy (Physical and environmental security)

7.1

o o = o A @ Y 2 3 kY

Nﬂ'li%ﬂﬂ'lﬂ’lﬂ’di)ﬂﬂﬂ (Secure area) LWﬂ‘ﬂﬂQﬂuﬂ'ﬁﬂnﬂﬂ NITUNITNLEN NTINTRWUDY AN N
a 4 = a d” = Y o =1 u’: A

Gnummmﬂnﬂﬂtmmmmwnwuwiwmmu BUUADUAND

° g a ‘g 9 o
7.1.1 nmumauwmwuwmanwmwwm‘lﬁ‘mmu

a ot

° 3 d‘d 1 o d'l 9 d‘da ﬂ’l‘ d'
712 fvuamadmememwiinmsmugues uranume Myananlansmniun
14 ]
annsotn lldanun'la
} 4 [l 1
713 Svuaiufivosesila Houiueeiesd g uazaInd1a q Fedeadims
=1 1 oA A o 9 2 W Yo
denodndmetlesrumsdndeTaelildsveyana
= [ o d? d'd' LY a [ o ¥
7.14  Imsdanmsmsviamlunuindasais Tasiinssansniuguiveirueiug

dmuminnuuazgniie

3 ]
o L. 4 =)

4 ] 1
715 Hmsdamsiuidmiumsiudataquasiuildussyiag Faduiuly1de:

q

vy
AaAaA

Yy A o d’, o 9 Py
ADIUNITIANTTUINVINNUN wuaﬂﬂimiumiﬂixmawmaga UNITATIVADY

a

o o 1 [ ¥ 0 o
wagginselnowi ll1d imsdatinsamadiou fsegiunemelunazae

uan

L s A L o
72 imssansanuiasasivueiginsel (Equipment Seaurity) iWoiloaiumisggwie msirane

v da o 3 o a o o =Y o o 1 A
1/]5‘WEJﬁuuﬁz‘ﬂﬂ‘ﬁﬂ'l‘i'ﬂ'llﬂﬂﬁjﬂ%‘lf%ﬂfNu Tﬂﬂllﬂ'li%ﬂﬂﬁﬂ'izlﬂuﬂ’lﬂ D



721

722

723

724

725
7.2.6

115

v ¥
8 w

@ o =~ [ Y o A a 4 =
famsaauidevesginssiasiimsflesiulifasads inendndssmnimudes
} 4 + ]

ninmsgayTue Tl msziiia adu i {u usesduaziiow a1sinll aaw

d’ 1 o =) o o d' ‘i’
Tt aduniman ImstmuauTomemsiulsemuemns msguyws luiu
el fo w Y
fnfigunsaldmiumsdszuonadeya

o d o . 4 o o
fimssamsgilnsaldrsea |y (Power supplies) gilnsainas 1dsumsilesiunn
ar ) o’: o o y
mananszua i Tasmssam Indwessunisgilnsaldseciiuly
td H !
anuasassvessania Asee Iiazmedygnan o Tedoyanisiles
nmsnnmMsgndadamzniemsiiany
o o ¢ a o o A ¥ ¥
msthpedarginsel msfinsasavasuduilseduiionnunionlsnuuag
AWAYIUN
[ o CoR) w a Ao Y 9 Vo

mstamsfugunsaldaudavsaninauiniudunidans ldsumseyana
a 1Y o o = =4 o & ° o 9 [ ]
fimsdanisnnuilasaseginsal ANsimensensiinavin 19 Ing wu

A w2 Y v - = o 3 & ~ o
Qﬂﬂiﬂlﬁﬂ‘ﬂ‘u‘nﬂ‘uﬂuuﬁﬂ'lﬂﬂ’mllﬂ'li“l/l1ﬁTﬂu1ﬂﬂ?1ﬂ1iﬁUﬂiﬂﬂ1il‘Uﬂu'ﬂU

73 amuguia g hl iledlestumsy Tuedeyauasgiingsiaien Al lumsiszuanadoys

7.3.1
732

o ¢ o 9 = 9/ o Sl @

mstams Ineiinulvazoauaziinineneunanesnlasany
A Y] v fa P o o s o A Yy 3 A
msinaoudiensnddu ginsel deya iauad yeunuds msinasuiieasall

o_ o @ <2 Yo ] Y
amsmidluiufinuag 1S veynnaedugnaes

8. mi‘lﬁm‘smiﬁﬂﬁﬂa ﬂmit!mﬂ'liﬂﬁ‘lmﬂﬁ (Communications and operations management)

Y »
8.1 seasimmiuRareunazliduaslfiiou meildifeenugndewazlaendsaents

0o o s L4 ¥y
auiumsnugUnseidszinanateya

&.1.1

8.12

8.13

v H
fonmsduaounmsfiacu Adswuziilududn 9 wu msdanu s

fuilumsieiudeya

2

d' o’: a wa 9 a =) @ o @
mnﬂaﬂuuﬂawumumiﬂaummﬂmmaﬂmsﬂ'mﬂu Taelimsianiiunn
9

uonuezd@annfdsunlas Iimsdszdunadwansenueinmsn/asuula Ty

apumsoyiadiunums dannnuiuRaveulunsdlen@nuiedumaiionn
E4

Hatly

aw a

E4 ¥ v
fivunoul§iidnsdilimegaidunaiu duseumsUiaamuazmsiansme

av 9 @ o & A 3 a a oA 3 o a
QW'J?‘U@'Iﬂﬂﬂﬂ'VI'I‘U‘Lllw81ﬁLﬂﬂﬂizfﬁ’lﬁ.ﬂTW!lﬁﬁﬁﬂ']’lﬂi?ﬂﬁ')ﬂﬂﬂ’]mﬂﬂﬁ’lﬂ 177U

g o s a @ 1a
AUMAVeITTUY Magadeusng miﬂ;]Lﬁﬁmﬂﬁ'mms HAANE NAANAA



314

815

8.1.6

116

=

nndeyail iauysel fglonslfadmivumuyssmiilyn (Contingency
~ [ A 9 o ' ~ a va 9

plan) imsasindounazmuangnune 14 lumsimnzvilym Imsdgiamsg

A

AuTTUY

= o 3/ .:; A a & aa § dd'
fmsvanenrTivsenenssy Faudludsmslumsasanudesslunsdinszuy

[]
o

gl humnwin
Famsusngiinseifn 1 lumswannszuunazgUnsalf 1fg A nues Taoiims
o S 1w < o ¢ w 4 v s &
Amuanginassg ndanuuaztluaednyelsnys lumaindeuderer g
nnszuuinann llgszunlgifauess
[Y s o 3 5 v a8 o 1

finsdagUnsal @98 M8ANNAZAINAT 9] FINSTATISIUIANUALANAN
wumsl¥gdyannamousndedinisiinsananuvuazdedinsaiugy

smuanginaaideanasludgyan

82  MIINUNULESAITIDNTUIZUU (System planning and acceptances)

821

822

823

o ¢ A = v v ¥
ifaglszavdmeannnudsninanudumalvedszun ¥ ieead NMsNuKY
1 A o & A o 4 1
aamihiiFanuuaymswseunsiluded il wivonsuaussdennunionld
[ n,: A9Y o a oa A A o L=
amlunswensaisawiselided muamsifiaamnmneanussuuiv o
@ o o 1 i o o =
mstaniluenasuaziimmedenneuizonsuuazihun g
9o Y
amEnsalums sy lagdsan1sdoensnnaeunNa NI VeITE LR
3 5 4 A a4 = a
Tdoyamouonueziazivenanastlymeasyinnounaiy
» 1 14
msvansuszu fou lumsgouiuszuvasaumandaituyInd nsdwinse
J e ' 4 w o = P S T S
samanessulni asezlinsdaiimsmadeuiiinzduneunaziluieeusy
Fadoulvweusunisisznoulfae sz @nEmmuazanuaunse msdaude
L4
Aanaa Tunuussmilam msdawSsuuazmsnaaeviidunsumsdfiadiv

oA

Uszd ideanaviornuarmiasady IglemsUfianuiidsednsam i

K

14
[ [ I'd o a o oy [
ﬂ'liﬂﬂﬂ']iﬂﬂﬂ'lﬁil ﬁﬂﬂﬂlﬂﬂlmﬂ'liguFJUﬂ'liﬁﬂﬂQiSUUQLWN‘INﬁQNﬁﬂiSﬂUﬂ‘U

LULNT

83 fimstamstlearudegeriiuasalseaeniio (Malicious software) titornilosnrmiiysanm

d 4 ' as a T
vosrarinTuazdoya aoWiinilseadeldun hianouiiunes nuswnsedis i

Tnsdu wazasdnueul

83.1

o A 4 ' a ea
imssamsmunuiiessduserliinslseawnie asligiedfidauldfly

=y o LY o 1t I's o
AuaBUN RS ST Ase Tenare it Ussasa e nsmunaud ety sfiud

a



84

117

1 y =t 4' LY a o AJ r'd 4 [] o
widtiae tulsnefofureriinaudnsuazmsyin dseninsn i 1dsy
=1 d' [ L] { A [ Yo 9/
YN fuTnnefenunmstesduanudsafedums 1dFuududeyann
A [} A 4 ] = o &‘ [ ' g g vl o
w3oU eMeusnNNIonINFon1e q insandusdnaassrTAoA I 1T
Hulszdn fmsasaen IMdAuuniniumg Imssaassanuiuiaseulums

v
§au imssaidsecdoyauazaeiiuag fidunsunsanasudeyamsaums

a4 w ¢ o Iy ¥ A
Lﬂﬂ'Jﬂ'U“])’E)ﬂ'Ylll’ﬁl]iz’dﬂﬂiflﬂuﬁxﬂ'lilmﬁ!ﬂﬂu

[y o ] . o /A o 3
fimysamsdnyaizanuuiaitu (Housekeeping) Yagusyasdimosnu lidennuiiysa

¥ Y ) a a 1A A Y 1
ﬂ'lWLlﬁ&iﬂ’J'lHWﬁ'ﬂlﬂ‘lN'lﬂ‘UENﬂ'li‘lJiSll’JﬁNa‘Uﬂiluflllazlliﬂ'liﬂﬂﬂﬂ'gﬂﬁﬁlﬂiﬂﬂﬂﬂ vlﬂllﬂ

NuAheINY

8.4.1

842

843

m3n1d15994 0y a (Information back-up) N1sd1sBedeyanigsnsidfgay
°o_ o ° a o o { [Y)
msidsesreninsnsidulndilsedwazimsnu Baamnnuenaniu
a Y] a wa o a e =1 o
msiamstiuiinaul§iians Operator logs) winamlgiamsaisnutiudia
X . a ¥ - P Py
fanssuan q Nlszaeulddre nar lumsSuamsanazad aduasaszuy ms
nunAanmaazmsud v fiuAaveuTumsdanniuin
[~ o P a { a -4
manussmaiuRnAINARNAIA (Fault logging) ANVAANA1ARAATUAITIMS
' v
taimsauiuiinuazud luigndes Taslinsasanaeunuianain SN

A A Aqy Y Y a
ﬂﬂﬂiulﬂiﬂduﬂﬂﬁl%iumﬂlﬂ‘l‘U‘UE)NﬂWﬁ'lﬂ

[y i [ s A o a @ a
85 MISANTIASBYU1H (Network management) SaqUseaasverirlfinanmuiuledismstles

8.6

1 4
fudoyalunietouasmsintlealnssadeiugiuen g

85.1

A 1 LY A 9/ qy A A o 9 A
mInILRInT e e fiamsnsevisaonlszyndlfinsesiiedleiudeyalunie
[] 0’: ar d' 1 Y =2 n:i ' XY Y P=1
frermnetlssfumaioudeninnsdten hilds voyga Tasiiorsanend

E4
o [N o [ U4

mstaanusuAnreulazduneumssansgiaseisze: Ina Tmsasuguily
= o Y Py é'l Y & [} ‘S' EIA o =
wirufudeyaiindsutolundovwamsisuzmeona g wnudy anudiysw
amyeadoya insdamsnanssuuazuimsae q nugsilddeandeady

v 4 5
Tasaadanugmvesnmstszuanateya

amssamssamudetufinuazanuasadevedeiiuiin (Media handling and security) ti®

o o da @ w = a Y]
ﬂﬂﬂﬂuﬂiWﬂﬁulaﬂﬂ’lﬂlm:’;ﬂ'ﬁ‘lmﬁ MUNNNINTTHUDFINT ﬁmﬁmimuqmmzﬂmnu

dn’: a wa ~ A Y o 2 a YUY
mqmﬂmwuazumuﬂﬂumiﬂgummﬂmmzﬁumaﬂnﬁmﬁanuﬂnﬂaummas"lmm

a [ o o
m Aard madm deyminduiaziionn wnasszuy



8.6.1

8.6.2

8.63

8.64

118

[Y = @ A 3 4 o = 4 Pl > 1 o

mssamsiheumsindeudedetiufinnounumes astduseunnreusIs

[ ° =) [ [ A 9) a o o A
@ Imsiae Imseyanadlununsd miunmsindeudne Tnmsdanuluii
Uneassuazlianminadeuiilasasiy
masaderTuin (Disposal of media) Aovufindi lidosmsdesfimsniinodn

@ n’.: A wa 4 H a < ' y

aeads nstidureunslfTameasn s Tasfinsenndszauss il
ﬁ @ 4 g I | a o

pruiinlaun nszamens mUtunn nszaINRURe) NTEATHTIBNU

1 =] 1 a 4 < awv a ]
nszARanaln mUuliman uiuAean meadn senAdadan Tusunsudn q 4o
Y v o @ £ d [ d o

yanaaey pAsszuy dludu Imsiainiuiinduaednualsnys

o

o n’: o o 9 A @ 9 9/ =
Fariunsulumstanudeya eflosiunmsdlamedeyauazmsldiumen

e

An Tumeumstflianisusndmiuenss szuunouR unes s Tuue

d

v ac = o sz a wvad a v o
md iies FaatiRe gunsel llsudld wilnd Tdunsumsifiade Tnndakues

[ L4 L

fidydnualdmiudetufingnsiems S1dayanauazmseyaiamsidite 3a

o

0o w & o Yo 9
ANIUNNTIIMTTINTURT LUDY

LM Y

[
o W

o Yy 13 e
mstanmsanulasadofuiena1svesszuy waasvesszun ldundeyanil
v L4
anud R Y [UR1UTINITRIUYBWaNNARTY TuaDUN15TIM TAT
vy ¥ 4 v o v g 1 o 9 ¥
afudoya Adeatimssafiusdinlasasaiazeyanammizdiiludwewen

a o A a o A v 9 ¥ v
WU oY mmamﬂaﬂﬂumiamwmﬁﬁmmmﬂm’] DN UATONNIY

- ] P
8.7 msuanildsudeyauazyeniiag

& o o/ 9 aa 9/ 4 a a
Wotlosdumsgamie midauds mslylunnndavesdsyadunamsuanilaou

STRINOIANT

8.7.1

8.7.2

8.7.3

#0158 15 uAudesiimnarsdeanasszuiadulunisiinisdniuy
ad a o Q’II S = Y 2 9
drannseiindsunidiseaziBeanseygnansdndaioya
=1 o ¥ [ 4' 3/ I'd ¢ 9 1 ol
fimsideanasharenisuanaldsudeyauazsennins deanassgiuluni
o © 4?' Y o d' 9 -] I'd I's ] o & 9/
msmstandudmiumsuanfasudoyanieaernuriszninenns 4de
anaeTBamsdads awsuRaveuvedds Tumsgmaandnszninesdns
A a a P @ o Y o
TuiSoesdvanuasimsdammsdsia
= s o A @ <3 J o/ 1 A 19 =
fimssansnnulasassdotiufinszrindad eswinnisuudadeyaniuna
9 < MW Yo = o o ¥ s 1
st Tae i 185 voynne Tnsdadanz luvaisdanemenin nsdadanig

1 1) g o 1 a4 & 1Y 3 a @ b Qs ) At
MUNTNAN ﬂ?)ﬂ‘]fmi‘i)ﬂﬂ\ml‘]fﬂﬂﬂvlﬂ%’lﬂé’ﬂlﬂﬂiﬂﬁﬂﬂﬁﬁ‘lﬁﬂ UNTUITIYNA



119

~ a LY Y] Y ad a & 4 A 3 Y] 9/ I'd
imstamsanudasansdmiunsadiannioind Faheeanums 14 EDI wia tag

9) [} M t o S d & Yy ad a det 1 )
miﬂizmawawgamumiamwmﬁﬁmxwuaumaimm “']Nﬂ'liﬂ'lf]mﬂﬂiﬂuﬂﬁ'uﬂﬂﬂﬂuﬁ’miﬂ

P A 9 A a < o = - o Vv o
ﬂ‘liQﬂT‘iﬁJﬁﬁluLﬂiﬂﬂﬂﬂ ﬂ"li'ﬂ’JUﬂ)J%%ﬁlelﬂ'liW’cI‘\]uW)ﬂu UNMITDYYIN NAYYDSUDRNNA U

seasnimdeya Tdwuivesmsiszusanadeya Qoulumsdsziu msdads msgudums

Suvse dmsusnnsi

8.74

8.7.5

8.7.6

8.1.7

) s v Aag a o 4
imsiamsnnuasadeddnnsetindwa
Y = = o J [} =1 1 g/
(1) MsvamMsAaNUAL ANTanIndsziauan 9 wulssugassuueIn s
= [ a a = J g
S dszdumsdauasazmalfasms ItuSms Yszdugadoulusede
1 ] ™ =] 1 a J g
UAWT O U A0 UGSV s uvewansenusensAaRedoas ey
a g -1
aouNNgsne Usz@udmngrine Ussudmnisdany dssaudmns
3q 3/ Y &
AU ldmsdhteninszes na
a @ o ad a d o Y]
@) Tnssanimloeddnnsefindad Usznoulude mslanfmdon e
v 9 9 o = 9 3y ' 4 v a
msfuaseaiudoyauuy deuuztihlunsdivalsmd messyanuivie
9 1 g & ¥ o 9 9
youueIgniNaon1y1dwa Imsdsiadonau Uazn1IAILANATUNS
a o w
ngaviAIauY
[ Y o ad a J a o e
mytansanulasatuszuudninausannseing Iasimsianiuleuisias
Jouuzirdmiunsaaanudesnonudasansuesssuud1inaiu
ad a SNY = o d A v add o o
BlEnnseting IduneAANT ADNNAADS Tuu1e wa 1des WaRAlme ulnduay
( ] 1]
gilnsaldesdou
STUUNISIRELINS ADET1504E (Public available systems) ANuer le ldden1stlos

Qs 9 s o o' o o A ¢ Y =" [ -
fuysuam Joyameuns At lugiBidnnseinddesdimsesiumaniaon
1 o/ é o A 4 4 1

wlasTae i ldSuoynnadominnginnuieuisio ssdemsisuzve
¢ "y 4 a s Y e a ¢ < Y 2y =

panns wudeyaluNudrnesNiddldndnumesitinezAelidoyaiaen

[ J o @ [y v o 4

adosfungrine aginaiat Jerlady sxdedldiueygmedatlunemaneuss
) ¢ J9 & ay a [

uwsganmisaz woring Joya asaumABY 4 NdeamsauEiyTan eI

gangmirluweuns luiiasisuzszdesldiumsndlesTasnalnfimanzen

¥
U aFuAIna saadeyaunvasunmmeunduszdealdiunisduases
AN

o s

] ] E
asuannlasudeyamsaumaluzduuudu q desdiduneumsUfiaauuas

¥y
o 2 A :{

A & 1 ¢=' o LY t:' 9 [l ] 9
IATOINDATIUANAN 9 ﬂ*aﬂm'umwaﬂmﬂunmmmﬂaUumayaﬂmmuma



120

b4
@oe Tnsans 1aTe saumiaimsdmuanToedmiumsdfideuundldou

=} ¥

o 1 A 9 o o [ 1 9)
Funrdetszifu wu madeulwinnuseiasz T lums hidawedeya
a o g v v 2 Y = v &
Inga Magaanile Mmsuniumedoya dadefSularenangnaes maiou
winam il dameteyafidlusududemsisas msld Insmsaadeime

a 9
NWNYPNAD

9. MIINILRNM I (Access Control)

o a o o Y 7 A
9.1 mItmuannNdesmsnegnsdmiumsarunumsidits Tnefifaguseaenieniungy

Y 2 3
MIUIDNUBYD

3 2 v > ° a 3o fl
ﬂ’liﬂ')llﬂllﬂ'ﬁ!ﬂl']fN‘Uf]lql'allﬂ:;’iluﬂﬂun’lﬁ"ﬂ'N'luilﬂ\’ﬁ.5ﬂ%ﬂ']51ﬂ5'ﬂﬂ'ﬁﬂ')ﬂﬂﬂiﬂﬂl u"lﬂ

auandeImngsnsuazalasasy Tnsdeslimsfimuau Teuwdmiumseyanauas

19 Yo ¢
ﬂ"lSLWULLWi‘lJi’){J‘ﬁﬁlﬂi'lJ}:

9.1.1

Y 2

uTyemugumsUIag

1) myvarimlvneuasauABINITNNESNe AenTwesmmugsnodmiy
msmunumsintssdmuatasaiuluenaslddaou msniunums

Y 2 ¥ Ao o o o Al 1 Y a o

Wi sdedisuazanidmsuminnuviongumiinnunganu luulowe
TasiuTomensinedesiumu mssmuaanudesmsveudazyana
dmTuuowndindu Sausnriiavesdoyaifenuuevmamdugsh Ay
aeandessziumsmuguasditiurilavesdoyafidauen ngurany o

Jeufiaonndos dudu

@ fmsiainglumsnugumaditalaciingnaei sy

92  Hnssamsnsdhdevesd1danu (User access management) iotloafunisidte Tneli 145y

o’: Aunéﬂ 9y [ Y} g A o a a5
'E)'lgfg']ﬂiﬂi%ﬂﬂﬁ'liﬁﬂlﬂﬂ‘Uuﬂ'ﬂuﬂ'ﬁﬂgﬂﬂ'ﬂt u‘YI'Nﬂ'ﬁﬂﬂﬂ%ﬂ'ﬂ1ﬂluLWOﬂﬂﬁiiﬁﬂﬁ1u

4 ¥
mm’fﬁﬂuizuumiﬂumﬁuaxmmsmsaumﬁ Tag umau%sﬁ’mmuqum URNTTEN

= g 8/ ' <2 A
iy Ummg”l%“lﬂmunqm‘maumsmmmau

9.2.1

¥ 0 .
myanzioud 14 (User registration) dosfidunoulfiandunumsneaiuns

-t ~ A va g 9 1 oA
amzilsuazmiosumiaanubeuiiodsemamsidansuod 14eais q wull

A 4 LY o a 1] o
mylFedldndiuntalseiwunme Unique ID) Aoslimsnisszdvlumad

] 9/ 99 Ja o o o Y &2 v @ o o 8 s
118 114211‘5“1110@ﬂymﬂﬂyﬂumimmweyﬁ ANV UNNATHNTITATIVADL



922

923

924

121

QJ U o/ Y =
fimsdamsanidauyana laodeaimsmugudmivnsdaassuazmsldan

eRe A,

dauyamalums@ouiufuszuuuasuenndindu gudeya dwmivszuundl
Tonanerhy
AM5IAMTTH AN TUA 1Y (User password management) M3vaMITHarLiiuIfa
P}
fio
o o LY ' [y
1) WwinnufvsiarmuvesmieunsveinguiluanuduTaelimsssy 3
Tudandeau
Y =3 LY L) @ o ~ 3 dy
@ MWwinmudusiarmeesaueatiuniudy sWaiudnsiad i
dmyuldndusiarimzdoniulinfeunlos
@) siarmuFnimhad i ldmsdeimdiniinsidasass hinsegu
sdByanszi
@ siaruhimndulussuiiunesn bildgnilesiu msldmaTuTad luns
seyfautasnsRgaiaa
Q’ L
fimsasnaeumslfanigld mslimsnsanaeudugaeszesnamn o 6 Aeu

ez 3 Meudmiunsvesynd mMIURNT Wiy

93  ATSURRWOUA 1Y (User responsibilities) tioflaafuntsidid e 199 lildSuoygna

94

] - 9/ sld' Yo = 0 1 .Y :;d a o
ﬂ’J’mi’JmJE)“lliNQJ“I‘HVIvlﬂ‘J"]Jﬂigﬂlu’muﬂ’J'l!Jil'lLﬂuﬂBﬂ’J'ﬂJﬂﬁﬂﬂﬂﬂﬂﬂﬂiz’d‘ﬂﬁﬂ'l‘w

93.1

932

Y] 1 =1 o 1 Y] 4
015 19377 erri i (Password use) Apuf usHar il unudy nandoens 19
v 2 (] £
nyzayIaTarY Wasusianielasdusniunanny livasass deonld
Y] 1 4'4 t c; @ o o p1) é'l [} =1 [] ‘:‘
sar Ui uA BB 11 6 A10nYs $11Ade ynaad e i ld n5o 1y
9 v A (4 @ o a 9/ 1 Y] A W o 9 =
Joarude wos Inssnyt Sufadudyu lududraumsedmiedodau ims
alasusvarnusiusrauas Wldswariui 19uda nasusiariusnsniied
3
anpounsasn WIRImsiatu g sarim
) oA Y] yq 9 M J a1 9/ Yar
msdamsgilnsaidu q veawinau Fldnuasuinlangilnseinn g foalasy

LY 1 4 ] o =1 a
mstlostusudemi vl lawadu Imsdonsew Aenaumiiudu

A15AILANMIETUAT 9918 (Network access control) I TagUszasfiedleadufuases

Y P (] A 9} 9 = & 1 3 3 s é d‘
VINTHNTOVY ﬂ'ﬂﬂ'lil‘ll'IflQ‘U‘iﬂ'litﬂimJ1EJ‘VIW'Iﬂﬂ’ltlaluuﬂzﬂ'lﬂuﬂﬂﬂﬂ\mmi’ﬂ’.l‘Uf]il Won

lS}S}’IdAQ{ A =, =SR] o Y a 1 e A 34"4‘4
’J'Il?ﬂﬁf Qﬂﬂ'ﬂﬁ1ulﬂii)‘ll'lﬂuﬁ:miﬂ'litﬂ50‘u']U‘Yl']al‘}'i!.ﬂﬂﬂ’l’mvlllﬂaﬂﬂﬂUﬂmﬂiﬂﬂﬂﬂ NUHIND

[ ¥y
nolinadads 11



122

a 1 1 1 ] ] o A
L4 ﬁﬂ'ﬁﬁﬂﬂ068141ﬂ“1%ﬂ”5$ﬂ11\1&ﬂ?9%'lEl'ﬂ\]fTﬂiLiﬁSlﬂ?ﬂ‘U'lﬂﬂlﬂiﬂﬂﬂﬂiﬂu o | H%{ﬂ

AT DUIBANBTITAUL

4 a o o ! o/ L4
e iona lnmsigaidmuiimnzandmiudiduazgunsal

9 <]

o aunudlFlumsdtausmsdoya

94.1

942

943

944

945

9.4.6

94.7

94.8

9.4.9

v E4
wloemslduSmanieus TnouTovnssedvenaniedene Tt
P=1 [] = sa' Y a 9
o sevauazusmslanusmsmsdnds
&' o wa o o 1 = Yo Y Y =2 &
o Jumsumslfiadmiunmsoyanainaealai ldsveyanalddnaunie
DIz MSIATBVY
P @ H Y 9 =2 A '
o imsiamsmuguuazduaeulunmsnflesquaseamsdtensiouse
S eaz T MIIASBYY
fimsmuguiduntnsdons uasedn Aedununnniod 1 lfunTes
a 9 =t A 1 9 = Y [] o
USmsdesiimsnugu nsediedndimseenuunlilimsuiunswensuay
= A oA 9 Iay a A { A v 99 YA Y
fiandanguisaadwias insnwquineasnindes iedlesiug1didondu
NNMYUBNBU
=t a d v o A J 1 Y 4 =Y
fimsfiguimaudmiumsseudemovusn wumsidhdannszes Inanasiinig
kg o a o
s lumsigaanu
=y a o 1
fimswgaranuluTnuani g
=1 g 1 o Y = © [ & a o
imsmuguwesanig Nidtesses Tna dmsuniowneunamesiazszunIng
ALLAY
= ] A ] o o A ] I'4 =} ] Py g 1
Insutuennsedied i uinsedieluesd nstazinoveneuenii 1¥aade
fiu
~ A ' A 1 A ° ' P A ¢ A
fimsmugumsisendeniouis instimuanunand namin nIsaudim
I'4 1
nes msTeudwdayaliiilumaufvmSeasmn
= vy J= . . Py o
fimsnugudunIuns e 18 (Network routing control) A5 MIAMUANTINE DY
Aumaaztmenligndes

a [ o o A v A et o
ImsvamsanuiasassvoauTmsaseusou 9 Tiianulasass

95  MItaMINUAUMSITIEaTT LIRS (Operating system access control) Tagtietioefiu

&£ o o 1 Yo
msiddenouiunes Ingli lasueya

9.5.1

Y] 1 o wa sl Ja o a o o o o
Avalimsuenuuzdnnaass s luianmesita lasimsigardinudngy

Y =
NI



9.6

9.7

9.8

123

> d

Y
952 NduneudItmsdenseudmesiva sauniifioyna idearuuaadnn

o A 9 o g/
d1uSanTeaumad iuau

[
o QU

1 dilsesdandlumay

A g a L&Y A 9 Yy a
953  fimsuvnuezdFuazmsigaidauned 1y nauaedls
Usediad 1
= o w 1 P o o v a9 o Y A
954 fimstansiaruiiflesdunnuasasie iwu §ldannsanlaeuld imaden
dmsumsdenld aunsaisrudidnlfousiarim1d
s 4 /4 o a wa
955 fimssamsFeansldTisunsuessatss Tonifannsahaessuulgiams
¥
4
v ] ¥
956 fimsvamsssuudeusonsonnudei i 1F1dsuisuaneieifiaiy
957 Imsfimusaliadavesszuudle litimsiinenssula g
958 fimwannsolumsmuanalunsdoude’la

P @ J

finsiamsnsaILguAITd wewwAAFY (Application access control) tia Tl oefiumsda

vy

Yoyaluszpumsaumalas i @5 uoygm ginselnnasasedeninnldsiamsd

R

a

o Y = s o 9 aa v 9 a ° A yg o -
faszuutewndindu msdtwweriunsuazdoyannadiadedimstmuaied 19aun
=Y Q.’ L Q’:
FaANTmniu
9} R g 2 - d' =y
A13NTIMTIN TV UL N5 195211 (Monitoring System access and use) (HOATIVABUND
- W Yo =% L 9 a v o =]
assud lildFuoyane ssuuaiselimsithse Jaasteasmsiddueslinssanuiuin
A o [ a a a o s o o 9
ol uvdngw lunsdlifamagaide Taslimsufiomgnisal insasavasinsldszuy
=1 n’: A wa 4 é'l g 9/ a 9 @ [y
fiduneumslfiduuazveuwannuRsaionsaeud 1dem Imsddeasdygu
=y 4 O LY 4 a 4
wignuedundnglumsassaw iuesnaffamgmssl
s o ° . ’ . 4 a
MIIANT Q‘]Jﬂi a1 TutnetazmsihnuanT iy (Mobile computing and teleworking) Welna
o o A d o
aniulaluanulaeasvvesdoyadield Tuinouazgunsalinuaninduszezlna Tag
1 (14 I's n': ¥ a (]
gunsel e ldun Tiatja thay umMeiliaziisdedouiulsdeyamegsio ludene
fimsdsodoya msinnusees inaszdesdims ima TuTad doasang o iveld
@ ° o d o 1 '4 9 I v A
winnuwihaunnuenda Nt undnunasmeuensfnsuazfeainssamstlesiui

4 PURHASEY



124

10. MINAUUIIZVUAZNITIIFITNY (System development and Maintenance)
1 v
101 Smstmuannudsmsaanuiaeassluszuuiad ety

o

/A a o 1 o o 4
JagUszmnmeiannuiuleildlinsadumsinyanudasadetuluszyums
14 s Yy [] ] ]
aume YupsutiTInd Inssadeiug i uownAngun19gsne tasiennanuR aansaiam
o o o 4 [
Taof1¥ mysenuuuiazmslszynd 1deedniladanulasasdie teulvarunlaeadvdeding
S 4 g oo & Y v v vy A w
uenuezuaziiudonnauiosdunsuiannszuviuin dedssmsnuanuilasadsasdinsia
¥ 3
m3 Amuadusouluduaeuvesnmdeams
) o o a v s A o
102 fimstmusanulasaseluszuuuewndindu Jagilseasinetoatudeyavesdldaom
g imsaaulauenih 1 lumdiialuszuuenmansy
1031 fimsasvaeumanindrdoya (nput data validation) msrideyadiszuuien
a o Yy a Y a o ' v
wandudndlimsaswasuifaniiuleigndsaasiminzay masn
y a4 & o ¥ 3 = Y
aeudeunatuludussumnideyadhlunsdssnanauasiimsnsvaoude
AANAIADU 195U AR AAVRAUNNT N A MUA
1032 finsaugumsilszanananislu (ntemal processing) TAunTimsdavouuaves
{ BT 71203 4 ] d
anuFesiommavulullsunsy Imsnseaoutazminrunuasnansznuh
a @ g =) a d o s . N gy a o
oAt uteya In1sNgldnudenIu (Message authentication) ADIH N5 IA
o 4” a o d'sl Y A S d”
MiuluenndmruindoanmsanulasansluGesvesnnuiiysanmusuiie
vedena
o/ . 4 ' a o a o o
103 imsaruguTasnsdhsie Cryptographic controls) thoria I fianWAY IR g A IAU
o = o -] A
wazanufiysanmyssdoye suumadsiauazmaiianadisianimiwnldiveln
4 o~ 1 4 4 A 4 1 [}
Howdeyafiinsanudriinudsuesiismnasoiotntlodu a Tiawnsoild
t 4 ] [ 14
103.1  ulswmelumsdmualdmsdhote Fusdrumslszdiuvanmufesiiaiui
= o kI o LY < ° a
fammneaninnlyuesinsinnlesiieala mstmuaulomeinsenlag
anuddguesteyamgsie uuafrvssmsdansnguudisda unumuag
v a [y (Y { o '
yanasuAnsey seAulumsquasesmadsda anasgufiesninnldluesing
1032  MshsWd (Encryption) Humaiian1¥ntlesnnuduvesdoyauazdoyaings
aa o . . o o act A o
1033  aluisuASYa (Digital signatures) HunsfloatulavldisRgnidanuuazaimd
ad a 1 ad a o
yramwreaenasdaanseiing wuldlumsdddnnseiind Tnelidefieseis

Tumssnunauedua?



1034

10.3.5

125

usnsmstwl§irsausuRarey (Non-repudiation services) LT MINITH Y
a v A a ° Yy A Yy ¥ 4 o 7
UFersanusuRansinsaminndiveudilymmsTaudsfonumegmssii
a J & T a é‘ Ci o 3 '
sRavuMs oo himadudeaiumnsziivin o
MISANTINLIY (Key management) Apefiilademsfuasowmauudisria msda
o v & 8 o w 1 o
msfunapdnsiadudsdguasmsgymeoniedamsiinadennudy ms
k4
Aignimauazaudiysanmyesdoya deslinasgm dunsumstfifuas
53 ms1¥naue myadunaue lufusesnaueamsisas msusnsienaue Tgl

Sunaue Mstanidsuuazmsdwannaue nsiiaengue maffunaue deq

P a o L=
llﬂ‘ISW'il‘liﬂﬂﬁJuﬂﬂ'Nﬂ

o ¢ : M oy o Lq
104 msvamsanulasasoszuvuiludoya Security of system files) 1o lHiAAAINIL T

Tnsamsdw lefuasisnssufendesdne q Tmunlasadenazmsdduiludoyaldsy

a v
MINUAUNYNADI

104.1

104.2

104.3

msmuRuTeiLas i 19914 (Operational software) MsAILANABaTINTT SR
odumuzaumei nsszynd Waoriind lussuil fideni1fogiiean
amudoelunsdadamsuesszanfiviaeg
msindesfoyaiilimarouszun foyanaaeudesldsunmsniugu dedims
wongmdeyadi Faegiudeyaiildmaney
manuguasfrdelausndues Tsungy Program source library) it e T 0200

Tomalumsdasmizuealsunsuneuiumed

 d
105 mssansautacadeluduasumsauasMIAIHUAYUTSUY (Development and

& yé o a & 9/ =
support process) (N oA1 PAdanrnnlasaseluszuuennamsuiazdoyamsaums lasl

n’/‘ a wa ci Y ci & 9 = o’:’ :; LY Y 1t
‘Uuﬂﬂuﬂ'ﬁ‘ﬂg‘uﬂlﬂﬂ’)ﬂﬁﬂ'ﬁﬂ’)ﬂﬂﬂﬂ'ﬁlﬂaEJ‘N!.!.‘]Jﬁx‘li%‘ljll"lf\lﬂﬂ\m‘ﬂuﬂﬂuﬂUQﬂUGI‘IfE)EJ’N

I a =y s 5 o d' 9 ' 9 =
wunms ﬂ'liﬂ'l5ﬂUﬂ?ML%\lLﬂﬂl&ﬂﬁ'lﬂiUﬂ'lilﬂﬁﬂuuﬂﬁﬂﬂﬂi:ﬁvv‘nﬁhﬂ'mﬂg WADIUNIT

¥ o Y] a o [~ a :; 9 (=)
muasuazmsnaassnouti1 W FtuszuuameSidmsSumsawin msdaas Ina vl I

o w 4 9 @ g 2 i o §
ms$ifamslasuuasdmsvreviinsimansduiiuwewiiasiianmnandgfiems

nlasulasdesinsanluFoeusinnud@ewsInIsAIUAULATANNNY TUNTHUBINS

= LY Y A o d‘A o ] A 9/ [
dszunana uagiimsseiaseTusoamsinunannfvesldan1e nie 1A Tnsdu uenen

qy Y [ d'l o 9 -9 4:; v oa a [y
fimsfadweminewannTlsunsudesdidonnauneafiudnineilye luiuseeaunn

[ 14 »
uazAmgRdes mydansadumarienuiatu deanamndygninsduguamees

4 )
Wa fimsnareunsudaduionseg e Insdu dludu



126

11. midamsgsnehigsneduiiununeiiod (Business continuity management)
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