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3. maemiya sziiumsiiuer Rules Base voe 100 A l&nonmsTiased 1d
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INPUT
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-
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FIREWALL
MANAGEMENT
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OUTPUT
(FIREWALL)

gll‘ﬁ 3.1 Process Diagram

Non-Protected Zone

Qutside Network

Protected Zone

Laptop computer

gﬂﬁ 3.2 Network Diagram
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VY84 Snort
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Add Predefine Rules Into ipchains.tmp

Add Newest 100 Records in AFWMS DB
into ipchains.tmp

Copy ipchains.tmp into /webserver/ms

Change Status of tmp_status.txt to
"TRUE"

END

U9 3.7 SrdutumsianuvesTysinsu Ms (2)
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NO

‘ START '

Automatic Logan o Web Server

Access Allow

YES

28

Check Status tmp_status. bt

Wate Error Massage to efror.log

Status=TRUE

YES

Download Rules Base FromMS
And Apply New Rules to Firewall

Write Log to ra.xt

=D

End
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Language Selection

Choose the language you would
ke to use during this Red Hat
Linux mstalaien.

1

li W A T r i

51/ 4.1 nvh190 Language Selection tienn i ldluvazda

idennuii 1913y English udaudentjy NEXT iiveriusie

! Keyboard
’ Configuration

Ohoose the keybomd that bert itx
your rysten.

1 you can't find an exact match,
choore the closent Genenic mach
(tar exwmple, Oenesic 101-key
Py

Then choose the layoul type foe
you keyboard (for example, U.S.
Enghsh)
Entering special characters (sch
25 N, B, and ) s done using "desd
Keys™ (slse known ss compose key
sequences). i you wish to use.

1 special charscters requiring the.
use of dead keps, select Enable
doaad hwys 1Moot select Dowble
drad heys.

| Uselthe blank text leld atthe
o

gﬂﬁ 4.2 Mo Keyboard Selection

189N Model 11U Generic 101-key PC

1@80n Layout LUV US English

180N Dead Keys 1111 Disable Dead Keys (lun3diN Keyboard 13T Snusziey)

ududeniu NEXT iieiiaiuee

Red Hat I.inux_
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Red Hat Linux

Mouse
Configuration

1 Choose the carrect mouse type for
your system.

Do you have a PS/2, Bus or seriel
| mouse? (Hint If the connectar

your mouse phags inte is round, you |
have s PS/2 or » Bus mouses K's
rectanguier, it's & serial mouse.)

Try te find an exoct matchin the.
first box st right. }f an exact match

i you have & serial mouse, pick the
device wnd portiths connected b bn
the next bex.

? The X Windaw Systen it cesigned
three-button

o make use of &

31/11 4.3 111199 Mouse Configuration (@@n¥TIAYDS Mouse NN AY

{ A o :
tﬁl’)ﬂ Generic2 Button Mouse (PS/2) uﬁam‘anﬂu NEXT INDNNN1UAD

fat Linux

Install Options

Choose whether you would lke to |
pertorm a Saiiestalistion or an
wErade.

A tul installation wil destroy any
previously seved informetion en the.
selected partiions.

| Anvpgrade will preserve existing
Red Hat Limax ryroem date.

51/4 4.4 111198 Install Options

v
aonaafa TUsunsunIePackage linunziuanudoans 4 Tnarwwiia wu
; &
Workstation, Server System, Laptop, Custom System n3o Upgrade 180N Custom system [W®

' v 1
10N Package Nvz@AndsnudeIns udndentjy NEXT iiei1ause

&2 = ¥ o o v = =2 @ 1 ) ¥ ¢ Y v
nanstiluenansiavulidwiunisldanuienisfinyvintu Tdeygalihlldusslesdaunise

Lidnnsallagnsau Snnsinudilvidaudaiion wasfeeg1edsisdvesenalsynasaniinisunluly
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Red Hat Linux

have to use the Disk
| Druidor fdisk

317 4.5 w1190 Disk Partitioning

ad

Y. P
1@9n35N3 AU swu# 11 Hard Disk 3 3 33 Ao

[ J 4 o wa
® Automatically Partition and Remove Data_Lajaiiiaituusn 1@
® Manually Partition with Disk Druid #msuaiatiiefi1u Hard disk 1182

14 [
® Manually Partition with fdisk (Expert Only) Hjaiiofia1u@84n 13

Al ‘ o \
149N Manually Partition with fdisk (Expert Only) H821@8n1ju NEXT V@19 1unoey
WuN1I98 using fdisk  1Hon Hard disk HApImsad1amToud 1y Partition
' A A
(o hda u1wHe Primary Hard Disk 92147 Tnua Command Line iNoisuduaing

' ] Fd
n3oud v Partition Iaetimdandeoslgaail

m iaAeTI0nsBoapsfdariana

p LRI AIBUAYDY Partition NeAULIIE)

n 314 Partition 1n3i e = extended, p = primary partition

d A1 Partition

t wasumnoauiitefmuasiaves Partition

w ﬁuﬁnmﬂﬂﬁuuuﬂm Partition %ﬂﬁﬂﬂ 1a¢99N1N Command Mode
q 99n910 IMUA Command Line Taglaiifudin

A = VY o [ v = =2 R 1 ¥ o VY ¥ 5% 1
nansthluenansiianulidwiunisidauionisfinyvingu Tdeygmihlldusslosiaunisen

Linnsallagvsau Snvvinudlvidaulaiion wazseeg1sdiadvenenalsnnasaniinisunlbuly
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Tawvnd m3adaa Partition 11 Hard disk A251198131108 2 Partition '141A Partition

y
%ilA Linux Native d1m5ufndaTusunsy iazeiia Linux Swap dmiulfiflumissaaus

wffou (TasunAssiivuiadiu 2 (11989 Main Memory (RAM))

]
]

153724 Partition Rimihiivuaeanuswaiiou (Linux Swap)

AAn iedhgnszuaumsads Partition vl

A p Lﬁ@’d $1a Primary Partition @181t 4 Partition)

nf 2 (o319 Primary Partition 11 2

a1 iouend LG uAURA19 1 Hard disk (First Cylinder)

. 1 4 ] b 4 [}
nf +128M suonvuIanuivisauiwailouw (nAledRunuing 2 mues

nea N ey 128 v RAM 64 MB x 2)

At weodgnszuiumsildouanuzees Partition
A 2 (W21 Partition S19UN 2 Nezildoumoruy
k) iWoI/RouT U Partition 1WuMIEANS UeiOU (Linux Swap)

k4
5319 Partition §115uARRITzUVIRIAN1S Linux

AN ognszuauMs o319 Partition vl
nAp (#o3 19 Primary Partition (3 161 11itfiU 4 Partition)
A 1 (Woa¥14 Primary Partition §1AUT 1

1 14 [} v
AARILAY 19U 67 ieuond IR NS uAUN 1T IU Hard disk dunaaindaay
N&999AM First Cylinder (67-621)
1 3 [l
AARaY 19U 621 tiouandmisgaevesiufilu Hard Disk dunasindmda

49n21U Last Cylinder (67-621)

M3fimua Boot Partition 1¥AUsE1IL

[ y
n@ a ivefmuailyu Boot Partition (toggle a bootable flag) wiounie nadamud Ry

4 v 1 L
1 Partition 1u@I0819%iA0 1

P 4 & -
N1 Command mode 0@ p IWOILEA9310%0 Partition 14 Column Boot 91

INTOINNIY “* UTrAsey
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m3adafufingazeenn Command mode
® naw ot uNnMsad19 Partition LAZONIIN Command mode H3D NA
T w o o Al d
990910 Command mode Tag'luifuin Mas91Iniimsad1a Partitions 1a3aden

14 NEXT 1N 191uae

Red Hat Linux

Partitions

Choose where you would ke Red
Hat Linux b be rtalled.

31041 4.6 n¥1190 Partitions 1¥130n Partition §1M31 Tnstall Red Hat Linux

' v
fMuA Mount Point 1auIAvn Partition Miluwiia Linux Native I¥viumnudiitu uaz
\ A $ o ! . .
aatly Edit  tazldingoaning / (manedel¥ Partition Tty root directory) lugies

g ¥ &4 o '
Mount Point AA1j# OK tazidenijy NEXT ieiiaude

Red Hat Linux

i

gﬂﬁ 4.7 1190 Choose Partitions to Format 138 Partition 1ADaN1392 format

Az A ¥ o [ 174 r:;' = 7 1 Y o ¥ ¢ v k%
wnanstiiluenansnanulidmiunisldauienisfinwvintu ey nbnilulddssleviaunise

Lidansallavisau Snvvinudlvidaudaiion wazseegnsdedadvesenalsnnasaninisunluly
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(0N Partition NADINIS Formant uAAAeNIJ1 NEXT ie1h1ause

Red Hat Linux

LILO
Configuration
LILO, the Linux LOuder, s

Creste haot disk: You should

arews o boot dsk £ you ere not
Installing LILO enthe MBR or £
you are not nstaling LILOC wtal

Do mot tretal) LILO: You can
choese to siip LILO €you do nat

31 4.8 1190 LILO Configuration

v
- o J o o
11190 LILO Configuration Wunsidaenaadalasunsy Linux Loader tWoda iy

.
A A

53UV boot  veuniosneNumed  lunsdififimaaszunliamsuaedamiesufenlu
ndoudmafuliannsadenFldmudens fiade dendail
® Create boot Disk- dwSuad1airis Boot iite1#lumugaiu nieliamnsn boot
977 hard disk 18
® Install LILO 11 Master Boot Record e 1501a0n 0S 1A11and1 1 szuu

-Install LILO W4 First Sector of Boot Partition fdoansl¥ Boot
Loader 84 Ny LILO

® Use Linear Mode @1%51 Hard Disk 111 SCSI

® Default Boot Image d1151521) OS 11307 boot IAT01

ududenijy NEXT ieriaude

A,QQ‘J <ot = = 4 | Y
bDAAITULUULDNETY L ' 9 jUsy

luansallaeiss
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Red Hat Linux

| Network
! Configuration

1 Cheose your netwerk cord and

{ 1P Address, Neamask, Netwerk,
snd Brandeart sdérerses. K yos

517 4.9 11190 Network Configuration  §1MFUMIAMUARUATOVILAN

'3

v i d
i8N Active on boot iz muan1ae q # ldnnduimsszuy deil

IP ADDRESS : (B 172.17.81.66
NETMASK : 19U 255.255.255.0
NETWORK : (U 172.17.81.60
BOARDCAST : (WY 172.17.81.255
HOSTNAME ! 19U spider.reptile.net
GATEWAY : 19 172.17.81.253
PRIMARY DNS : 1 172.17.100.1
SECOUNDARY DNS : (U 172.17.100.2

ududoni)y NEXT Mom1uae

dy @) a ¥ o [ ¥ QII = 3 1 Y o 1 8% [
enansthluonansiianulidwiunisldanunonisfinyitu ey mlihlldusslevdaunism

v
[

Liannsallagvsdu Snvvinudlvidaulaiion wazsesd1sdsiadvenenarsynasaniinisuntuls
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Red Hat Linux

3‘l|ﬁ 4.10 ¥iY1190 Firewall Configuration

dmsvandaszrumsilesiuniuniasast
1f9n Medium

1800 Use Default Firewall Roles

S oud idenifu NEXT iesiudela

Red Hat Linux

Language Support
Selection

Y ou must select a language 1o ute
The detaut

31]"?1 4.11 vivhve Language Support Selection

{ Al & o '
@ennuiiay 141den English 13 oudn identfu NEXT iwerirnude 1l

q 2 = Y o [ v d' = 7 1 Y o ¥ 54 k%
enansthluenansiianulidwiunisidanunenisfinyvintu Tdeygymihlldusslesiaunisen

Livnsallagvsdu Snvsinudilvidaudaiion wazfesg1eddiadvesenarsnnasaniinisunluly



Red Hat Linux‘

Time Zone
Selection

Viou can tet your time 2one efther
by selectng yow computer’s

Coardinwted Time (alse known as.
uTe)

Netice the two tabs st the top of
the screan. The first tab offers you
e ability to configure by location.
With this option, you can choose
your view. In choasing View, your
optians sre: World, North America,

| From the inieraciive map, you can il Eastem Time - Ontario & Guebec - places thal did o (i |
| cickon s specific cty, s Indiceed (K] Aaska Time - west Alasks

by the pellow doty, and ared X wil i At isiney

ppear at your selection

| Youcnskescrstioghtecay |
Ly, e chasie vour dea

!
¥
1
:

gﬂ‘ﬁ 4.12 mi’wa Time Zone Selection

f
idenldmIiassfusemaniu q Tasdendlu Asia/Bangkok 13 auda donify
NEXT oo 11/

Account
Configuration

Nole: Sering 4p eToct scoEt
nd passwordis one of the most

enables pou to nstall packages,
pgrade FPMs mnd 4 most eystem
matmenance. Logging in s rect
gves you complete contral over
your system aod is very powertd.

You should be rurc to use the rost
scoownt only for
Create & nen~rest scceunt for

gﬂﬁ 4.13 111199 Account Configuration

fnuavenazsiarmdmsudquaszuy TasWar (Password) 1493 Root

Password 1d¥0fguazszun TuTes Account Name, Password iaz Foifiuvesdguassuy lu
%949 Full Name 1d0n1ju ADD 1¥1g5z1u

Tauds idenify NEXT iivevinaude i)
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Red Hat Linux

Authentication
Configuration

You can sidp this section f you will
network

! Unless you are setting up an NVS
password, you will netice thet both
MDS and shadow wre sclected.
Using both wil make your systen
98 secure a3 possible.

gﬂﬁ 4.14 M¥N99 Authentication Configuration

f11MUA Authentication Configuration Wedensyuvuinanlasadelu ms
asrvdeueuazsanm devoygnatilFauluszuy

{00 Use Shadow Password (o5 nuinimutasaie1siiy password

#lon Enable MD5 Password (N encryption 3% 11Ul MDS ="1smﬁnﬁuumsv?'?ﬁﬁa

o o \J J '
14256 fdnBs @Iaudn @onify NEXT wesiaude 11l

Red Hat Linux

Selecting Package
Groups

!d-ai::l'n.- groups that you
T

jﬂﬁ 4.15 ihee Selecting Package Group

P = Y o [ 174 = = & 1 Y o ¥ L% £
enasthluenansianulidwiunisldanuienisfinyvintu ey mlihlldusylevisunisen

Lignsallaqsau Snvaiudividaudasiion wazsesg1sdeiadvesenalsnnasaninisunluly
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) [ 1 { a e’: o 1 A o
dm3uiA0N Package AN 9 NABIMIAARITZUY 1T 91d7 1dONLU NEXT tiveriiau
e’y

Red Hat Linux

X Configuration
| Although, the installation program
probes 1o determine the best video 53
card for your system, you can if $3 801805 )
choose another video card i 1 53 801/505 Wilh ATTZ0CA90 RAMOAC
needed. i 3 BOV/AOS wilh ATT200430 RAMOAC ana ICO2061 A
53 £01/50% with Chrontel 8391
Once you have selected your videa i 53 8017405 wih 53 GEnDAC
card, choase the amaunt of video I3 52 801/805 wih SC1148(2.3.4) RAMDAC
| RAM present on your card. S3 B01/805 with SC1148(5,7,9) RAMDAC
{ 53 864 (genwric)
| 1 you decide that the vahies you I B 654 witn ATT 200488 o1 210490
| have selected are ncarrect, you ji 5 B84 witn SDAC (86CT1E)
| can chick the Restare ariginal 53 668 win STG1 703
| veimes butten o return t e 32 90 oty
| s g §3 BS8 WA ATT ZDCASH or 2)CASE
| Youemn alsochoose to Skip X il gmm;:-cmcnn
. Condigweation I you would rather H 08C260 (VIRGEME)
i e X after e nstallation ar 1 5305C200 (VIRGEMKS)
L -n?: 39 806325, (VIRGE)

gﬂﬁ 4.16 1111199 X Configuration

n9e X Configuration ti‘lufumumsﬁmfquzw X Windows

1@on1ju Skip X Configuration odhunisings X Windows denif NEXT iiterthg
W¥he about to install HunsBuEuMsAR tdelindewamnsavnidnldTavmsnaily
Ctrl + Alt + Del G Taotnfis 1oz hivhmsenidnnisansa

idontly NEXT ilevihauae’l

Red Hat Linux

| Installing Packages

{ We've gathered all the information

- needed to install Red Hat Linux an
your system. [t may take a while to
Instel) everything, depending on
haw many packages need to be
Installed.

gﬂﬁ 4.17 niho Installing Package

neanstiiluienas

v 1 =
bANNTEUL
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I3 .. = s’: n’; o A 1 4
LUUIENINGT Format Partition uﬂzﬂﬂ@NTﬂillﬂiﬁ?’lﬂﬂﬂﬂ‘mﬁﬂﬂ"h

4 < U 4 - ﬂ’l’
ieaSouda @entfu Exit iNoaunsanaga

019 Login, logout Uag Shutdown

® 117 Login
1’:1"7}063‘1%’ Login : root
lersferriu Password : **¥xksxx

® 119 Logout

]
o

1dTaoTaemsnalfy Ctrl + d 130 198189 logout 150 exit
&
® msdanies
# /sbin/shutdown -h now gAMININUTZUY LAZHYANTOY

# /sbin/shutdown -r now Ttszuuims 1,!911%1;
4.3 M3AAAY Snort

4.3.1 YUABDUNIIAAAI Snort
J = n’/’ Yy a a o’: ¥ . o ' ad
ABUASAARY Snort vzdeeilimsAnde libraries Riudlu@unou lunsdifiszuuves
¥ )
yudalilaaads libpcap aunsafazand naa library fanda1nlden
fip://fip.ee.Ibl.gov/libpeap tar.Z 384N 1Y Red Hat aunsaa1i Inaanessuiidiy mm 1dnn
Fu'ledues Red Hat http//www.redhatcom , @MY IMAA Snort 1IB3FuAIZAIN
9 t 4
http://www.snort.org iNu v Irldeen fail

#tar xzf snort-x.x.x.tar.gz -C /usr/local

’ 14
101 compile JEERTY option fatl --with-mysgl-includes=DIR (la% --with-mysql-

libraries=DIR A4A28819 19U

#cd /usr/local/snort

#./configure --with-mysql-includes=/usr/include/mysql --with-mysql-libraries=/usr/lib/mysql
#make

#make install
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E 4 Y (] 9
fefilumsi Tsunsuidanon Indogifu viwadsesdunmrtufiin “checking for
14 ¥ F4
mysql... yes” 1J51n;]§u mnﬁ'u“lﬁ'r’faﬂﬂi’fay,a configuration 118¢ rules files 91 source Y84

Snort 11164 fetc/snort tieAMUIT U Doy

#mkdir /etc/snort

#cd /ust/local/sre/snort
#cp snort.conf /etc/snort
#cp *.rules /etc.snort

#cp classification.config /etc/snort

(] 1 4
#11'lasanediionudonlWdues Snort amuausndevin uazadsdeeiulald

' ] 3 v
yAnadYU access i lmSameoTiiug Tavdndudezadnl3n varlog/snort

#mkdir /var/log/snort
#chmod 700 /var/log/snort

%19 Database structure §1135U Snort Javfondudh1uds MySQL 1ag @314 database

A 4
%0 snort YHUI

#mysql —u root -p
mysqI>CREATE DATABASE snort;

E 4 } 4 .
nniuldadie MySQL account Yunuiteldidns lumsSamsiugudoya

mysql>grant insert,delete,select,create,update on snort.* to snort@localhost;

mysql>flush privileges;
o’: ¥ o ° [
MMiuAde9a$19 database structure M7 Snort fvua 13

#cd fusr/local/snort
#vi contrib/create_mysql W& AN USE snort; Pifiussviavuga

#mysql < ./contrib/create_mysql —u root —p
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4.3.2 Snort Plugin Configuration

L

4 4 o o o
WA lv'INg /etc/snort/snort.conf e 19 snort iNudeyaidn database Taslidnuuzacd

output database: [log | alert], [type of database], [parameter list]

Arguments:
[log | alert] - szayweifudoyaludiuved alert 3o log UnAudaez1d log
[type of database] - 19U mysq], postgresql §A% unixodbc.

[parameter list] - giluuuﬁa key=value AUIADY key Ay space

dbname - the name of the database you are connecting to

host - the host the RDBMS is on

port - the port number the RDBMS is listening on

user - connect to the database as this user

password - the password for given user

sensor_name - specify your own name for this snort

sensor. If you do not specify a name one will be generated automatically.
encoding - Tauriiane hex, base64, ascii

detail - wazidsamaiudoya i full LAy fast(default)

f208191TU output database: log, mysql, dbname=snort user=snort host=localhost

password=snortpass
@  Start Snort (daemon)

NAQD4 Start 1151N5Y Snort /ust/local/bin/snort -¢ /ete/snort/snort.conf 5‘1‘1ﬁﬁ error

"
o [

1 4
Taq uanshannsaldauld owamsldanussuiusesulu daemon mode Tavez 19ehd

@

o
U

#/usr/local/bin/snort -D -c /etc/snort/snort.conf
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T1LSSH-172.17.81.67 VT
File Edit Setup Control Window Help

a y o o
31N 4.18 vivewadWFVRINI Start Snort
9110317 4.18 Aouieziin1s Start Snort 912ABININS Start MySQL fiou 9INTUT
¥ v '
Start Snort AMAWY F491n31)9z17 U311 Rules Base Y09 Snort 19111 867 Rules figne1uid

4 2
11 %4 Rules base (Ma13] a111509121 1naa 18910 hitp://www.snort.org
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4.4 M3FAOW Environment V09353V
4 o . v ° Y .
MIIFABW Environment ¥0952U Usznov lidrensiimualasaad1aves Directory
auildeonuuu'l3, MIsmua File Permission ¥8432u11ATIA319U09 Directory HAZMNI

v ¥V v
#%314 crontab 1% TU5un5 UMMM Schedule ivaen 13 Tiswaziduansil

8 Linux Redhat 7.3 Project - [Ctrl-Alt-F1] - YMware Workstation
File Power GSettings Devices View Help
Power Off 11[‘/7 Power On \ [0 suspend &3 Reset Full Screen

[total

d rwxr -xr

dr
‘(] r

|

d r WX -

[drwxr

[druwxr-xr

| ru-r
;‘«‘I'U‘Ll‘
.‘wll'
dr

1‘1 rWXr -X

fdrwxr
fdrwx

2 apach

(lll ! I'
pache

. root
2 root

rootc
root
root
root

root

Z root

root
10t
1O L
root

. root
) root

root

root

Z root

root
root

2 root

root

u,]ldl lllf
apache
apache
root
root
roo
oo
roosv
rootv
roo
root
roof
root
root

) 1
root
root
i v-)i
root
root
root
root
root
roont

866816

8192 Mar

1496

196 Juy

1896

8192
4896
4896
4496

14996 O«

5/ 4.19 n1901aA Directory Manvedlysunsy

a : @ L4 o wa a oazl [
msaanaTUsunsuszuusams isaoadenluid wwdadaludalanld root directory
. & v Y a = o YY1
¥94 Linux W0 1¥N15 9199909 PATH 499013 run program M ldae
v ] v ¥y
9n15zmsfle Owner Y94 Directory Naa 1N 19 User 1 Run @2 Web Server 1147itiN®

spefuiideueesendesinuru ccl 1d
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4 o . < 4 o A o
M35e319 Directory 1011 Script 1ifiy'ls weldmaihauudiuldaunarfisimua

o

v
Ao 1daadl

" '
a A

Feisdesmsiae desmsliTusunsuthamgng 5 wd olfifa Process Aae
anfisenuunl3 Tasnsfissdszuuhauauiidmua13Tao1d crond mansevilgsed

Login Taeld@nues root lﬁi'ﬂ a1 Directory “71%6 Jetc/cron.5min UA2TUN vi editor
ivoud ity etc/crontab TasAsiiae ety

5,10,15,20,25,30,35,40,45,50,55 root run-parts /etc/cron.5min

Wl Tty vnviudiud

‘wq

1ite save LazooNINT1/5UNTN

& = o = 0 a
91m7u shell script gy 13n161A fete/cron. smin vzgniFonliiaunng 5 wii

@ Linux Redhat 7.3 Project - [CtrLAlt-F1] - VMware Workstation
File Power Settings Devices View Help

[ Power OFf | [» Power on | B Suspend 53 Reset  [35] Full screen
HELL=/bin/l

'ATH bin:/biy

1A [LTO-root

10ME

# run-part
315,486 99, " = % % root ru J n.5min

» root run-parts set
root run-par

st J
root n-part etcscron.weekly
e

*» root run-part ‘cron.monthly

root susrsbin/mrtq ¢ «mrtgsmrty.cfy

[
|"7etcscrontab"

31/ 4.20 nihveuaasnsud luudu /ete/crontab

4.5 A0E19INIATIVADY Log file
P 40 & o &
3¥11U Automatic Firewall Management System Lﬂuizuuwmqmagtﬁawm PYINTT
o d < 3 @ '
Mameiimsdy Log 1314 Directory vidnuesltsunsy ‘ldun /AFWMS-MS/logs 1y

/AFWMS-RS/logs A431/1 4.21



(& Linux Redhat 7.3 Project - [Ctrl-Alt-F1] - YMware Workstation
file Power gettings Devices View Help
@ Power Off | [> Power on | [l Suspend W53 Reset ' [a3] Ful Screen
root@spider AFWMS-MS1# 1 la
apache apache
root root
root root 15:54 cp-output
apache 1
Il]Ht . ( 144 Y‘IH l!(‘l‘LJ
root yot 376 Mar 13 gen-dey
root O Mar 21:44 gen
rL root root 4 » 182 GEN
wor 5 root root 4: hous
W-r 5 root root 4:26 ifwms_iy *t_rules.php
PUXT =X —X Z apache apache 4896
P==—r root root 708 y : mail_alert.php
ol " St e i3 root root 1885 <y g 8 ms.php
[ru-r--r root root 183 1 12:31 snort_data_update_tes
thp
!|'Ir~w:xr*~><r X > apache apache 1896 .
rw-r--r 1 root root 35 A :85 validator.php
|[root@spider AFWMS-MS1H#

Auto-creating chain ALLOW

14 1
[Friday 14th of March 2883 @5:88:24 PM- Finished Update Proce
[Flushing all current rules and u: def ined cha 4 [
:lil zaring all current rules and user def ined ch : [
fApplying ipchains firewall rules: Auto-creating chain LOW
| [
;l'[‘l‘iidlj 14th of March 2483 65:88:28 FPM- Finished Update Process
Flushing all current rules and user defined chains
IClearing all current rules and user defined chains:
Applying ipchains firewall rules: Auto-creating chain ALI

[Friday 14th of March 2883 85:83:38 PM- Finished Update; Process
Flushing all current rules and usq ined cl st [ DK 1
Clearing all current rules and r defined chains: [ 0K 1
Applying ipchains firewall rules: Auto-creating chain ALLOW

[ OK ]

Tuesday 18th of March 26883 84:55:83 PM- Finished Update Proce
Flushing all current rules and :r def ined chains: | 0K 1
Clearing all current rules and ser def ined chains: | DK 1

|
|
|
|
|

Applying ipchains firewall rules: Auto-creating chain ALLOW

[ 0K 1

lTuesday 18th of March 2883 85: :22 PM- Finished Update Proce

lTuesday 18th of March 26883 85:85:86 PM- Rules Doesn’t Change
|52

o

31 4.22 miheeuaasdoyanioTuudy /AFWMS-RS/logs/rs.log
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4.6 M319914 AFWMS ADMIN
AFWMS ADMIN 79%11198 User Interface (UI) 99952U1Y Automatic Firewall
< o = A a
Management System @9oyaa Wgauaszuy aunsoudlvfun/dou au uay iiudn doya
fioglugudoyavesszuy Automatic Firewall Management System zgni1liadne Rules
Y o d Jd : dy A : o a a a9 -
base WmulWsaead  seflifieaninuneasaimsiioneis  Ulemandguaszuvezinnm

M H J
dosmsiiszud ly doyasaufenisay DENY Rules ignadieiulasszuy

0-0 BRG,Yee S e vl L

AFWMS LOGIN

1 4.23 wil198 Login 1gsv vy

0.0 DEGANee BAE Cumu. T JLiLTT T
]
AFWMS Admin
9 Records Found

Eda | 71| Oviere ]|
(ega] | [ Ovwte J|
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